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Prepare for NDMP configuration.

:

Werify the tape device connections.

v

Enable tape reservations.

Does the backup application
support CAB?

¢ Yes No ¢

Enable SVM-scoped NDMP on the cluster. Enable node-scoped NDMP on the cluster.
Configure a backup user for the cluster. Configure a LIF for node-scoped NDMP.

|

Configure LIFs for SVM-scoped NDMP.

v

Configure the backup application.

NDMP 1555 & 24
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storage tape show-supported-status AVYRZEITLET

clusterl::> storage tape show-supported-status

Node: clusterl-1

Is
Tape Drives Supported Support Status
Certance Ultrium 2 true Dynamically Qualified
Certance Ultrium 3 true Dynamically Qualified
Digital DLT2000 true Qualified
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clusterl::> network interface show -role intercluster

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
clusterl IC1 up/up 192.0.2.65/24 clusterl-1
ela true

b. 75 ZAARBLIFAVWTND ./ —RICHEFEELRVEEIE. 2FEB LTI S XABLIFZ{ERRLE S
network interface create ANV REZETLET

clusterl::> network interface create -vserver clusterl -1if IC2 -role
intercluster

-home-node clusterl-2 -home-port e0b -address 192.0.2.68 -netmask
255.255.255.0

-status-admin up -failover-policy local-only -firewall-policy

intercluster

clusterl::> network interface show -role intercluster

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
clusterl IC1l up/up 192.0.2.65/24 clusterl-1
ela true
clusterl IC2 up/up 192.0.2.68/24 clusterl-2
eOb true
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1. Z#FHALT. IRTORSATEXTATFIOOvICBETZERERTLET storage tape show
ARV RZEERTLEY

clusterl::> storage tape show

Node: clusterl-01

Device 1ID Device Type Description
Status

sw4:10.11 tape drive HP LTO-3

normal

Ob.125L1 media changer HP MSL G3 Series
normal

0d.4 tape drive IBM LTO 5 ULT3580
normal

0d.4L1 media changer IBM 3573-TL
normal

2. F=TFRIATHRRSNBVERIR. BEDO LS TN a—T1 2T ZTVET,

3 XFAT7FIVIvHARRINBZVIEEIF. ZERAL AT 7F oI vICEATIERERTLET
storage tape show-media-changer AVY RZETL. MED ST a—T1 20T ZTVE
ERS



clusterl::> storage tape show-media-changer

Media Changer: sw4:10.11L1
Description: PX70-TL
WWNN: 2:00a:000el11:10b919
WWPN: 2:00b:000e11:10b919
Serial Number: OOFRU7800000 LL1

Errors: -
Paths
Node Initiator Alias Device State
Status
clusterl-01 2b mcO in-use
normal
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FIE

1. #EALTFHRZEMCLET options -option-name tape.reservations -option-value
persistent AN RZETLET

ROOAR Y RIFE. TFRNZBEMICLEFT persistent fB -
clusterl::> options -option-name tape.reservations -option-value

persistent

2 entries were modified.

2. ZEALT. IRTO/ —RTFHDEMIB>TVWBREEMRLET options
tape.reservations AV REANL. HAOERERLET,



clusterl::> options tape.reservations

clusterl-1

tape.reservations persistent
clusterl-2

tape.reservations persistent

2 entries were displayed.
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DMAMDCluster Aware Backup (CAB) ¥iskZHHR— kL TW3RHFERIE. SVMZXIRE L
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D&,

FI&E
1. SUMZHRE LIENDMPE— RZEBMICL£T,

clusterl::> system services ndmp node-scope-mode off

SVMZXR Y LI=NDMPE— RAEICHE>TWVET,

2. BEESVMTNDMPH —EXEZB#MICL X9

clusterl::> vserver services ndmp on -vserver clusterl

PEER A FNFICERESNE T challenge T 7AW ETIE. L=V T F X MEREEISERICHE>TULE
ERS

()  exa7mEEoLHIc. TL— 72 MRIEEDICLTEABENBD £7,
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clusterl::> vserver services ndmp show

Vserver Enabled Authentication type
clusterl true challenge
vsl false challenge

NDMPEREED /N O 7y FTA—H =B L XS

/\“/77“/ 777') T= 3 yb\BSVM%W%K LTCNDMP%DIL\EE?%LLLJ\ —i_ﬁ@ﬁ
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HTEEI. 774N T ROO-NLZHFEODI-—YHNDMPNY I 7 v FICH L TERAECTE X T,

* USRAALMK: admin £7cl& backup

* @ 4 DSVM : vsadmin £7zl& vsadmin-backup

NIST—H F7IFLDAPA—HZFEA T 3551F. TNENOT—NLEICEOI—HDREFEL TVIHEND
D £7, Active Directory I—H|IFEHATET £ Ao

FIE
1. REOEBEI Y ERERRLET,

security login show

2. PBIZIGEC T, ZFEHALTHLULUNDMPAN Y 27w FA—H%EH L £ security login create 1
RYRELVI T RF22EFTI3ME 7 OSVMOERICZET 50—,

IZiE&. O—ANY I 7y TA—HFD%EI. FIENISE/IELDAPI—HFOEZFIZIBETET £ T —user
-or-group-name /N7 X—H

RIS Ny o7y TA—FZEMRTS5IV> FZRLEXT backup adminl Z{ER backup 7 7 XX &
ETo%E

clusterl::> security login create -user-or-group-name backup adminl
—application ssh —-authmethod password -role backup

RIS Ny o7y TA—HZER T35V RZRLEXT vsbackup adminl Z{EH vsadmin-backup
& 2 osvMoO—)L :

clusterl::> security login create -user-or-group-name vsbackup adminl
—application ssh -authmethod password -role vsadmin-backup
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3. ZEALTEESVMO/NRAT—RESRH L XY vserver services ndmp generate password A<
YREEITLEY

ERINTZNRT—RIE. Nv o7y TT7T)r—2 312K % NDMP #EGDEREE CHEICAED £9,

clusterl::> vserver services ndmp generate-password -vserver clusterl

-user backup adminl

Vserver: clusterl
User: backup adminl
Password: gG5CgQHYxw7tE57g

LIFs Z5EL X

T—RET—=TDOVY RO T — 2. BLUEESYM &Ny o7y TFT7TIT
—2 3 > OEOHIEHEEROILICERIND LIF ZRETIVENDHD £, LIF 248
ELIS. ENSDLIFICRLTTI 7704 —ILIRU S =TI A —N—RI >
—HRESNTVWBR L ZHER L. BRA>VF—T A XRO-IIZEETIHENHD
9o

ONTAP 9.10.1LAPETIE. 77047 a—ILAR) O—IFELETN. BRICLIFOY—EXR) O —ICESZHTRZ S
NELT. FHICOWVWTIE. ZBBLTLKEIV"ONTAP 9.6 UPED LIF &t —E 2R o —",

FIE

1. Z#FEALT. 5 XLRBLIF. V5 XABELIF, $&U/ —RBEELFEIFEL £9 network
interface show AN Y RICZEIEELET -role /NTA—H

ROARXY RIE. 75 XFMELF ZRRLET,

clusterl::> network interface show -role intercluster

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
clusterl ICl up/up 192.0.2.65/24 clusterl-1
ela true
clusterl IC2 up/up 192.0.2.68/24 clusterl-2
e0b true

ROAYVKRIF. 75 RABEBLIFEZRRLET,
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clusterl::> network interface

Logical
Current Is
Vserver Interface

Port

clusterl
eOM

cluster mgmt

true

clusterl::> network interface

Logical
Current Is
Vserver Interface

Port

clusterl
eOM

clusterl-1 mgmtl
true
clusterl-2 mgmtl

eOM true

show -role cluster-mgmt
Status Network

Admin/Oper Address/Mask

ROATVKRIF. /—REBELIFERRLE,

show -role node-mgmt

Status Network

Admin/Oper Address/Mask

up/up 192.0.2.69/24

up/up 192.0.2.70/24

Current

Node

clusterl-2

Current

Node

clusterl-1

clusterl-2

2. JSRAMLIF. V5 R2EIE (clusterrmgmt) LIF. $&UV/—REE (node-mgmt) LIF T NDMP
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IS LTI 7AT7IA=ILRYS—HDEMMIE>TWVWBR I e xELET,

system services firewall policy show ANV Y RZEITLET

KDOARV KRG, VSREBEBLFDI7 747 74— LRI —%RRLET,

a. ZFERALT. NDMPICRH LTI 74 704 —ILRU S =D BB >TVWE 2R LEFT



clusterl::> system services firewall policy show -policy cluster

Vserver Policy Service Allowed

cluster cluster dns .0.0.0/0
http 0.0.0.0/0
https 0.0.0.0/0
** ndmp 0.0.0.0/0**
ndmps 0.0.0.0/0
ntp 0.0.0.0/0
rsh 0.0.0.0/0
snmp 0.0.0.0/0
ssh 0.0.0.0/0
telnet 0.0.0.0/0

10 entries were displayed.

ROARV B VSRZBLF D7 747 04— LIRS —ZRRLET,

clusterl::> system services firewall policy show -policy intercluster

Vserver Policy Service Allowed
clusterl intercluster dns =
http -
https -
**ndmp 0.0.0.0/0, ::/0**
ndmps -
ntp -
rsh =
ssh =
telnet =
9 entries were displayed.

ROARV R, /—REBELFOI7 747 04— LR —ZRRLET,
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clusterl::> system services firewall policy show -policy mgmt

Vserver Policy Service Allowed

clusterl-1 mgmt dns 0.0.0/0, /0
http 0.0.0.0/0, /0
https 0.0.0.0/0, /0
**ndmp 0.0.0.0/0, J Q5%
ndmps 0.0.0.0/0, /0
ntp 0.0.0.0/0, /0
rsh -
snmp 0.0.0.0/0, /0
ssh 0. 0/0, /0
telnet =

10 entries were displayed.

b. 77 AT 04— LRI —DBEMIB>TULWRWESIE. ZFEALTI7A7I+—IILR)>—%2F
MICLZET system services firewall policy modify AY Y RICEIBEL XY -service
NTX—=&

ROARVRIE. VFRZBLF D7 747 74— IR —ZBMLEFT,
clusterl::> system services firewall policy modify -vserver clusterl
-policy intercluster -service ndmp 0.0.0.0/0

S IRTOLF DI AINFA—N—RIS—DEINRESNTVWE I EZRRLEF I,

A JSRARABEBLIFO 7z AINA—N—FRI—HICHESINTWVWE & SR L £9 broadcast-

domain-wide ' ZZUwo L. 77 RZMLIFE / — RFEBELIFORI S —HICRESNET

“local-only ZfEF L £9 network interface show -failover ANV Y REERITLET

KOAIYRIF. VSRAEEBEBLF. 75XXBLF. 8LV /—RBEELFO7TAIILA—/IN—K
) —%RRLET,
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clusterl::> network interface show -failover

Logical Home Failover
Failover
Vserver Interface Node:Port Policy
Group
cluster clusterl clusl clusterl-1:e0a local-only
cluster
Failover Targets:
**clusterl cluster mgmt clusterl-1:e0m broadcast-domain-wide
Default**
Failover Targets:
B ITCL clusterl-1:e0a local-only
Default**
Failover Targets:
wWWILC2 clusterl-1:e0b local-only
Default**
Failover Targets:
**clusterl-1 clusterl-1 mgmtl clusterl-1:e0m local-only
Default**
Failover Targets:
**clusterl-2 clusterl-2 mgmtl clusterl-2:e0m local-only
Default**

Failover Targets:

a JxAINF—N—RY—PBEYURESNTULWERWEEIF. ZFALTIAMILA—N—KR) > —
ZZE L XY network interface modify ANV RICEIBEL XY -failover-policy /N T X
—&

clusterl::> network interface modify -vserver clusterl -1if IC1
-failover-policy local-only

4 ZFERALT. T—2ERICHWERLIFZIEEL X9 vserver services ndmp modify AVX > RICZig
ELFET preferred-interface-role INTAX—=R

13



clusterl::> vserver services ndmp modify -vserver clusterl -preferred
-interface-role intercluster,cluster-mgmt, node-mgmt

S HFERALT. VFRRIBRAVA—T A AO—IIDRETNTWVWECZHERL XS vserver
services ndmp show ANV RZETLET

clusterl::> vserver services ndmp show -vserver clusterl

Vserver: clusterl
NDMP Version: 4

Preferred Interface Role: intercluster, cluster-mgmt, node-

mgmt

J—RENRE LT- NDMP #3&7E
ISR T/)—RZENRELI-NDMP ZEMICLE T

B—D/—RFRTHRIAEINTWBRR)2a—LENYIT7YvITTBICIE. /—REXRE
L7-NDMPZBEMICL. NDMPH—EXZBRIC L. T—XES CHIEEGICERY
BLIFESRELEF T, CHUF. 9FRZDITARTDO/ —RICHLTEITTEET,

() /- E#Ex%LLENDMPIZ. ONTAP OTRELESNE LT,

CDRRIIZDOWVWT
J—RXOA—TE— R TNDMP%ER T 355, SRekld/ — RENTREITIHNELHD £, FEMHICDOWVT
3. ZBBLTLLETVW"YR— FRMMEROEE [/ — R XO—TE— R TCNDMPEREEZ T 3 A% "
FliE

1. J—RZENRE LI-=NDMPE—REZB®ICLE T,

clusterl::> system services ndmp node-scope-mode on

NDMP node-scope-modehBRICHR > TWLW 3,
2. DS ZZAANDIARTD./ —RTNDMPH—EXZBMICLE T,
TJAIRA—R T )] ZERTIE. IRTD/— KT NDMP H—EXNWERHIBEICHD £,

Ny T Ty TFT7Tr—23 20k % NDMP #iiiDESEEC/NR T — R ZEE S 2HBHHD T,
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clusterl::> system services ndmp on -node *

Please enter password:
Confirm password:
2 entries were modified.

3. Z#EMICLFET -clear-text NDMP/XRXT—RDEF a7 HBEED-HDA T3>
JA4ILREA—R"ZERALEI* disables the “-clear-text 7 7>a>xIARTOD./— R THEK
ICBIRTE X9,

clusterl::> system services ndmp modify -node * -clear-text false

4 NDMPH—E X EDEMICHE>TWAR I e EERLET -clear-text 77> a3 UHEMICHE>TUVE
ER

clusterl::> system services ndmp show

Node Enabled Clear text User Id
clusterl-1 true false root
clusterl-2 true false root

2 entries were displayed.

LIF %7€

J—RENYTTYTT TV =23 OB T — & IR ORILICER TN
3 LIF ZRETBIVENDDE I, LIF ZRELS. EDLFICHLTI 77T %
— IRV =T zAINF—N=—RI)—DREINTVE L 2R T IHNELDHD
9o

ONTAP 9.10. 1B Tld. 77470+ — LR —IFEIESIN. REICLIFDY—ERRU D
() —cEsgashELE, BECOLTIE. BBRBLTESV LF 0T 71 75 4 — LK
S —ERELET,
FIig

1. ZEALT. /—RTHRIMTNTWE I T AXBLIFZSEL £9 network interface show YV
RICZIEELZXT -role NTA—4&
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https://docs.netapp.com/ja-jp/ontap/networking/configure_firewall_policies_for_lifs.html

clusterl::> network interface show -role intercluster

Logical Status Network Current

Current Is

Vserver Interface Admin/Oper Address/Mask Node Port
Home

clusterl IC1 up/up 192.0.2.65/24 clusterl-1 ela
true

clusterl IC2 up/up 192.0.2.68/24 clusterl-2 e0b
true

2. S XZMLIF TNDMP IR LTI 7A 7 T4 —ILER) S —DEMICE>TWBR =R LE T,

a ZEALT. NDMPICH LTI 707 04— LR —DBMB>TWVWB CZzRBLET
system services firewall policy show ANV Y RZEITLET

ROARVKRIF. VS REBLFDI7 747 74—l RS —%ERRLET,

clusterl::> system services firewall policy show -policy intercluster

Vserver Policy Service Allowed
clusterl intercluster dns =
http -
https -
**ndmp 0.0.0.0/0, ::/0%*x*
ndmps -
ntp -
rsh =
ssh =
telnet =

9 entries were displayed.

b. 7747 +—ILR) S —HEMIHE>TVWAWEGIZ. 2FERLTI 7147 04—ILRUS—%F
MICLE T system services firewall policy modify ANY Y RICZEIBEL XY -service
INT A=K
ROARV B ISRZBLF D7 747 04— LRI —ZBMLEFT,

clusterl::> system services firewall policy modify -vserver clusterl
-policy intercluster -service ndmp 0.0.0.0/0
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3 UZRBMMLF D7 AINA—N—R)—HBEYNRESNTVWE I zHERLET,

a VSRZMBLIFO 7 T ANA—N—FRUI—HIIRESNTVWE R LEX T local-only ZfE
FALZEY network interface show -failover AN¥ Y RZETLET

clusterl::> network interface show -failover

Logical Home Failover Failover
Vserver Interface Node:Port Policy Group
clusterl W LCIL clusterl-1:e0a local-only
Default**
Failover Targets:
W TC2 clusterl-2:e0b local-only
Default**
Failover Targets:
clusterl-1 clusterl-1 mgmtl clusterl-1:e0Om local-only Default

Failover Targets:

b. 7z AIIA—N—FR)—DEYIHRESNTLARWVNSEEIF. 2FEBLTIAILA—N—FKR) > —
ZZELFTJ network interface modify ANV RICZIBEL XY -failover-policy /VT X
-4

clusterl::> network interface modify -vserver clusterl -1if IC1
-failover-policy local-only

A\ ~ Pl I_l_I
Ny OT v TT TV =2 Ve BT
JZSAATNDMP 7V RA%ZH/ELT=H. VS XAZBHEHDBBHRENREL. Ny I TV
TT7TVr—a3 > TROONY Iy T TOCREZRET DHNELNHD £7,
FE
1. ONTAP THIICERE LR DIEHREUINEL £9,
c NI Ty TTFIr—2 32T NDMP iz ER T BT DICHERI—HFRHE/NIT—R
N ITYTT I T—a h 60T RARNIERTBEDICHRERISIAZABLIFOIP 7RLX
2. ONTAP T. ZEALT. ONTAP & FTNA RICEIDYTI-TA ) 7R %2R RLET storage tape
alias show AX¥YRERITLET

ITAVTRZERLTHELE NI TPy T T7FTIVT—2 a3V ORETRIUDEDNELSHD T,
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clusterl::> storage tape show -alias

Device ID: 2a.0
Device Type: tape drive
Description: Hewlett-Packard LTO-5

stsw-3220-4a-4b-02 st2 SN[HU19497WVR]

BNV ITY T IV r—23>Te Ny ITyvTT7TVr5—23> O RFa Xy MIE>THEDDONY Y
VAR & A

TR’

RU 21— LBEC LIF BITRLEDT —IBEAARY FDRELIBSICHA T, TSNy I 7y TR
ZBHETESLSICE ML TEIBEN DD FT,
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