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FIE
1. 9 220%—BRBY—ILOERZHRELF T,

security key-manager external enable -vserver admin SVM -key-servers

host name|IP address:port,.. -client-cert client certificate -server-ca-cert
server CA certificates

°, security key-manager external enable AV YV RII. ICEZTEHNZHDTY
security key-manager setup ANV YV REERTLEITIZREZ0OJ1>7O>~
RTOXRYRZERITTBR L. admin SVMT 7 #IL T REDY 5 A XDEESVM
PMERATNET, VFAFXRXRA—TZRETDICIF. V7 XAXEBETHIVELND
@ DEY, ZFITTETFXY security key-manager external modify AN R%ZE{#F
BLT. AB+r—BEBOREZZEELET,

° MetroCluster IRIE CEIESVMICAZ + —EBIEZ KT T IHSIE. D ERIHRELHD

9 security key-manager external enable /N\—bhF—UF X RN L THEIT
LEXd,

XOAY Y Rid. ONEBF—FIEBEZENICLET clusterl 3DDHNEFF—H—/N\THERINE T, =Y
DF—H—NIFRAMZER—FTHEEL. 2BBOXF—H—NEIPT7RLRETFT T #IL MR- KT
EFL. 3FZEBDOXF—H—NIFIPv6 PRLAER—MTHEELET,

clusterl::> security key-manager external enable -vserver clusterl -key
-servers

ksl.local:15696,10.0.0.10, [£d20:8ble:b255:814e:32bd:£35c:832c:5a09]:1234
-client-cert AdminVserverClientCert -server-ca-certs
AdminVserverServerCaCert

2. x—BEY—-J)LLLTSYMZRELE T,

security key-manager external enable -vserver SVM -key-servers

host name|IP address:port,.. -client-cert client certificate -server-ca-cert
server CA certificates

CSVMOOJA YAV RTAR Y RZRTIDE. svM T 7 # )L MMIREDSYMT
Yo SVMRXROA—TZRET BICIF. 77 RXAXEBEEBELXIE SYVM BIEETHIHEN
HDEFT, ZRITTEFXY security key-manager external modify AN¥ >V R%
() FEALT. ABFr—BBORTEEEELET.

° MetroCluster IRIETT —XSVMICH BB+ —EEZHRE T 25SIF. OFIEZREDIRT &
FE|FHD XFHFA security key-manager external enable /N—hF—TFXX|C
LTEITLET,

XOATY Rid. OABF—EBEZEWCLET svnl BE—DF—H—N\DF T )L b7 R— F5696 T X
YLTW3BIBEE



svmll::> security key-manager external enable -vserver svml -key-servers
keyserver.svml.com -client-cert SVMlClientCert -server-ca-certs
SVMlServerCaCert

3. BEDOFIEE ZDMD SVM ICX L TEDIRL X,

ZERATZCHTEET security key-manager external add-servers AN
@ RzERL TEMDOSVMZREL £9, o security key-manager external add-

servers AX YV RIE. ICEZTHHBZHDTY security key-manager add AV K%

RITLEFITOAVYFBEBXEEICOVWTIE. YZaT7IR=—JZBRBRLTLIEEL,

4. BELTEITRTO KMIP H—NHDERINTVWBE R LEF T,
security key-manager external show-status -node node name

o security key-manager external show-status OYX > RIi&. ICEZIHDZDHD
@ TY security key-manager show -status AN¥ Y RZETLEFIT AT FEXEE
ICDOVWTIE. YZaT7IR=JFBRBLTLLIEEL,

clusterl::> security key-manager external show-status

Node Vserver Key Server Status
nodel
svml
keyserver.svml.com:5696 available
clusterl
10.0.0.10:5696 available
£fd20:8ble:b255:814e:32bd:£35¢c:832¢c:5a09:1234 available
ksl.local:15696 available
node?2
svml
keyserver.svml.com:5696 available
clusterl
10.0.0.10:5696 available
£d20:8ble:b255:814e:32bd:£35¢c:832c:5a09:1234 available
ksl.local:15696 available

8 entries were displayed.

S MEBICIHL T, FL—YTF AR a—LZBSRY a—LICEBRLET,

volume encryption conversion start



R 21— LETHRTZHIC. ABPF—EBY—ILOBEEZTATRT LTEBELRBD 7§, MetroClu
sterlRIBTld. MADH A MIASEF—BIEBY —IILZHREIT IDELRHD £,
ONTAP 9.5 LU TAEF—BIBZBMICLET

1 DULED KMIP H—N%ZFERALT. BEStSNicT—RICT7 IR TBIRICIOSTRA
THEHTRIF—Z2ZLR2IMFREETETET, 1 20/ —RIZBK 4 DD KMIP H— /)\% &
TEFEJT, TR T A FRZUANIDEEDHIC. DELEH2BDODY—N\%EFEHTS
CCEHRLET,

CDERTICOVT
ONTAP |&. 73 XZRDINRTD ./ —RIZDWT KMIP H—N\D#ERZREL £,

TEEZ BT BHiIC

*KMIPSSL 7 ZA7 > hEERREECH —/NEEREZ A Y A h—ILL TESBED DD X5

* CDRRVZRITITBICIE VFAXEBETHIVENHD XY,

* NERE—FEIBY — LERET BH0IC. MetroCluster RIEXRETZ3HELHD £,

* MetroCluster ERIBETld. WAHDY 5 A ZICKMIP SSLEEAZ% 1 VA M—IL T2 UREBELRHD £,

FIE
1. 93282/ —RFOF—BRBY—ILOEHZRELF T,

security key-manager setup
*—ERY— Oty Ty THBEINET
(D) MetroCluster B TI. COATY RETHDY 5 AL TRITT BUENBD £7.

2. 87OV S TEBYBRREZADLET,
3. KMIP H—NZEBML £

security key-manager add -address key management server ipaddress

clusterl::> security key-manager add -address 20.1.1.1

(D) MetroCluster B TH. COARY RETHDY 5 AL TRITT BUENBD £7.

4 HEMEBFRITILDICKMIP Y —NEZH5 1 DBMLET,

security key-manager add -address key management server ipaddress

clusterl::> security key-manager add -address 20.1.1.2



@ MetroCluster BB TId. COITY RETAHDY 5 AL TETT BBENH D £,

5. BMELLIARTDOKMP H—N\DEHEINTVWB EZRRLE T,
security key-manager show -status

AT Y RBXY2EICOWTIE. Y2 aF7IR—SEBBLTLEIL,

clusterl::> security key-manager show -status

Node Port Registered Key Manager Status

clusterl-01 5696 20.1.1.1 available
clusterl-01 5696 20.1.1.2 available
clusterl-02 5696 20.1.1.1 available
clusterl-02 5696 20.1.1.2 available

6. BREIZIHLT. FL—YFTFX MR a—LZEBSEAR) 2a—LICEBRLET,
volume encryption conversion start

R a—LETHTIRIC. ARF—BEBY—ILOREEIANTRT LTELHBERHD F
95 MetroCluster!RIZETld. MADHY 1 MMIALF—BIEY —ILZRETIHVEHLHD £,

IS RTAONA R eFERLTHF—Z2BELEY

ONTAP 9.10.1 UPETIE. ZFERATI FI "Azure F—AHR—JLF (AKV) "H KUY
"Google Cloud Platform D F*—&EEH—E X (CloudKMS) "5 RTHRALEIND
7P r—2 3 TONTAPEESL* —Z{R:€J 5, ONTAP 9.12.0LABETIX. Z=FEAL
TNVEFXF—%RETBHTETET "AWS KMS",

AWS KMS. AKV. Cloud KMSZ {#F L TR#E TZ £ 9 "NetApp Volume Encryption (NVE) F—"F—
RZSVMDIFE D Hs

ZDRZATICDOWT
IS RTIAONA A= FEALI-F—BEILX. CLIZ/-IXONTAP RESTAPIZEHA L TEMICTE X,

IO RTONA A ZFERAL TF—%RETZHEI1E. TI7HILETIEFT—ESYMLIFAY ST R+ —EET
VRRAV M EDBEICEAIND CCITFRELTLIESV, /—REBXY NT—2E. 777 R7ONT
A DERFEH —E R (login.microsoftonline.com for Azure ; oauth2.googleapis.com for Cloud KMS ) & D3&fS
IZERAINET, VSAZXY MT—IHQELLREINTLARWVL, V5 XAEXTHF—EEY—E XD BEYIC
FMEINFEFEA

I RTAONAEDF—ERY —EXZFAT3551F. ROFIRFEISEFEL TSI L,

c U RFIONA A DF—EIRIZ. NetApp Storage Encryption (NSE) & & U'NetApp Aggregate
Encryption (NAE) TIXERETET EFHA. "N KMIP" KO DICHERTEET,
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* IS RFONA R DF—EIEIEMetroClustertE X CTIFERTET £t Ao

cUSORIONAADF—BEIX, T—HASVMTOAERETETET,
X% BIAT 380IC

s YIRS RTOANA R TKMSEZHRE L TEMELHD £,

* ONTAPOZ S RXARZD ./ — R TNVEWX S R—EENTUVWBIRELHD £,

* Volume Encryption (VE) T4+t > X & <ILF T+ > MEncryption Key Management (MTEKM) St >~
RZzA VA= )LLTHELRBELRHD XY,

* USRIEBEFLIISVMEERBETHIHBENDHD £,

* TASVMICEStENTcAR) a— LR EFNTUVRVLD, F—BEY—IILZFERL TLARLC CZHE:R
LTLEEV, T—RSVMICESILENTR) 2 —LAFENTVBRIHEEIE. KMSZRET BRIICEND
DR 2a—LZBTITIHLEDHDIT,

N —EERZEMLET

A —BEZEMICTIHER. FATEIF—BEY-ILICEL>TELEDET, ZHAITZIF—EEY-ILL
RIBEOX T ERLE T,
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AWS
EE %A T 380IC
* BEBES{tEBETAAMO— L TEAINIAWS KMST—DH 52 ERT23HELRH D 9, IAMO

—LICIE. ROMBZFHFRIT IR —DNEEFNTVIRENHD 7,
° DescribeKey

° Encrypt

° Decrypt

[+]
SFHICDOWVWTIE. AWSO RFa XY b ZBRL T IV "BINE"

ONTAP SVMTCAWS KMVEZBMICL XS

1.
2.

EE%BAT 3H0IC. AWSKMSH S 7 XF¥—IDe>—2o Ly bx—OlEAEZREBLET,
}EPE L N)L% advanced ICSREL £

set -priv advanced

AWS KMSZBZNICL 95
security key-manager external aws enable -vserver svm name -region
AWS region -key-id key ID -encryption-context encryption context

Oy ERREFEINIS =Ly b F—ZANLET,
AWS KMSHIEL K RESNIcC & ZMEsB L F 9,

security key-manager external aws show -vserver svm name

Azure
ONTAP SVM TAzure Key Vaultz BXIC L £ ¢

1.

4.

EE%ERIRT BH1IC. 74T =0 Ly MERIFEEBEOWVWINA T, Azure 7AT > bH
SRR LT vILERET3HRERHD £,

Fle. VS RAHRDITARTD/ —RHAEETHBICEHRITZIHNELRHD XTI, CNEHERTBIC
&, ATV REMFEHALEY cluster shows

EHEL N )L ZadvancedlCRELET

set -priv advanced

SVMTAKVZEBMICLET

security key-manager external azure enable -client-id client id -tenant-id
tenant id -name -key-id key id -authentication-method {certificate|client-
secret}

7OV T BRI ENTES. Azure THO Y EDB I SAT7 Y MEREXRIZ VA7 b —2
Ly bZANDLET,

AKVA'EELK BMICHE>TWEH e ZHEFRELE T,

security key-manager external azure show vserver svm name

H—E ZDFEFEEMAOKTHWVESIE. T—XSVM LIFE N L7T-AKVF —EIEH — E ZADIEL
HHEIILET,

Google Cloud
ONTAP SVMTCloud KMSZE®ICLE T

1.

BA%A 9 %0l Google Cloud KMST7HD Y b —7 71 JLOMEREZJSONFER TEIRL 9, &
NIEGCP7hHU Y MMIHDET,
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Fle. V5 RARZAADIARTOD/ —RHDERETHBD R TIHNELNHD XTI, CNEMHESRTBIC
&, AT RZEAL XY cluster shows

2. BMEL AN )L %ZadvancedICREL X T,

set -priv advanced

3. SYMTCloud KMSEBMICLET
security key-manager external gcp enable -vserver svm name -project-id
project id-key-ring-name key ring name -key-ring-location key ring location
-key-name key name

7OV EHRREINZS. Y —EXTHT Y FOMEH#ERZFEAL TISON 771 ILOARABRZ AN
LEY

4. Cloud KMSH'IELWINS X —RX TR INTWVWS e 2R LEY,
security key-manager external gcp show vserver svm name
DRXT—HRR kms_wrapped_key status IC% D FF “UNKNOWN” BES{L I NN 2 — LHMER
TNTLARWES,
B —E XANDEBSEABEMNOKTHR WS EIE. T—FSVMLIFEN L TGCPF—EEH —EXIANDE
eIl ¥,

T—A2SVMAIZT TICESEENTARY) 2 — LA DULERE SN, BESVMOA VR—R*F—IX—I+v T
WIGT BANVEF—HEIEINTUVBRHEIE. ThoDF—ZNABF—EBY —EXIIBITIILELNHD F
Yo CLITCNZITDICIF. ROOAR Y FZRTLE T,

security key-manager key migrate -from-Vserver admin SVM -to-Vserver data SVM
T—RSYMDTANTONVEF —HERICBITENE X T, T2 bDT—XZSVMAICESLINIFHH L LR
Ja—LZ{E T3 IFTEERE A

REEIHER
* "Xw ;7w FDCloud Volumes ONTAPHEIFEES{LY ) a—> a3 >z ERAL AR 2 —LDOES{L"

ONTAP 9.6 L[ TCA Y R—REX—EEBZBMMICT S (NVE)

FUR—RF—TR—vEFEALT. BEILEINET—RICTIERTBEICISR
A TEHTZIF—%2RZL2IRETELXT, AVAR—RF—IR—Tvld. BSLEINT:
AR a—LFEIFECEStT A RVICT IR TE3RZISAXTEMCTINELD
hFd,

CDRAZICDWVWT

HERITITBZUEDNHD £9 security key-manager onboard sync AV RIFT S XZIZ/ —R%ZEBM
FTRHICEITLET,

MetroClustert&i = FH L TL\ 355 1d. security key-manager onboard enable RAICO—AILD
SAATOAY Y REER{TLTH S, security key-manager onboard sync JE—FISXAXTREL/N
AT7L—XZzFERALTIOANYN YR ZETLET. 2FEITI DL security key-manager onboard enable
O—AILIZREZHM5AX Y REETL. VE—MISXEATRBIZIHNEIIHD £ Ao enable JE—
FOZRENS5AR Y REBEITLET,

TI7AILETIE. /—RDOVT—=RICF—BEY—ILONRTL—XZANTIREIEHD FHA. EZEH
TZEFY cc-mode-enabled=yes J T— R RICA—HIINZATL—XDANTERDZ AT 3>,

NVEDZEIE. ZREL £J cc-mode-enabled=yes ZERAL TER LR 2—L “volume create

13


https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html

B LV volume move start AX Y RIFEHEBMICESIELEINE T, DIHFE volume create ZIBET S
MEBIIHD FHA -encrypt true. DIHFE volume move start ZIBETAIVREIEIHD FHA -

encrypt-destination trueo

RET—HD ONTAP 551t 2R E T D% E. CSfC ( Commercial Solutions for Classified ) D&% &7
I7=8IC. NVE TNSE #fEHL. Common Criteria E— R TH Y R—RF—IR—=J v HEMTH->TL
BLERERTINERHD T T, BB L T LTV "CSIC RS Brief ( CSfC MIIE" CSfC MEFMAIC
DWTIE. ZBBBLTLIEE L,

FUR—RF—TR—=— ¥ HCCE— R TEMIR>TWVWBIHE (cc-mode-enabled=yes) T
F. AT LDOIMEFSROKLSICEEEINET,

* Common Criteria E— F TEEL TWBIHE. 7T XFZ/INAT L —XDOEHITICES: L TR
L=hESHhERENE T,

T RBICELWS 528827 L—XEAN LD B e, RS hioR ) 2— L
IOV bENFTA. CNEEBIETDICIE. /—RKEUT—FL. ELWISRXA/XR
L XEANT BUEDBD FTe T e JISA—RE LTI 5 RENZT L2
EREYTBATY Pt LT, Bk 5 EREE L TH 5 X 2/NR 7 L — X% 24 BEMAI
ANT BN TEET, HRIGELIES (REZIE. 25 2DNIT L—X% 5

©) BELTEL AN CE B BantY) 4. 24 BEOS 1 LTS LHEET 3 £ TH
St J—FEU T~ RLTHIREE ULy T BRBERHD £7.

* Y ZF LA A= DOBEH TIE. NetApp RSA-3072 J— RELIFEAE ¥ SHA-384 O— RE
221 TR M EEAL T, BED NetApp RSA-2048 11— RELIFBAE & & Uf SHA-256
OA—RBEAAP T AL TIERL, AIAXA—COBEMHEF T v I LET,

upgrade AVX Y RiF. TEITFERTIRILBEEFIVIL T A X—COABHEES
NTLRLD. BATULWRWHAZERELE T, BAECHRINLIEESIE. 1 X—COFHT
A XHDRDFIEISEAF T, RMLABD 2 THFBRIF. A AXA—COFFHFHKRBMLET, =
SR L TV cluster image DY Z a7 IIR—=JZBRBLTLIETL,

FR— RE—IR—Tvld, BREXEVICF—EHMLET, BEEXETY ORI, >
()  27L0UT— FEFLRELBICOUTSNET, BEOBFRET TIE. S X7 LAELE
T3 & 30 BURICERME X T ONEN S U 7S NET,

ERZFms 3HIC
* CDRRIZERITIBICIE. VS RIEBETHIUEN DD ET,

C A VR—REF—IX—CvEHRTETBB1IC. MetroCluster IRIBEZRETIMNENRHD £9,

FliE
1. F—BBY—-ILoty 7y TZ=RBLET,

security key-manager onboard enable -cc-mode-enabled yes|no

14


https://assets.netapp.com/m/128a1e9f4b5d663/original/Commercial-Solutions-for-Classified.pdf
https://assets.netapp.com/m/128a1e9f4b5d663/original/Commercial-Solutions-for-Classified.pdf
https://assets.netapp.com/m/128a1e9f4b5d663/original/Commercial-Solutions-for-Classified.pdf
https://assets.netapp.com/m/128a1e9f4b5d663/original/Commercial-Solutions-for-Classified.pdf
https://assets.netapp.com/m/128a1e9f4b5d663/original/Commercial-Solutions-for-Classified.pdf
https://assets.netapp.com/m/128a1e9f4b5d663/original/Commercial-Solutions-for-Classified.pdf
https://assets.netapp.com/m/128a1e9f4b5d663/original/Commercial-Solutions-for-Classified.pdf
https://assets.netapp.com/m/128a1e9f4b5d663/original/Commercial-Solutions-for-Classified.pdf
https://assets.netapp.com/m/128a1e9f4b5d663/original/Commercial-Solutions-for-Classified.pdf
https://assets.netapp.com/m/128a1e9f4b5d663/original/Commercial-Solutions-for-Classified.pdf
https://assets.netapp.com/m/128a1e9f4b5d663/original/Commercial-Solutions-for-Classified.pdf
https://assets.netapp.com/m/128a1e9f4b5d663/original/Commercial-Solutions-for-Classified.pdf
https://assets.netapp.com/m/128a1e9f4b5d663/original/Commercial-Solutions-for-Classified.pdf
https://assets.netapp.com/m/128a1e9f4b5d663/original/Commercial-Solutions-for-Classified.pdf
https://assets.netapp.com/m/128a1e9f4b5d663/original/Commercial-Solutions-for-Classified.pdf

SXTE cc-mode-enabled=yes J 7 — FRICOA—HICF—BEY—-ILD/NIXTL—XDA
NERDB5G. NVEDZEIE. ZREL XT cc-mode-enabled=yes ZfEH L TIEMN

@ L7eAR) 2a—L “volume create BLU volume move start AV RIZEERIICEE
StENEzT, o - cc-mode-enabled 7> 3 VidMetroCluster R TlIEHR— b3
FtAo o security key-manager onboard enable AVX Y RIE. ICEZHEDZHD
TY security key-manager setup ANV RZETLET

RDOFITIE. VT —=bDIRIZNRTL—XDANZRDTIC. cluster! TF—BEY—)LOD setup I~
YRZzMRAmLET,

clusterl::> security key-manager onboard enable

Enter the cluster-wide passphrase for onboard key management in Vserver

"clusterl":: <32..256 ASCII characters long text>
Reenter the cluster-wide passphrase: <32..256 ASCII characters long
text>

CINRATL—=XDOTOYTFRT32~256 XFDNATL—X%ZANLET, £/, 64 ~ 256 XFD/N
27L—X% Tcc-mode] 1 ICAALET,

@ IBE SN "cc-mode" N T L —IH 64 XFEXRBEDHBE. F—BEY—-ILOEY Ty
BIEICK D> TNRTL—=—XO7OY O BRAISNDETICSWOBENARELE T,

- NRTL—=ZXOEREDOTOY TR TNRTL—XZH5—EAALET,
CBREEF —PMER NI S E ERERRL F 9

security key-manager key query -key-type NSE-AK

o security key-manager key query AY >V RId. ICEZFHDLZHDTY security
key-manager query key ANV RZERTLFITIATYY REXEEICOWVWTIE. ¥Za7
IR=DEBREL TS,

ROBNE. DFREEF—DMER SN e ZMR L Y clusterl !
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clusterl::> security key-manager key query -key-type NSE-AK
Node: nodel
Vserver: clusterl
Key Manager: onboard
Key Manager Type: OKM
Key Manager Policy: -

Key Tag Key Type Encryption Restored
nodel NSE-AK AES-256 true

Key ID:
00000000000000000200000000000100056178fcbace6d91472d£8a9286daacc00000000
00000000
nodel NSE-AK AES-256 true

Key ID:
00000000000000000200000000000100d£1689a148fdfbf9c2b198e£974d0baal0000000
00000000

2 entries were displayed.

S.MEBIZIGL T, FL—YTFX MR a—LZBEBSEA) a—LICEHBRLET,
volume encryption conversion start

R a—LEEHRTBZEIC. TVR—RF—IR—JVYOREDRTT LTVLWBRHRELHD F
9o MetroClusterliRiZETld. MADHY A R THUVR—RF—IR—J Vv E2RETIBDELRHD 9,

I’
HETHEATEBZELSIC. A L=V YR T LDONBORERBIGAAICNRAT L —XZAE—LTHEEE T,
FUR=—FF—IX—IvDNRTL—XZREIT B EEIF. KEFITRRA T A L= 2 T LOATBD

BEBBARICHFETHBHRENY I 7Y L TEKBELRHDFT, 2BB LTSV VAR—RF—F
BiEREFESHTNYIT VT

ONTAP 9.5 LB CA YV R— R —EBZHB%ICTS (NVE)

FUOR—RF—IR—vEFERALT. BEIEEINT—RICTIELRTBRERICISR
R TERATAF—2LRRIMFEETETET, AV R—RFx—vx—Tvld. BE{EINT:
R a—LPECES LT AIICTICRATRARISAZATEMNCTINERHD F
ER
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CDRAZICDWT

HRITITBDHENDHD £9 security key-manager setup ANV RIFTITRARIZ/ —RZENMT BV
ICETLET,

MetroCluster B Z T 3R IE. XDOHA RS0 U ZHBEERL T,

* ONTAP 9.5Tld. ZETIT3NENHD X7 security key-manager setup A—HILITSAEZE LD
security key-manager setup -sync-metrocluster-config yes JE—FITXXT. FNE
NTECLNRT7L—X%ZFEBLEX T,

* ONTAPOS&KDEION—3 > Tld. ZHRTIT2HBEDHD £ security key-manager setup A—
HWIWNOZRAT, ¥20WF->THE5ZFETLET security key-manager setup JE—FISRXAZ
T. TNENTRALCNRA 7L —XZFEHELE Y,

T7AIETIE. /—FOVT—=FrRICEF—BEY—ILONRATL—X 2 ANTZHEIIHD £H
Ao ONTAP Q4L TlE. -enable-cc-mode yes JT—RFRICA—HIZNZATL—XDANZERDZ A
>3,

NVEDZEIE. ZRELXT -enable-cc-mode yes ZERALTIER LR 2—L “volume create
B LV volume move start AX Y RIFEEBNICESILINE T, DIFS volume create ZIBET 24
BlZHODFEA ‘—encrypt trueo DIHFE volume move start ZIBETIMNEIIHD FHA -

encrypt-destination trueo
(D) ARIL—XOHRFERLISAE. /— FEBEDT RENGD FT.

ERZRIRY BH0IC

* AEBF—EIE (KMIP) ' —/NTNSEX7IINVEZERA L TLW3I5EIF. AEBF—EBEY —ILDT—42N
—XZzHIRLTESBER DD XT,

"NEREF —BIEN ST VR— K F—BEADHEIT"

* CDRAVERFTTBICIE. VS AABBETHINENDHD FT,
C A UR—RF—TIR—I v ERETDAIC. MetroCluster RIEBZRETINENLHD 7,

FI@
1. F—BEBY—-ILOtEYy N7y TEZRBLET,

security key-manager setup -enable-cc-mode yes|no

ONTAP 9.4L f#TlE. -enable-cc-mode yes ) 7—hEICA—HIIF—BEY—ILD

(D INRATL—=XDANZRDZ AT 3>, NNEDBEIF. ZREL £9 -enable-cc
-mode yes ZAL TER LAY 2—L ‘volume create BEL U volume move
start AY Y RIFEBMNICES{EEINE T,

ROBITIE. VT —=FDIPICNZATL—=XDASTEKRDTIC. cluster! TF—BEBY—ILZELY T v
TLET,
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clusterl::> security key-manager setup
Welcome to the key manager setup wizard, which will lead you through
the steps to add boot information.

Would you like to use onboard key-management? {yes, no} [yes]:

Enter the cluster-wide passphrase: <32..256 ASCII characters long
text>

Reenter the cluster-wide passphrase: <32..256 ASCII characters long
text>

ANNTZIARVE yes FVR—RF—BEZRETS SOV T KRR EINET,

INZATL—ZXOFAYTET32~256 XFD/INATL—XZEZADLFT, Fld. 64 ~ 256 XFD/N
27L—X% Tcec-mode] 1 ICAAILE T,

@ FBEINT "cc-mode" XA T L —XH 64 XFXRBDHE. F—BEBY—-ILOEY TV S
BIEICE>TNRTL—=DTOY T EHBRRINDZ ETICS WOBELNREELE T,

NRATL—XDOEROTOAY T TNRRIL = Z2H5—EBANLEFT,
F—HIRTO/ —FICRETNTVBR e zERLE T,

security key-manager key show

AR Y PBXEEICOVTIE YZaT7IR=IZBRL TS L,

clusterl::> security key-manager key show

Node: nodel
Key Store: onboard
Key ID Used By

0000000000000000020000000000010059851742AF2703FC91369B7DB47C4722 NSE-AK
000000000000000002000000000001008C0O7CCOAF1EF49E0105300EFC83004BF NSE-AK

Node: node?
Key Store: onboard
Key ID Used By

0000000000000000020000000000010059851742AF2703FC91369B7DB47C4722 NSE-AK
000000000000000002000000000001008C0O7CCOAF1EF49E0105300EFC83004BF NSE-AK



6. BEIZIEL T, FL—YFTFX MR a—LZBESEAR) 2a—LIZEBRLET,
volume encryption conversion start

R a—LZzZHBIBHEIC. TVR—FF—IXR—JVvORENTT LTVWIREDNHD X
Yo MetroClusterFRIZ T3, MADY A b THYR—FF—IX—IvZREITBIVEDNHBD XTI,

T T#&
HETHEATESEIIC. A L= RTLONBORERBIBAICNITL—X 2 IE-LTEEET,

FOR—RF—IX—TvDNRATL—X%EZRETHDZTIE. KERBIERA T ANL—O AT LOANERD
BEBBRICHOFETHRRENY I 7Y TLTEKBELRHD FT, #EBRBLTLIETVW"F VR—REF—&
BiEREFE TNV IT VT

MLKEMLTE/ —FTHYR—FF—BEZBMLET

FTOR—RF—IR2—IvEFERLT. BELINET—RIITI7ERTBIERICISR
A TCHERATEIF—2ZLRIRERETCTET, AVAR—RF—Ix—vid. BELINT:
R a—LPEEESItT A AVICTIECRATRIRLISAATEMNCTINELRHD X
ERS

ONTAP 95 EIDIEEIF. ZHRITITAINENDHD £9 security key-manager setup AV
YRIFVZRRZIZ/ —RZEBMT3UICEKITLET,

@ ONTAP 9.6 DIFEIF. ZRITTINENH D £9 security key-manager sync AX
RIFVZRARIC/ —RZEMTBEVICKITLET,

YR —RF—BEIMRESNTVEIIRRIC/ — RZEMLIHEIE. COOXY RER
TLTRRBLTWVWBF—Z2EHLET,

MetroCluster #8R % ER T 2155 Id. ROAA RS4 > =BERLTLIET L,

* ONTAP 9.6LABE Tl ZRITIBIMENH D £ security key-manager onboard enable Z3E1T
LTHh 5. #FTLEXT security key-manager onboard sync JE—FISXAZT. ENENTH
CNRTL—XZ@EHELET,

* ONTAP 9.5Tld. ZEHITI23NENHD £ security key-manager setup A—HILISAEZE LD
security key-manager setup -sync-metrocluster-config yes JE—FITXXT. TNE
NTRILNXT7L—XZz@EALET,

* ONTAP95&DBIDN—23 2 TlE. ZFRITTI2HBENDD X7 security key-manager setup A—
AT S XAT, FR20BF - THH5ZHTLET security key-manager setup JE—FI TR
T. TNENTRILNZR 7L —X%ZFERLET,

T7AIWETIE /—ROUT—rEICF—BEY—ILDNRTL—IXZANTIHEIEHD £t
Ao ONTAP 9.4LURETIE. -enable-cc-mode yes )7 —FRICA—HFIZNZATL—XDODANERKRDZ AT
D=

NVEDIZEIE. Z&KEL X9 -enable-cc-mode yes ZERAL TEM LAY 2—L “volume create

LU volume move start AY Y RIZEFMICESIELEINE T, DIFE volume create ZIBET d%
BIHDFHA “-encrypt true. DIHE volume move start TIEETAIMBEIIHD FHA -

19


https://docs.netapp.com/ja-jp/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/ja-jp/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/ja-jp/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/ja-jp/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/ja-jp/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/ja-jp/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/ja-jp/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/ja-jp/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/ja-jp/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/ja-jp/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/ja-jp/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/ja-jp/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/ja-jp/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/ja-jp/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/ja-jp/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/ja-jp/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/ja-jp/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/ja-jp/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/ja-jp/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/ja-jp/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/ja-jp/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/ja-jp/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/ja-jp/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/ja-jp/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/ja-jp/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/ja-jp/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/ja-jp/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/ja-jp/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/ja-jp/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/ja-jp/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/ja-jp/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/ja-jp/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/ja-jp/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/ja-jp/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/ja-jp/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/ja-jp/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/ja-jp/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/ja-jp/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/ja-jp/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/ja-jp/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/ja-jp/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/ja-jp/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/ja-jp/ontap/encryption-at-rest/backup-key-management-information-manual-task.html

encrypt-destination trueo

(D) ARIL—XOHRFERLLSAE. /— FEBEDT BRENGD FT.
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