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External key management servers?

Install SSL certificates. Enable onboard key
management.

Configure external key View generated

management servers. authentication keys.

' !

Back up key management
information.

Create authentication keys.
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Assign authentication keys to
self-encrypting drives.
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clusterl::> security key-manager external show-status

Node Vserver Key Server Status
nodel
clusterl
10.0.0.10:5696 available
£fd20:8ble:b255:814e:32bd:£35¢c:832¢c:5a09:1234 available
ksl.local:15696 available
node?2
clusterl
10.0.0.10:5696 available
£fd20:8ble:b255:814e:32bd:£35¢c:832¢c:5a09:1234 available
ksl.local:15696 available

6 entries were displayed.
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security key-manager add -address key management server ipaddress

clusterl::> security key-manager add -address 20.1.1.1

(D) MetoCluster B TIE, COARY RETHDY 5 R TRITT BBENB D £ 7,

- MEMEZRBEFETI=OICKMIPY—N%E2H51DEBML£7,

security key-manager add -address key management server ipaddress

clusterl::> security key-manager add -address 20.1.1.2

C) MetroClusterIBIBTld. COITY REMADY 5 XL TETT ZHENS D £,

- RELIEIARTOKMIPH —N\DEFR SN TVWE CZ L F T,
security key-manager show -status

COFIETHATINTWSZATY ROFMICDOWLWTIE. "ONTAPOY VYR U7 L A" BB LTLIET
Lo

clusterl::> security key-manager show -status

Node Port Registered Key Manager Status

clusterl-01 5696 20.1.1.1 available
clusterl-01 5696 20.1.1.2 available
clusterl-02 5696 20.1.1.1 available
clusterl-02 5696 20.1.1.2 available
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volume encryption conversion start
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EE?'_OF\: H—N—ZHRLEY S AR £—H—N—%T5AT) F— F—N—|IEHT 315
. HIBREEHA T T IBRICHLUVF— B —N—ZEML LS ETEHE. F—DNEERTSARMELDHD
i?'o

1. MRIDEAYZVF—H—NZHLWI SRR ENTF—F—ND TSIV F—H— N LTE
ALT. 7724t nlcr— = N\DOIEFIEZERITLE T,

FFHRIC DWW TIE. [mod-secondary]Z B8 L T EE L

R EIE R
* “security key-manager external’ DFFIC DV TId. "ONTAPOXY Y K U7 7 LY X"Z2BRBLTLEETWL

ONTAP 9.6 LA [ TDEREEF — DIERK

"security key-manager key
create ' ARV RZFEALT. /—ROFREREF—ZER L. RESINTRMIPH —NICHREFETETET

o

R EE

tFaUT 1 DREICED T—XERELEFIPS 140-25RGEICE R 2 ¥ — 2 AT 2 X ED H B HEIF. ENEN
DREEADF —Z1E T BZREN DD £9, €5 TRWEEIE. FIPSERDOFEFIF—%T—4 77/ XICH
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FRETEEY,
ONTAPTIld. 75 REHADIANTD ./ —RICDWTERIHFF—HER I NE T,

* COOARYER. AYVR=—F F= IX—VvDBEWRBREYR— NI LA IcEL. FVR—F
F—IX—TVEBMCITBE. 20T —HEFRIMEREINET T, F—2RTITBICIF. RO
XY REFERALET,

security key-manager key query -key-type NSE-AK

C REBADF—BIEY —/NICT TIC128E 2B R AR F — D BTN TUVIBEIIEENRR S
ER

* “security key-manager key delete’ AV > FZERAT2 L. READF—ZHIRTTEJ, IEELIF—D
IBEONTAPTERINTWVWBIHBE. “security key-manager key delete’ A<V > RIFKBLEFT, (2D
YV REFEAT3ICIE. "admin U EOHERENBRETT, )

MetroCluster(R3E CTlE. F—%HIBRT 2HilIC. TDOFXF—DHN—FrF— IS XXTHEAHAIN
TU@U;K%EwT%ME#%DiTOA—FT JSRBAT, KOOIV R%EFEAL
TXF—MEATNTUVWAEVWI EZEREL TS

®

° storage encryption disk show -data-key-id <key-id>

° storage encryption disk show -fips-key-id <key-id>
FtRS ZaEiIC
CDRARVERITTBICIE. VT ARBEBETHIMNELHD £,
FIE
1. 75]& /_ F@mqu# 7&1'155?,[./%3'0

security key-manager key create -key-tag <passphrase label> -prompt-for

-key truelfalse

SX7E “prompt-for-key=true’ IC& D, AT LIFT S AXEEBEICESILINIR 1 TDR
EICERTBNRTL—XDANZROET, RELBWHEIF. P XTLIF2NA +D

@ INZATL—XZBHBICER L £, “security key-manager key create’ A< > K (&
“security key-manager create-key' AV FZE IR 9, "ONTAPOY VK DT 7L >
2" “security key-manager key create’ DFFll = HEEA L T< 72 & L)

KOFTIE. “clusterl DEREFF—%ER L. 32/N\1T FONXR 7L —X#BHNICERL FT .

clusterl::> security key-manager key create
Key ID: <id value>

2. FREEF —PMER N C e ZREELF T,
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security key-manager key query —-node node

‘security key-manager key query AN Y Rl “security key-
manager query key AVX Y RICEZTHDOD £,

®

HAICRTREINS T —IDIF. FREEF—NDOERE L THERY 3#AFTI. REDREEF
— X T—EBESEF—TIEHD FE A

;K0)1§IJ_CL;\ ‘Cluster1‘®wu\DE:F ﬁ‘f’ﬁﬁﬁ*ﬂﬁ_; t%ﬁgﬂlb\l}ia— .

clusterl::> security key-manager key query
Vserver: clusterl
Key Manager: external
Node: nodel

Key Tag Key Type Restored
nodel NSE-AK yes

Key ID: <id value>
nodel NSE-AK yes

Key ID: <id value>

Vserver: clusterl
Key Manager: external
Node: node?2

Key Tag Key Type Restored
node?2 NSE-AK yes

Key ID: <id value>
node?2 NSE-AK yes

Key ID: <id value>

‘security key-manager key query’
DEFMICDWVWTIE. link:https://docs.netapp.com/us-en/ontap- cli/security—
key-manager-key-query.html ["ONTAPOAY VK U7 7L YA Zl&BLEE

EIFHR

* "storage disk show | more"
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ONTAP 9.5L 5] COREEF —DERL

‘security key-manager create-

key' ANV FZFERALT. /—RFOFEEF—ZFR L. RESNIKMIPY —/NICEMTE X T,

R EE

X2 T DREICKD T —XFELEFIPS 140-2585EICRB 2 ¥ —2ER I 34BN HBHEIE. ThEth
DOREEADF —Z1ER T BZHREN DD £9, €5 THRWEEIE. FIPSEROFFIF—%Z2T—4 77 XICH
ERATEE I,

ONTAPTIE. 7 RZADIANTD/ — RIZDWVWTEREEF—DERR TN E T,

* OOV R FYR—FR F—BEIMEWRIEERITR—FINFEA.

* REFADF—EEY—NICTTIC128EZEB R B0 F — DR NTVBHBEIIESHRRINE
ER

F—BEY-—NVI LIz 72FEALT. FRALTLWAVF—ZHBRLTHS, OXYREHS—ERT
TETXT,

HIAY B HIIC
CDRARAV%ERTIBICIE. VS XIABEETHAINELNHDET,

FIE
1- 7519 /_ I“\@nluu.[EA: %{’EE‘ZLijo

security key-manager create-key

‘security key-manager create-key’
DFMICDWVWTIE. link:https://docs.netapp.com/us-en/ontap-cli/security-
key-manager-key-create.html ["ONTAPOANY VR UTJ 7L A" ZBBLTLIEETVL

C) HAICKRTEINEE—IDIF. SBEEF—ADBRE L THAT 3#AFTT. REDRAF
—FRET—EBESEF—TIEHD FE Ao

KOFTIE. “clusterl DEREFEF—%=ERRLF T -
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clusterl::> security key-manager create-key
(security key-manager create-key)
Verifying requirements...

Node: clusterl-01

Creating authentication key...
Authentication key creation successful.
Key ID: <id value>

Node: clusterl-01
Key manager restore operation initialized.
Successfully restored key information.

Node: clusterl-02
Key manager restore operation initialized.

Successfully restored key information.

CBREREF—PMER NI S ERERRL F T

security key-manager query

‘security key-manager query’
DEFMICDWVWTIE. link:https://docs.netapp.com/us-en/ontap-cli/security-
key-manager-key-query.html ["ONTAPOAY VK U7 7L VX" 12 ZELETL,

ROFITIE. “clusterl DEBEEF —HIMER SN E ZRESRLE ¢ ¢
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clusterl::> security key-manager query
(security key-manager query)

Node: clusterl-01
Key Manager: 20.1.1.1
Server Status: available

Key Tag Key Type Restored

clusterl-01 NSE-AK yes
Key ID: <id value>

Node: clusterl-02
Key Manager: 20.1.1.1
Server Status: available

Key Tag Key Type Restored

clusterl-02 NSE-AK yes
Key ID: <id value>

%NTAP%%BﬂF—%ﬁ%ﬁﬁH LTFIPSKS A JF7IISEDICT —AERAEF—%ED YT

‘storage encryption disk modify AV Y R%ZERLT. FIPSRSA T FkIX

SEDICT — Xl F —ZEIDHTBIENTEE I, V7 XX/—FIEZDF—ZFEALT. K31
TSt —42z0yv 7 F&EOy V@R LET,

BATHE

BeEStR 1 JId. RSATDEREEF—IDAT 7 4L FUANDEICRE TN TVWBRIBEICOH. 1ERDA
W70t 2Ah5RE éhi?o&SF747@ﬁu\ﬁﬁ%&T?#ﬂb@MM%M&MﬁS%WMD
(MSID) ®*—IDT#H30x0T9do NVMeDIZERN AT 7 + )L MEIENULLT. 75> DF—IDX L THRTR
INEd, BCEEILRSAJICEF—IDEEDY TR . BAFF—IDAT 7L FUANOBEICEEINE T,
NIRRT LOELEZHFEDBRVWEIET,

HIAY B HIIC
CDRRVERITITBICIF. VSRIABEBEETHINELRHDEFT,

FIE
1. FIPSR 54 T HIESEDICT — AR EXF —%# 2O YU TE T,

storage encryption disk modify -disk disk ID -data-key-id key ID
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‘storage encryption disk modify"
DEFMICDWVWTIE. link:https://docs.netapp.com/us-en/ontap-cli/storage-

encryption-disk-modify.html ["ONTAPOAY YR U7 7L >R 1 ZBRBLTLIEEL,

<:> ‘security key-manager query -key-type NSE-
AKC AR Y RZEFEALTHF— 10 ZRRTTET,

clusterl::> storage encryption disk modify -disk 0.10.* -data-key-id
<id value>

Info: Starting modify on 14 disks.

View the status of the operation by using the
storage encryption disk show-status command.

2 BIEF—HEDYTENAE L ERBLET,

storage encryption disk show

"storage encryption disk show’
DEFMICDWVWTIE. link:https://docs.netapp.com/us-en/ontap-cli/storage-
encryption-disk-show.html ["ONTAPOAVY VR DT77L YR " 1 ZB8BLTLEEIL,

clusterl::> storage encryption disk show

Disk Mode Data Key ID
-0 data <id value>
.0

0
5 dl data <id value>
]

BEEIR
* "storage disk show | more"

« "storage encryption disk show-status"
FUR—F F—EEDRE

FUR—FK X—BEDOEMt (ONTAP 9.6L4F%)

FHR—KR *—Ix—JvEFERALT. 95RXX /—R%ZFIPSK S+ J F7I3SEDIC
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WLTEREECEF T, AVAR—KR F— IXx—J v IdHARAADY =)L T, T—HL[E
CRRL= DRTLDS/—RICEIEF—%MHLET, AR —R F—IR—
v IZFIPS-140-2L N)LICEHM L TWE T,

FUR—R F—Ix—TvZFRALT. BSUEINT 2TV ELRTEIRICIZAZTHERIT S *F—%
RBEIRETETEI, AVAR—F F—IRx—2vid BSULEINIRY 2—-LPEESESILT« RTICT7 0
TRIBRISAZTEMCTIHELN DD XT,

R EE

VSRR —REZEBMY BN, “security key-manager onboard enable’ Y > R ZRI1TT 2HEHNH D
* 9, MetroClusteri&m Tld. R#ICO—HILY S XA T “security key-manager onboard enable’ #3217 L«
JRICV) E— kU 5 XA T “security key-manager onboard sync' # £{T9 3UNEBERHD £, ZDE. &I X
ATERLCNRTL—XZFERALTL TV

‘security key-manager onboard enable KT ‘security key-manager onboard
sync DFMICDWTIE. link:https://docs.netapp.com/us-en/ontap-
cli//security key—manager—onboard—enable .html["ONTAPOANY KR UT77L >R
BB

TI7AIETIE /—FOBEFNICF—IR—JvDNRTL—IXZANTZIHEEHD FE
Ao MetroClusterzBRE. “cc-mode-enabled=yes'# 7> 3 > AL T, BESRICI—H—IINXTL—
ADANERDZZEHTEET,

F>iR—R £— IR— v —H Common Criteria £— K (‘cc-mode-enabled=yes' TEICH o
TW3HE. YRATLOBEIIRDLSICEEINET !

* Common Criteria®E— R Tld. 95 XZ NRTL—XDEHRANTITS —HERINE T,

NetApp Storage Encryption (NSE) hE®AIBE. T—FEICIV S RZDELWVWINRT L
— X" ADLEBEVWE, SRTFLIFRSATICHLTERETES, BHFMIC) T—FLZF

o CORBEBRTZICIZ. T—F 7OV IR TELWISRAZ NRTL—X%"ANT
DRERAHDEFT, T—FEIZ. 95 XEX NRTL—X%2ROS5NZ AV REETITS
TS, V5 RZ NNAT L —XZ24F5BURNICSBE THRITT A2 e TE X, FIRIC

ELRSZE B 97X 2 NRATL—X%Z50ERTHERIIZE) « 24KEO% 1 L7
@ U MEENET 3D /FON FlE/ — Rz T - LTHIRZUEY I 3HEND
DET,

* VAT L AX—CDEFHTIE. BEDNetAppDRSA-2048 10— R ELEFAHE ¥ SHA-256D
O—REBLAX AP T X MTIEA <. NetAppDRSA-30720— REBLFBAE ¥ SHA-384D 1
—REBEEHAAMP T A EFERLTAX—C0BEMERAFvIEINET,

Ty L—ROAT YV RIE. BABRTIRINBEEFIVITEHLET. 1 X—JDRA

HHIAFISBIEL TVWARVWC CZHER L X9, IR LIEBRE. 1 X—C08EH

I ERDRATY FIEAHE T, REDEKBLIZES. 'fx—/@E%ﬁLi%ﬂﬂlbi?o “cluster
image DFMICDOVLTIE. "ONTAPOY YR U7 LY R"%#C8BLET

FUR— K F— IR HERMEX T ICF—E ML E T, BREXEYORBFS R
()  LOUT—FEFEBELRBCI U TSNET. BEOBERETH. BEMX T ORER
S 25 LAMELEL T S30BBRICS U7 SNET.

18


https://docs.netapp.com/us-en/ontap-cli/search.html?q=cluster+image
https://docs.netapp.com/us-en/ontap-cli/search.html?q=cluster+image
https://docs.netapp.com/us-en/ontap-cli/search.html?q=cluster+image
https://docs.netapp.com/us-en/ontap-cli/search.html?q=cluster+image
https://docs.netapp.com/us-en/ontap-cli/search.html?q=cluster+image
https://docs.netapp.com/us-en/ontap-cli/search.html?q=cluster+image
https://docs.netapp.com/us-en/ontap-cli/search.html?q=cluster+image
https://docs.netapp.com/us-en/ontap-cli/search.html?q=cluster+image
https://docs.netapp.com/us-en/ontap-cli/search.html?q=cluster+image
https://docs.netapp.com/us-en/ontap-cli/search.html?q=cluster+image
https://docs.netapp.com/us-en/ontap-cli/search.html?q=cluster+image
https://docs.netapp.com/us-en/ontap-cli/search.html?q=cluster+image
https://docs.netapp.com/us-en/ontap-cli/search.html?q=cluster+image
https://docs.netapp.com/us-en/ontap-cli/search.html?q=cluster+image
https://docs.netapp.com/us-en/ontap-cli/search.html?q=cluster+image
https://docs.netapp.com/us-en/ontap-cli/search.html?q=cluster+image
https://docs.netapp.com/us-en/ontap-cli/search.html?q=cluster+image
https://docs.netapp.com/us-en/ontap-cli/search.html?q=cluster+image
https://docs.netapp.com/us-en/ontap-cli/search.html?q=cluster+image
https://docs.netapp.com/us-en/ontap-cli/search.html?q=cluster+image
https://docs.netapp.com/us-en/ontap-cli/search.html?q=cluster+image

Bt B HIIC

* NSETHERF—EIE (KMIP) H—NZFERALTWVWEEEIE. ABF—BEBY—ILDOT—ER—IZHIR
LTHELBELHD XY,

"WERE —BIENS A VR— K F—BEADRT"
* CDRAVERTTBICIF. VSRAIBBETHINENHD F,
* A IUR—K F— IR—J v EHRTEITBH1IC. MetroClusterlBIE% R TETINENLHD 7,

=]
1. F—BBY—-IILEy b7y AT RERBLET,

security key-manager onboard enable -cc-mode-enabled yes|no

BEHEICA—F—DF—BEBEDNRTL—XEANTIHELH S L SIC cc-mode-

@ enabled=yes' Z & E L £ 9 MetroClustertff Tld - cc-mode-enabled’ 4 72 3 »Id 7R
—rINTWEHE AL security key-manager onboard enable’ I< > K (& “security key-
manager setup’ AY > FDRHOD @D ET,

ROBIE. )V T—FDIERIZINATL—XDANZRDT I, clusterl TF—EBEBY—ILtEy b7y O
IVRERIBLED,

2. 32X FH 5256 XFETD/NRTL—XZ AL FT, "cc-mode " DIFEIF64XFH 52563 F £ TD/\
ATL—=XZANLZET,

@ fEEINT Tecc-model /ISR T L—XDCAXFERFEDHBE. F— IX—Jv—DEY 7
v TBRETNRTL—X 7OV T FHBERTEINS ETISSHOBENEEL I,

B NRTL—AOERO IOV TR TNRIL—XZH5—EANLET,
4- TL\#J‘DUDE# 75:1’15553 L/TL_ [ K%EEDIL.\ L/ i_d'

security key-manager key query -node node

@ “security key-manager key query’ 1< > & “security key-manager query key' < > K IC
BEIEHDET,

‘security key-manager key query’
DFMICDWVWTIE. link:https://docs.netapp.com/us-en/ontap- cli/security—
key-manager-key-query.html ["ONTAPOANY VR VT 7L A" 1 ZZELLES

RTHBDRME
HETHEHTESELDIC. A L= D RATFLONBBDELBIBAAICNZATL—X2IE—LTHETXT,

SRTLIE VS XZ—DERT—2R—2 (RDB) ICF—EEBERZEHNICNYITYTILET, XE
BIRICHR T, COBREFHTNYITYTIIBLHHBETT,

ES e E:
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FIE

1. ¥—BRBY—-ILOty b7y TZRBRLET,

security key-manager setup -enable-cc-mode yes|no

ONTAP 9.4 f&Tld. “-enable-cc-mode yes'# 7> 3 > EA L T. BESHKICI—H—

@ ICF—XEX—CVYDNRATL—XDANZERTE LT, NVEDIHZH. “-enable-cc-mode
yes #ERET S . “volume create’ 1< > K ¥ “volume move start A< > K TYERL L 7=7R
) a—LIZEHNICESIEEINE T,

ROBNE. VT—=rDIERITNRATL—XDANZROT I, clusterl TF—BEY—ILOEY TV
=R L £,

clusterl::> security key-manager setup
Welcome to the key manager setup wizard, which will lead you through
the steps to add boot information.

Would you like to use onboard key-management? {yes, no} [yes]:

Enter the cluster-wide passphrase: <32..256 ASCII characters long
text>

Reenter the cluster-wide passphrase: <32..256 ASCII characters long
text>

- IAOYT T yesZANL T AVR—F F—BEZRELE T,

3 NRTL—=X7OYTRT, 2NEHNS5256XFETONATIL—X%"AADLFEFT, it Tce-
mode] DIFEIFANFENS5256XFEFTD/INRATL—XZASILET,

(D IBESIN Tec-mode)] NRTL—XDAXFREDIHZE. F— IXX—Tv—Dv 7
W TIBETNRT7L—X 7OV T EHBERREIND EFTISHOEBENREL £,

4 NZ2TL—XOHROTAY T TNRAITL—XZ2H5—EANLET,

CIRTD/ —RICF—DPRESNTWVWB L ZRELE T,

security key-manager show-key-store

"security key-manager show-key-store’

DFMICDWVWTIE. link:https://docs.netapp.com/us-en/ontap-cli-
9161/security-key-manager-show-key-store.html ["ONTAPOANY >~ I
77 L2 ZCELSRRE L,
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clusterl::> security key-manager show-key-store

Node: nodel
Key Store: onboard
Key ID Used By

<id value> NSE-AK
<id value> NSE-AK

Node: node?2
Key Store: onboard
Key ID Used By

<id value> NSE-AK
<id value> NSE-AK

BRTROBRE

ONTAPIE. ¥—BIEBEHREZ IV TR ZDEHT—E~X— (RDB) ICEBEMICNYIT7YFLET,
FUR—REF—IX—JVvDNRATL—XZHRELT=H. TOBEREZRA ML -2 AT LADREBIGFRICF
BTNy I 7y TLTLIEEW, "FVR—F F—BEBEROFHNY I 7y T"ZBRLTLLEETL,
REEER

C"FUR—K F—BEBROFINY I T YT

XA TAF— IRV vy ATV T

* "security key-manager show-key-store"

* "AEF—BIEN S A VR — R F—EEADBIT

ONTAP # V7 R— KR *—BIEZFEHRALTFIPS RS JF7/-IX SED ICT7— 4G+ —%
AOYUTEY

‘storage encryption disk modify AY Y R%ZEHRALT. FIPSRSA T F£kIF
SEDICT —RERAEF—ZEDH TR N TEEXT, V7 RAR/—RIFZDF—%ZFEHALTRS1T
tOT7T—RIZTIOERLET,

R EE

BORSERSATIE. RSIATDREF—IDHAT 7 4L FUNDEICRE SN TWVWBRIEEICDH. 1ERDK
W7D SRESNE T, SASRT 1 TDIBE. 1ZEMNKRT 7 # )L MMElEManufacturer Secure 1D

(MSID) O*—IDTHB0x0TYo NVMeDIZER T 7 + )L MEIZINULLT., 75> 7DF—IDE LTERT
TNEJT, BEESIERSATICF—IDEZDODH TS . RAF—IDAT 7 H L FUADEICZEESNE T,

FIIAY B HIIC
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CDRRATZRITIBICE. VIRIEEETHIVELNHDEY,

Flg
1. FIPSRSA JEIESEDIC T —RERAF—ZEIDHTE T,

storage encryption disk modify -disk disk ID -data-key-id key ID

"storage encryption disk modify’
DEFMICDWVWTIE. link:https://docs.netapp.com/us-en/ontap-cli/storage-

encryption-disk-modify.html ["ONTAPOARY YK U7 7L >R 1 ZBBLTLIEEL,

@ "security key-manager key query -key-type NSE-
AK OV Y RZFEALTF— 1D ZERRCETET,

clusterl::> storage encryption disk modify -disk 0.10.* -data-key-id
<id value>

Info: Starting modify on 14 disks.
View the status of the operation by using the
storage encryption disk show-status command.

‘security key-manager key query’
DFMMICDWVWTIE. link:https://docs.netapp.com/us-en/ontap-cli/security-
key-manager-key-query.html ["ONTAPOAVY VR UTJ7LYRA" 1 ZTELTEEL,

2. FEEF—NEOHToNC e ZERELET,
storage encryption disk show
"storage encryption disk show’

DEFMICDWVWTIE. link:https://docs.netapp.com/us-en/ontap-cli/storage-
encryption-disk-show.html ["ONTAPOAVY VR DIT77L YR 1 ZBBL TSI,
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clusterl::> storage encryption disk show

Disk Mode Data Key ID
-0 data <id value>
.0

0
o dl data <id value>
]

EEEHR
« "storage disk show | more"

* "storage encryption disk show-status"
ONTAP FIPS R 51 JICFIPS 140253 F ¥ —Z EID H T3

‘storage encryption disk modify OAN¥ Y R% “-fips-key-

1A AT a3 e eHICHERL T, FIps 140-2586EF —%
FIPSRZAJICEIDE TR N TEEXT, VSRR /—FRIE. FSA4TANOY—EETKRED
AR E . T—RT7 9 AUAND RS A TREICCOF—%2FEBLET,

BATHE

XA TFADREICEODTIE. FT—HERFEFIPS 140-25R5FC B3 X—%2FHATAIRERHIESHHD
9, €5 THRVIBEIL. FIPSEMNDRIF—%2 T —X 77 RICHFERTEXY,

SN AT LDERLEZHDBEVWFIET Y,

a9 SaE1IC

RSA47T 77 —L7TTTISFIPS 140-2ZE#% HR— b LTWBRELBH D £9, "NetApp Interoperability
Matrix Tool"IClE. B R—FSINTWVWBRSAT J7—LT 7 N—2aVICEAT3E®RMEHINATVE
ED

FE

1 F9, T—RZAF—DEDEHTESNTWVWBR L ZRRITZIHVELNHBD 9, ChENBF— vx—T v
FRWEA VAR F— Y2 —UvZEELTUTO N TEERT, F—DEOHTHENTVWER I ZHE
89 BICI&. “storage encryption disk show A< > REFEHAL T 7TV,

2. SEDICFIPS 140-25885E ¥ —ZEID HTF T,

storage encryption disk modify -disk disk id -fips-key-id
fips authentication key id

‘security key-manager query ANV RZEALTF— 1D ZRR-TITET,
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clusterl::> storage encryption disk modify -disk 2.10.* -fips-key-id
<id value>

Info: Starting modify on 14 disks.
View the status of the operation by using the
storage encryption disk show-status command.

3. BEF—NBIDLTENI L ERRBLET,

storage encryption disk show -fips

‘storage encryption disk show’
DEFFMICDWTIE. link:https://docs.netapp.com/us-en/ontap-cli/storage-
encryption-disk-show.html ["ONTAPOANY VR DUT77L >R " 1 ZBRLTLETL,

clusterl::> storage encryption disk show -fips
Disk Mode FIPS-Compliance Key ID

2.10.0 full <id value>
2.10.1 full <id value>
[...]

BhE B
*'Z P L—UBST 1 RO OEE
+ "storage disk show | more"

* "storage encryption disk show-status"

ONTAP CKMIPH — /N DU 5 A XA ELEDFIPSEHE— R %
BMICTD

‘security config modify AN Y KZ%Z-'is-fips-

enabled #7723 e &HIFERALT. mERDT—RIIH LTI T AXLETrIpsEHNE—F
EEMICTRIENTEEXT, CNUICED. 75 XRIERMIPT —N\ADEFBFICFIPSE— K Tope
nSSLZEARATALDICHBDFT,

R EE

VT AREEDFIPSEME—REZBMICT S . BFWICTLS1.2CFIPSERERS X1 — cDAHMERAINE
To VT RADEDOFIPSEME—RIZ. T 7 AL FTIXEMICH>TWVWETD,
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VSR LEDEF a2 ) T4 DREZEBLILBEIE. BBRICIVTIRARZ /—RZFFTIIT—+I3%
ENHOET,

FIgA Y B HiIC
* AL —=2 32 hO—-JI3FIPSEMNE—FTRE T DUENHD T,

* TARTOKMIPH —NTTLSVI2AH R — FSNTVBBED DD XJ o 75 A XEEDFIPSEHNE— K
BT 2>TWVWBIHE. KMIPY = NADEHRZETT T 57cDICTLSVI2ABEICE D T

FlE
1. ¥R L N )L Zadvanced|ZSREL £7,

set -privilege advanced
2. TLSVI2HHR— SN TWE 2R LT,

security config show -supported-protocols

‘security config show OFFMICDWTIE. link:https://docs.netapp.com/us-
en/ontap-cli/security-config-show.html ["ONTAPON K UT77L >R
"M ERBRLTIZTL,

clusterl::> security config show

Cluster Cluster
Security
Interface FIPS Mode Supported Protocols Supported Ciphers Config
Ready
SSL false TLSv1.2, TLSvl.1l, TLSvl ALL:!LOW: yes
'aNULL: 'EXP:
!'eNULL

3. VS RAREEDFIPSERNE—REZBMCLET,

security config modify -is-fips-enabled true -interface SSL

‘security config modify DFFMHICDWTIE. link:https://docs.netapp.com/us-
en/ontap-cli/security-config-modify.html ["ONTAPOANY VK U7 7L 2R
"M EBRLTIZTL,

4 USR8 /J—RzFHTIIT—FLET,
5. VS RARELEDFIPSEME— RHBEMICHR>TVWE 2R LFT,

security config show
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clusterl::> security config show

Security
Interface
Ready

Cluster

FIPS Mode

Supported Protocols

TLSv1.2,

TLSv1.1

Cluster

Supported Ciphers Config

ALL:!LOW: yes
'aNULL: !EXP:
'eNULL: !RC4
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