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SMB ##i. SMBtwv> 3> ID. ty>arYEFEHLTVWEZT—IX7—3> D IP
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AT DEFERATEET -fields BIRLI=T7 4 —ILRICBETZIHANERT T B7-HD/INT X—H,

ABENTEXY -fields ? FHTEZ 7 —ILRZRELE T,

* HERATEXY -instance I INSMBE v 3 VICE T 3EEMIBRERTTBDT-HD/INTX—4,
c BERATEEY -fields NTA—HF Tl -instance NTAX—FDH. FlldthoA T3> /vT X

—REHEAEDETHEELET,
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session show -vserver

+£193SMB v 3 VIER ADTZaATUR
SVM EDIRTDEY S a3 >ZEBEHWFENTRRL vserver cifs
35'3_ Vserver_name
IEELESE DDODEYY3 Y vserver cifs

vserver name

BELIET—VRT—23>DIPPRLANDSD  vserver cifs
Ty 3>rTY vserver name

session show -vserver
-connection-id integer

session show -vserver
—address

workstation IP address

ELELFIP7RLRDEY> 3> ERRLE  vserver cifs

—a_ vserver name

session show -vserver
-lif-address

LIF IP address

IEELE/ —REDtEYS a3 ERRELET ‘vserver cifs session show -vserver vserver_name
-node {node_name

local} FEE L1 Windows I—Hh50DEYyS 3> TT
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vserver cifs session show -vserver
vserver name -windows-user
domain namel\\user name

‘vserver cifs session show -vserver vserver_name
-auth-mechanism {NTLMv1

Kerberos
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SMB2
SMB3
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NTLMv2

Anonymous}’

‘vserver cifs session show -vserver vserver_name
-protocol-version {SMB1

SMB2_1
SMB3_1}
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‘vserver cifs session show -vserver vserver_name
-continuously-available {No

Partial}’
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‘vserver cifs session show -vserver vserver_name
-is-session-signed {true
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clusterl::> vserver cifs session show -address 10.1.1.1

Node: nodel
Vserver: vsl

Connection Session

ID ID Workstation
3151272279,

3151272280,

3151272281 1 10.1.1.1

DOMAIN\joe

Open Idle
Files Time
2 23s
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Ty aVBEHRARTRINET, COFERIEIR XM THI Y hEERLTHEIISNTUVWED,

clusterl::> vserver cifs session show -instance -continuously-available

Yes

Node:

Vserver:

Session ID:

Connection ID:

Incoming Data LIF IP Address:
Workstation IP address:
Authentication Mechanism:
Windows User:

UNIX User:

Open Shares:

Open Files:

Open Other:

Connected Time:

Idle Time:

Protocol Version:
Continuously Available:
Is Session Signed:

User Authenticated as:
NetBIOS Name:

SMB Encryption Status:

nodel

vsl

1
3151274158
10.2.1.1
10.1.1.2
Kerberos

DOMAIN\SERVER1S

pcuser
1

1

0

10m 43s

Im 19s

SMB3

Yes

false
domain-user

Unencrypted
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clusterl:

:> vserver cifs session show -instance -protocol-version SMB3

Node: nodel
Vserver: vsl
Session ID: 1

**Connection IDs:
Connection Count:

3151272607,31512726078,3151272609

3**

Incoming Data LIF IP Address: 10.2.1.2
Workstation IP address: 10.1.1.3
Authentication Mechanism: NTLMv2
Windows User: DOMAIN\administrator
UNIX User: pcuser
Open Shares: 1
Open Files: 0
Open Other: 0
Connected Time: 6m 22s
Idle Time: 5m 42s
Protocol Version: SMB3
Continuously Available: No
Is Session Signed: false

User Authenticated as:
NetBIOS Name:
SMB Encryption Status:

EIPELE=5

domain-user

Unencrypted
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ICEAT 3 EHREENTA TR TET XY vserver cifs session file show 7723 >DINT A=A
FEELAVWIT VR,
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ER

AT I DEFEATEET -fields BERLIZT1—ILROEHERTTDHDINT A —4,

CONFTXA—RIF. BETEATSE D, MDA TS a> DN A—FEEAEHOETERTZLCD
TEE,

* Z{FEATEE T -instance FVLWTWASMBY 71 ILICEA T 3B HRERT T D-HD/INT X —4,

CONTA—SIE BRTHEATEC L. fIOF TS 3 DN A— X LBHBDETERTE LS
TEET,
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RLIBHENTWVWSE SMB 77 1L ANTBHIARVE

0w LEXT vserver cifs session file show
-vserver vserver name

EEL:/ —REDtEYy a3 YaRRLET ‘vserver cifs session file show -vserver
vserver_name -node {node_name

local}’ BELIEZ71ILIDDT 71
vserver cifs session file show IEELIESMBEHIDD I 71IL

-vserver vserver name -file-id integer

vserver cifs session file show BELIESMBEY>a>YIDDOT77AI)L
-vserver vserver name -connection-id

integer

vserver cifs session file show BELIERRTa I 700 5—rDT7 7414
-vserver vserver name -session-id

integer

vserver cifs session file show EBELEAR)a2a—LDT7A1ILTY

-vserver vserver name -hosting
-aggregate aggregate name

vserver cifs session file show IBELIESMBHEBED 771l
-vserver vserver name -hosting-volume
volume name



RLIBHNTWVSE SMB 771 )L

vserver cifs session file show
-vserver vserver name -share
share name

vserver cifs session file show
-vserver vserver name -path path

‘vserver cifs session file show -vserver
vserver_name -continuously-available {No
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‘vserver cifs session file show -vserver
vserver_name -reconnected {No
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clusterl::> vserver cifs session file show -vserver vsl

Node: nodel
Vserver: vsl
Connection: 3151274158
Session: 1
File File Open Hosting
ID Type Mode Volume Share
41 Regular r data data
Path: \mytest.rtf
NOL =N

Continuously
Available
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clusterl::> vserver cifs session file show -vserver vsl -file-id 82

-instance

Node: nodel
Vserver: vsl
File ID: 82
Connection ID: 104617
Session ID: 1
File Type: Regular
Open Mode: rw
Aggregate Hosting File: aggrl
Volume Hosting File: datal
CIFS Share: datal
Path from CIFS Share: windows\win8\test\test.txt
Share Mode: rw
Range Locks: 1
Continuously Available: Yes
Reconnected: No
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2. ROWITNHOZEITLFET,

set -privilege advanced
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statistics catalog object show

ERARBREDNDFT T2 o b

statistics catalog object show object
object name

ERAREAT > H

statistics catalog counter show object
object name
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3. admin #ERLNJLICED £9, set -privilege admin

B

RDARYY R%EFEITI 3. advanced ¥ERLRNILTRRLIZEZED. V5 XZAD CIFS $KUV SMB 77
T RCEAETRREDHKA TP 7 FOSBALRTINE T,

clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them only
when directed to do so by support personnel.
Do you want to continue? {yln}: vy

clusterl::*> statistics catalog object show -object audit
audit ng CM object for exporting audit ng

performance counters

clusterl::*> statistics catalog object show -object cifs
cifs The CIFS object reports activity of the
Common Internet File System protocol

clusterl::*> statistics catalog object show -object nblade cifs
nblade cifs The Common Internet File System (CIFS)
protocol is an implementation of the

Server

clusterl::*> statistics catalog object show -object smbl
smbl These counters report activity from the
SMB

revision of the protocol. For information

clusterl::*> statistics catalog object show -object smb2
smb?2 These counters report activity from the
SMB2/SMB3 revision of the protocol. For

clusterl::*> statistics catalog object show -object hashd
hashd The hashd object provides counters to
measure
the performance of the BranchCache hash
daemon.
clusterl::*> set -privilege admin
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clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them only
when directed to do so by support personnel.

Do you want to continue? {yln}: y

clusterl::*> statistics catalog counter show -object cifs

Object: cifs

Counter Description

active searches Number of active searches over SMB and
SMB2

auth reject too many Authentication refused after too many

requests were made in rapid succession
avg directory depth Average number of directories crossed by
SMB
and SMBZ path-based commands

cluster2::> statistics start -object client -sample-id

Object: client
Counter Value
cifs ops 0
cifs read ops
cifs read recv ops
cifs read recv_size 0B
cifs read size 0B
cifs write ops

cifs write recv_ops

cifs write recv _size OB
cifs write size 0B
instance name vserver 1:10.72.205.179
instance uuid 2:10.72.205.179
local ops 0
mount ops 0
[...]
FE R
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SMB D FARTHON—2 3> statistics show
SMB 1.0 statistics show
SMB 2.x £ SMB 3.0 statistics show
/—R®DCIFSH T RTL statistics show
RIAFZ7ORINDOEE statistics show
BranchCache /\v <> aty—E X statistics show
E1HJ DNS statistics show

EHAICOWTIE. BOXYRDOYZa7IR—SHEBBLTLEIL,

3. admin 1R L ANILICED £9, set -privilege admin
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cifs
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hashd

ddns_ update
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