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SMBtzwv > g VERERTT D

SMB#E#i. SMB Session ID. £y 3> FRALTVWEAT—IOXT7—>3>DIP7RL

2Y, BTN TW3ASMBE Yy 3 ICEAT3BHRERR"CEEd, Ltyray

DSMBZO b JILN—2 3 UGN A TR 7RED LANILICEET 3158z KRR

TEFEd, COBRIF. Ty arT/ YAy TARL—=I 3R R—FEATWL

BHESIHZHRTADICRILBEX T,

AR DAHAR

SVMEDIARTODE Yy aVICEAT3ERZENFEATRRITEEXYT, L. Z2LDHE. KEOHAH

WBENET, T3 VONTA—REIBETD . BAICKRRINBZBEREHDAFIIAATEET,
AT IIVDONTA—EEFERATDIE, BRLIET—IILRICEAT A HEIERTTETET -fieldso
EAJILT, FAHTEZ 704 —ILRZIBETEEXT -fields 2

c NTA—REFARATZE. BIISNT-SMBT v 3 VICET3HMIBEREZR TS CIT XY ~instanceo
* INTA—=RFETz|F -instance NTAXA—R(FI. BEHTERITZcH. MOF T a >N A=
HAEHLETHERTZICHTETFEY "-fieldso
ATvS
1. RoWwWFhhEEZTLE T,

RTT3SMB v 3 IER ANTBIATUR

SVMEOIARTOEYS 3> (BHER) vserver cifs session show -vserver
vserver name

EBELERIDD 7 71U vserver cifs session show -vserver
vserver name -connection-id integer

BELLT—VZXT—23a>DIPYRLADS vserver cifs session show -vserver
vserver name -address
workstation IP address

IBELFELIFIPZPRLAD7 71l vserver cifs session show -vserver
vserver name -lif-address
LIF IP address

BELE/—ROATITU R ‘vserver cifs session show -vserver vserver_name
-node {node_name

local}’ & L7=Windows1—H¥h 5Dt v 3>



KRTT 3 SMB v 3 iER

vserver cifs session show -vserver
vserver name -windows-user
domain_name\\user name

‘vserver cifs session show -vserver vserver_name
-auth-mechanism {NTLMv1

Kerberos

EBELEZORINMN—S30FFERALTVWSRES

SMB2
SMB3

BELELANILOMGH AR ZHR 1-fRE=EB
LTwaty>ay

Yes
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L7=SMBEZt Y IV AT—RADtE Y
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KDOIARVREE[TTRE. IPZPRLAH0.1.1.10T —

AavVICETR vy aVERPARTIEINET,

ANTBIAIUR
FEELERMIXA D Z X LZFEARALTVWRES

NTLMv2

Anonymous}’

‘vserver cifs session show -vserver vserver_name
-protocol-version {SMB1

SMB2_1
SMB3_1}'

[NOTE] ==== il T A % B X 7= RE L SMBY
JLFF v xI)LiZ. SMB 3.0 EDEYS 3> TOH
FRTEFET, ZYUTEITARTOEYIIVDRT
— R RA%RTRTBICIE. CDONTA—RDOE%ELE
ICEREL X9, sSMB3

‘vserver cifs session show -vserver vserver_name
-continuously-available {No

Partial}’

[NOTE] ==== #¥5Ha] B D X 7 — X A DIFE
Partial. #ENATEAMZBA AV TWVWE 7741
Iy g UIlD R EHIDEENTUVET
H. N EMEREA -REZFEAL THEHIMNT
WEBWIT 7LDy avIicg@FEFnTVWEY, O
RYRZzERTI . BNttty a>orr
1ILDS55, MG Z R I-REZFERL T
AN TVWEWT 7AILEREESRTE XY vserver

cifs sessions file showo

‘vserver cifs session show -vserver vserver_name
-is-session-signed {true

JAT—=2 a3 BHEIENIZSVMvs1 LDt v



clusterl::> vserver cifs session show -address 10.1.1.1

Node: nodel
Vserver: vsl

Connection Session

ID ID Workstation Windows User Files Time

3151272279,
3151272280,
3151272281 1 10.1.1.1

DOMAINN\ joe 2 23s

RDOARX Y R%EFRITI B L. SVMvs1 EOIRGH TR Z G IcREXZFER I3y a VICEAT 25l E
YOG UBHRARTIINET, BHRIGEXAI >V T7AHD Y b EERLTITONE L

clusterl::> vserver cifs session show -instance -continuously-available

Yes

Node:

Vserver:

Session ID:

Connection ID:

Incoming Data LIF IP Address:
Workstation IP address:
Authentication Mechanism:
Windows User:

UNIX User:

Open Shares:

Open Files:

Open Other:

Connected Time:

Idle Time:

Protocol Version:
Continuously Available:
Is Session Signed:

User Authenticated as:
NetBIOS Name:

SMB Encryption Status:

nodel

vsl

1
3151274158
10.2.1.1
10.1.1.2
Kerberos
DOMAIN\SERVERI1$
pcuser

1

1

0

10m 43s

Im 19s

SMB3

Yes

false
domain-user

Unencrypted

RODAIXY R%EFETITSE. SYMvs1 EDSMB 3.0 SMBYIILFF vy XILZFERALTWS Yy a3 VICEET 3
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clusterl::> vserver cifs session show -instance -protocol-version SMB3
Node: nodel
Vserver: vsl

Session ID: 1

**Connection IDs:
Connection Count:

3151272607,31512726078,3151272609

3**

Incoming Data LIF IP Address: 10.2.1.2
Workstation IP address: 10.1.1.3
Authentication Mechanism: NTLMv2
Windows User: DOMAIN\administrator
UNIX User: pcuser
Open Shares: 1
Open Files: 0
Open Other: 0
Connected Time: 6m 22s
Idle Time: 5m 42s
Protocol Version: SMB3
Continuously Available: No
Is Session Signed: false

User Authenticated as:
NetBIOS Name:
SMB Encryption Status:

E e E

domain-user

Unencrypted
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SMBI#Efi & Session ID. RAT 1 >V J R a—L, L, EENZAGE, LTV
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AT DRAE
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v aYHRORED T 71ILICEET2SMBtE Y Y 3 VEHREEETIVENDHDIIGESICHILEE T,

T ZIE. SMBw > a > T, MM ZEA IcREZFEAL THLWTWS 7 71 L G A=
BATREZFERAL THIMTUVWEBWVWT 7IILEHZBE (AT REAID T+ —IL R vserver cifs
session show MDfE ‘-continuously-available l& ‘Partial) « COOAVY REMHEHRL T, MG
ARAMICHGEL TWAEWT 7MILEEEETE £,

FT72a>ONTA—REZABIBELTICOATY Y R%ZEIT9 S Z & T Storage Virtual Machine (SVM) E£®
HIINESMBLE Y>3 > DITARTOAVTWVWE 7 7 ILICET 3 BHRZ BV TRAITEXT vserver



cifs session file showo

ezl ZLDFE. REDEADNREINE T, 772 a>DNIA—RZEEIT B . HAIKKTEINBE
REHREAIAXTEFTT, Chid. BOWVTWVWBE T 77ILDO—EFDHICEY 3Bk ERTI 358 ICENT
ERS

AT IVDNTA—REFERTDIE, BRLIET4—ILROBANERTRTETEY -fieldso

CONFX—=RIF. BETEATECD. MDA T2 a> DN A—FLEAEHOETERTZ LD
TEEY,

c NSA—AEFRITZ . HULWTWBSMBT 71 ILICEE T 255IBHRZ R T CEF X9 -instanceo

CONTA—RIE BHTHEATE L. IO T3V DNFX— R LBHEDE TERTZ L b
TEET,

ATv S
1. ROWTFNHDERITLET,

RNRIDEVNTWLWSB SMB 7 71)L ANTZATUR
SVMEDO7 71)L (BHHR) vserver cifs session file show

-vserver vserver name

BELI/—RDATTo b+ “vserver cifs session file show -vserver
vserver_name -node {node_name

local}’ BELEZ7AILIDDT 7L
vserver cifs session file show IEE LT-SMBIEEIDD 7 71 )L

-vserver vserver name -file-id integer

vserver cifs session file show 57 L7=SMB Session I DO 7 71 )L
-vserver vserver name -connection-id

integer

vserver cifs session file show EELIARA NI — DT 71l
-vserver vserver name -session-id

integer

vserver cifs session file show IBELIEARY2a—LDT71IL

-vserver vserver name -hosting
-aggregate aggregate name

vserver cifs session file show EBELSMBEED 7 71l
-vserver vserver name -hosting-volume
volume name



RLIBHNTWVSE SMB 771 )L ABTBIARVE

vserver cifs session file show IBELESMB/INZD T 71)L
-vserver vserver name -share
share name

vserver cifs session file show EE Lo L AL ORI R Bt 2 s X 7o 1RFE = £
-vserver vserver name -path path LTW3
‘vserver cifs session file show -vserver Yes}

vserver_name -continuously-available {No
[NOTE] ==== ##¥5il e BMED X 7 — X A DIFE
Now FAWTWB 7 7AIDTAIF—N—FIN
v OIS OEFIETD ) ANVICHELTWER
o Floe NATRAZEU T BRICHZ/IN—
FT—RTO—RNBT7TI )Ty — OBEREEHN S D
NJFTBEHTETEREAS

BELI-BEGREDT 71)L ‘vserver cifs session file show -vserver
vserver_name -reconnected {No

HEROBRDIAKICERTEZ AT a DN A—ZDIENMNHHD £, FHICOVTIE. DY =
ATIR=UHEBBL TSIV,

0l
ROFITIE. SVMvs1DBEVWTWB 7 71 ILICEES B1EHRaR <L F T,

clusterl::> vserver cifs session file show -vserver vsl

Node: nodel

Vserver: vsl

Connection: 3151274158

Session: 1

File File Open Hosting Continuously
ID Type Mode Volume Share Available

41 Regular r data data Yes

Path: \mytest.rtf

KDOBEITIE. SVMvs1D T 77 ILID 820BWTWABSMBT 71 JLICEA T 2 FlEHRER <L 9



clusterl:

-instance

Node: nodel
Vserver: vsl
File ID: 82
Connection ID: 104617
Session ID: 1
File Type: Regular
Open Mode: rw
Aggregate Hosting File: aggrl
Volume Hosting File: datal
CIFS Share: datal
Path from CIFS Share: windows\win8\test\test.txt
Share Mode: rw
Range Locks: 1
Continuously Available: Yes
Reconnected: No

:> vserver cifs session file show -vserver vsl —-file-id 82

B E IR
SMBt v 3 VIEHRODERT

ERARREHtET I T I bEAT > ZDHESR

CIFS. SMB. BE#. &*:A:UBranchCache/\‘/ 2 aDREHCE T 3 1BHmREZEISL TN T #
— IV RAZERT B3I, T—RXORBRICERATES AT eI 2%ESEL
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g

1. ¥EBE L ~JL%Zadvanced|CREL £9,

2. ROWITNHOZEITLFET,

set -privilege advanced

HEsR 9 3 1HE
(2N i il

ANTBaAXUER

statistics catalog object show

ERARBREDNDFT T2 o b

statistics catalog object show object
object name

ERAREAT > H

statistics catalog counter show object
object name
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3. admintERL NILICED £9, set -privilege admin

B

ROAR > REERITI B . advanced¥ERL NILTRRLIEBED. 75 XXADCIFS7 72X ESMB7 &
TRICEAETBBIRLIGEAA TS 7 FOFARRTINE T,

clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them only
when directed to do so by support personnel.
Do you want to continue? {yln}: vy

clusterl::*> statistics catalog object show -object audit
audit ng CM object for exporting audit ng

performance counters

clusterl::*> statistics catalog object show -object cifs
cifs The CIFS object reports activity of the
Common Internet File System protocol

clusterl::*> statistics catalog object show -object nblade cifs
nblade cifs The Common Internet File System (CIFS)
protocol is an implementation of the

Server

clusterl::*> statistics catalog object show -object smbl
smbl These counters report activity from the
SMB

revision of the protocol. For information

clusterl::*> statistics catalog object show -object smb2
smb?2 These counters report activity from the
SMB2/SMB3 revision of the protocol. For

clusterl::*> statistics catalog object show -object hashd
hashd The hashd object provides counters to
measure
the performance of the BranchCache hash
daemon.
clusterl::*> set -privilege admin

RDOARY Y R%EFEITIT B L. advancedtERL RNILTRRLIEA T 0 FO—BD A D >R IZET B1HEHRH
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clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them only
when directed to do so by support personnel.

Do you want to continue? {yln}: y

clusterl::*> statistics catalog counter show -object cifs

Object: cifs

Counter Description

active searches Number of active searches over SMB and
SMB2

auth reject too many Authentication refused after too many

requests were made in rapid succession
avg directory depth Average number of directories crossed by
SMB
and SMBZ path-based commands

cluster2::> statistics start -object client -sample-id

Object: client
Counter Value
cifs ops 0
cifs read ops
cifs read recv ops
cifs read recv_size 0B
cifs read size 0B
cifs write ops

cifs write recv_ops

cifs write recv _size OB
cifs write size 0B
instance name vserver 1:10.72.205.179
instance uuid 2:10.72.205.179
local ops 0
mount ops 0
[...]
FE R
RETDFRT
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INT A—I IV ADEREBBEOEZI1TS =01, CIFSYSMB. EZ. BranchCache/\
W BT BBt E. éilfi?&%ﬁn‘l"&?ﬁa_‘\’f“%i?o

B9 B HIIC

72U MRS 3BHRERTTSE0IC. IY > R “statistics stop AV REFERLTT 2> 7IL%
IRE L THE L HBENH D statistics start' £,

FIE
1. #¥BR L N)L%Zadvanced|CEREL £9 - set -privilege advanced

2. RoVWIFnNhZRITLET,

METERTI DHR ANTBHATUR

SMBODIARTDN—= 3> statistics show -object cifs

SMB 1.0 statistics show -object smbl

SMB 2.x$5 & T'SMB 3.0 statistics show -object smb2
/—ROCIFSH TS 27 L statistics show -object nblade cifs
RILFZ7ORILDOEE statistics show -object audit ng
BranchCache/\wv > a2t —E X statistics show -object hashd
EHIDNS statistics show -object ddns_update

HMICOVWTIE. FOY VROV aTIR=SEBEBLTLLETV
3. adminfEfRL RJLICED £9, set -privilege admin

EIEHR
1%%3[ @%Ln-l_z‘_j/lﬁ l\t%ﬁ.n-l'j]'j/go)ﬁﬁnlu

SMBEZEAt v a > DRFTDEER

BranchCacheffizst DRI

BEstzERLEBE/ — U T 7—JII 70714 ET 1 DER
"Microsoft Hyper-VZ4 3 £SQL Server377 /SMB./ Y 51"

"INT =XV AREBERDEY R Ty
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