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SMB v 3 VEHRERTI D5E ! ANTBAIUR

SVMEOIARTOEYS 3> (BE) vserver cifs session show -vserver
vserver name

= == . .
187E L 7D vserver cifs session show -vserver
vserver name -connection-id integer

IBELETD—2OXRT—23 > DIP7RLADSDYE vserver cifs session show -vserver
V2= vserver name -address
workstation IP address

FBELLIFIPZRL X vserver cifs session show -vserver
vserver name -lif-address
LIF IP address

BELE/—F ‘vserver cifs session show -vserver vserver_name
-node {node_name



SMB v 3 VigHlERRT BHE . ABDTBaATUR
local}’ BE L 7=WindowsI—Hh 50ty 3>
vserver cifs session show -vserver EELEFEXAZ I LRFERALTWS Y 3V

vserver name -windows-user
domain name\\user name

‘vserver cifs session show -vserver vserver name  NTLMv2
-auth-mechanism {NTLMv1

Kerberos Anonymous}’

IEELAEEORIIL N—2a>rEEHLTWA+E vserver cifs session show -vserver vserver_name
= -protocol-version {SMB1

SMB2 SMB2_1

SMB3 SMB3_1}

[NOTE] ==== #¥5ehYICFArTRe B IREEMBES &
U'SMB Multichannelid. SMB 3.0l4EDt v > 3>
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EELELANILOMESEHTTEME X EX 1-FE X {EE vserver cifs session show -vserver vserver_name
LTWwstEvy a3y -continuously-available {No

Yes Partial}‘

[NOTE] ==== R Al X 7 — 4 X H' "Partial' @
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IEELI-SMBELZt v a3y XF—4 XDt v vserver cifs session show -vserver vserver_name
ar -is-session-signed {true
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clusterl::> vserver cifs session show -address 10.1.1.1

Node:

Vserver:

nodel

vsl
Connection Session
1D 1D
3151272279,
3151272280,

3151272281 1 10.1.1.1

Workstation

DOMAINN\ joe 2 23s
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9. COBRIIRXAY TAYY b2FERLTHIShTVEY,

clusterl::> vserver cifs session show -instance -continuously-available

Yes

Node:

Vserver:

Session ID:

Connection ID:

Incoming Data LIF IP Address:
Workstation IP address:
Authentication Mechanism:
Windows User:

UNIX User:

Open Shares:

Open Files:

Open Other:

Connected Time:

Idle Time:

Protocol Version:
Continuously Available:
Is Session Signed:

User Authenticated as:
NetBIOS Name:

SMB Encryption Status:

nodel

vsl

1
3151274158
10.2.1.1
10.1.1.2
Kerberos
DOMAIN\SERVERI1$
pcuser

1

1

0

10m 43s

Im 19s

SMB3

Yes

false
domain-user

Unencrypted
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clusterl::> vserver cifs session show -instance -protocol-version SMB3
Node: nodel
Vserver: vsl

Session ID: 1

**Connection IDs:

Connection Count:

3151272607,31512726078,3151272609

3**

Incoming Data LIF IP Address: 10.2.1.2
Workstation IP address: 10.1.1.3
Authentication Mechanism: NTLMv2
Windows User: DOMAIN\administrator
UNIX User: pcuser
Open Shares: 1
Open Files: 0
Open Other: 0
Connected Time: 6m 22s
Idle Time: 5m 42s
Protocol Version: SMB3
Continuously Available: No
Is Session Signed: false

User Authenticated as:
NetBIOS Name:
SMB Encryption Status:

E e E

domain-user

Unencrypted
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SVM (1) vserver cifs session file show
-vserver vserver name

fBELI/—R ‘vserver cifs session file show -vserver
vserver_name -node {node_name

local}’ BELTZ7 7LD
vserver cifs session file show I5FE L 7=SMBIZ#:ID

-vserver vserver name -file-id integer

vserver cifs session file show FEEL7=SMBtwv> 3 >ID
-vserver vserver name -connection-id

integer

vserver cifs session file show WBELIEKRRTa T 79075 —F
-vserver vserver name -session-id

integer

vserver cifs session file show FEELARY 2 —L4

-vserver vserver name -hosting
-aggregate aggregate name
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vserver cifs session file show IBE L7=SMB&EE
-vserver vserver name -hosting-volume
volume name

vserver cifs session file show I8E L7=SMB/YX
-vserver vserver name -share
share name

vserver cifs session file show IEFE LI LAN)LOMEII A B D1FE

-vserver vserver name -path path

‘vserver cifs session file show -vserver Yes}

vserver_name -continuously-available {No
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IEFE L -BEESIRRE ‘vserver cifs session file show -vserver
vserver_name -reconnected {No

HAOERER DAL F-DICFERATEIBMOA T3>y NS A= HD £, “vserver cifs session file
show DEEMICDOWVWTIE. "ONTAPOY YR U7 L A"®#CEBLTIEEL,
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clusterl::> vserver cifs session file show -vserver vsl

Node: nodel

Vserver: vsl

Connection: 3151274158

Session: 1

File File Open Hosting Continuously
ID Type Mode Volume Share Available

41 Regular r data data Yes

Path: \mytest.rtf
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clusterl::> vserver cifs session file show -vserver vsl -file-id 82

-instance

Node:

Vserver:

File ID:

Connection ID:

Session ID:

File Type:

Open Mode:

Aggregate Hosting File:
Volume Hosting File:
CIFS Share:

Path from CIFS Share:
Share Mode:

Range Locks:
Continuously Available:
Reconnected:

B
vy aVRRERTT S

nodel
vsl

82
104617
1
Regular
rw
aggrl
datal
datal
windows\win8\test\test.txt
rw

1

Yes

No
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FIE

1. PR L N)L%Zadvanced|CEREL £9 © set -privilege advanced

2 ROWThHOZERITLET,

RE LTCWEEIF...
(LN N b

ANITBRAE

statistics catalog object show

FERREERIFEDA T U MIBET 3153k statistics catalog object show -object

fERAARRB AT X

object name

statistics catalog counter show
-object object name



"statistics catalog object

show DFM (FERARIEERA TS T I M XRHT U RZ—78E) ICDWVWTIE. link:https://docs
.netapp.com/us—en/ontap-cli/statistics—-catalog-object-

show.html ["ONTAPOARY YR UT 7L YR 1 ZBRLTLIET L,

3. admintERL NILICED £9 | set -privilege admin

B
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clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them only

when directed to do so by support personnel.

Do you want to continue? {ylIn}:

clusterl::*> statistics

audit ng

performance counters

clusterl::*> statistics

cifs

clusterl::*> statistics

nblade cifs

Server

clusterl:
smbl
SMB

clusterl:
smb?2

clusterl::
hashd

measure

daemon.

clusterl::

WD

QWS

statistics

statistics

statistics

catalog

catalog

catalog

catalog

catalog

catalog

Yy

object show -object audit
CM object for exporting audit ng

object show -object cifs
The CIFS object reports activity of the
Common Internet File System protocol

object show -object nblade cifs
The Common Internet File System (CIFS)
protocol is an implementation of the

object show -object smbl
These counters report activity from the

revision of the protocol. For information
object show -object smb2

These counters report activity from the
SMB2/SMB3 revision of the protocol. For

object show -object hashd
The hashd object provides counters to

the performance of the BranchCache hash

set -privilege admin

ROARY RIF. BEBERLANILTRREIND cfs AT T2 bOWVWKDHDAT YR —ICEAT 3ERE

KRLEI.

@ COBITIE. “cifs ATV MERARBINRTOAT Y Z—HRRINZDITTIFEL,
HARTIDETENE T,



clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them only
when directed to do so by support personnel.

Do you want to continue? {yln}: y

clusterl::*> statistics catalog counter show -object cifs

Object: cifs

Counter Description

active searches Number of active searches over SMB and
SMB2

auth reject too many Authentication refused after too many

requests were made in rapid succession
avg directory depth Average number of directories crossed by
SMB
and SMBZ path-based commands

cluster2::> statistics start -object client -sample-id

Object: client
Counter Value
cifs ops 0
cifs read ops
cifs read recv ops
cifs read recv_size 0B
cifs read size 0B
cifs write ops

cifs write recv_ops

cifs write recv _size OB
cifs write size 0B
instance name vserver 1:10.72.205.179
instance uuid 2:10.72.205.179
local ops 0
mount ops 0
[...]
FE R
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« "statistics start"

ONTAP SMB#izt2 &R~ 9 B

CIFSY SMB. EE#&. B L UBranchCache/\'wv > 2 ICBET 250 Y. S T4+ %E
KRLT. NT =T RAZERAL. BEZEZMIBZIZENTEXT,

FI%A Y B HiIC

FIS U MMCET31EHRERT T BICIE. statistics start AT > R & “statistics stop' AY Y REFEALTT
— YO TINERNELTEHBELRHD £,

‘statistics start B LY “statistics stop’
DEFMICDWVWTIE. link:https://docs.netapp.com/us-en/ontap-
cli/search.html?g=statistics["ONTAPANY >R UTJ 7L >R " 1 ZZTELEETLY,

FIE
1. ¥R L N)L%Zadvanced|ICSREL £9 | set -privilege advanced

2 ROWThHZERITLET,

. DFEHERERTT 558 ANTBAR

SMBODIARTD/N— 3> statistics show -object cifs

SMB 1.0 statistics show -object smbl

SMB 2.xX.SMB 3.0 statistics show -object smb2
/—R®DCIFSH T X7 L statistics show -object nblade cifs
RILFZ7ORILDOEE statistics show -object audit ng
BranchCache/\v <> a1 #H—E X statistics show -object hashd
EHIDNS statistics show -object ddns_update

‘statistics show DFFMICDWLWTIE. link:https://docs.netapp.com/us-
en/ontap-cli/statistics-show.html ["ONTAPOAN > F UT77L >R
"M CELCTEEL,

3. admintEfRL NIJLICED £9 | set -privilege admin
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