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vserver cifs group-policy modify
-vserver vserver name -status enabled

vserver cifs group-policy modify
-vserver vserver name -status disabled

2. GPO HR— hHERNDRETHZ e xR LET (1) vserver cifs group-policy show

—vserver +Vserver_name_

J—00)—T E—RDCIFSH—N—0DFIL—FRK)>— 7= XF Tdisabledl] ERRINE

ERS

ll

RDFIE. Storage Virtual Machine (SVM) vs1 TGPOHR— b EBMICLE T,

clusterl::> vserver cifs group-policy modify -vserver vsl -status enabled

clusterl::> vserver cifs group-policy show -vserver vsl

Vserver: vsl

Group Policy Status: enabled
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7y FTr—hrLIEWEE... ARV RZADLTLIZTL..
ZE L 7-GPOKE vserver cifs group-policy update

—VServer vserver name

ITARTDGPORE vserver cifs group-policy update
-vserver vserver name —-force-reapply
-all-settings true
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Active Directory CEZE SN TS vserver cifs group-policy show-defined

-Vvserver vserver name

CIFS¥ M Storage Virtual Machine (SVM) [ZiEF vserver cifs group-policy show-applied
TNTW3 -vserver vserver name

ll

RDAFE. FlexVolZz g X 7=CIFSHFIEDvs1 & WL\ S HHEIDSVMAYE § S Active Directory CEEZ TN TLSGPO
REZRTLEFT,

clusterl::> vserver cifs group-policy show-defined -vserver vsl

Vserver: vsl
GPO Name: Default Domain Policy
Level: Domain
Status: enabled
Advanced Audit Settings:
Object Access:
Central Access Policy Staging: failure
Registry Settings:
Refresh Time Interval: 22
Refresh Random Offset: 8
Hash Publication Mode for BranchCache: per-share
Hash Version Support for BranchCache : versionl
Security Settings:
Event Audit and Event Log:
Audit Logon Events: none
Audit Object Access: success
Log Retention Method: overwrite-as-needed
Max Log Size: 16384
File Security:
/voll/home
/voll/dirl
Kerberos:
Max Clock Skew: 5

10



Max Ticket Age: 10
Max Renew Age: 7
Privilege Rights:
Take Ownership: usrl, usr2
Security Privilege: usrl, usr2
Change Notify: usrl, usr2
Registry Values:
Signing Required: false
Restrict Anonymous:
No enumeration of SAM accounts: true
No enumeration of SAM accounts and shares: false

Restrict anonymous access to shares and named pipes:

Combined restriction for anonymous user: no-access
Restricted Groups:

gprl

gpr2
Central Access Policy Settings:

Policies: capl
cap?2

GPO Name: Resultant Set of Policy
Status: enabled
Advanced Audit Settings:
Object Access:
Central Access Policy Staging: failure
Registry Settings:
Refresh Time Interval: 22
Refresh Random Offset: 8
Hash Publication for Mode BranchCache: per-share
Hash Version Support for BranchCache: versionl
Security Settings:
Event Audit and Event Log:
Audit Logon Events: none
Audit Object Access: success
Log Retention Method: overwrite-as-needed
Max Log Size: 16384
File Security:
/voll/home
/voll/dirl
Kerberos:
Max Clock Skew: 5
Max Ticket Age: 10
Max Renew Age: 7
Privilege Rights:
Take Ownership: usrl, usr2
Security Privilege: usrl, usr2

true
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Change Notify: usrl, usr2
Registry Values:
Signing Required: false
Restrict Anonymous:
No enumeration of SAM accounts: true
No enumeration of SAM accounts and shares: false
Restrict anonymous access to shares and named pipes: true
Combined restriction for anonymous user: no-—-access
Restricted Groups:
gprl
gpr2
Central Access Policy Settings:
Policies: capl
cap?

RDOFE. CIFSHIEDSVM vs1IERAINTULWBGPOKREEZFRRTLE T,

clusterl::> vserver cifs group-policy show-applied -vserver vsl

Vserver: vsl
GPO Name: Default Domain Policy
Level: Domain
Status: enabled
Advanced Audit Settings:
Object Access:
Central Access Policy Staging: failure
Registry Settings:
Refresh Time Interval: 22
Refresh Random Offset: 8
Hash Publication Mode for BranchCache: per-share
Hash Version Support for BranchCache: all-versions
Security Settings:
Event Audit and Event Log:
Audit Logon Events: none
Audit Object Access: success
Log Retention Method: overwrite-as-needed
Max Log Size: 16384
File Security:
/voll/home
/voll/dirl
Kerberos:
Max Clock Skew: 5
Max Ticket Age: 10
Max Renew Age: 7
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Privilege Rights:
Take Ownership: usrl, usr?2
Security Privilege: usrl, usr2
Change Notify: usrl, usr2
Registry Values:
Signing Required: false
Restrict Anonymous:
No enumeration of SAM accounts: true
No enumeration of SAM accounts and shares: false

Restrict anonymous access to shares and named pipes:

Combined restriction for anonymous user: no-access

Restricted Groups:

gprl

gpr2
Central Access Policy Settings:

Policies: capl
cap?

GPO Name: Resultant Set of Policy
Level: RSOP
Advanced Audit Settings:
Object Access:
Central Access Policy Staging: failure
Registry Settings:
Refresh Time Interval: 22
Refresh Random Offset: 8
Hash Publication Mode for BranchCache: per-share
Hash Version Support for BranchCache: all-versions
Security Settings:
Event Audit and Event Log:
Audit Logon Events: none
Audit Object Access: success
Log Retention Method: overwrite-as-needed
Max Log Size: 16384
File Security:
/voll/home
/voll/dirl
Kerberos:
Max Clock Skew: 5
Max Ticket Age: 10
Max Renew Age: 7
Privilege Rights:
Take Ownership: usrl, usr?2
Security Privilege: usrl, usr2
Change Notify: usrl, usr2
Registry Values:

true
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Signing Required: false
Restrict Anonymous:
No enumeration of SAM accounts: true
No enumeration of SAM accounts and shares: false
Restrict anonymous access to shares and named pipes: true
Combined restriction for anonymous user: no-access
Restricted Groups:

gprl

gpr2
Central Access Policy Settings:

Policies: capl
cap?
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IRTOFHIRENT=FIL—T GPO
Y BRI ERT I B5E !

Active Directory TEZINTW 3

CIFSH—NICEBHEINTWS

ATV REAADLTLETL...

vserver cifs group-policy restricted-
group show-defined -vserver
vserver name

vserver cifs group-policy restricted-
group show-applied -vserver
vserver name

il

ROFIE. CIFSTHEDVsTE WS ZRIDSVMAE § % Active Directory K X1 > TEERINTWS. &HIFRI N7
JIL—TDGPOICE T 2 BEHRERTLET,

clusterl::> vserver cifs group-policy restricted-group show-defined

-vserver vsl

Vserver: vsl

Group Policy Name:
Version:

Link:

Group Name:
Members:

MemberOf:

Group Policy Name:
Version:

Link:

Group Name:
Members:

MemberOf:

RDAF. CIFSHIGDSVM vsISERA TN TV S, HIRENITIL—TDGPOICE Y 31BHRERTLET,

gpol
16

OrganizationalUnit
groupl

userl
EXAMPLE\group9

Resultant Set of Policy
0

RSOP

groupl

userl

EXAMPLE\group9
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clusterl::> vserver cifs group-policy restricted-group show-applied

-vserver vsl

Group Policy Name: gpol
Version: 16
Link: OrganizationalUnit

Group Name: groupl
Members: userl
MemberOf: EXAMPLE\group9

Group Policy Name:

Resultant Set of Policy

Version: 0
Link: RSOP
Group Name: groupl
Members: userl
MemberOf: EXAMPLE\group9
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TRTOEFRT7IER ARV RZAALTLIET L.
R —ICBET2BHRERTI 355,
Active Directory CEZE SN TLS vserver cifs group-policy central-

access-policy show-defined -vserver
vserver name

CIFStF—NISEAINTWS vserver cifs group-policy central-

A

access-policy show-applied -vserver
vserver name

RDFIE. Active Directory CEHZINTVWBR IR TOENE T I/ X R o —DBERERTLE T,

clusterl::> vserver cifs group-policy central-access-policy show-defined

Vserver Name

vsl pl
3993546205
Description:

Creation Time:
Modification Time:
Member Rules:

vsl P2
822349040

Description:
Creation Time:
Modification Time:

Member Rules:

SID

S-1-17-3386172923-1132988875-3044489393-

policy #1

Tue Oct 22 09:34:13 2013
Wed Oct 23 08:59:15 2013
rl

S-1-17-1885229282-1100162114-134354072-

policy #2

Tue Oct 22 10:28:20 2013
Thu Oct 31 10:25:32 2013
rl

r2

ROBE. U5 XX _EDStorage Virtual Machine (SVM) ISBERINTWVWAR IR TOENR T IR RS —

DEHRERTLET,
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clusterl::> vserver cifs group-policy central-access-policy show-applied

Vserver Name SID
vsl pl S-1-17-3386172923-1132988875-3044489393~
3993546205

Description: policy #1
Creation Time: Tue Oct 22 09:34:13 2013
Modification Time: Wed Oct 23 08:59:15 2013
Member Rules: rl

vsl P2 S-1-17-1885229282-1100162114-134354072~-
822349040
Description: policy #2
Creation Time: Tue Oct 22 10:28:20 2013
Modification Time: Thu Oct 31 10:25:32 2013
Member Rules: rl
r2
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Active Directory CEZ SN TS vserver cifs group-policy central-
access-rule show-defined -vserver

vserver name

CIFSH—NICERINTWS vserver cifs group-policy central-
access-rule show-applied -vserver
vserver name
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clusterl::> vserver cifs group-policy central-access-rule show-defined

vsl rl
Description: rule #1
Creation Time: Tue Oct 22 09:33:48 2013
Modification Time: Tue Oct 22 09:33:48 2013
Current Permissions: O0:SYG:SYD:AR(A;;FA;; ;WD)
Proposed Permissions: 0:SYG:SYD: (A;;FA;;;OW) (A;;FA;;;BA) (A;;FA;;;SY)

vsl r2
Description: rule #2
Creation Time: Tue Oct 22 10:27:57 2013
Modification Time: Tue Oct 22 10:27:57 2013
Current Permissions: O:SYG:SYD:AR(A;;FA;; ;WD)
Proposed Permissions: O:SYG:SYD: (A;;FA;;;OW) (A;;FA;;;BA) (A;;FA;;;SY)

RDBE. U5 XX _LETStorage Virtual Machine (SVM) ISEBEINTWBENE 7t X R > —|CEEN
ITENTEIRTOENET7 I R)P— L—ILOBRERTLE T,

19



clusterl::> vserver cifs group-policy central-access-rule show-applied

vsl rl
Description: rule #1
Creation Time: Tue Oct 22 09:33:48 2013
Modification Time: Tue Oct 22 09:33:48 2013
Current Permissions: O:SYG:SYD:AR(A;;FA;; ;WD)
Proposed Permissions: O0:SYG:SYD: (A;;FA;;;OW) (A;;FA;;;BA) (A;;FA;;;SY)

vsl r2
Description: rule #2
Creation Time: Tue Oct 22 10:27:57 2013
Modification Time: Tue Oct 22 10:27:57 2013
Current Permissions: O:SYG:SYD:AR(A;;FA;; ;WD)
Proposed Permissions: O:SYG:SYD: (A;;FA;;;OW) (A;;FA;;;BA) (A;;FA;;;SY)
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