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B3 vserver cifs security modify -vserver
vserver name -is-smb-encryption
-required true

mh vserver cifs security modify -vserver
vserver name -is-smb-encryption
-required false

2. CIFS #—N\—THE% SMB BSLHBEICIGC TEMERIEMICBR>TVWE e zmEBLEY (1)
vserver cifs security show -vserver vserver name -fields is-smb-encryption-
required
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clusterl::> vserver cifs security modify -vserver vsl -is-smb-encryption

-required true

clusterl::> vserver cifs security show -vserver vsl -fields is-smb-
encryption-required

vserver is-smb-encryption-required
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cES{tREZIF >y a3y {unencrypted
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BESNI-SVMLEDFED Y > 3 VIDDOBESItL vserver cifs session show -vserver
RIE vserver name -session-id integer
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https://docs.netapp.com/us-en/ontap-cli/snapmirror-create.html

clusterl::> vserver cifs session show -vserver vsl -session-id 2 -instance
Node: nodel
Vserver: vsl
Session ID: 2
Connection ID: 3151274158
Incoming Data LIF IP Address: 10.2.1.1
Workstation: 10.1.1.2
Authentication Mechanism: Kerberos
Windows User: DOMAINN\joe
UNIX User: pcuser
Open Shares: 1
Open Files: 1
Open Other: 0
Connected Time: 10m 43s
Idle Time: 1m 19s
Protocol Version: SMB3
Continuously Available: No
Is Session Signed: true
User Authenticated as: domain-user
NetBIOS Name: CIFS ALIASI
SMB Encryption Status: Unencrypted
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2. F—RNEEBIRT S | + statistics start -object {cifs|smbl|smb2} -instance
instance -sample-id sample ID [-node node name]

"—-sample-
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‘statistics start OFMICDWTIE. link:https://docs.netapp.com/us-
en/ontap-cli/statistics-start.html ["ONTAPOANY VK UT77L >R
"M EBRLTLIEEL,

3. “statistics stop AV REFHALT. YU TILDOT—2NEEFLELET,

‘statistics stop DFMICDWVLWTIE. link:https://docs.netapp.com/us-
en/ontap-cli/statistics-stop.html ["ONTAPOAN > F UT 7L >R
"M EBRLTIETL,
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Eeftdnictyay “show -sample-id sample_ID -counter

encrypted_sessions

node_name [-node node_name] EE{ Nty a Y eBIShicEy Y a Yy

“show -sample-id sample_ID -counter established_sessions
encrypted_sessions

node_name [-node node_name] EE (I ni-LaEs
“show -sample-id sample_ID -counter node_name [-node node _name]

encrypted_share_connections

EE b N-EBEGRCEGR TN -EE *show -sample-id sample_ID -counter
encrypted_share_connections

connected_shares node_name [-node node_name]
IEEINEEEtch Tty gy ‘show -sample-id sample_ID -counter

rejected_unencrypted_sessions

node_name [-node node_name] BRSNS SN TUVAVWEGEE
‘show -sample-id sample_ID -counter node_name [-node node _name]

rejected_unencrypted_share
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T353R EETRLET,

KDY RIFE. advanced R L RILADEEZITVE T,

clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by support personnel.
Do you want to continue? {yln}: vy

ROIARYRIE. FILWH > TILOT—2INEZRBLET,

clusterl::*> statistics start -object cifs -sample-id
smbencryption sample -vserver vsl
Statistics collection is being started for Sample-id:

smbencryption sample

ROARV RIF $TINOT—2NEZFLELEFT,

clusterl::*> statistics stop -sample-id smbencryption sample
Statistics collection is being stopped for Sample-id:
smbencryption sample

RDOAR Y FIF BEL/ —FICDOVWT, BS{tShicSMBE Yy Y 3 VBT Shicty S a v
YU TIDLRRLET,



cluster2::*> statistics show -object cifs -counter

established sessions|encrypted sessions|node name -node node name

Object: cifs

Instance: [proto ctx:003]
Start-time: 4/12/2016 11:17:45
End-time: 4/12/2016 11:21:45
Scope: vsim?2

Counter Value
established sessions 1
encrypted sessions 1

2 entries were displayed

ROATYRIF. EBELIE/ —RICDOWVWT, #EEESNEEBSIEENTUVWEVWSMBE Yy g x>
I eRRFLET,

clus-2::*> statistics show -object cifs -counter
rejected unencrypted sessions —node node name

Object: cifs

Instance: [proto ctx:003]
Start-time: 4/12/2016 11:17:45
End-time: 4/12/2016 11:21:51
Scope: vsim2

Counter Value

rejected unencrypted sessions 1

1 entry was displayed.

ROOATY RIF. BBELKL/ —RICDOWVWT., S SN/-SMBRERCEBESLEINI-SMBEEH =T >~
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clus-2::*> statistics show -object cifs -counter

connected shares|encrypted share connections|node name —node node name

Object: cifs

Instance: [proto ctx:003]
Start-time: 4/12/2016 10:41:38
End-time: 4/12/2016 10:41:43
Scope: vsim?2

connected shares
encrypted share connections 1

2 entries were displayed.

KOARTY RIE. IBELK/ —RIZDOWVWT, IEEIN=EBESILINTULWAVWSMBREEEGER =T > 7L
hoRRLET,

clus-2::*> statistics show -object cifs -counter
rejected unencrypted shares —node node name

Object: cifs

Instance: [proto ctx:003]
Start-time: 4/12/2016 10:41:38
End-time: 4/12/2016 10:42:06
Scope: vsim2

Counter Value

rejected unencrypted shares 1

1 entry was displayed.
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