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B vserver cifs security modify -vserver
vserver name -is-signing-required true

|MCT B vserver cifs security modify -vserver
vserver name -is-signing-required
false
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clusterl::> vserver cifs security modify -vserver vsl -is-signing-required

true

clusterl::> vserver cifs security show -vserver vsl -fields is-signing-
required
vserver 1is-signing-required
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SNcIRTOEY> 3> vserver name -is-session-signed true

SVM_ED4FEDSession IDZERATI3EL SNtz vserver cifs session show -vserver
w3 Y OFH vserver name -session-id integer
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clusterl::> vserver cifs session show -vserver vsl -is-session-signed true
Node: nodel

Vserver: vsl

Connection Session Open Idle
ID ID Workstation Windows User Files Time
3151272279 1 10.1.1.1 DOMAIN\Jjoe 2 23s
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clusterl::> vserver cifs session show -vserver vsl -session-id 2 -instance

Node: nodel
Vserver: vsl
Session ID: 2
Connection ID: 3151274158
Incoming Data LIF IP Address: 10.2.1.1
Workstation: 10.1.1.2
Authentication Mechanism: Kerberos
Windows User: DOMAIN\joe
UNIX User: pcuser
Open Shares: 1
Open Files: 1
Open Other: 0
Connected Time: 10m 43s
Idle Time: 1m 19s
Protocol Version: SMB3
Continuously Available: No
Is Session Signed: true

User Authenticated as:
NetBIOS Name:
SMB Encryption Status:

domain-user
CIFS ALIAS1
Unencrypted
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1. #PRL X)L %Zadvanced|CFREL £9o +set -privilege advanced

2. F—RINEEHBLET, +statistics start -object {cifs|smbl|smb2} -instance
instance -sample-id sample ID [-node node name]

INTA—=AEIBELRWVISEIX -sample-id. > FILIDABEEMICER M. COH > TILHCLIE v
2AYDTIAILEDH U TILE LTEERINE T, DfE -sample-id 1F7F X b XFF|TY, BELCLIE
WAV TNTA—RZI/ELTICCOOAR Y FZERITTH L. -sample-id UBIDT 7 AL b2 FIL
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4. SMBELRETZRRLE T,

KT DIER ANTBIAYUR

EgxSnittyay *show -sample-id sample_ID -counter
signed_sessions

node_name [-node node_name] BRIty eRiIcnity>ay

“show -sample-id sample_ID -counter established_sessions
signed_sessions
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ROBIIE. vs1E L) Storage Virtual Machine (SVM) (IZDWT. SMB 2.x2 SMB 3.0DE& 5t % R
ITB3HEZRLTVWET,

KDY RIE. advanced ERL NILICEBITLE T,

clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by support personnel.

Do you want to continue? {yln}: vy

ROIARYRIE. FILWH > TILOT—2INEZRBLET,

clusterl::*> statistics start -object smb2 -sample-id smbsigning sample

-vserver vsl
Statistics collection is being started for Sample-id: smbsigning sample

RKOAYVKRIF. YT IWOTF—2NEHEILELEFT,

clusterl::*> statistics stop -sample-id smbsigning sample
Statistics collection is being stopped for Sample-id: smbsigning sample
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clusterl::*> statistics show -sample-id smbsigning sample -counter

signed sessions|established sessions|node name

Object: smb2

Instance: vsl

Start-time: 2/6/2013 01:00:00
End-time: 2/6/2013 01:03:04
Cluster: clusterl

Counter Value
established sessions 0
node name nodel
signed sessions 0
established sessions 1
node name node?2

signed sessions

established sessions

node name node3
signed sessions 0
established sessions 0
node name node4
signed sessions 0

KDATY RlE. node2DEBLFEASMBE Y 3w Y FILASRRLET,

clusterl::*> statistics show -sample-id smbsigning sample -counter

signed sessions|node name —-node node2

Object: smb2

Instance: vsl

Start-time: 2/6/2013 01:00:00
End-time: 2/6/2013 01:22:43
Cluster: clusterl

Counter Value
node name node2
signed sessions 1

KDY RiFE. admintgELANILICED 35,

clusterl::*> set -privilege admin
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