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Add GBM) 122V v o L%,

BIfFDStorage VMA R WH L WS AT LDFEIE. *Fy P aR—R>7FONJILDEREZ T
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system license show -package s3
KRN BWVNEEIF. BREBIEHEIIEEVEHDECESI L,
2. SUM =fERE L £

vserver create -vserver svm name -rootvolume root volume name -aggregate
aggregate name -rootvolume-security-style unix -language C.UTF-8 -ipspace
ipspace name

° [CUNIXEREZ R L £9 -rootvolume-security-style 77> 3>



° FI7 I FDCUTF-8%ZEAL XY -lanquage 7 7> 3>
° 5 ipspace REIEA T3> TY,
3. FLLIEH L7 SVM DRREEL AT — X XA ZHEBLE T,

vserver show -vserver svm_name

o Vserver Operational State 74 —ILRICIZZRRTIBENHD £9 running KR, H
RRENTIHE initializing REEICT B &, IL— FRU 2—LDERE E DFRELEHN KK L 7=
fc®. SVMZHIBRL TBIER T 2HENDHD £7,

il
RDARXY Rig. T—2T7 71 ZXFE®D SVYM % |Pspace ipspaceA RICERL L £,

cluster-1::> vserver create -vserver svml.example.com -rootvolume
root svml -aggregate aggrl -rootvolume-security-style unix -language
C.UTF-8 -ipspace ipspaceA

[Job 2059] Job succeeded:
Vserver creation completed
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cluster-1::> vserver show -vserver svml.example.com
Vserver: svml.example.com
Vserver Type: data
Vserver Subtype: default
Vserver UUID: b8375669-19b0-11e5-b9d1-
00a0983d9736
Root Volume: root svml
Aggregate: aggrl
NIS Domain: -
Root Volume Security Style: unix
LDAP Client: -
Default Volume Language Code: C.UTF-8
Snapshot Policy: default
Comment:
Quota Policy: default
List of Aggregates Assigned: -
Limit on Maximum Number of Volumes allowed: unlimited
Vserver Admin State: running
Vserver Operational State: running
Vserver Operational State Stopped Reason: -
Allowed Protocols: nfs, cifs
Disallowed Protocols: -
QoS Policy Group: -
Config Lock: false
IPspace Name: ipspaceA
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security certificate create -vserver svm name -type root-ca —-common-name
ca cert name

o -type root-ca A FTa ik, LA (CA) L TH#EEL THDIIREICERAT A I-HDECEHA
TORIGERAEZER LTI A M—=ILLE T,
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77 # ) S DFEAZE Y 1 X3 2048 Ev FTY,

ll

cluster-1::> security certificate create -vserver svml.example.com -type

root-ca -common-name svml ca

The certificate's generated name for reference:
svml ca 159D1587CE21ESD4 svml ca

EENIGERREORRIDIRT NS, COFIEOLEOFIETRFZFREFL TTE L,
2. GIREBREREZEMLF T,

security certificate generate-csr -common-name s3 server name
[additional options]

o -common-name BRERD/INT A—RIZIF. S3H—/\% (FQDN) ZIEETIBENHD £7,
HEIZIHLC T SVM DIFFAP Z DOMOFFAIERZIEETET £,
SHOBRAIC. AAEERCWBEROIE—2FRETSLSICKROENFET,

3. SVM_CAZERALTCSRICE®L. S3H—NDIRETERL FT,

security certificate sign -vserver svm name -ca ca cert name -ca-serial
ca cert serial number [additional options]
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° —ca-ATY 1 TANLICADIELER,

° —ca-serial -AT Y T1IDCAT D T7ILES, - zlE. CAIRAZD&EIH
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security certificate install -type server -vserver svm name
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security certificate show -vserver svm name -common-name ca cert name -type
root-ca -instance

NERIRAEZREFLTCHES. UBOI S 7Y MIDREICERALE T,

l

cluster-1::> security certificate show -vserver svml.example.com -common

-name svml ca -type root-ca -instance

Name of Vserver: svml.example.com
FQDN or Custom Common Name: svml ca
Serial Number of Certificate: 159D1587CE21E9D4
Certificate Authority: svml ca
Type of Certificate: root-ca
(DEPRECATED) -Certificate Subtype: -
Unique Certificate Name: svml ca 159D1587CEZ21E9D4 svml ca
Size of Requested Certificate in Bits: 2048
Certificate Start Date: Thu May 09 10:58:39 2020
Certificate Expiration Date: Fri May 08 10:58:39 2021
Public Key Certificate: ----- BEGIN CERTIFICATE-—----
MIIDZ ...==

Country Name: US
State or Province Name:
Locality Name:
Organization Name:
Organization Unit:
Contact Administrator's Email Address:
Protocol: SSL
Hashing Function: SHA256
Self-Signed Certificate: true
Is System Internal Certificate: false
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set -privilege advanced
2. H—ERT—ERI)—=ERLET,

network interface service-policy create -vserver svm name -policy policy name
-services data-core,data-s3-server

o data-core & W data-s3-server ONTAP S3ZBMICT 3 7=HICHNEBLR T —E XIFTH—E X 7ETF
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network interface create -vserver svm name -1if 1if name -service-policy
service policy names —-home-node node name -home-port port name {-address

IP address -netmask IP address | -subnet-name subnet name} -firewall-policy
data —-auto-revert {true]|false}

° —home-node I&. DEITEFICLIFARESD ./ — K TY network interface revert LIFICXLTOY
YRZEERTLEY,

ZHEALT. LIFER—L/—RELIUVR—LR—KMNIBHFNICUN—RTEIDNESIHEIBETDI L
HTEFZET -auto-revert 77> 3>

° ~home-port (&« DOERITEFICLIFAREZ¥IEHR— b £72I55RIEAR— FTY network interface
revert LIFICXLTOY Y RERITLE T,

° TIP7RLAZIBETEF XY -address B& Y -netmask 7 a3 > FRTZH. 2FEBALTHT
Y EDSDEIDHETZEMCLFT -subnet_name 7 F> 3>
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D%d, o network route create DY =_aT7ILR—=J(CIE. SVMATOEMNIL— FDIERKICES
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o network ndp prefix show A¥ Y Kldadvancedi&RL NIL THEHRATET £,
b. DX EZFER L £9 prefix:id IPV67 KL XZFETER L £ 7

prefix d. TEFIEBRAVE—T A RATEEEINLETL T4 v I RTT,
ZEHT 70 id T, TUALKGE4E Y MMEERZEIRLET,

3. ZEALT. LIFAEEICERSNI-C &t #/EE2L £ 9 network interface show AV Y RZEZETLE
+

4 FBELIP7RLRICBETEZ xR LE T,

PUE M
IPv4 7 KL X network ping
IPv67” KL X network ping6

ll

RDOAT Y RIE. ICEIDHTHENSIT—RLFE{ER T 2 5E%EZ R L TWEY my-S3-policy H—E XR
-

network interface create -vserver svml.example.com -1if 1if2 -home-node

node?2 -homeport eld -service-policy my-S3-policy -subnet-name ipspacel

ROAT > RIE. cluster-1 IDITARTOD LIF KRR L E T, datalifl & datalifd &WS5F—4 LIF [ZIE
IPvd 7RLZZH/ELTWVWET, —A. datalifd ICIFZIPv6 PRLZAZHRELTVET,



cluster-1::> network interface show

Logical Status Network Current Current Is
Vserver Interface Admin/Oper Address/Mask Node Port
Home
cluster-1

cluster mgmt up/up 192.0.2.3/24 node-1 ela
true
node-1

clusl up/up 192.0.2.12/24 node-1 ela
true

clus? up/up 192.0.2.13/24 node-1 e0b
true

mgmt 1 up/up 192.0.2.68/24 node-1 ela
true
node-2

clusl up/up 192.0.2.14/24 node-2 ela
true

clus?2 up/up 192.0.2.15/24 node-2 e0b
true

mgmtl up/up 192.0.2.69/24 node-2 ela
true

vsl.example.com

datalifl up/down 192.0.2.145/30 node-1 elc
true
vs3.example.com

datalif3 up/up 192.0.2.146/30 node-2 elc
true

datalif4 up/up 2001::2/64 node-2 elc
true

5 entries were displayed.

|) £— b @ FabricPool [&E1tLFRICY 5 XX & LIF Z{Ek 9 %

ONTAP S3 Z{FER L TY E— D FabricPool B2 (V59 R) BELLZEMCTIHES
IF. VS RARBLIF Z8REITAIVEIHD XTI, T—XRY N T—DOHBFITBZHR—F
ICOSAABLIF ZRETETET, CUIED. VT RFBxRYy D=0 BRR—
FREBSITZENTEXT,

ERZRInd 80IC

c BREGBIYBEEIEHERY bT—OR—- D EERBICRESNTVLWBRELNHDET up XT—X
Ao
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*LIF H—ERRY—HITICEELTVLWBIRELADHD £,

CDERIICDWVT

A—AIDT7 77V I T—IILOREEBILPHAED S3 7 TV —2a VADRBICT 5 X2 LIF IZBEHD
FtH Ao

FIRE
1. 95 22RDOR—bO—EZRRLE T,

network port show

ROFE. DRy b T—IR—FrERLTWVWET cluster0l -

cluster0l::> network port show

Speed
(Mbps)
Node Port IPspace Broadcast Domain Link MTU Admin/Oper
cluster01-01
ela Cluster Cluster up 1500 auto/1000
e0b Cluster Cluster up 1500 auto/1000
elc Default Default up 1500 auto/1000
e0d Default Default up 1500 auto/1000
cluster01-02
ela Cluster Cluster up 1500 auto/1000
e0b Cluster Cluster up 1500 auto/1000
elc Default Default up 1500 auto/1000
e0d Default Default up 1500 auto/1000

2. OZFTLSYMICU T RAMLIF Z#ERL L £,
network interface create -vserver Cluster -1if LIF name -service-policy
default-intercluster -home-node node -home-port port -address port IP —-netmask

netmask

ROFNE. 5 ARRELIFZERR L £Y cluster0l icl01 LU cluster0l icl02:

11



cluster(0l::> network interface create -vserver Cluster -1if
cluster0l icl0l -service-

policy default-intercluster -home-node cluster(01-01 -home-port eOc
-—address 192.168.1.201

-netmask 255.255.255.0

cluster0l::> network interface create -vserver Cluster -1if
cluster0l icl02 -service-

policy default-intercluster -home-node cluster01-02 -home-port eOc
-—address 192.168.1.202

-netmask 255.255.255.0

3. VS5 XAM LIF ’MERSNIcC e =z RL £,

4

12

network interface show -service-policy default-intercluster

cluster0l::> network interface show -service-policy default-intercluster

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node Port
Home
cluster0O1l
cluster0l iclO1
up/up 192.168.1.201/24 cluster01-01 eOc
true
cluster0l icl02
up/up 192.168.1.202/24 cluster01-02 eOc
true

I ZRAME LIF AREBRICE>TWVWE ez L £ 95
network interface show -service-policy default-intercluster -failover

RDFNE. 2 FARELIFZRLTWETY cluster0l icl0l &KUY cluster0l icl02Z2 v oL
FT eOc R—MRICTTAINF—N—LET e0dR— b :



cluster0l::> network interface show -service-policy default-intercluster

—failover

Logical Home Failover Failover
Vserver Interface Node:Port Policy Group
clusterO1

cluster0l icl0l cluster01-01:e0c local-only
192.168.1.201/24
Failover Targets: cluster01-01:e0c,
cluster01-01:e0d
cluster0l icl02 cluster01-02:e0c local-only
192.168.1.201/24
Failover Targets: cluster01-02:e0c,
cluster01-02:e0d

S3ATPx IV AT —NZERLET

ONTAP A7 1 R R 7H—/NIE. ONTAP NAS H—/NE KT SAN H— /\HIRET
2774INAML—=2F 700X ML—2TlEARL, T—4%S3 AT 0k
CLTEELET,

ERZRIR Y BH0IC

S —NEETEEBERE X1 >% (FQDN) L TAATESLSICLT, 95047 MDS3T7UERICHE
HATEALSICLTHEBELHDET, N7y FRADKBEICFODNZFEHIT A CIETE X A

BEE% CAGERAE FIOFIRTIER) K7cidSEB CANY A —HER LIGIRENYETY, IP 5T«
YINI SR LIF DHEERAT SO-NILEELDZEG. CAREIIUEHD FEA.

CDHERTIZDOVT

FIST ORI NTH—N%ZERTD L. UIDO D root I—HHERINET, D root I—HICHFLTT
JEAXx—H—JL vy bF—DbERINEFA. ONTAP BIEEIIZRITITIMNENHD £9 object-
store-server users regenerate-keys AVYRZEHALT. COIA—HDT7I/EIAFx—r—TLv
F—ZBELET,

FYRTYTDORIANTS T4 LT D root —HFIFMEALBVWTLEE LY, root 1
() —HorstrF—Fr@s—sLy FE—2EBTE551 7Y P TUr—Savid 7
IVII PR TROTRTONT Y bEA TSI METLT I L ATEET,

HBBEBLTLEEV vserver object-store-server BIIDREA > a v LXURRA T3 >Dv=
aAT7IR=D
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Bl 2. FIE

System Manager D&

BffF D Storage VMIZS3H —N\%Z BT 25EE. COFIE #FERALEF . FL L\Storage VMIZS3H —
NZEBMTBAHEICOVTIE, ZBRBLTKLEIWVW'SBHD R L —USVMZIER L £97%

AR =T A RAO-IIT—RADIPT RLRAZANT 3%Elmz LTEHERDHD XTI,

1. BEfFDStorage VM TS3ZBMICL T,

a. Storage VM% &R L £ ¢, * Storage > Storage VM*%z 2 1) v o L. Storage VM%ZZER L T*
Settings *# V1) v L. Z20)v I LET L *SIDF*,

b. Enable S3* %% 1w L. S3Server Name # AL F 9,

C. SFBAZED X1 THEZBIRL X T,
AT LTERSNIAIFRZ B DOIFAZD 5 5 EIRLIZBEDH. 95177018
ICIFEERRE DR ET T,

d Ry bD—=0A4 08 —T x4 XA AHDLTLEET LY,

2. ORT LTERSNTEERZEZERLI5EE. #TL L) Storage VM OER = R 9 5 L SERAE B
MRERENE T, [FUYO—R[Z20)v oL, 95347 7O XRICRELED,

o U—JLvy hkrF—FSEERRIINEEA
o SIFAEIBEHRNMNBEMXERIZEIE. [* AL —]. [Storage VMs] DIEICZ ') w4 L. Storage
VM ZEIRL T, "RE|ZIVVYILET,

CLI OfEF
1. S35 —NZEHRLET

vserver object-store-server create -vserver svm name -object-store-server
s3 server fqgdn -certificate-name server certificate name -comment text
[additional options]

S3H—NDIERFFEIFH NS VWDTHEMDA T a Y ZEETETEFT,

s O—AHILDKERILZRTET 3HEE. SVMAICT—XZSVME X /IF> AT LSYM (V5 RH)
2EIETETET,

° SFRAE &L, U —/\CASERAE (PR F7IZ)L— FCAGEERE) Tida<. H—/NEAE (TV kR
I—HFE) —THRE) ORAEICTBIBEDHD XTI,

cHTTPS [&. R—b M43 TT 7 AL TEMCHE->TVWET, R— b ESEFZFERLTEETE
9 -secure-listener-port 3>

HTTPSZBMICT 3. SSLTLSEIEL KRBT B7=DICCAGEHENREICRD £,
c HTTPIZT 7 # )L b TEMICE>TVWET, BMICTD . H—NIFER—F80TU R LET,
ZERALTEMICTEXT -is-http-enabled A 7> a3 V% EIRTZH. KA—+rES%

-listener-port 77> 3>

HTTPAEMBIHE. EREBER IV 7 THFISTRY T —IBBTEEINE T,

14



2. SINBESNTVWB e ZzMERL £,

vserver object-store-server show

il

COOAXVRIFE. TIRTDA TSI RA ML —CH—NOHREEERIEL 9

clusterl::> vserver object-store-server show

Vserver: vsl

Object Store Server Name:
Administrative State:

Listener Port For HTTP:

Secure Listener Port For HTTPS:
HTTP Enabled:

HTTPS Enabled:

Certificate for HTTPS Connections:

Comment :

s3.example.com
up

80

443

false

true

svml ca

Server comment
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