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system license show -package s3
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vserver create -vserver <svm name> -subtype default -rootvolume
<root volume name> -aggregate <aggregate name> -rootvolume-security
-style unix -language C.UTF-8 -data-services <data-s3-server>

-ipspace <ipspace name>

° A>3 VIZIFUNIXERE Z A L "-rootvolume-security-style’ £ 97
° 77 #)LbDCUTF-84F> 3> %A L -language’ £ 7,
° 2 ipspace’ ®EIFA T3> T,

3 FLMERLIcSVMDRE L AT — R XZHRLE T,

vserver show -vserver <svm_name>

‘Vserver Operational State’ 74 —JLRICIFIREDNRIRIINTUVINRELDHD
‘running’ ¥, KENRRINEEIE

‘initializing s Jb— bARY 32— LDENR EDOREMIBHNREL 7. svmzHIFR
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cluster-1::> vserver create -vserver svml.example.com -rootvolume
root svml -aggregate aggrl -rootvolume-security-style unix -language

C.UTF-8 -data-services data-s3-server -ipspace ipspaceA

[Job 2059] Job succeeded:
Vserver creation completed
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cluster-1:

Vserver:

Vserver Type:
Vserver Subtype:
Vserver UUID:

00a0983d9736

Root Volume:

Aggregate:

NIS Domain:

Root Volume Security Style:

LDAP Client:

Default Volume Language Code:

Snapshot Policy:

Comment:

Quota Policy:

List of Aggregates Assigned:

Limit on Maximum Number of Volumes allowed:
Vserver Admin State:

Vserver Operational State:

Vserver Operational State Stopped Reason:
Allowed Protocols:

Disallowed Protocols:

QoS Policy Group:

Config Lock:

IPspace Name:

:> vserver show -vserver svml.example.com

svml.example.com
data
default

p8375669-19b0-11e5-b9d1l-

root svml
aggrl
unix
C.UTF-8
default

default
unlimited
running
running
nfs, cifs

false
ipspaceA
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1. BEBRT O RIGREEERL 7,

security certificate create -vserver svm name -type root-ca —-common-name
ca cert name

7> aviE -type root-ca. sealt/m (CA) & L THEEL THIDIIFAEICER T A I-HDBECESLT
CRIGEBEZIERLTAI VA M=ILLE T,

F 73> %EA -common-name ¢ % . SVMDREER (CA) BHIMER SN, FEBBZEDTLHhLRI%
ST ReSICERTINET,

77 4 )Lk OEFBBE Y 1 X 2048 v kTH,
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cluster-1::> security certificate create -vserver svml.example.com -type

root-ca —-common-name svml_ca

The certificate's generated name for reference:
svml ca 159D1587CE21ES9D4 svml ca

EMENIGIRAZORFID RTINS, UBROFIRTERT B DIEREFELTEEEXT,

2. SEEAEEREREEML T,

security certificate generate-csr -common-name s3 server name
[additional options]

*—common-name " BHERD/INT A—RIZIE. s3—/1\% (
FQDN) %38ETRIHNELRHD £,
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security certificate sign -vserver svm name -ca ca cert name -ca-serial
ca cert serial number [additional options]
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security certificate install -type server -vserver svm name
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security certificate show -vserver svm name -common-name ca cert name -type
root-ca -instance
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cluster-1::> security certificate show

-name svml ca -type root-ca

Name of Vserver:

FODN or Custom Common Name:
Serial Number of Certificate:
Certificate Authority:

Type of Certificate:

(DEPRECATED) —-Certificate Subtype:
Unique Certificate Name:

Size of Requested Certificate in Bits:
Certificate Start Date:
Certificate Expiration Date:
Public Key Certificate:

MIIDZ ...==

Country Name:

State or Province

Locality Name:

Organization

Organization

Protocol:

Hashing Function:

Self-Signed Certificate:

Is System Internal Certificate:

-instance

Name :

Name :
Unit:
Contact Administrator's Email Address:

-vserver svml. example .CoOm —common

svml .example.com

svml ca

159D1587CE21E9D4

svml ca

root-ca

svml ca 159D1587CE21E9D4 svml ca
2048

Thu May 09 10:58:39 2020

Fri May 08 10:58:39 2021

us

SSL
SHA256
true

false
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set -privilege advanced
2. —ERT—HRI—=ZERLFT,

network interface service-policy create -vserver svm name -policy policy name
-services data-core,data-s3-server

‘data-core ONTAP S3ZBMICTA=HICHNBRT—ER|IFH—E XY “data-s3-
server B—EXZFTIH. BEICGLE THDOYT—ERXBHEDHEZIENTETET,

ONTAP S3H®D T — A LIFD{ERK

FLULWSVMZIERL L TBE 1. S37 I EXEADLIFE L TT —XLIFZ 1R T 2 HED
HDFEI,

HIRY B HIIC

c BREGBIYIBEEHERY bT—OR—FDEE up AT —RXIANICRESN TVBIHREDNHD X
ED

* T2y bEZEFERLTLFOIPY FLRERY T =IO RVEZEIDETRHEIE. €Y TRy
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*LIFH—ERRYS—DITTICHEELTWVWIRELHD 7,

CRANTIZU9T4RE LT T—R2F7 V2 RIERTBLIF (data-s3-server) L EIRMIBICHERT BLIF
(management-https) Z 5l % ICEBB T2 Z#HBELF T, ACLIFTCHRADY—EXZBMICLABWVT
<TETL,

* DNSL O— KiCld. data-s3-serverh' BEF TSN TWBLIFDOIP7 RL XTI EHDINELHD 7,
MDLIFDIPT RL XZHADNSL O— RICIEETINTULBIEE. ONTAP S3ERMMDH —N\H SIE I 1.
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interface capacity details show FEsa CEF XY ‘network interface capacity showo

* |JE— FDFabricPoolBE (V57T R) BEBILZEWMITZERIE. VS XABLIFLERET ZI2HELHD
x93,
FE
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network interface create -vserver svm name -1if 1if name -service-policy
service policy names —-home-node node name -home-port port name {-address
IP address -netmask IP address | -subnet-name subnet name} -firewall-policy



data —-auto-revert {true|false}

° ~home-node . LIFICRLTOY Y REZETLILEFICLIFAERES ./ —RTY “network

interface reverto

FFoarHEFERALT, LIFER—L/ —RELVER—LR—MIBFMNICUN— T EIHESH %S
EITAEHTEFET -auto-reverto

° ~home-port | LIFICXLTATYY RZRITLIEEFICLIFNRZYER— F £/IEHREBR— KT
9 ‘network interface reverto

AT 3V -netmask ATV IV TIPVRLAZEETS LD, 7230 TH IRy bD5
DEIDLETEZBEMICTS LD “-subnet_name TEEXY “-addresso

s Iy b EFALTIPZRLRERY NT—OIRIEBELEBE. Y IRy MY —FoTA
REZINTVWRE, FOH TRy bEEALTCLFEERTAEZIC. ¥— I TA1ADTFTHIL K
JL— EHAISVMICBFMISEMSNE S,

CIPPRLREZFHT (WTRy bZFEEETICO) BIDHTRHEE. 97147 MERIER XY
FO—ZHBDIPH TRy MIHBZEZFIZ. T— T2 AANDT T AILMNIL—FOEBREIREICHR D
ZEMHBD FF, “network route create DY Z 2 T ILR—ICIE. SVMATOERIL— M DIERICES
T RBERAEEHINTVET,

o AT 3 ICIE -firewall-policy. LIFOO—JLERBLT 7 #JL F%ZERL data £ 9,
REIZIHL T, BEDDARRLT 7AT I +— LR —%=EHRL TGEMTEXY,

ONTAP 9 10.1ABETId. 77 A7 T4 — LRV —HELETA, LIFOT—EZXRU S —I(C
() sEMCEIEISNE Lk, BEICOVTR. 28BLTESWLFOT 7177
T =

° —auto-revert IR, BET —AIR—IADAT—RANEbh>7- &, v NT—J#FGEH L
SNEEZIREDKRAT. T—ALIFHAER—L/ —RICBFHICUN—FEINBIDESHEIBETE
X9, T7AIEFDREIFTY “false D WERADORY FT—0BEBR) O —IZH L TICRET
FXT “falseo

o A7 avid. -service-policy {ER L7 T — 2 —ERR) - EBY—EXRUS— BLUZF
DDOHNRBRR) O —=EIBELET,

2. 723> TIPv6 7 RL X% E|D Y T3IHFE -address’ld. XDOFIEZETLET,

a. OAY Y R%FEHAL T network ndp prefix show. SEXSEFRAVA—T A ATEHINRAT
L7414 IZADI) AR ERRLET,

OV > Rl& network ndp prefix show. advancedtEfRL NILTHEHRATE X,
b. iz =M L “prefixid T. IPv67 KL XZFETIERL 7,

prefix id. TEITFEFRAA—T A RATEZINTL T4 v IRTY,
ZEMTBICIF id. TR LBEAE Y MeERZEIRLE T,

3. OAX Y REFEALT. LIFAEEICER NI 252 L £ 9 network interface showe
4 BELLIPTRLRICERETEZ 2R LET,
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IPv47 KL X network ping

IPv67” kL X network ping6

il

MDA RIE, H—ERRIS—HEIDHTE5NSIT—ZLIFZERT % H7E% R L TL "'my-S3-policy’
79,

network interface create -vserver svml.example.com -1if 1if2 -home-node

node?2 -homeport eld -service-policy my-S3-policy -subnet-name ipspacel

ROAT Y RiE. cluster-1AO TR TDLIFERR L £9, datalifl &datalif3D 7T —ZLIFICIZIPv47 KL X%
HE L. datalif4llIXIPv6 7 KL 2 ZRELTWE T,
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cluster-1::> network interface show

Logical Status Network Current Current Is
Vserver Interface Admin/Oper Address/Mask Node Port
Home
cluster-1

cluster mgmt up/up 192.0.2.3/24 node-1 ela
true
node-1

clusl up/up 192.0.2.12/24 node-1 ela
true

clus? up/up 192.0.2.13/24 node-1 e0b
true

mgmt 1 up/up 192.0.2.68/24 node-1 ela
true
node-2

clusl up/up 192.0.2.14/24 node-2 ela
true

clus?2 up/up 192.0.2.15/24 node-2 e0b
true

mgmtl up/up 192.0.2.69/24 node-2 ela
true

vsl.example.com

datalifl up/down 192.0.2.145/30 node-1 elc
true
vs3.example.com

datalif3 up/up 192.0.2.146/30 node-2 elc
true

datalif4 up/up 2001::2/64 node-2 elc
true

5 entries were displayed.

ONTAP S3IC & % ') E— ~FabricPoolfgEB{Lt D U 5 X ZRELIF
D1ERK

ONTAP S3%{EHA L T'J E— hDFabricPoolBE (V5T R) BE{LEZBEMICTIES
g VS RARBLIFZRET DIHBELHDE T, T—2XRXy N IT—JeHBEITZHR—KIC
IS RABLIFERETETE T, CNICKD. VT REBRY hO—TICRhEBERKR— MK
ERST N TEET,

HIAY BHIIC
c HBrR2YEBEEIIRERY N T—UR—FDEE up AT —RXAMICHKESNTVWEIHELHD X
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ER
*LIFF—ERRVS—DRITICHEEL TVWIRERHD £,

HRXTDRAB

IS ZZMLFIE. O—AINDT 77y o F—ILOREBILPHAIDSIT T 7r—> 3 YAORBICIIHNED
DEE A

FIE
1. 93 Z2RDOR—O—EZRTLE T,

network port show

TOFIE. DXy bT—2oR—KrEIRLTUL cluster01 £,

cluster0l::> network port show

Speed
(Mbps)
Node Port IPspace Broadcast Domain Link MTU Admin/Oper
cluster01-01
ela Cluster Cluster up 1500 auto/1000
e0b Cluster Cluster up 1500 auto/1000
elc Default Default up 1500 auto/1000
e0d Default Default up 1500 auto/1000
cluster01-02
ela Cluster Cluster up 1500 auto/1000
e0b Cluster Cluster up 1500 auto/1000
elc Default Default up 1500 auto/1000
e0d Default Default up 1500 auto/1000

2. DRTLSVMICY 5 R AMELIFZERR L £ 9,
network interface create -vserver Cluster -1if LIF name -service-policy

default-intercluster -home-node node -home-port port -address port IP —-netmask
netmask

ROBIE. 25 RAZMBLIFE “cluster01_icl02  Z{ERL L “cluster01_icl01" F 3,
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cluster(0l::> network interface create -vserver Cluster -1if
cluster0l icl0l -service-

policy default-intercluster -home-node cluster(01-01 -home-port eOc
-—address 192.168.1.201

-netmask 255.255.255.0

cluster0l::> network interface create -vserver Cluster -1if
cluster0l icl02 -service-

policy default-intercluster -home-node cluster01-02 -home-port eOc
-—address 192.168.1.202

-netmask 255.255.255.0

3. VS RRMLIFAPMER SN e ZREERL £ 9

network interface show -service-policy default-intercluster

cluster0l::> network interface show -service-policy default-intercluster

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node Port
Home
cluster0O1l
cluster0l iclO1
up/up 192.168.1.201/24 cluster01-01 eOc
true
cluster0l icl02
up/up 192.168.1.202/24 cluster01-02 eOc
true

4. S RBBLIFATRBBICE > TWA ez L EF T,
network interface show -service-policy default-intercluster -failover

RDBNE A2 B =0 FZBZLFELTY cluster0l icl02 R—bE®D “elc R— bR EZDR— KT
IAINA—=N=F2 e0d CCERLTWVWET “cluster0l iclO0lo
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cluster0l::> network interface show -service-policy default-intercluster

—failover

Logical Home Failover Failover
Vserver Interface Node:Port Policy Group
clusterO1

cluster0l icl0l cluster01-01:e0c local-only
192.168.1.201/24
Failover Targets: cluster01-01:e0c,
cluster01-01:e0d
cluster0l icl02 cluster01-02:e0c local-only
192.168.1.201/24
Failover Targets: cluster01-02:e0c,
cluster01-02:e0d

ONTAPS3A 7> U X M 7H—/INDERL

ONTAPA 7o U b X L 7H—/\IE. ONTAP NASH —/\VPSANH — N\ EHTEZT 7
AR L= 7Oy IR ML= 3WBHIC. S3 ATz e LTTF—42%E
BLXY,

BHtR 9 B HIIC

7547 > hHS377 Ut XIZEA Y % Fully Qualified Domain Name (FQDN ; E2B8fi R X1 %) L
TSI —N\HBZANT3E Rz L TEKBERHD £, FADNDIXFEHZNTY hAICTZEIFTEX
Tho RERIAMERZFERALTNT Y MIT7I7ERTR35EIE. T—NEHAC L TERINET
mydomain.com, 7c¥ ZI&. ‘bucketname.mydomain.com’ TY,

HOZ4CAIBEE FIOFIETIER) FIFANBCARN YA —IC L > TEL INTEIAENKETT, IPRS
T4 v INTSZAFLFDAZEBTI0O0—HILEEB{LTIE. CASIBBEZIIMNEHD FHA.

2RI DAR

ATV RIS TH—NZERT S . UIDHODrootI—HHERINE T, ZDroot2—HICRHLTT 2
TAFXF—P =Ly bF—3EREINFEFEA. ONTAPEIEEIZ. COA—HDT7I7ERF—>—oL vy
FE—ZHRETDIAN R ERITIIMENHD £9 object-store-server users regenerate-
keyso

NetAppDAR X N TS0 F7 4 R LTy TDroot—HIIFEALBEWVTL IV rootZ—HD
()  7oERF—FEBI ULy b E—EBBTEISA TR T TUS—SaVicl, 7T
U bR FFROTATONT Y FEFTITH FADTLT 22 IDFESNET,

FOMDEBEA T avELUVRRA T avIcoVWTIE. YZa7ILR—T BB LT “vserver object-
store-server < 72 & LY,
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Bl 2. FIE

System Manager

C DFIEIE. BIfFDStorage VMICS3H —/N\ZEMT ZHZEICHEAL 9. HL L\Storage VMIZS3H —
NZEBMT3HEICOVWTIE. ZBRLTKIEEIVWSIHAD A ML —ISVMZEER L £97%

AVEA—TITARAO—IIT—EDIPTRLAZANT 2% EE L THEBELHD FT,

1. BffF D Storage VM TS3%ZEMIC L £ 9,

a. Storage VMZ#EIRL £, [R kL —]>[Storage VM]*Z= 2 1) w2 L. Storage VM%ZiER L [
REZIVy I L. [SADTF=2I7)wILET L& o

b. Enable S3* %% 1)w % L. S3ServerName Z AL Fd,

C. SFFAZ D X1 T%=EIRLF 9,
AT LATEMSNIEIFREZEIRLIZBA THMBDHRER ERLIZBETH. 95317
R 7O RTREICRED XD,

d Xy hID—0A4B—T A RAEADLET,

2. SRAT LEMOFIAE ZBIRL 2HEIE. F1L L\Storage VMO 1ERL &= FESE L 7o ke TREFAZ D1ETR
MREREINE T, [Fo>O—FR [ Z20)v oL, 9547270 XRBICERELED,

o SHBI—ULy FF—IERTEINEH A,
o SIFAEBEHRNIBEMERIZEIE. [* AL — ], [Storage VMs] DIEICZ ') w o L. Storage
VM ZERLT. "RE]ZI7VvILEFET,
CLI
1S3 —NZEHRLF T,

vserver object-store-server create -vserver svm name -object-store-server
s3 server fgdn -certificate-name server certificate name —-comment text
[additional options]

EBMOA TS avid. S3H—NDIEREF7-IXEREZBVOTHIEETE X7,

c O—HILDKERILZERTET 3HEIE. SVMAICT—RZSVME X IF> AT LSYM (V5 RX4)
ZEIBETETET,

o SFRAE 4. t—/\CAZFEAZ (FRIF7-1%)L— FCASERRE) TIEiR< . Y—/N\BEE (TVR
dA—HFIF) —TEAE) OLFICTIHNRELRHD £,

° HTTPSIZR— ;443 TIZT 7 AL E TERICHE>TWET, R— FBSIFA T gV TEETE

¥ 7 -secure-listener-porte

HTTPSZEBMICT D . SSLTLSEIEELKHRET 3 7-OICCASEFAZENREICHRD £9, ONTAP
9 151U T, S3A TS TV A ML —UTTILS 130 R— SN ET,

°c HTTPIZT 7 # L E TEMICHE>TWVWET, BMICTB L. —NIFR—-FBOTURYLFT,
723 eFERLTEMCTZ LD, 772 a3 z2FBRALTR— M ESZEETS
-listener-port ' C¥HTEFXTJ '-is-http-enableds

HTTPAEMABIHE. BEREBER IV 7 THFISTRY T —IBBTEEINE T,
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create-svm-s3-task.html
create-svm-s3-task.html
create-svm-s3-task.html
create-svm-s3-task.html
create-svm-s3-task.html
create-svm-s3-task.html
create-svm-s3-task.html
create-svm-s3-task.html
create-svm-s3-task.html
create-svm-s3-task.html
create-svm-s3-task.html
create-svm-s3-task.html
create-svm-s3-task.html
create-svm-s3-task.html
create-svm-s3-task.html
create-svm-s3-task.html
create-svm-s3-task.html
create-svm-s3-task.html
create-svm-s3-task.html
create-svm-s3-task.html
create-svm-s3-task.html
create-svm-s3-task.html
create-svm-s3-task.html
create-svm-s3-task.html
create-svm-s3-task.html
create-svm-s3-task.html
create-svm-s3-task.html
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2. SINBESNTVWB e ZzMERL £,

vserver object-store-server show

il

COOAXVRIFE. TIRTDA TSI RA ML —CH—NOHREEERIEL 9

clusterl::> vserver object-store-server show

Vserver: vsl

Object Store Server Name:
Administrative State:

Listener Port For HTTP:

Secure Listener Port For HTTPS:
HTTP Enabled:

HTTPS Enabled:

Certificate for HTTPS Connections:

Comment :

s3.example.com
up

80

443

false

true

svml ca

Server comment
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