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vserver object-store-server bucket policy add-statement -vserver svm name
-bucket bucket name -effect {allow|deny} -action object store actions
-principal user and group names -resource object store resources [-sid
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ns-switch modify -vserver <vserver-name> -database group -sources
files, ldap
ns-switch modify -vserver <vserver-name> -database passwd -sources
files, ldap
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object-store-server bucket policy statement create -bucket <bucket-name>
—-effect allow -principal nasgroup/<ldap-group—-name> -resource <bucket-
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Bl 1. FI&E

LDAP1—4
1. AL =2VMODT =T ENRRT—RD =L —ERXTF—2R—X Y LTLDAPZIEEL T

ns-switch modify -vserver <vserver-name> -database group -sources
files, 1dap
ns-switch modify -vserver <vserver-name> -database passwd -sources
files, ldap

‘vserver services name-service ns-switch modify’
DEEMICDOWVWTIL, link:https://docs.netapp.com/us-en/ontap-cli/vserver-
services-name-service-ns-switch-modify.html ["ONTAPON > I

7 7L 2R 2B LTRSS,

2. S3A—HRESTAPIZY RARAY "ADT VL AEZFONA L LO—IILEZERLEFT !
“security login rest-role create -vserver <vserver-name> -role <custom-role-name> -api
"/api/protocols/s3/services/*/users" -access <access-type> Z DFITIE. “s3-role A— /LA X L —

DVM tsvm-1" LD I - —(IH L TER TN, B5iAED . (B, BEFOIRTOT 7 XENMTE
TNEY,

security login rest-role create -vserver svm-1 -role s3role -api
"/api/protocols/s3/services/*/users" -access all

"security login rest-role create’
DFMICDWVWTIE. link:https://docs.netapp.com/us-en/ontap-

cli/security-login-rest-role-create.html ["ONTAPOANY >V F UT77L 22X
"M EBRL TSV,

3. “security login' AY > Rz A L TLDAPA—H—J )L— %= ER L. S31—H—RESTAPIT> KRR
AVMMITIOERTZEHDHFLVWARZLAO-ILZEMLET, "ONTAPOY VYR U7 7LV 2R"
@ “security login create’ DEEfiE CEL 12T L\

security login create -user-or-group-name <ldap-group-name>
-application http -authentication-method nsswitch -role <custom-
role-name> -is-ns-switch-group yes

ZDFITIE. LDAPZ )L — “Idap-group-1"H' ‘svm-1"IC{ERL S . XX LO—)L “s3role’ H'APIT
YRIRAVMITIERTBRHIEMEN. &&R/NA > RE—RTOLDAPT 72 AW BRICHD
£9,
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security login create -user-or-group-name ldap-group-1 -application
http -authentication-method nsswitch -role s3role -is-ns-switch

-group yes -second-authentication-method none -vserver svm-1 -is
-ldap-fastbind yes

SEMRIC DL TIE. "ONTAP NFS SVM®MDnsswitchZR5EICLDAPEIER/N1 > REFER T 3" 28R L TL
7230,

"security login create’
DFMICDOWVWTIE. link:https://docs.netapp.com/us-en/ontap-

cli/security-login-create.html ["ONTAPOAN K UTJ7L VX
" ECECIEEL,

LDAPT IIL—FICH AR LO—)LZEMT R L. DI IL—TFADI—H—IZONTAP
*Japi/protocols/s3/services/{svm.uuid}/users’ T RRA > fADREN BTV ADFIINE T, AP
ZHOHTE T, LDAPY I —TF DA —H—ESIV ATV MIT7 IR TR-HODOHBEDT7 VR

FEI—ILYbEF—ZERTETET, F—IFEPDBEDOAERTE, MO —BICIZERTE
Et Ao

RXA> a—4
1. S31—HRESTAPIZY RIRA Y bADT IV RIERFON IR L O—ILEZERRL £,

security login rest-role create -vserver <vserver-name> -role <custom-

role-name> -api "/api/protocols/s3/services/*/users" -access <access-
type>

DB TIE. “s3-role O—JLAR ML —SVM 'svm-1" EO I —H— 0 L TER I . FTAED. {E
B. BHROIARTOT7 IV REMIEEINE T,

security login rest-role create -vserver svm-1 -role s3role -api
"/api/protocols/s3/services/*/users" -access all

"security login rest-role create’

DFMICDWVWTIE. link:https://docs.netapp.com/us-en/ontap-cli/security-
login-rest-role-create.html ["ONTAPOANY >V F UT77L X
"M EBRLTLETL,

1. “security login' AY Y REFAL TR XM >A—H—JI)L—FE{EM L. S31—%'—RESTAPIT>
RRAMITOERTZEHDFHLWVWARZLO—ILEEMLET, "ONTAPOY VR UT7 7L Y
"0 “security login create’ DEF%E CE L 72T L,
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security login create -vserver <vserver-name> -uUser—-or-group-name
domain\<group-name> -application http -authentication-method domain
-role <custom-role-name>

CDFITIE. RXA >4 )L—7 domain\group1 H ‘svm-1 ICIER S . B XA LO—)L “s3role’
DAPITY RIRA Y MITIERTRDICEFDTIL—TIZEBMENE T,

security login create -user-or-group-name domain\groupl -application
http -authentication-method domain -role s3role -vserver svm-1

"security login create’

DFMICDWVWTIE. link:https://docs.netapp.com/us-en/ontap-
cli/security-login-create.html ["ONTAPOAN K UT77L VX
"' CELSETL,

RXA2TIN—FICARRZLO-IZEMT D L. €D IL—TADI——IC ONTAP
/api/protocols/s3/services/{svm.uuid}/users T KR4 > EADREMRT 71 IAHEFH
SNET, APIZEVHEITZET. RXA VTN —TFDA—H—IES3IVSA T MNIT7IOERTB8
DMBEDTIVEZRAF—ro—0LybrF—ZEHTETET, F—IFEPEBEOAHERTE. O —
—AICIFERTET XA

S31—HF/-IFLDAPI—HIC KB IMBD 7 IR T —D4ER

ONTAP 9.14 1M B&TIE. MBEOF—ZERTET23O0-/LAED YT N TWVWBRI—HIF. S3TS1T7 > T
TIERTBRDHDHBDT VLA F—>o—0JLy b F—%FERTEET, RDONTAP RESTAPIZ > KR
RV hEERTZE. BOERDXF—Z45TEEXT,

S3A—HEEML TEF—=4EH

CDRESTAPIMEUH L TlIE. UTFTOXY Y REIVRRA M EFERALET, COIYRKRA Y FOFEMIC
DWTIE. VDIZ7L YR "APIORF a XY M EIELLEIL,

HTTPX Y v K IXNZ

POST /api/protocols/s3/services/{svm.uuid}/users

RXA>A—H—DFFIF. S3A—H—RIKDERZFEAL XY | userffgdne < ZT. ‘fgdn’lE R X
COTEEHIR XA VETY,
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CurlD |

curl

--request POST \

--location "https://SFQDN IP /api/protocols/s3/services/{svm.uuid}/users "
\

—-—include \

—-—header "Accept: */x" \

--header "Authorization: Basic $BASIC AUTH"

--data '{"name":"userl@example.com"}'

JSONH 71 DA
{
"records": [
{
"access_key": "4KXO7KF7ML8YNWYO1JWG",
" links": {
"next": {
"href": "/api/resourcelink"
by
"self": {
"href": "/api/resourcelink"
}
by
"name": "userl@example.com",
"secret key": "<secret key value>"
}
I
"num records": "1"

S3I—HDF—Z=BERK

S3A—H—hBRCFEETIHEIEE. 77EXF—o =Ly brx—%2BEMTEET, ZDRESTAPIEY
HLTIE. UTFTOXY Y REIYVRRA Y bEFEARALET,

HTTPX Y v R AP

PATCH /api/protocols/s3/services/{svm.uuid}/users/{name}
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CurlD |

curl

--request PATCH \

--location "https://S$SFQDN IP
/api/protocols/s3/services/{svm.uuid}/users/{name}
--include \

--header "Authorization: Basic $BASIC AUTH" \

-—data '{"regenerate keys":"True"}'
JSON 1Dl
{
"records": [
{
"access key": "DX12U609DMRVD8U30Z1M",
" links": {
"self": {
"href": "/api/resourcelink”
}
by
"name": "userl@example.com",
"secret key": "<secret key value>"
}
I
"num records": "1"

\
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