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* openssl * python3.12 « elfutils-libelf-devel * elfutils-libelf-devel
* openssl-devel * python3.12-devel * policycoreutils-python- < policycoreutils-python-
utils utils
* kernel-devel-$
(uname -r) * python3 * redhat-Isb-core
* gcc » python3-devel * python39
* make » python39-devel

¢ libselinux-utils
* Ny F
* bzip2

* perl-Data-Dumper

perl-ExtUtils-
MakeMaker

efibootmgr

* mokutil

Mediator ¥ > X b =ILXv 7T —=D1E, RORNBZSCHCHEREDE Rtar 77 1L TY :

*HR=FETNTVWB VU —ROURI FUHSEIETERVWIRTOKERGZZSECRPMT 71 /L,
CAVRM=ILZATU T b

BR)7 SSLAMASZS ZHR L 9,

OSD7 v 7IL—RICEBT3ZERFHCH—RILOE#RE

*H=FNZERSIRTDSATSIUNY T =D EHTETEIH. ONTAP MediatoriCEEZ BRI 3 IC
IBEHHVVEICRZIZEDHD T, BEFDVERBRIE. 4V IA L2RT7Pa1—)LLTLKES
Lo

* OSH— I ZRFIDIREICHIFL TLIET WV, A—FJILO 7%, "ONTAP Mediatordd/N\— 3 > k1w
J2NCRBEINTVWBR T R—EERBN=2a 107y T L—RLTLIETW,, Y XTLEBEET 54
ERBH B0, FBEBREICHEIZ TAYTF Y ABEERITTEI L,

° BEEE T BRIICSCSTA—RILED 2 —ILZT7 YA YA b—I)LL. EOEBBAIVXL—ILLET,
cAHA—XILOS DTy I L—REMIKTZEIC. BAYAM—IILTB3HR—FXRN—-23 >0

SCST %L £ 9,
CH—FILDN=23 oD ARL—F 0 T S RATFLON—=23 > e—HB L TVLWARELDH
DEd,
@ * TARNBEAD SCST EZ a—ILHEEL BVWATREM D B B 78, ONTAP Mediator 1) 1) —
ATHR=—FEINTVWBROS N= 3 V0% BRATH—RILETYTIL—RLEWVWTLKE
L
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TEEI,

BATHE

ONTAP Mediatorh*' RELIHES. F7-IZONTAP Mediatord 1 > X b—)LICEAT ZREZ FSTIL>a—FT+1 >
79 3155 1F. ONTAP Mediatorz 1 > X b — )L BEICUEFIZ X 27 7 — b ZECTERIENTETET,
IO VDHFREDBUEFIEX 27T —bA T2 a>mENCL TSV,

@ UEFI EF a7 7 — bz EICT 2FMAFIRICOVTIE. RAMOSDRFaxXy rEBRL
TLEE W,

UEFI €% 277 — & B%IC L7z ONTAP Mediator 21 X k—J)L$ 3ICId. H—EXZHBT 2E0lcEx
A)TFAF—EEBBIIMNERHDFEFT, COF—IFSCSTA VA =IILOOAVNAILRAT Y TTERS
N, WEBRE NBEEORTELTIDVIERESNE T, mokutll I—7o VT E2FERALT. NHEEEX<T
oA —F—F— (MOK) E LTUEFI 77—LTTT7ICEBMTARZET. YRATLNREBLFAES 21—l
EEHELTO—RTERELSICHEDZET, mokutil' /YR T L —XIFREEIBARICREFELTLLIET WV, ¥R T
LEBESLTMOK Z7 U7 1 7t TB3RICHEICHED £T,

FIE
1. SRAFLTUEFIEF 277 — D ERCHR>TVEIDESHEREELET !

mokutil —--sb-state
BRIZ. COYXTLTUEFIEX 27 7= BRI E>TVBIHESHERLET,

wn BE. ..

UEFIt*a 77— D BEMH->TUVE
¥

UEFIE a7 77— bDEMICE>TVWE "RAMARL—FT o VI ATLH=T v TIL—RLTH
El 5. ONTAP Mediatorz 7w o L —RLZXd, "

o NRATL—XZEHTBLSICKDENE T, NRTL—XIIEZLBIBARICFRELTEH
RRELRHDET, CD/INXTL—XIE. UEFI Boot ManagerCH—%BMIC T BKEIC
C) WEBIZED ET,

° ONTAP Mediator 1.2.0AFID/N—2 3 > Tl TOE—RIEFHR—FETNTLEEA.

2. ‘mokutll Z—F 1 VT4 DA UYAF=ILETNTLVARWESIE. XOOAY Y REETLET

yum install mokutil

RA FOSEONTAP Mediatorz 7w 72U L — K93

ONTAP Mediator® 7R X ROSEFHLWN—a o Nc 7y I L— R 3ICIE. =T
ICONTAP Mediators 7 >1 VA =)L T 23RELRHD F7,

2R UBE
leapp-upgrade ‘Y — )L % £ L T ONTAP Mediator 7R X ~ OS 77w F4 L — R $ 3HilC. ONTAP



Mediator 2 7> Y X b—JLLTL TV, DY —ILIE. BREAVRS EUHROFLLRPM N—2 3
JFrvILEI,

ONTAP Mediator-f > X b—Zdrpm7 7 1)L A1 >V X F—JLL £9H\ leapp-upgrade’y —ILISC DT 71 )L
ERBEMRICEDE T, 1 VA M—=FEFEFRBEAVRSNIDS T 7L EATVO—RTEZIDTIFHRL. #
RIBED. V=IETYTITL—RZEDIFEENTEEFEA N\uT—S%Z2T7 AR M=ILTBIC
I&. leapp-upgrade'y — L= fER T 2HENHD £,

FIE
1.0 7741 25NvIT7vILET .

[rootmediator-host ~]# tar -czf ontap mediator file backup.tgz -C
/opt/netapp/lib/ontap mediator ./log

./ontap mediator/server config/ontap mediator.user config.yaml
[rootmediator-host ~]# tar -tf ontap mediator file backup.tgz
./log/

./log/ontap mediator.log

./log/scstadmin. log

./log/ontap mediator stdout.log
./log/ontap mediator requests.log

./log/install 20230419134611.1log

./log/scst.log

./log/ontap mediator syslog.log

./ontap mediator/server config/ontap mediator.user config.yaml
[rootmediator-host ~]#

2. |leapp-upgrade Y —I)LEZFERLT7 Y I L—RZETLET :

[rootmediator-host ~]# leapp preupgrade --target 8.4
..<snip upgrade checks>..
..<fix issues found>..

[rootmediator-host ~]# leapp upgrade --target 8.4
..<snip upgrade>..

[rootmediator-host ~]# cat /etc/os-release | head -2

NAME="Red Hat Enterprise Linux"

VERSION="8.4 (Ootpa)"

[rootmediator-host ~]#

3. ONTAP Mediatorz B > X b—JLLF T :

@ 04 771 hHhNE WL SIC. ONTAP MediatorBA VX h— LT <CICED OFE
HERITLTLIETL,



[rootmediator-host ~]# ontap-mediator-1.11.0/ontap-mediator-1.11.0
ONTAP Mediator: Self Extracting Installer

..<snip installation>..
[rootmediator-host ~]#

4. ontap_mediatorzfElEL X7 :

[rootmediator-host ~]# systemctl stop ontap mediator
[rootmediator-host ~]#

S. OV J7 AN EBEETH]RAET !

[rootmediator-host ~]# tar -xf ontap mediator log backup.tgz -C
/opt/netapp/lib/ontap mediator
[rootmediator-host ~]#

6. ontap_mediatorzfEE#H L £ :

[rootmediator-host ~]# systemctl start ontap mediator
[rootmediator-host ~]#

7. §RTDONTAPY SRR %7 v FJ L — K L7-ONTAP Mediator|C Bt L £ 7 :



IP{ZHE DMetroCluster

siteA::> metrocluster configuration-settings mediator show
Mediator IP Port Node Configuration
Connection

Status Status

172.31.40.122

31784 siteA-node?2 true false
siteA-nodel true false
siteB-node?2 true false
siteB-node?2 true false

siteA::> metrocluster configuration-settings mediator remove

Removing the mediator and disabling Automatic Unplanned Switchover. It
may take a few minutes to complete.

Please enter the username for the mediator: mediatoradmin

Please enter the password for the mediator:

Confirm the mediator password:

Automatic Unplanned Switchover is disabled for all nodes...

Removing mediator mailboxes...

Successfully removed the mediator.

siteA::> metrocluster configuration-settings mediator add -mediator
—address 172.31.40.122

Adding the mediator and enabling Automatic Unplanned Switchover. It may
take a few minutes to complete.

Please enter the username for the mediator: mediatoradmin

Please enter the password for the mediator:

Confirm the mediator password:

Successfully added the mediator.

siteA::> metrocluster configuration-settings mediator show
Mediator IP Port Node Configuration
Connection

Status Status

172.31.40.122

31784 siteA-node?2 true true
siteA-nodel true true
siteB-node?2 true true
siteB-node?2 true true

sitelhA::>



SnapMirror77 7 7« 7EHA

SnapMirror Active Sync DIFE. /opt/netapp DAEBICREIN TS TLSIEEAZEZBAM VX h—ILT3
WMEBILH D £ Ao /optinetapp ICIRIESNTWBIERAZZ NV I 7y 7L TETLTL T WL,

peerl::> snapmirror mediator show
Mediator Address Peer Cluster Connection Status Quorum Status

172.31.49.237 peer? unreachable true

peerl::> snapmirror mediator remove -mediator-address 172.31.49.237
-peer-cluster peer2

Info: [Job 39] 'mediator remove' job queued

peerl::> job show -id 39

Owning
Job ID Name Vserver Node State
39 mediator remove peerl peerl-nodel Success

Description: Removing entry in mediator

peerl::> security certificate show -common-name ONTAPMediatorCA

Vserver Serial Number Certificate Name Type

4A790360081F41145E14C5D7CE721DC6C210007F
ONTAPMediatorCA server-
ca
Certificate Authority: ONTAP Mediator CA
Expiration Date: Mon Apr 17 10:27:54 2073

peerl::> security certificate delete -common-name ONTAPMediatorCA *
1 entry was deleted.

peerl::> security certificate install -type server-ca -vserver peerl

Please enter Certificate: Press <Enter> when done
..<snip ONTAP Mediator CA public key>..

You should keep a copy of the CA-signed digital certificate for future
reference.

The installed certificate's CA and serial number for reference:
CA: ONTAP Mediator CA
serial: 44786524464C5113D5EC966779D3002135EA4254
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The certificate's generated name for reference: ONTAPMediatorCA

peer2::> security certificate delete -common-name ONTAPMediatorCA *
1 entry was deleted.

peer2::> security certificate install -type server-ca -vserver peer2
Please enter Certificate: Press <Enter> when done

..<snip ONTAP Mediator CA public key>..

You should keep a copy of the CA-signed digital certificate for future
reference.

The installed certificate's CA and serial number for reference:

CA: ONTAP Mediator CA

serial: 44786524464C5113D5EC966779D3002135EA4254

The certificate's generated name for reference: ONTAPMediatorCA

peerl::> snapmirror mediator add -mediator-address 172.31.49.237 -peer
-cluster peer2 -username mediatoradmin

Notice: Enter the mediator password.

Enter the password:
Enter the password again:

Info: [Job: 43] 'mediator add' job queued

peerl::> job show -id 43

Owning
Job ID Name Vserver Node State
43 mediator add peerl peerl-node?2 Success

Description: Creating a mediator entry

peerl::> snapmirror mediator show

Mediator Address Peer Cluster Connection Status Quorum Status
172.31.49.237 peer?2 connected true
peerl::>



ESpEAE
* "security certificate delete"

* "security certificate install"
"X a T AAEORT"
* "SnapMirror Mediator add"

* "SnapMirror Mediator DH!JFR"

* "storage iscsi-initiator show"

ONTAP Mediator® -1 > X b—JLICURIS MU 7o X %184
CRA

ONTAP Mediator B’ > X k=)L 7O XRIIHBLR/N YT —JICT7I7EATES LD
I UIRS MIUADT I RA%EZBRNCTIHNELHD £,

FIE
1. ROREBBLT. 7O/EXIZBENHBZ VRS FIZRELE T,

ARL=T 12T P AT L TOERDBBR IR )
RHEL 10.x * rhel-10-for-x86_64-baseos-rpms

* rhel-10-for-x86_64-appstream-rpms

RHEL 9.x * rhel-9-for-x86_64-baseos-rpms

* rhel-9-for-x86_64-appstream-rpms

RHEL 8.x * rhel-8-for-x86_64-baseos-rpms

* rhel-8-for-x86_64-appstream-rpms

RHEL 7.x * rhel-7-server-optional-rpms
CentOS 7.x * C7.6.1810 -BaseJ7/RT 1)
Rocky Linux 10 e appstream

* baseos
Rocky Linux 9 * appstream

* baseos
Rocky Linux 8 * appstream

* baseos

2. 42X F—JLHIZONTAP MediatorDM B /N r —JIC T 92X TED LS. ROWTNHDFER
EITFLTLEREOURS NIADT IR ZBMCLET,
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ONTAP Mediator H' Textras] 7RI kU & Toptionaly URT ~UIC#H S Python €2 a2—)L
ICHKIZL TWBIBEIE. “rhel-X-for-x86_64-extras-rpms’ & & U “rhel-X-for-x86_64-optional-
roms' 7 7 AIICT IR TI2RELNHZHEDHD X,

RHEL 10.x4 XL —F« >J X7 LOFIE

ARL—T4 >0 AT LD RHEL10.x Diza. VRS KNIADT IR EBMICTBICIE. ROFIE
ZERALEXY .

FIiE
1. RBRUKS RUICHTRIS1TLET,

subscription-manager repos --enable rhel-10-for-x86 64-baseos-rpms
subscription-manager repos --enable rhel-10-for-x86 64-appstream-
rpms

ROFIE. ATV ROETHETRLTULET,

[root@localhost ~]# subscription-manager repos --enable rhel-10-for-
x86 64-baseos-rpms

Repository 'rhel-10-for-x86 64-baseos-rpms' is enabled for this
system.

[root@localhost ~]# subscription-manager repos —--enable rhel-10-for-
x86 64-appstream-rpms

Repository 'rhel-10-for-x86 64-appstream-rpms' is enabled for this
system.

2. 'yumrepolist AV RZRITLE T,

LK TRISATLIEVRS IR I MIRREINET,
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RHEL9XAXRL—T« ¥ X7 LOFE

ARL—=FT 420 SXFT LD RHEL9.X DIFE. VRS MIADT I EZBMCTBICIE. ROFIE
EERALEY .

F@

1. MBRYRSMIICHITRISA4TLET,

subscription-manager repos --enable rhel-9-for-x86 64-baseos-rpms

subscription-manager repos --enable rhel-9-for-x86 64-appstream-rpms

KOFNE. COARY ROETHIZTRLTVET,

[root@localhost ~]# subscription-manager repos --enable rhel-9-for-
x86 64-baseos-rpms

Repository 'rhel-9-for-x86 64-baseos-rpms' is enabled for this
system.

[root@localhost ~]# subscription-manager repos --enable rhel-9-for-
x86 64-appstream-rpms

Repository 'rhel-9-for-x86 64-appstream-rpms' is enabled for this
system.

2. 'yumrepolist A¥ Y REERITLE T,

LK TRISATLIRIVRD FUNRU I MIRREEINET,

15



RHEL 8 XA XL —FT« ¥ Y X7 LOFE

FRL—=T 420 P XT LN RHEL8Xx DIFE. VRIS FIADT I EXZBMCIT BICIF. ROFIE
ZERLET

FIE
1L REBRVRSNIICHTRISATLET,

subscription-manager repos --enable rhel-8-for-x86 64-baseos-rpms

subscription-manager repos --enable rhel-8-for-x86 64-appstream-rpms

ROFNE. COAXY ROERTHZRLTVET,

[root@localhost ~]# subscription-manager repos --enable rhel-8-for-
x86 64-baseos-rpms

Repository 'rhel-8-for-x86 64-baseos-rpms' is enabled for this
system.

[root@localhost ~]# subscription-manager repos --enable rhel-8-for-
x86 64-appstream-rpms

Repository 'rhel-8-for-x86 64-appstream-rpms' is enabled for this
system.

2. 'yumrepolist A¥ Y REERITLE T,

LK TRISATLIRIVRD FUNRU I MIRREEINET,
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RHEL 7xA XL —7T« >0 Y X7 LOFE

ARL—=FT 420 SXFT LD RHELT.X DIFE. VRS MIADT VLI EZBMCTBICIE. ROFIE
EERALEY .

FIB
1. RBRUKRS FUICHTRISATLET,

subscription-manager repos —--enable rhel-7-server-optional-rpms

ROFNE. COAXY ROERTHZRLTVET,

[root@localhost ~]# subscription-manager repos --enable rhel-7-
server-optional-rpms

Repository 'rhel-7-server-optional-rpms' is enabled for this system.

2. "yumrepolist A¥ Y RZERITLE T,

ROFIE. COARY RORTH%ETRLTVWET, [rhel-7-server-optional-rpms] JRI kA X
MIERREINET,

[root@localhost ~]# yum repolist

Loaded plugins: product-id, search-disabled-repos, subscription-
manager

rhel-7-server-optional-rpms | 3.2 kB 00:00:00
rhel-7-server-rpms | 3.5 kB 00:00:00

1/3): rhel-7-server-optional-rpms/7Server/x86 64/group

26 kB 00:00:00

(

|

(2/3): rhel-T7-server-optional-rpms/7Server/x86 64/updateinfo

| 2.5 MB 00:00:00

(3/3): rhel-7-server-optional-rpms/7Server/x86 64/primary db

| 8.3 MB 00:00:01

repo id repo name

status

rhel-7-server-optional-rpms/7Server/x86 64 Red Hat Enterprise
Linux 7 Server - Optional (RPMs) 19,447
rhel-7-server-rpms/7Server/x86 64 Red Hat Enterprise
Linux 7 Server (RPMs) 26,758

repolist: 46,205
[root@localhost ~]1#



CentOS 7.xARL—FT 4 >F AT LDOFIE

ARL—=FT 420 SXFTLH CentOS 7.x DIFE. VRIS KNIADTIELI%EEBMICT BICIE. IROF
BICREWVE T -

RDOBIE. CentOS 76D IR MU ZRLTED. £DOMDCentOS/N—2 3 > TIdfE
@ BTEAHWVWIREYERHD £3, BFELD/IN—3 > DCentOSEDBase ) R ~ 1) % {EH
LTLEEEL,

FE
1. C7.6.1810-Base V7R h U EEML 9, C7.6.1810 - Base RER R U IZIE. ONTAP
Mediatorlc A E 7 Tkernel-devel] /N —SHEENTUVETD,

2. Jetc/yum.repos.d/CentOS-Vault.repoll X DIT%BIML £ 9,

[C7.6.1810-base]

name=Cent0S-7.6.1810 - Base
baseurl=http://vault.centos.org/7.6.1810/0s/Sbasearch/
gpgcheck=1
gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-Cent0OS-7
enabled=1

3. ‘yum repolist A¥ > FEERTLE T,

ROBNIE. THOARY ROETHZRLTLWET, Cent0S-7.6.1810 - Base V'R ~UH U X M ZFK
TCNET,

Loaded plugins: fastestmirror

Loading mirror speeds from cached hostfile
* base: distro.ibiblio.org
* extras: distro.ibiblio.org

* updates: ewr.edge.kernel.org

C7.6.1810-base | 3.6 kB 00:00:00
(1/2): C7.6.1810-base/x86 64/group gz | 166 kB 00:00:00
(2/2): C7.6.1810-base/x86 64/primary db | 6.0 MB 00:00:04
repo id repo name status
C7.6.1810-base/x86 64 Cent0S-7.6.1810 - Base 10,019
base/7/x86 64 Cent0S-7 - Base 10,097
extras/7/x86 64 Cent0S-7 - Extras 307
updates/7/x86 64 Cent0S-7 - Updates 1,010

repolist: 21,433
[root@localhost ~1#
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Rocky Linux 10, 9. £7|38ARL —FT 4 I X T LDOFIE

ARL—F 4 >4 X7 L Rocky Linux 10. Rocky Linux 9. F7-l3 Rocky Linux 8 ®ig&. R
SRIANDTIELRZBHICT BICIE. ROFIBICREWVET -

FIB
1. RBRURS FUICHTRISATLET,

dnf config-manager --set-enabled baseos

dnf config-manager --set-enabled appstream

2. clean'#2ExER1TL 9 :

dnf clean all
YRS KrIUDI R ERERLET,

dnf repolist

[root@localhost ~]# dnf config-manager --set-enabled baseos
[root@localhost ~]# dnf config-manager --set-enabled appstream
[root@localhost ~]# dnf clean all

[root@localhost ~]# dnf repolist

repo id repo name

appstream Rocky Linux 10 - AppStream
baseos Rocky Linux 10 - BaseOS

[root@localhost ~1#

# dnf config-manager --set-enabled baseos
# dnf config-manager --set-enabled appstream
# dnf clean all

# dnf repolist

root@localhost ~]
root@localhost

[
[ ~]
[root@localhost ~]
[ ]

root@localhost ~

repo id repo name
appstream Rocky Linux 9 - AppStream
baseos Rocky Linux 9 - BaseOS

[root@localhost ~]#



root@localhost ~]# dnf config-manager --set-enabled baseos

[

[root@localhost ~]# dnf config-manager --set-enabled appstream
[root@localhost ~]# dnf clean all

[root@localhost ~]# dnf repolist

repo id repo name

appstream Rocky Linux 8 - AppStream
baseos Rocky Linux 8 - BaseOS

[root@localhost ~1#

ONTAPAT A4 IT—XR—DA VA M=ILINwT—% A O—
FLET

ONTAP Mediator 1 X k=L N =% Ao O—RLTAVAM=ILLET,
FIB

1. ONTAP Mediator # 7 > O— K R—IH 5 ONTAP Mediator 1 Y XA =)L NXwhHr—JH# Ao O—RL
£9,

"ONTAP Mediatordd X7 > O— K R—2"

2. Mediator 1 Y A =L\ =D BREODEET A LI M)ICEEBTNTVWS e ERESELTLIEE L

[root@sdot-r730-0003a-d6 ~]# 1ls ontap-mediator-1.11.0.tgz

ontap-mediator-1.11.0.tgz

@ ONTAP Mediator /N\—> 3 > 1.4 UEITlIE. 1> X b= D%HIIE “ontap-mediator T,

SRATLPA =2y MICTIERATERWVESIF. A VAM=5—DPRELNY T—JICTIERT
TR CEMEBLTSIE L,

3. BEICIG LT, Mediator T X =L Ny —J%A VA= T LI RIICBEILE T,
4 4R b= Ny —CuEELET,

tar xvfz ontap-mediator-1.11.0.tgz
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ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.

11.
11.
11.

11
11
11
11

11

0/
0/csc-prod-ONTAP-Mediator.pem
0/csc-prod-chain-ONTAP-Mediator.pem

.0/tsa-prod-ONTAP-Mediator.pem
.0/tsa-prod-chain-ONTAP-Mediator.pem
.0/ONTAP-Mediator-production.pub
.0/ontap-mediator-1.11.0

11.
11.

0/ontap-mediator-1.11.0.sig.tsr
0/ontap-mediator-1.11.0.tsr

.0/ontap-mediator-1.11.0.sig

ONTAP Mediator® O — R ZL DR:E

NetAppTlE. 1>~ X b —ILHIICONTAP Mediatord) 1— REZZ IR TS ##HREL
TWEYT, COFEIFAT>a>TY,

IR B HIIC

ONTAP Mediator 1— RELZZRIFT DRIIC. Y ATLRINSOEHZHmI-LTWA e xR LTS

L\o
* 20256150 UE. O— REAEIEERRE OBWERATIN T LB 728, ONTAP
Mediator 1.98 KT 8DA VXA M—ILE/=IET v I L—RIGTET EHA. KD
@ IZ. ONTAP Mediator 1.11 % 7=131.10Z 4 Y A b= L1137 v 7L —R L TLEE L,

* AT LDUTOEHZF L L TUVWAWEE. ROt XEHRER <. BEFE'ONTAP
Mediatordd 1 Y Z =)L X T —SDA VA M= ILICES e TEX T,

* OpenSSL/N—23 21.0.2~3.0 : EANLBEIIDIEE
* OpenSSL/N—< 3 2 1.1.0L4F% : BFZIEREERE (TSA) DALEBDZE
CNNTVwI A=y fADTUE R : OCSPRIIDIES

Ao>oO—KR Ny T=JIIZIFROT7A1ILAEENTUVET @

T7AI B
ONTAP-Mediator-production.pub EHDOREEICER TN 5
csc-prod-chain-ONTAP-Mediator.pem NEEEHECADEBEF T —

csc-prod-ONTAP-Mediator.pem

ontap-mediator-1.11.0

F—DEMICERSNIEIRSE

N=I 3 V1 NOBBET VX —LETT 71
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ontap-mediator-1.11.0.sig SHA-256T/\'v < afb TN, csc-prodF*—%=ERA L
TRSAZH N, 1V AM—FDES

ontap-mediator-1.11.0.sig.tsr OCSCPH A YA F—ZDERKICERT BKMEK
ontap-mediator-1.11.0.tsr BALRRYTELERT 71
tsa-prod-ONTAP-Mediator.pem TSRO /AFIEEERE
tsa-prod-chain-ONTAP-Mediator.pem TSRO ABHEEEAEDCAF T — >

FlE

1. “csc-prod-ONTAP-Mediator.pem T4 > 541 VEAE X 7—4 X YO 3JL (OCSP) %ZfEHA L TEF
TvIERITLET,

a. SEFBZMOCSP URLZ BDIT X9, MREIMIFAEZ TIIURINRHINAWVEELRHD £7

openssl x509 -noout -ocsp uri -in csc-prod-chain-ONTAP-Mediator.pem

b. SERAZE DOCSPEXREZ LR L £,

openssl ocsp -issuer csc-prod-chain-ONTAP-Mediator.pem -CAfile csc-
prod-chain-ONTAP-Mediator.pem —-cert csc-prod-ONTAP-Mediator.pem
-reqout reqg.der

C. OCSP Manager|Z$#%#: L TOCSPERZZEEL £7,

openssl ocsp -issuer csc-prod-chain-ONTAP-Mediator.pem -CAfile csc-
prod-chain-ONTAP-Mediator.pem -cert csc-prod-ONTAP-Mediator.pem -url
${ocsp uri} -resp text -respout resp.der -verify other csc-prod-
chain-ONTAP-Mediator.pem

2. O—NIL RRAMIBS LTCSCOERF T— Y E BMEARRZIRIEL £

openssl verify

@ PATH D5 ® openssl /N\—2 3 VICid. B “cert.pem (HBEHTIFRV) HHRE
T3,
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openssl verify -untrusted csc-prod-chain-ONTAP-Mediator.pem -CApath
S{OPENSSLDIR} csc-prod-ONTAP-Mediator.pem # Failure action: The Code-
Signature-Check certificate has expired or is invalid. Download a newer
version of the ONTAP Mediator.

openssl verify -untrusted tsa-prod-chain-ONTAP-Mediator.pem -CApath

S {OPENSSLDIR} tsa-prod-ONTAP-Mediator.pem # Failure action: The Time-
Stamp certificate has expired or is invalid. Download a newer version of
the ONTAP Mediator.

3. B EY ZIBAZE % #FERA L T. “ontap-mediator-1.11.0.sig.tsr' & & Uf “ontap-mediator-1.11.0.tsr 7 7 1 JL %
MEEL X9 ¢

OpenSSL 3.x

openssl ts -verify -data ontap-mediator-1.11.0.sig -in ontap-mediator-
1.11.0.sig.tsr -CAfile tsa-prod-chain-ONTAP-Mediator.pem -untrusted tsa-
prod-ONTAP-Mediator.pem

OpenSSL 1.x

openssl ts -verify -data ontap-mediator-1.11.0 -in ontap-mediator-
1.11.0.tsr -CAfile tsa-prod-chain-ONTAP-Mediator.pem -partial chain

tsr T FAIISIE. AV R =FICEERMTONIERA LRE T L AR R - FE
C) Z2HFENTVET, WIETIE. X1 LRRYVTICTSADBMNHBELDHD. AS1T7 741

IHEEESNTVWEWVWI E 2L E T, RN Y ETO—NILICRITEINE

To TSAU—N—IZT7 7L X TBHEIEHD EE A

4 F—|CHBS L TERERIELET,

openssl -dgst -verify

openssl dgst -sha256 -verify ONTAP-Mediator-production.pub -signature
ontap-mediator-1.11.0.sig ontap-mediator-1.11.0

ONTAP Mediator 1 > XA =L N T —>2DA A M=)

ONTAP Mediator 1 > X =)L BRIl 1A=L\ T —C%BUS L. AR B
FTCAVAN—Z%RTITIRERHD X,

FIE
1AV =F%ZFTL. BEICRLCTFOY T MIGELFT,

./ontap-mediator-1.11.0/ontap-mediator-1.11.0 -y
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[root@scs000099753 ~]# ./ontap-mediator-1.11.0/ontap-mediator-1.11.0 -y

AYVAL=IIRICBLDF IV IZXF Y TIBICE. ROORXY FZ2FERALET !
(D ./ontap-mediator-1.11.0/ontap-mediator-1.11.0 -y --skip-code
-signature-check

AVAM—=F—I3REBRTHOY b 2ER L. BREBEB/NYT—2% 44X M—=I)LL £9, MediatorH BRI
AVAR=ILTINTWVWBIBEIEX. 7Y TIL—REREIAvE—IHRREINET,



ONTAP Mediator® -1 > X k— )L (3> —ILHEA)

[root@mediator host ~1# tar -zxvf ontap-mediator-1.11.0.tgz
ontap-mediator-1.11.0/
ontap-mediator-1.11.0/csc-prod-chain-ONTAP-Mediator.pem
ontap-mediator-1.11.0/csc-prod-ONTAP-Mediator.pem
ontap-mediator-1.11.0/tsa-prod-ONTAP-Mediator.pem
ontap-mediator-1.11.0/tsa-prod-chain-ONTAP-Mediator.pem
ontap-mediator-1.11.0/0ONTAP-Mediator-production.pub
ontap-mediator-1.11.0/ontap-mediator-1.11.0
ontap-mediator-1.11.0/ontap-mediator-1.11.0.sig.tsr
ontap-mediator-1.11.0/ontap-mediator-1.11.0.tsr
ontap-mediator-1.11.0/ontap-mediator-1.11.0.sig
[root@mediator host ~]4#./ontap-mediator-1.11.0/ontap-mediator-1.11.0

ONTAP Mediator: Self Extracting Installer

+ Extracting the ONTAP Mediator installation/upgrade archive
+ Performing the ONTAP Mediator run-time code signature check

Using openssl from the path: /usr/bin/openssl configured for
CApath:/etc/pki/tls
Error querying OCSP responder
80BBA032607F0000:error:1E800080:HTTP
routines:0SSL HTTP REQ CTX nbio:failed reading
data:crypto/http/http client.c:549:
80BBA032607F0000:error:1E800067:HTTP
routines:0SSL HTTP REQ CTX exchange:error
receiving:crypto/http/http client.c:901l:server=http://ocsp.entrust.net:
80

WARNING: The OCSP check failed while attempting to test the Code-
Signature-Check certificate

Continue without code signature checking (only recommended if
integrity has been established manually)? yes/no: yes

SKIPPING: Code signature check, manual override due to lack of OCSP

response
+ Unpacking the ONTAP Mediator installer

ONTAP Mediator requires two user accounts. One for the service
(netapp), and one for use by ONTAP to the mediator API (mediatoradmin).
Would you like to use the default account names: netapp +
mediatoradmin? (Y (es)/n(o)): yes

Enter ONTAP Mediator user account (mediatoradmin) password:
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Re-Enter ONTAP Mediator user account (mediatoradmin) password:

+ Checking if SELinux is in enforcing mode

The installer will change the SELinux context type of
/opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi from type 'lib t' to
'bin t'.

+ Checking for default Linux firewall

+ Installing required packages.

Updating Subscription Management repositories.
Unable to read consumer identity

This system is not registered with an entitlement server. You can use

"rhc" or "subscription-manager" to register.

Last metadata expiration check: 5 days, 14:34:13 ago on Thu 10 Jul 2025
01:28:32 AM EDT.

Package openssl-1:3.2.2-16.e110.x86 64 is already installed.

Package libselinux-utils-3.8-1.e110.x86 64 is already installed.
Package perl-Data-Dumper-2.189-512.el110.x86 64 is already installed.
Package bzip2-1.0.8-25.e110.x86 64 is already installed.

Package efibootmgr-18-8.e110.x86 64 is already installed.

Package mokutil-2:0.6.0-11.e110.x86 64 is already installed.

Package policycoreutils-python-utils-3.8-1.ell10.noarch is already
installed.

Package python3-3.12.9-1.el110.x86 64 is already installed.

Dependencies resolved.

Package
Architecture Version
Repository Size
Installing:

elfutils-1libelf-devel
x86 64 0.192-5.e110



AppStream
gcc
x86 64
AppStream
kernel-devel
x86 64
AppStream
make
x86 64
BaseOS
openssl-devel
x86 64
AppStream
patch
x86 64
AppStream
perl-ExtUtils-MakeMaker
noarch
AppStream
python3-devel
x86 64
AppStream
334 k
python3-pip
noarch
AppStream
Installing dependencies:
annobin-docs
noarch
AppStream
annobin-plugin-gcc
x86 64
AppStream
bison
x86 64
AppStream
cmake-filesystem
x86 64
AppStream
CcppP
x86 64
AppStream
dwz
x86 64
AppStream

efi-srpm-macros

50 k

14.2.1-7.e110
37 M

6.12.0-55.9.1.e110 0
22 M

1:4.4.1-9.e110
591 k

1:3.2.2-16.e110
3.9 M

2.7.6-26.el10
134 k

2:7.70-513.e110
297 k

3.12.9-1.el10

23.3.2-7.el110
3.2 M

12.92-1.el10

94 k

12.92-1.el10
985 k

3.8.2-9.el10
1.0 M

3.30.5-2.el10
29 k

14.2.1-7.e110
12 M

0.15-7.el10
139 k
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noarch

AppStream
flex

x86 64

AppStream
fonts-srpm-macros

noarch

AppStream
forge-srpm-macros

noarch

AppStream
gcc-plugin-annobin
x86 64

AppStream
glibc-devel

x86 64

AppStream
go-sSrpm-macros
noarch

AppStream
kernel-headers
x86 64

AppStream
kernel-srpm-macros
noarch

AppStream
libxcrypt-devel
x86 64

AppStream
libzstd-devel

x86 64

AppStream

53 k

lua-srpm-macros
noarch

AppStream

m4

x86 64

AppStream
ocaml-srpm-macros
noarch

AppStream
openblas-srpm-macros
noarch

AppStream
package-notes-srpm-macros

6-6.el10
25 k

2.6.4-19.el10
303 k

1:2.0.5-18.e110
29 k

0.4.0-6.el10
23 k

14.2.1-7.e110
62 k

2.39-37.el10
641 k

3.6.0-4.el110
29 k

6.12.0-55.9.1.e110 0
2.3 M

1.0=25.all0
11 k

4.4.36-10.e110
33 k

1.5.5=9.8ll0

1-15.e110
10 k

1.4.19-11.e110

309 k
10-4.e110
10 k
2-19.e110
9.0 k



noarch
AppStream
perl-AutoSplit
noarch
AppStream
perl-Benchmark
noarch

AppStream

perl-CPAN-Meta-Requirements

noarch

AppStream
perl-CPAN-Meta-YAML
noarch

AppStream
perl-Devel-PPPort

x86 64

AppStream
perl-ExtUtils-Command
noarch

AppStream
perl-ExtUtils-Constant
noarch

AppStream
perl-ExtUtils-Install
noarch

AppStream
perl-ExtUtils-Manifest
noarch

AppStream
perl-ExtUtils-ParseXS
noarch

AppStream
perl-File-Compare
noarch

AppStream
perl-File-Copy

noarch

AppStream
perl-I18N-Langinfo
x86 64

AppStream
perl-JSON-PP

noarch

AppStream
perl-Test-Harness
noarch

.5-13.e110

11 k

.74-512.e110

23 k

.25-512.e110

28 k

.143-11.e110

39 k

.018-512.e110

29 k

.72-512.el110

223 k

:7.70-513.e110

16 k

.25-512.e110

47 k

.22-511.el10

47 k

31, 79=911L.,&lLL0

37 k

33,91=812,8lLL0

190 k

.100.800-512.e110

15 k

.41-512.el110

22 k

.24-512.e110

28 k

:4.16-512.e110

69 k

:3.48-512.e110
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AppStream 288 k

perl-1ib
x86 64 0.65-512.e110
AppStream 16 k
perl-srpm-macros
noarch 1-57.el10
AppStream 9.7 k
perl-version
x86 64 8:0.99.32-4.e110
AppStream 68 k
pyproject-srpm-macros
noarch 1.16.2-1.e110
AppStream 16 k
python-srpm-macros
noarch 3.12-9.1.el10
AppStream 26 k
python3-pyparsing
noarch 3.1.1-7.e110
BaseOS 273 k
gt6-srpm-macros
noarch 6.8.1-3.e110
AppStream
11 k
redhat-rpm-config
noarch 288-1.el110
AppStream 83 k
rust-toolset-srpm-macros
noarch 1.84.1-1.e110
AppStream 13 k
systemtap-sdt-devel
x86 64 5.2-2.e110
AppStream 78 k
systemtap-sdt-dtrace
x86 64 5.2-2.e110
AppStream 72 k
zlib-ng-compat-devel
x86 64 2.2.3-1.el10
AppStream 41 k

Installing weak dependencies:
perl-CPAN-Meta

noarch 2.150010-511.e110
AppStream 202 k
perl-Encode-Locale

noarch 1.05-31.e110
AppStream 21 k

perl-Time-HiRes



x86 64 4:1.9777-511.e110

AppStream 62 k
perl-devel

x86 64 4:5.40.1-512.e110
AppStream 772 k
perl-doc

noarch 5.40.1-512.e110

AppStream 4.9 M

Transaction Summary

Install 63 Packages

Total size: 94 M

Installed size: 282 M

Downloading Packages:

BaseOS Packages Red Hat Enterprise Linux 10

439 kB/s | 3.7 kB 00:00

Importing GPG key OxFD431D51:

Userid : "Red Hat, Inc. (release key 2) <security@redhat.com>"
Fingerprint: 567E 347A D004 4ADE 55BA 8AS5F 199E 2F91 FD43 1D51
From : /etc/pki/rpm-gpg/RPM-GPG-KEY-redhat-release

Key imported successfully
Importing GPG key O0x5A6340B3:

Userid : "Red Hat, Inc. (auxiliary key 3) <security@redhat.com>"
Fingerprint: 7E46 2425 8C40 6535 D56D 6F13 5054 E4A4 5A63 40B3
From : /etc/pki/rpm-gpg/RPM-GPG-KEY-redhat-release

Key imported successfully
Running transaction check
Transaction check succeeded.
Running transaction test
Transaction test succeeded.
Running transaction
Preparing
1/1
Installing : perl-version-8:0.99.32-4.e110.x86 64
1/63
Installing : perl-File-Copy-2.41-512.el110.noarch
2/63
Installing : perl-CPAN-Meta-Requirements-2.143-11.el10.noarch
3/63
Installing : perl-Time-HiRes-4:1.9777-511.e110.x86 64
4/63
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Installing
5/63
Installing
6/63
Installing
7/63
Installing
8/63
Installing
9/63
Installing
10/63
Installing
11/63
Installing
12/63
Installing
13/63
Installing
14/63
Installing
15/63
Installing
16/63
Installing
17/63
Installing
18/63
Installing
19/63
Installing
20/63
Installing
21/63
Installing
22/63
Installing
23/63
Installing
24/63
Installing
25/63
Installing
26/63
Installing
27/63

perl-JSON-PP-1:4.16-512.el10.noarch

perl-File-Compare-1.100.800-512.el110.noarch

perl-ExtUtils-ParseXS-1:3.51-512.el10.nocarch

m4-1.4.19-11.e110.x86 64

make-1:4.4.1-9.e110.x86 64

bison-3.8.2-9.e110.x86 64

flex-2.6.4-19.e110.x86 64

perl-ExtUtils-Command-2:7.70-513.el110.noarch

perl-ExtUtils-Manifest-1:1.75-511.el110.noarch

systemtap-sdt-devel-5.2-2.e110.x86 64

rust-toolset-srpm-macros-1.84.1-1.el110.noarch

gt6-srpm-macros-6.8.1-3.ell10.noarch

python3-pip-23.3.2-7.ell10.noarch

pyproject-srpm-macros-1.16.2-1.e110.noarch

perl-srpm-macros-1-57.el110.noarch

perl-1ib-0.65-512.e110.x86 64

perl-doc-5.40.1-512.el10.noarch

perl-I18N-Langinfo-0.24-512.e110.x86 64

perl-Encode-Locale-1.05-31.ell0.nocarch

perl-ExtUtils-Constant-0.25-512.el110.noarch

perl-Devel-PPPort-3.72-512.e110.x86 64

perl-CPAN-Meta-YAML-0.018-512.el110.noarch

perl-CPAN-Meta-2.150010-511.el110.noarch



Installing
28/63
Installing
29/63
Installing
30/63
Installing
31/63
Installing
32/63
Installing
33/63
Installing
34/63
Installing
35/63
Installing
36/63
Installing
37/63
Installing
38/63
Installing
39/63
Installing
40/63
Installing
41/63
Installing
42/63
Installing
43/63
Installing
44/63
Installing
45/63
Installing
46/63
Installing
47/63
Installing
48/63
Installing
49/63
Installing
50/63

perl-Benchmark-1.25-512.el10.noarch
perl-Test-Harness-1:3.48-512.el10.noarch
perl-AutoSplit-5.74-512.el110.noarch
package-notes-srpm-macros-0.5-13.el10.noarch
openssl-devel-1:3.2.2-16.e110.x86 64
openblas-srpm-macros-2-19.e110.noarch
ocaml-srpm-macros-10-4.el110.noarch
lua-srpm-macros-1-15.el110.noarch
libzstd-devel-1.5.5-9.e110.x86 64
kernel-srpm-macros-1.0-25.el110.noarch
kernel-headers-6.12.0-55.9.1.e110 0.x86 64
libxcrypt-devel-4.4.36-10.e110.x86 64
glibc-devel-2.39-37.e110.x86 64
efi-srpm-macros-6-6.el110.noarch
dwz-0.15-7.e110.x86 64
cpp-14.2.1-7.e110.x86 64
gcc-14.2.1-7.e110.x86_ 64
gcc-plugin-annobin-14.2.1-7.e110.x86 64
cmake-filesystem-3.30.5-2.e110.x86 64
zlib-ng-compat-devel-2.2.3-1.e110.x86 64
elfutils-libelf-devel-0.192-5.e110.x86 64
annobin-docs-12.92-1.ell10.noarch

annobin-plugin-gcc-12.92-1.e110.x86 64
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Installing : fonts-srpm-macros-1:2.0.5-18.el10.noarch
51/63

Installing : forge-srpm-macros-0.4.0-6.ell0.noarch
52/63

Installing : go-srpm-macros-3.6.0-4.ell10.noarch
53/63

Installing : python-srpm-macros-3.12-9.1.ell10.noarch
54/63

Installing : redhat-rpm-config-288-1.el10.noarch
55/63

Running scriptlet: redhat-rpm-config-288-1.el10.noarch
55/63

Installing : python3-pyparsing-3.1.1-7.el110.noarch
56/63

Installing : systemtap-sdt-dtrace-5.2-2.e110.x86 64
57/63

Installing : perl-devel-4:5.40.1-512.e110.x86 64
58/63

Installing : perl-ExtUtils-Install-2.22-511.el110.noarch
59/63

Installing : perl-ExtUtils-MakeMaker-2:7.70-513.el10.noarch
60/63

Installing : kernel-devel-6.12.0-55.9.1.e110 0.x86 64
61/63

Running scriptlet: kernel-devel-6.12.0-55.9.1.e110 0.x86 64
61/63

Installing : python3-devel-3.12.9-1.e110.x86 64
62/63

Installing : patch-2.7.6-26.e110.x86 64
63/63

Running scriptlet: patch-2.7.6-26.e110.x86 64
63/63

Installed products updated.

Installed:

annobin-docs-12.92-1.el110.noarch annobin-plugin-gcc-
12.92-1.e110.x86_ 64 bison-3.8.2-9.e110.x86 64
cmake-filesystem—-3.30.5-2.e110.x86 64 cpp-14.2.1-
7.e110.x86 64

dwz-0.15-7.e110.x86 64 efi-srpm-macros-6-
6.el10.noarch elfutils-libelf-devel-0.192-
5.e110.x86 64 flex-2.6.4-19.e110.x86 64 fonts-
srpm-macros-1:2.0.5-18.e110.noarch

forge-srpm-macros-0.4.0-6.el110.noarch gcc-14.2.1-
7.e110.x86 64 gcc-plugin-annobin-14.2.1-

7.e110.x86 64 glibc-devel-2.39-37.e110.x86 64 go-



srpm-macros-3.6.0-4.el110.noarch

kernel-devel-6.12.0-55.9.1.e110 0.x86 64 kernel-headers-6.12.0-
55.9.1.e110 0.x86 64 kernel-srpm-macros-1.0-25.el110.noarch
libxcrypt-devel-4.4.36-10.e110.x86 64 libzstd-devel-1.5.5-
9.e110.x86 64

lua-srpm-macros-1-15.el110.noarch m4-1.4.19-
11.e110.x86 64 make-1:4.4.1-9.e110.x86 64
ocaml-srpm-macros—-10-4.el110.noarch openblas-srpm-macros—2-
19.ell10.noarch

openssl-devel-1:3.2.2-16.e110.x86 64 package-notes-srpm-
macros-0.5-13.el110.noarch patch-2.7.6-26.e110.x86 64
perl-AutoSplit-5.74-512.el10.noarch perl-Benchmark-1.25-
512.ell10.noarch

perl-CPAN-Meta-2.150010-511.el10.noarch perl-CPAN-Meta-
Requirements-2.143-11.el10.noarch perl-CPAN-Meta-YAML-0.018-
512.el10.noarch perl-Devel-PPPort-3.72-512.e110.x86 64 perl-

Encode-Locale-1.05-31.el10.noarch
perl-ExtUtils-Command-2:7.70-513.ell10.noarch perl-ExtUtils-Constant-
0.25-512.e110.noarch perl-ExtUtils-Install-2.22-511.el110.noarch
perl-ExtUtils-MakeMaker-2:7.70-513.ell10.noarch perl-ExtUtils-Manifest-
1:1.75-511.el10.noarch
perl-ExtUtils-ParseXS-1:3.51-512.el10.nocarch perl-File-Compare-

1.100.800-512.el110.noarch perl-File-Copy-2.41-512.el10.noarch
perl-I18N-Langinfo-0.24-512.e110.x86 64 perl-JSON-PP-1:4.16-
512.ell10.noarch

perl-Test-Harness-1:3.48-512.el10.noarch perl-Time-HiRes-
4:1.9777-511.e110.x86 64 perl-devel-4:5.40.1-512.e110.x86 64
perl-doc-5.40.1-512.e110.noarch perl-1ib-0.65-
512.e110.x86_ 64

perl-srpm-macros—-1-57.ell0.nocarch perl-version-8:0.99.32-
4.e110.x86_ 64 pyproject-srpm-macros-1.16.2-1.el110.noarch
python-srpm-macros-3.12-9.1.e110.nocarch python3-devel-3.12.9-
1.e110.x86 64

python3-pip-23.3.2-7.el110.noarch python3-pyparsing-
3.1.1-7.el110.noarch gt6-srpm-macros-6.8.1-3.e110.noarch
redhat-rpm-config-288-1.el110.noarch rust-toolset-srpm-
macros-1.84.1-1.el10.nocarch

systemtap-sdt-devel-5.2-2.e110.x86 64 systemtap-sdt-dtrace-
5.2-2.e110.x86_ 64 zlib-ng-compat-devel-2.2.3-1.e110.x86 64
Complete!

OS package installations finished

+ Installing ONTAP Mediator. (Log: /root/ontap mediator.vdizgQ/ontap-

mediator-1.11.0/ontap-mediator-1.11.0/install 20250715160240.109)
This step takes several minutes. View progress in the log file.
Sudoer config verified
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ONTAP Mediator rsyslog and logging rotation enabled
+ Install successful. (Moving log to
/opt/netapp/lib/ontap mediator/log/install 20250715160240.1og)
+ WARNING: This system supports UEFI
Secure Boot (SB) is currently disabled on this system.
If SB is enabled in the future, SCST will not work unless
the following action is taken:
Using the keys in
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys follow
instructions in
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/README.modu
le-signing
to sign the SCST kernel module. Note that a reboot is
needed.
SCST does not start automatically when Secure Boot is enabled and
not configured properly.

+ Note: ONTAP Mediator generated a self-signed server certificate for
temporary use on

this host. If the DNS name or IP address for the host is changed,
the certificate

will no longer be valid. The default certificates should be
replaced with secure

trusted certificates signed by a known certificate authority prior
to use for production.

For more information, see /opt/netapp/lib/ontap mediator/README

+ Note: ONTAP Mediator uses a kernel module compiled specifically for
the current
0S. Using 'yum update' to upgrade the kernel might cause
service interruption.
For more information, see /opt/netapp/lib/ontap mediator/README
root@mediator host:~# systemctl status ontap mediator
® ontap mediator.service - ONTAP Mediator
Loaded: loaded (/etc/systemd/system/ontap mediator.service;
enabled; preset: disabled)
Active: active (running) since Tue 2025-07-15 16:07:29 EDT; 4min
9s ago
Invocation: 395e9479487e4e308be2ae030c800c7f
Process: 28745
ExecStartPre=/opt/netapp/lib/ontap mediator/tools/otm logs fs.sh
(code=exited, status=0/SUCCESS)
Main PID: 28759 (python)
Tasks: 1 (limit: 22990)
Memory: 66.8M (peak: 68.8M)
CPU: 2.865s



CGroup: /system.slice/ontap mediator.service
L8759 /opt/netapp/lib/ontap mediator/pyenv/bin/python
/opt/netapp/lib/ontap mediator/ontap mediator/server

Jul 15 16:07:29 mediator host systemd[l]: Starting

ontap mediator.service - ONTAP Mediator...
Jul 15 16:07:29 mediator host systemd[1l]: Started
ontap mediator.service - ONTAP Mediator.

root@mediator host:~# systemctl status mediator-scst
® mediator-scst.service

Loaded: loaded (/etc/systemd/system/mediator-scst.service;
enabled; preset: disabled)

Active: active (running) since Tue 2025-07-15 16:07:29 EDT; 4min
15s ago
Invocation: f1d3be6calf9492b943e61872676£384

Process: 28653 ExecStart=/etc/init.d/scst start (code=exited,
status=0/SUCCESS)

Process: 28738 ExecStartPost=/usr/sbin/modprobe scst vdisk
(code=exited, status=0/SUCCESS)

Main PID: 28696 (iscsi-scstd)
Tasks: 1 (limit: 22990)
Memory: 5.2M (peak: 35.2M)
CPU: 547ms
CGroup: /system.slice/mediator-scst.service
L—28696 /usr/local/sbin/iscsi-scstd

Jul 15 16:07:28 mediator host systemd[l]: Starting mediator-
scst.service...

Jul 15 16:07:29 mediator host iscsi-scstd[28694]: max data seg len
1048576, max queued cmds 2048

Jul 15 16:07:29 mediator host scst[28653]: Loading and configuring SCST
Jul 15 16:07:29 mediator host systemd[l]: Started mediator-
scst.service.

root@mediator host:~#

UEFIt X277 —b+rDtExa) T4 x—%FEKT3

ONTAP Mediator 1.4L4F%. UEFIS X 7 L. CSecure Boot X h Z X LW E#ICE > TULE T, Secure BootZH
MCTBDE AVAM=INBICEXF AT F—2FRITDT-ODOEMFIENREICHED X,

FlE
1. README 7 71 JLDIERICHES> T SCSTH—FRILES a—JLICEBLLEXT .

/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/README.module-
signing
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2 BELF—ERELEI

/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys
() A Rb—L ST LEAC README 77 1L EF—DBFNERENET,

3. NBE#EEMOKY X MIEML £3,

mokutil —--import
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/scst module key.de
r

MERITT 74 FDBRICEVWTE LK ZCH. BERGRICBE T CHTETET,

~NFA#2IFBoot ManagerhMFRTE 3 &SI, BIFEDGFAICRE T 2HENH D £9, 55
@ IZDWTlE. README.module-signing7 7 1 JL&x C&ELL 23 L ¢

[root@hostname ~]1# 1s

/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/

README.module-signing scst module key.der scst module key.priv

4. R+ ZBEFHL. T/V1 RDUEFI Boot ManagerzfER L TH L ULWMOKZEESEL £, "UEFIZF a7
T — D BMICE > TULWBIHEIXONTAP Mediatorz 1 > A —JLL £9"® "mokuti’ 2—F «¢ 1) 7+ Tl
BN TL—IDRBEICED FT,

SCSTH—XRILED2a—ILDEH

ONTAP Mediator &7 > X b —JL L7=#. systemctl status ‘mediator-scst A failed (inactive) ¥ ERRINZH
BlF. ROFIBICRE>TSCSTH—FIL EZa—ILICEHBLET,

FIE

1. EILR Z7OEXFIC, OOV REFRALT
*Jopt/netappl/lib/ontap_mediator/ontap_mediator/SCST_mod_keys/' 7+« L 2 b U ICABF — EEF—D
RT7HEREINFT -

[root@mediator-host ~]# 1s
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/ README.module-
signing scst module key.der scst module key.priv [root@mediator-host ~]#

2. DAV RERITLT. XFF—% UEFI *— VRIS RMIICAVR— b3 70X EZMBLET .

[root@mediator-host ~]# mokutil --import
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/scst module key.de
r input password: input password again:

[root@mediator-host ~1#

3. mokutil V7 bz T7Id. A VR—F TOCLRPICCOF—ICFERTZ—FNIT—RFZERLFT,

4. A 2R— k7Ot XD "mokutil -list-new TRIBSNIEHDESH EEZEL THS. P XTLEZBEEHL X
To 7—hFO—H—HEFIMOKY ZX— v —%EEIL F 9,

S. BEENDAZa—%FHALT. SCSTH—RILETa—ILF—%FICLET, EEE. systemctl status

38


index.html#install-ontap-mediator-when-uefi-secure-boot-is-enabled
index.html#install-ontap-mediator-when-uefi-secure-boot-is-enabled
index.html#install-ontap-mediator-when-uefi-secure-boot-is-enabled
index.html#install-ontap-mediator-when-uefi-secure-boot-is-enabled
index.html#install-ontap-mediator-when-uefi-secure-boot-is-enabled
index.html#install-ontap-mediator-when-uefi-secure-boot-is-enabled
index.html#install-ontap-mediator-when-uefi-secure-boot-is-enabled
index.html#install-ontap-mediator-when-uefi-secure-boot-is-enabled
index.html#install-ontap-mediator-when-uefi-secure-boot-is-enabled
index.html#install-ontap-mediator-when-uefi-secure-boot-is-enabled
index.html#install-ontap-mediator-when-uefi-secure-boot-is-enabled
index.html#install-ontap-mediator-when-uefi-secure-boot-is-enabled
index.html#install-ontap-mediator-when-uefi-secure-boot-is-enabled
index.html#install-ontap-mediator-when-uefi-secure-boot-is-enabled
index.html#install-ontap-mediator-when-uefi-secure-boot-is-enabled
index.html#install-ontap-mediator-when-uefi-secure-boot-is-enabled
index.html#install-ontap-mediator-when-uefi-secure-boot-is-enabled
index.html#install-ontap-mediator-when-uefi-secure-boot-is-enabled
index.html#install-ontap-mediator-when-uefi-secure-boot-is-enabled
index.html#install-ontap-mediator-when-uefi-secure-boot-is-enabled
index.html#install-ontap-mediator-when-uefi-secure-boot-is-enabled
index.html#install-ontap-mediator-when-uefi-secure-boot-is-enabled
index.html#install-ontap-mediator-when-uefi-secure-boot-is-enabled
index.html#install-ontap-mediator-when-uefi-secure-boot-is-enabled
index.html#install-ontap-mediator-when-uefi-secure-boot-is-enabled
index.html#install-ontap-mediator-when-uefi-secure-boot-is-enabled
index.html#install-ontap-mediator-when-uefi-secure-boot-is-enabled
index.html#install-ontap-mediator-when-uefi-secure-boot-is-enabled
index.html#install-ontap-mediator-when-uefi-secure-boot-is-enabled
index.html#install-ontap-mediator-when-uefi-secure-boot-is-enabled
index.html#install-ontap-mediator-when-uefi-secure-boot-is-enabled
index.html#install-ontap-mediator-when-uefi-secure-boot-is-enabled
index.html#install-ontap-mediator-when-uefi-secure-boot-is-enabled
index.html#install-ontap-mediator-when-uefi-secure-boot-is-enabled
index.html#install-ontap-mediator-when-uefi-secure-boot-is-enabled
index.html#install-ontap-mediator-when-uefi-secure-boot-is-enabled
index.html#install-ontap-mediator-when-uefi-secure-boot-is-enabled
index.html#install-ontap-mediator-when-uefi-secure-boot-is-enabled
index.html#install-ontap-mediator-when-uefi-secure-boot-is-enabled
index.html#install-ontap-mediator-when-uefi-secure-boot-is-enabled
index.html#install-ontap-mediator-when-uefi-secure-boot-is-enabled
index.html#install-ontap-mediator-when-uefi-secure-boot-is-enabled
index.html#install-ontap-mediator-when-uefi-secure-boot-is-enabled
index.html#install-ontap-mediator-when-uefi-secure-boot-is-enabled
index.html#install-ontap-mediator-when-uefi-secure-boot-is-enabled
index.html#install-ontap-mediator-when-uefi-secure-boot-is-enabled
index.html#install-ontap-mediator-when-uefi-secure-boot-is-enabled
index.html#install-ontap-mediator-when-uefi-secure-boot-is-enabled
index.html#install-ontap-mediator-when-uefi-secure-boot-is-enabled
index.html#install-ontap-mediator-when-uefi-secure-boot-is-enabled
index.html#install-ontap-mediator-when-uefi-secure-boot-is-enabled
index.html#install-ontap-mediator-when-uefi-secure-boot-is-enabled
index.html#install-ontap-mediator-when-uefi-secure-boot-is-enabled
index.html#install-ontap-mediator-when-uefi-secure-boot-is-enabled
index.html#install-ontap-mediator-when-uefi-secure-boot-is-enabled
index.html#install-ontap-mediator-when-uefi-secure-boot-is-enabled
index.html#install-ontap-mediator-when-uefi-secure-boot-is-enabled
index.html#install-ontap-mediator-when-uefi-secure-boot-is-enabled
index.html#install-ontap-mediator-when-uefi-secure-boot-is-enabled

mediator-scst #E{TL X, T—EXADEFHTE . SCSTHA—RILED a—ILHEBZLINET,

ONTAP Mediator®O1 > A — )L AT —R XA %=HMERT B
ONTAP Mediator -1 > XA h—JLL 7%, ERBICEITINTUVWARZCzHERLEX T,

FE
1. ONTAP Mediator DX T —XX%=HRRLFET .

a. systemctl status ontap mediator

[root@scsprl915530002 ~]# systemctl status ontap mediator

ontap mediator.service - ONTAP Mediator

Loaded: loaded (/etc/systemd/system/ontap mediator.service; enabled;
vendor preset: disabled)
Active: active (running) since Mon 2022-04-18 10:41:49 EDT; 1 weeks O
days ago
Process: 286710 ExecStop=/bin/kill -s INT SMAINPID (code=exited,
status=0/SUCCESS)
Main PID: 286712 (uwsgi)
Status: "uWSGI is ready"
Tasks: 3 (limit: 49473)
Memory: 139.2M
CGroup: /system.slice/ontap mediator.service

F—286712 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

F—286716 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

L—286717 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

[root@scsprl1915530002 ~]+#

b. systemctl status mediator-scst
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[root@scsprl1915530002 ~]# systemctl status mediator-scst

Loaded: loaded (/etc/systemd/system/mediator-scst.service;
enabled; vendor preset: disabled)

Active: active (running) since Mon 2022-04-18 10:41:47 EDT; 1
weeks 0 days ago

Process: 286595 ExecStart=/etc/init.d/scst start (code=exited,
status=0/SUCCESS)
Main PID: 286662 (iscsi-scstd)

Tasks: 1 (limit: 49473)
Memory: 1.2M
CGroup: /system.slice/mediator-scst.service
L—286662 /usr/local/sbin/iscsi-scstd

[root@scsprl915530002 ~]1#

2. ONTAP Mediator TfEAENZR— 2R LE T,

netstat

[root@scsprl1905507001 ~]# netstat -anlt | grep -E '3260|31784'

tcp 0 0 0.0.0.0:31784 0.0.0.0:% LISTEN
tcp 0 0 0.0.0.0:3260 0.0.0.0:% LISTEN
tcpe O 0 :::3260 338% LISTEN

4 > X =)L DONTAP Mediator D& E

ONTAP Mediator -1 > X b—JL L TEITL7=%. ONTAP Mediator DI&REE(EH T B
ld. ONTAP R hL—2 S XTLTEINMDOERERXRR V=TI I2HNELHD XTI,

* ONTAP Mediator % MetroCluster IP #8p% CER 9 B ICIE. "MetroCluster IPEZE DS ONTAP Mediator 5%
ETH"ZBBLTLIETL,

* SnapMirror7 7 7« JEA% ER 9 3ICIE. "ONTAP Mediatorz 1 > X k—)L L. ONTAPY 5 R 2 &Rk %
BERLEFT"ZBRLTIEETL,

ONTAP Mediatordtzx a2 1) 5+ RIS —DHRTE

ONTAP Mediatorid. BRERBEREBHOELF 2V TAREZYR—FLTVWET, IRTOREDT 7 1)Lk
fEl&. ‘low_space_threshold_mib: 105 ABDER 7 7 1L TRHEINTVE T ©

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.user c
onfig.yaml
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‘ontap mediator.user config.yaml ICEEESNI-IANTOMEIF. T4 MEZ EES L.
IARTD ONTAP Mediator 77w FTL—RIIhlco THIFEINE T,
Z¥E#% ontap mediator.user config.yaml. ONTAP Mediator ZBitcE L £,

systemctl restart ontap mediator

ONTAP Mediator® B DL E

CDt Y a>THAYT S ONTAP Mediator B3, BEICIGCTEETET T,

(D “ontap_mediator.config.yaml'AD € DD T 7 # )L MBI, ZE S NT{EH'ONTAP Mediator®
7y IO L—RRICHIFINAGW D, BELBRVWTLIEEL,

WERZ# % “ontap_mediator.user_config.yaml' 7 7 1 JLICOE—LTT 7 4L bREZ EESTTZH L
T. ONTAP Mediator BM%ZZEL X7,

H—RN—T 1 DSSLEEEAZEZ 1 >V X b—ILT B

TIAIFOBECEBLIAEZER®H— R/N—FT 4 D SSLEBAZICBE IR IMNERHZERIT. XKDT 71l
AOBEDBMZZEELEXT :

° /opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.con
fig.yaml

* /opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

NS0T 71 IILADELIL. ONTAP Mediator TERBINBFERET 7 ML Z2HIH T 2 1cHICERINE
ER
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ONTAP Mediator 1.9L([%

RDORICUZASINTWVERT T )L FOEHEN

*Jopt/netappl/lib/ontap_mediator/ontap_mediator/server_config/ontap_mediator.config.yaml’ 7 7 1 JLIC &

ENTLET,

cert path

key path

ca_cert path

ca_key path

ca_serial path

cert valid days

x509 passin pwd

INR
/opt/netapp/lib/ontap mediator/ontap m

ediator/server config/ontap mediator s
erver.crt

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ontap mediator s
erver.key

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/intermediate.crt

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/intermediate.key

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/intermediate.srl

1095

pass:ontap

* “cert_valid_days'l&. 747> MEREDOEMIARZRE T 2 HICFERAINET T, RAMBEIFIE

(1095H) T,

* x509 passin pwd [ FBHINCI A7V MEREDNZXTL—XTY,

RDORICUZARTNTWBST T )L EDOZEEH Jopt/inetappl/lib/ontap_mediator/uwsgi/ontap_mediator.ini’

T7AIIEEFNTVET,

mediator cert

mediator key

ca_cert path

ONTAP Mediator 1.8 ULl
MOKICUZARINTWVWBT T 2L EOZEHEN

INR
/opt/netapp/lib/ontap mediator/ontap m

ediator/server config/ontap mediator s
erver.crt

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ontap mediator s
erver.key

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/intermediate.crt

*lopt/netappl/lib/ontap_mediator/ontap_mediator/server_config/ontap_mediator.config.yaml’ 7 7 1 JLIC &

ENTLET,



ZH

cert path

key path

ca_cert path

ca_key path

ca serial path

cert valid days

x509 passin pwd

INR
/opt/netapp/lib/ontap mediator/ontap m

ediator/server config/ontap mediator s
erver.crt

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ontap mediator s
erver.key

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ca.crt

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ca.key

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ca.srl

1095

pass:ontap

* “cert_valid_days'l&. 747> MEERAEDEMIARZRTE T 2 HICFERAINE T, RAMEIFIFE

(1095H) TY,

* x509 passin pwd IFBHINI ATV MEAZED/NATL—XTY,

RORIC)ZAREINTWVWET T 4L EOEED  lopt/inetapp/lib/ontap_mediator/uwsgi/ontap_mediator.ini’
T7AILICEENTVET,

T

mediator cert

mediator key

ca cert path

INR
/opt/netapp/lib/ontap mediator/ontap m

ediator/server config/ontap mediator s
erver.crt

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ontap mediator s
erver.key

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ca.crt

NODEMZZEELIZEIR. ZEZERAT 37-HICONTAP MediatorZ B L T 728 W T 7 4L K
DIFAEZ Y — FN—T « OFIFAEICE TR 2 FEDFMICOVWTIE, "ECERIHAEZEETET Y —

FN—T 1 DFEFAZEICEZHRZ 2" 28R LTI,

N2 — RIRERE

RDOBENG. TI—bTA—ANRT— FHERREICN T 3 REZRELEX T,

CDBEE BRIC T BICIE. "window_seconds' & “retry limit DEEREL £,

Bl
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C EHICERTEARMESDICRE L. sAORICKMEMZEOICUEY FLET,
authentication lock window seconds: 300
* RfERICSEIKRM L ISBRICT AV Oy I LE T,

authentication retry limit: 5

* BAITOHESZEBLEEES T, WBZAO—4F UV EE, BELDICLBINRAT— FERKRBORZE
ZERLET,

authentication failure delay seconds: 5

authentication failure delay seconds: O # seconds (float) to delay
failed auth attempts prior to response, 0 = no delay
authentication lock window seconds: null # seconds (int) since the
oldest failure before resetting the retry counter, null = no window
authentication retry limit: null # number of retries to allow
before locking API access, null = unlimited

NZAT—ROEMEDIL—IL

KD T 4 —)L Ri& ONTAP Mediator APl 2—H—7H I hDIXAT—ROEMIDIL—ILZFIFIL £,

password min length: 8

password max length: 64

password uppercase chars: 0 # min. uppercase characters

password lowercase chars: 1 # min. lowercase character

password special chars: 1 # min. non-letter, non-digit
password nonletter chars: 2 # min. non-letter characters (digits,

specials, anything)

i

ZEETAREDHE

7

‘/opt/netapp/lib/ontap mediator T4 RVICHERTESIREZHIEHTIRENHD X7,

AR—ZADRESNICLEWMEZ FED . EFIARY MHRITEINET,
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low space threshold mib: 10

FlwO g XA R— XD FHE

RESERVE_LOG_SPACE IIREDRTEICKL > THITEIESNE T, 77 #J)L hTid. ONTAP Mediator D1 > X
F—ILERICOJBICRDT 4 R AR—ZABMERTNE T, 1> X b—F(F ONTAP Mediator DO 52 EH
LT, G5 700MB DT 1 R AR—ZAZFHFOFHLVEET A XD T 71 ILEERL £,
COMBEEBENCLTT 7AILEDT 4 RY AR—RA%EFERATBICIE. UTOFIEICRWVE T,

1. RD T 7 )L T. RESERVE_LOG SPACE D% 1 h5 0 ICEBELFT :

/opt/netapp/lib/ontap mediator/tools/mediator env

2. Mediator= BEEH L £9 .

a. cat /opt/netapp/lib/ontap mediator/tools/mediator env | grep
"RESERVE_LOG_SPACE"

RESERVE_LOG_SPACE=0

b. systemctl restart ontap mediator

WEEZBEEBMICTZICIE. EZ 0H5 1ICEE L. Mediator ZEIEE L £

T4 R AR—XA2YIDBZTH, BIFEOOTRBN-—2hFEA. MEIOOTIETNTNY

(D o7v7Eh. YDEX EMedatorOBREE T o7 5 LITHED T+ X9 AR—ZIBIE
nEv,
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