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Create a security descriptor.

¢

Optional: Remove unwanted default DACL
entries.

¢

Add new DACL entries to the security descriptor.

4

Add new SACL entries to the security descriptor.

4

Verify that DACL and SACL entries are correct.

!

Create a security policy.

¢

Add a task to the security policy with the access-
control type set to SLAG and with the NTFS
security descriptor created above.

4

Apply the security policy.

4

Verify that the applied SLAG security settings are
correct.
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1. “vserver security file-directory ntfs create’ A<V > REFERL TLEFxa ) T EBb FZ1ERR L £9,

vserver security file-directory ntfs create -vserver vsl -ntfs-sd sdl vserver
security file-directory ntfs show -vserver vsl

Vserver: vsl

NTFS Security
Descriptor Name

Owner Name

tF a2V TFaEBRFIE RDADDT T )L FDACLT VL ZXFIHIT > ~) (ACE) ZHF> o RRETIER S
nx9,

Vserver: vsl

NTFS Security Descriptor Name: sdl

Access
Rights

Access
Type

Account Name

BUILTIN\Administrators

allow full-control this-folder, sub-folders,
files
BUILTIN\Users allow full-control this-folder, sub-folders,
files
CREATOR OWNER allow full-control this-folder, sub-folders,
files
NT AUTHORITY\SYSTEM
allow full-control this-folder, sub-folders,
files
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« SR FICIRBE DACEZER L TEMT BHIIC. T4 DIV I ZHIBRTEFT,



2. X a)FAERFLSE. ARL—ULRILDTIERRELXF AT AICKRELIELBWVWT I AL+
DDACLACEZHIBRL £

a. “vserver security file-directory ntfs dacl remove’ A< > Rz {#EH L T. 7E7% DACLACE ZHIPRL %
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COBITIE. X2 T FHS 3DDFT T +J)L D DACLACE (BUILTIN\Administrators
. BUILTIN\Users. & & T CREATOR OWNER) HHIBRENL X T,

vserver security file-directory ntfs dacl remove -vserver vsl -ntfs-sd sdl
-access-type allow -account builtin\users vserver security file-directory
ntfs dacl remove -vserver vsl -ntfs-sd sdl -access-type allow -—-account
builtin\administrators vserver security file-directory ntfs dacl remove
-vserver vsl -ntfs-sd sdl -access-type allow —-account "creator owner"

b. “vserver security file-directory ntfs dacl show' A< > K% {#F L T. Storage-Level Access Guardtz
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vserver security file-directory ntfs dacl show -vserver vsl

Vserver: vsl
NTFS Security Descriptor Name: sdl

Account Name Access Access Apply To
Type Rights

NT AUTHORITY\SYSTEM
allow full-control this-folder, sub-folders,

files

3. “vserver security file-directory ntfs dacl add' A~ > RZERAL T, ¥ a2 ) 7 5ERFIC 1 DU LD DACL
IVhUZEMLEY,

CORBITIE. EFa) T+l FIC2DDDACLACEZEMLTWET,

vserver security file-directory ntfs dacl add -vserver vsl -ntfs-sd sdl
-access-type allow -account examplelengineering -rights full-control -apply-to
this-folder,sub-folders, files vserver security file-directory ntfs dacl add
-vserver vsl -ntfs-sd sdl -access-type allow -account "example\Domain Users"
-rights read -apply-to this-folder, sub-folders, files

4. “vserver security file-directory ntfs sacladd' AY > RZEA L T. ¥ a2 ) 7 58b FIC1 DU EDSACL
IV hUZEMLED,

COFITIE. EFa) T+ FIC2DDSACLACEZEML TWLWET,



vserver security file-directory ntfs sacl add -vserver vsl -ntfs-sd sdl
-access-type failure -account "example\Domain Users" -rights read -apply-to
this-folder, sub-folders, files vserver security file-directory ntfs sacl add
-vserver vsl -ntfs-sd sdl -access-type success -account examplel\engineering
-rights full-control -apply-to this-folder, sub-folders, files

. “vserver security file-directory ntfs dacl show’ 1< > K& £ U “vserver security file-directory ntfs sacl show’
AV RzENZNEAL T, DACLBEKLU SACLACE DR ELSKBRESINTWVWA e =R LE T,
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vserver security file-directory ntfs dacl show -vserver vsl -ntfs-sd sdl

Vserver: vsl

NTFS Security Descriptor Name: sdl

Account Name Access Access Apply To
Type Rights

EXAMPLE\Domain Users

allow read this-folder, sub-folders,
files
EXAMPLE\engineering
allow full-control this-folder, sub-folders,
files
NT AUTHORITY\SYSTEM
allow full-control this-folder, sub-folders,
files

COFITIE. ROOAXYFIE £F a2 T8l F " sd1"DSACLTY FJICEAT 3 FEHRZRTLET

vserver security file-directory ntfs sacl show -vserver vsl -ntfs-sd sdl

Vserver: vsl

NTFS Security Descriptor Name: sdl

Account Name Access Access Apply To
Type Rights

EXAMPLE\Domain Users

failure read this-folder, sub-folders,
files
EXAMPLE\engineering
success full-control this-folder, sub-folders,
files



6. “vserver security file-directory policy create’ A< > RZFERLTEFaUT1 RUS—%EHRL £,
RDBITIE. Tpolicyll CWSEBIDOR) S —ZERLET :

vserver security file-directory policy create -vserver vsl -policy-name
policyl

7. “vserver security file-directory policy show A< > RZFERL T, RUS—HELKRETNTWVWR %
BLET,

vserver security file-directory policy show

Vserver Policy Name

vsl policyl

8. “vserver security file-directory policy task add 1< > K T “-access-control /N T X — & % “slag ICERTE L
T, BEMIonctExFa) T8 RFZR_H ORI EEFa) T R —IEBMLEFT,
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vserver security file-directory policy task add -vserver vsl -policy-name
policyl -path /datavoll -access-control slag -security-type ntfs -ntfs-mode
propagate -ntfs-sd sdl

9. “vserver security file-directory policy task show AY > RZERA L T. FXIHELKREINTVWE L
zHERLFE T,

vserver security file-directory policy task show -vserver vsl -policy-name

policyl

Vserver: vsl
Policy: policyl

Index File/Folder Access Security NTFS NTFS
Security
Path Control Type Mode Descriptor
Name
1 /datavoll slag ntfs propagate sdl
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vserver security file-directory apply -vserver vsl -policy-name policyl
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vserver security file-directory show -vserver vsl -path /datavoll



Vserver:

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

R ER

*NTFS 7 74J)L £Fa )7+« NTFS BEER >—. &L UStorage-Level Access Guardz EIE Y 578

DAYk

vsl

/datavoll

77

ntfs

ntfs

10

____D___

0

0

777

TWXYTWXTWX

NTFS Security Descriptor

Control:0x8004

Owner :BUILTIN\Administrators

Group:BUILTIN\Administrators

DACL - ACEs
ALLOW-Everyone-0x1f01ff
ALLOW-Everyone-0x10000000-0OI|CI|IO

Storage-Level Access Guard security

SACL (Applies to Directories):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Directories):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

SACL (Applies to Files):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Files):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1fQ0lff

* H—/\_L® Storage-Level Access Guard DFRET—2 70—
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(AFS) TORY 2
—LT7ItEX
SnapshotTDAR 2 WL ARV ZEGL FZEGTL
— L7t
AFS T®D gtree 77 L\LX (AIAY-4 (=40 RINY-4
+ X (gtree IC
SLAG W"E1E T %15
a)
AFS TO gtree 77 &L (AIAY-4 AIAY-4 AINY-4
X (gtree I
SLAG iEFEEL ARV
1))
ATy T3y bT LWLR (A1AY-4 (=qn LLVR
D qtree 77t X
(gtree AFS (C
SLAG H'F1E 9 3%
‘)
AFvFoay bT BEW ARV AYAY-4 (AR

D qtree 77X

(qtree AFS |C
SLAG MEEL AL
58)

ONTAP SMB H—/NEDX hL—2 LANL 7IERX H—FIC
Y 5BHRZRTT S

ARL=ULRILDT 7 RFREIZ. R a—LETdgtreelSERINSE3IOEF

JF4BTdo ARL—=—JLARILOT V12 RFEDKEIE. WindowsD TONT 1 T+«

VRUTIERRTEEFRA ARL=LRILDT7 7R FREDEXFa) T ICET S
BHRERIT BDICIE. ONTAP CLIZERHTZ3HELHD £9, CDBERIS. BREDIKEE
RTF7AINTIECADEED NS TN a—FT4 VT ICERATEET,
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RATHE

A hL—=URETY Y (SVM) DO%BIE. Storage-Level Access Guard Dt F a2 F o {BRERTT BRI

1—LFE gtree N\ONIXZEET ZHEDHD T, HAIK. BIERAXISHFHE) X MERATRRTE
9,

FlE

1L ZARL= LRILDTIER A—R X2 )T 8EZ. DELBFHFHALARIILTRRILET !
BwRZRTI B%E... ANTBIARUER
BT vserver security file-directory show

-vserver vserver name —-path path

B3 vserver security file-directory show
-vserver vserver name —-path path
-expand-mask true

il

ROFITIE. SYMvs1 AD /SR “/datavoll' Z3 D NTFS X a ) F4ERDAR) 2a—LDA L= LRI
DTF7IERAH—ROEFa VT BRERTLET ©

12



cluster::> vserver security file-directory show -vserver vsl -path

/datavoll
Vserver: vsl
File Path: /datavoll
File Inode Number: 77
Security Style: ntfs
Effective Style: ntfs
DOS Attributes: 10
DOS Attributes in Text: ----D---
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 777
Unix Mode Bits in Text: IrwxXrwxrwx

ACLs:

NTFS Security Descriptor
Control:0x8004
Owner :BUILTIN\Administrators
Group:BUILTIN\Administrators
DACL - ACEs
ALLOW-Everyone-0x1f01ff
ALLOW-Everyone-0x10000000-0OI|CI|IO

Storage-Level Access Guard security

SACL (Applies to Directories):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Directories):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

SACL
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Files):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1fQ0lff

(Applies to Files):

RDAFE. SVM vs1D/NR “/datavol5 I d ZmixedtzF 21 71 XX DR ) 22— LIZEE$ % Storage-Level
Access GuardfFHRZRTLEFTo COR) a—LDREMLANILICIFUNXBEEF 2 U T ARESNATUL
£9, DR a—LiZlEStorage-Level Access GuardtzF 2 1) T4 HERETNTLE T,
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ONTAP SMBH—/N\OX L —2 LAXJLT

clusterl:
/datavolb

Vserver:

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

9%

AbL=PLRILTT77E2REF a2 ) T4 ZRET DHEDN LB THZEIF

:> vserver security file-directory show -vserver vsl

-path

vsl

/datavol5

3374

mixed

unix

10

____D___

0

0

755

IWXr—Xr—xX

Storage-Level Access Guard security

SACL
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Directories):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

SACL
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

(Applies to Directories):

(Applies to Files):

(Applies to Files):

TR —

I 7 BlER

Ao

— L F f=ldqtreeD Storage-Level Access GuardzZ HIPR TE £J, Storage-Level Access
GuardZHIFRL TH. BEDNTFST 71 IILE LUV T LI MIDEF 2T IFEEF
TEISHIBRENEE Ao

FIE

1.

14

GuardhEBETNTWVWBR e 2L E T,

vserver security file-directory show -vserver vsl -path /datavol?2

‘vserver security file-directory show' A< > RZfEH L T. R 22— L FTldqtreelZStorage-Level Access



Vserver: vsl
File Path: /datavol2
File Inode Number: 99
Security Style: ntfs
Effective Style: ntfs
DOS Attributes: 10
DOS Attributes in Text: ----D--—-
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 777
Unix Mode Bits in Text: rwxXrwxrwx
ACLs: NTFS Security Descriptor
Control:0xbfl4
Owner :BUILTIN\Administrators
Group:BUILTIN\Administrators
SACL - ACEs
AUDIT-EXAMPLE\Domain Users-0xf0l1lff-OI|CI|FA
DACL - ACEs
ALLOW-EXAMPLE\Domain Admins-0x1f01ff-OI|CI
ALLOW-EXAMPLE\Domain Users-0x1301bf-0OI|CI

Storage-Level Access Guard security

DACL (Applies to Directories):
ALLOW-BUILTIN\Administrators-0x1f01ff
ALLOW-CREATOR OWNER-0x1f01lff
ALLOW-EXAMPLE\Domain Admins-0x1f01ff
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-NT AUTHORITY\SYSTEM-0x1fO0lff

DACL (Applies to Files):
ALLOW-BUILTIN\Administrators-0x1f01ff
ALLOW-CREATOR OWNER-0x1f01lff
ALLOW-EXAMPLE\Domain Admins-0x1f01ff
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-NT AUTHORITY\SYSTEM-0x1fO0lff

2. “vserver security file-directory remove-slag' 1< > R Z £ L T. Storage-Level Access Guard% HIJfR L £
ER

vserver security file-directory remove-slag -vserver vsl -path /datavol2

3. “vserver security file-directory show’ I< > RZfEE L T. K a—LFzlFgtreeH 5 Storage-Level
Access Guardh'BIBR SN TWVWB e ZRERL £7,

vserver security file-directory show -vserver vsl -path /datavol2
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Vserver: vsl
File Path: /datavol2
File Inode Number: 99
Security Style: ntfs
Effective Style: ntfs
DOS Attributes: 10
DOS Attributes in Text: ----D--—-
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 777
Unix Mode Bits in Text: rwxXrwxrwx
ACLs: NTFS Security Descriptor
Control:0xbfl4
Owner :BUILTIN\Administrators
Group:BUILTIN\Administrators
SACL - ACEs
AUDIT-EXAMPLE\Domain Users-0xf0lff-OI|CI|FA
DACL - ACEs
ALLOW-EXAMPLE\Domain Admins-0x1f01ff-OI|CI
ALLOW-EXAMPLE\Domain Users-0x1301bf-0OI|CI
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