ALL=ILARINDT IV RIRE=ZFERLILT

7AILT Ut ADFRE
ONTAP 9

NetApp
December 20, 2024

This PDF was generated from https://docs.netapp.com/ja-jp/ontap/smb-admin/secure-file-access-storage-
level-access-guard-concept.html on December 20, 2024. Always check docs.netapp.com for the latest.



BR

AML=ULRIVDT IR REZFERLIE T 71ILT V2 ADRE
ARL=SLRIVDT VR FEEFERBLIE 7 7AILT I ADRE
ARL=YLRILDT7 I RFREDFERDI—R T —R
ARL=LRILDT7 I RIREDHRET—V 70—
ARL=JLRILDT I RREDERTE

SLAG/ THIAU_HAYRII I vI R
ARL=SLRILDT IV ERFEICETZBERERTIT S
ARL=ILRILDT It IREDHIRR

O W N = =

11
11
14



AML=—ULARILNDODT IR REZFERB L7 71
)L77€7{Z;(GDG§&2

ARL—=ILANILNDT I A REZERLIET 7AMIILT7 IR
DIxR:E
2ATATIT7AINLARILDEXF 2T EITVRR—rBLUHEEFOET2 )T %
FRELE7IZEADREICINZ T, R)a2—LLARJLTONTAP ICL>TERINZE
3DEFAUFALAVYELTARL=—SLRNILD TV RIFEERETETET, X b
L—SLARNIILDT IR RRE . TARTONAS 7ORJIHASERAINBZIA ML =T
STV MNORETIILEIEZFRELET,

NTFSDO 7 7t AMERD AN Y R— FINET, ONTAPAI AL —SLANIILDT7 72 ZFENBERAINTLS
R a—LEDT—RICTIVERATBUNXI—HFDEXa2) T4 FTvIEERTTRICIE. UNIXD—HHR
) a—LZEFRBETBZSVMLEOWindows I—HICI v EV T TN TVWIRELRDHD £7,
ARL=ULRILDT 7 RREOENE

C ARL=PIRNIVBEOT7IVERFE  AL—CF TPV RO IRTO I 7AILEIFIRTOT
1LV ZRELET,

R)a—LRDIRTOI7AILERIEFTA LI MIDBR ML= LRILDT I RREREDZEZ R
7278, ERICKSMEIIDBEDD T A

* ARL=PLRILDTIERFEE RVa—LADT 7AILDH T LT MIDH EllZT 7L
ETA4LIN)OMAICERATNSLIICKRETEET,

c TJFAINETA LI MIDEFaU T o

A=A TSz FPROIRTOT A LI M) ET 7ML ERBICEHLES. DT T2
FERE T,

TJ7AIEFal)To

AbL=2F TP FADIRTDT 7AIILEZRELEY, COEFa )T ZBRALTH. T
LY MIANDTIERETa LI M)DEBEICIIHEELITEA

cTa4LIMIEFaUTo

Zl\l/ CHATOTI FPADIRTDTA LI MIZRIBELET, COEFa T ZERLTH,
FANNDTIERET 7AILDEEICIITZEL TE A

C ARL=LARILDT U XFREIZ. ¥ERDOHIRICHERBLEI,

T AERIIMETNTE A

*NFS £7=l3SMB V547> DS T77MIILERIETAL I M)DEX a2 ) T REEZRTLIEEE.
L= LARILDT7 IR REOEF ) T l3RTEINFEE Ao



BWNEHERZRE T ZODIC. AML—IF TV FLRNILTERIN. XEZT—RICBHRINFT,

* 27 L (Windows £7-IZ UNIX) BIEETH>TH. AL=LRILOEXFAVTARISAT Y
rOSEIDBETZEITTETEFE Ao

COEXaUTAE AL—VBBEOHNEETETELIICHTTNTVET,

* ARL=PLRNILOT It RREIF. NTFS F7cld mixed EF a2V T HEHDRY 2 —LICERATERX
ER

* ARL=PLRILDTIERFREZ UNX EF 2V T EROR) 2—LISERATE3DIE. £0KRa
—LHEENTLS SYM T CIFS U —N\HERESNTWVBRIFEICROSNE T,

AR a—LDR)a—LIvy >0 aNAUTICY T RTINTUVT, FDNRICA ML= LARILD
T ARENEFELTVWBIGEE. EOTICNY T RINTWVWSRARY a—LICIXGEREINEH A

* ARL=ULRILDT I RFEDEF 2 ) T 58ibFIE. SnapMirror 7—RZL TV r—> 3> 88T
SVWM LU= ii&->TLFUr—rENET,

* AN ARF YU DOVWTIIER R EBRAH D £9,

T7ANPTA LI NIDRI) =227 Z 75N —NICHLTE A L= LARILDTIE
AREICE>TAT IV PADT IV EIDMEBETNTVTH., AIANBRT I XD FFRIENE T,

* ARL=PLRNILDTIERREICLE > TT IR RADER SNHE. FPolicy BARIIEE SN EFE A

TIOERFTvIDIER

T7AINERIETALIZMIADTIVERIE. TIVRR—bFLIZHEBOIER. R a—LTEREINTWLS
ARL=ULRILDT I RIREER. 777 T o L7 NIICBRASNZ XA T TDT7 71 IILHERDS
EEDEAEHOEICE>TREDFT, IRTDOLRNILDEFAYFsHATHEINT, 771 FHEIETFaL
IR DBEMBIERDNRESNE T, EXalTo 70 AFTvoid. ROIEFTEITINET,

1. SMB £B =1 NFS T Z7R— k LARJLDIERR

2. ZRL—=SLRNIILD T O1 R1RE

3. NTFSD 7 71 JLI7 # LA DAccess Control List (ACL ; 7727t X&Iff1') X k) . NFSv4ACL. 7=
IFJUNIXE—REwY k

ARL—=ILARILDT VLR REDERDI—XT—X

ZRL—ILANLDTIEREEE. A RL—SLALTOBRMEF 2 71 Z2HL
$T, COEFAUTFAEISATY MINSIERI BV D, I—FPERENT X
SRy THESBDET LI TEE A —BDI—X T —XTlE. A RL—YLAL
TY Ot RGN EITR AN BRI BT,

COBED—MMN B I—XT—R e LTIE ROELSBIFIVFARHD FT,

CITARTDA—HY—DT7IEREZARL— « LRNILTEBEFLVHEH TR CICED "MW EEZREL
x9

c SRITVIEESHA Y. SR —EXBEDI ML —CDBE

s RIS EICEBD T 7AILRA ML= ERTBTHY—E R



CIRTODREED T 71 IV 21RE T DIKFE

ARL—ILARNILDT IV RIFEDKRET—2o 70—

ARL=LRILDT IV ZX17E (SLAG) ZRET ST —2 7O—TIlI. NTFST 71
JMERREBEER) O —DREICEATBONTAP CLIOAY Y RO Y REFERLE
o WROT7AINRT LI MNIDTIVERAZHRET 2R0ODIC. FHRDStorage
Virtual Machine (SVM) R 2 —L®DSLAGEHREL £,



Create a security descriptor.

¢

Optional: Remove unwanted default DACL
entries.

¢

Add new DACL entries to the security descriptor.

4

Add new SACL entries to the security descriptor.

4

Verify that DACL and SACL entries are correct.

!

Create a security policy.

¢

Add a task to the security policy with the access-
control type set to SLAG and with the NTFS
security descriptor created above.

4

Apply the security policy.

4

Verify that the applied SLAG security settings are
correct.
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1. ATV REFERAL T X2 7158880 F % ERL L "vserver security file-directory ntfs create’ £ 9

vserver security file-directory ntfs create -vserver vsl -ntfs-sd sdl vserver
security file-directory ntfs show -vserver vsl

Vserver: vsl

NTFS Security Owner Name
Descriptor Name

¥l TFaEBbFiE. RD4DDT 7 + )L FDACL Access Control Entry (ACE ; 77t XHIHIT> k1
) TIERENEFT,

Vserver: vsl

NTFS Security Descriptor Name: sdl

Account Name Access Access Apply To
Type Rights

BUILTIN\Administrators

allow full-control this-folder, sub-folders,
files
BUILTIN\Users allow full-control this-folder, sub-folders,
files
CREATOR OWNER allow full-control this-folder, sub-folders,
files
NT AUTHORITY\SYSTEM
allow full-control this-folder, sub-folders,
files

ARL=ILARNILDT I AFREDRERICT 7AHILEDOI Y M) ZEALBEWVSGSEIE. EFaUT 5
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2. ExXa)FA4ERFLSE. ARL—ULRILDTIERRELX 2T TRELIELSBEWVWT I AL
DDACLACEZHIBRL £

a OAYYRZEALT. FELDACLACEZHIPRL £9 vserver security file-directory

ntfs dacl removeo

ZDFITIE. ¥ 2T 158 FH 5 BUILTIN\Administrators .  BUILTIN\Users . CREATOR
OWNER @ 3 DDF 7 #JL kb DACLACE ZHIfRLTWE T,

vserver security file-directory ntfs dacl remove -vserver vsl -ntfs-sd sdl
-access-type allow -account builtin\users vserver security file-directory
ntfs dacl remove -vserver vsl -ntfs-sd sdl -access-type allow -account
builtin\administrators vserver security file-directory ntfs dacl remove
-vserver vsl -ntfs-sd sdl -access-type allow -account "creator owner"

b. XY RZEFALT. ARL—IJLRILOTVERRELF 2 T 1 ICERLAVDACLACED ¥
2A) TR FHOSHRINIEZHEE L X9 vserver security file-directory ntfs
dacl showo

COFTIE. ATV ROHEAICE ST, 32DFT 7 +JL RDACLACEDEF a2 T B FH SHIBRSE
1. NTAUTHORITY\SYSTEM7 7 #JL RDACLACELY b DAMEINTWVWDE Z ENERINE
ERS

vserver security file-directory ntfs dacl show -vserver vsl

Vserver: vsl
NTFS Security Descriptor Name: sdl

Account Name Access Access Apply To
Type Rights

NT AUTHORITY\SYSTEM

allow full-control this-folder, sub-folders,
files

3. ATV REFEBLT. EXxa )T FIC1 DU EDDACLI Y U EENML £ vserver security
file-directory ntfs dacl adde

ZOBTIE. X2 F 458 FIC2DDDACLACEZEBMLTWE T,

vserver security file-directory ntfs dacl add -vserver vsl -ntfs-sd sdl
-access-type allow -account example\engineering -rights full-control -apply-to
this-folder, sub-folders, files vserver security file-directory ntfs dacl add
-vserver vsl -ntfs-sd sdl -access-type allow -account "example\Domain Users"
-rights read -apply-to this-folder,sub-folders,files

4 ATV REFEALT. X2 ) 7B FIC1DUEDSACLT Y FUEEBEMLEY vserver security

file-directory ntfs sacl adde

ZOHTIE. X2 T4 B FIC2DDSACLACEZEBNML TWE T,



vserver security file-directory ntfs sacl add -vserver vsl -ntfs-sd sdl
—access-type failure -account "example\Domain Users" -rights read -apply-to
this-folder,sub-folders, files vserver security file-directory ntfs sacl add
-vserver vsl -ntfs-sd sdl -access-type success -account examplel\engineering
-rights full-control -apply-to this-folder, sub-folders, files

. OY > R ¥ vserver security file-directory ntfs sacl show AV Y R%ZfEHLT. DACL
ACEYSACL ACEREFNZNELCHREINTWVWAR xR L XY ‘vserver security file-

directory ntfs dacl showe

COBITIF. ROARYFZRTIB L. EFa) T8 F ['d1" ) O DACL T MUICEAY 3153k
NRERENET,

vserver security file-directory ntfs dacl show -vserver vsl -ntfs-sd sdl

Vserver: vsl

NTFS Security Descriptor Name: sdl

Account Name Access Access Apply To
Type Rights

EXAMPLE\Domain Users

allow read this-folder, sub-folders,
files
EXAMPLE\engineering
allow full-control this-folder, sub-folders,
files
NT AUTHORITY\SYSTEM
allow full-control this-folder, sub-folders,
files

COFTIH. ROOAX VY RERTTRE. EXa) T2 F N'd1") @ SACL T> M ICEET 3153
HERIREINE T,

vserver security file-directory ntfs sacl show -vserver vsl -ntfs-sd sdl



Vserver: vsl
NTFS Security Descriptor Name: sdl

Account Name Access Access Apply To
Type Rights

EXAMPLE\Domain Users

failure read this-folder, sub-folders,
files
EXAMPLE\engineering
success full-control this-folder, sub-folders,
files

6. ATV RZMFEALT. X2 )T KRU>—%Z{ERML vserver security file-directory policy create’ & 9
RIZ. Tpolicyl 1 EWSEFIDOR) S —%ERT 30 R~LET,

vserver security file-directory policy create -vserver vsl -policy-name
policyl

7. AT RZFERALT. RUY—DELLKRESNTWVWE ZHER L X9 vserver security file-

directory policy showo

vserver security file-directory policy show

Vserver Policy Name

vsl policyl

8. ATV RTINTAXA—R%|IERE slag' LT “-access-control. ¥ al)Fa b FHEERITSN

122 0%EFxa)T4R)—IEMLET vserver security file-directory policy task

addoe
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vserver security file-directory policy task add -vserver vsl -policy-name
policyl -path /datavoll -access-control slag -security-type ntfs -ntfs-mode
propagate -ntfs-sd sdl

9. AV RZEMFEALT. ZRIDELLREINTVWEZEEESEL X9 vserver security file-

directory policy task shows



vserver security file-directory policy task show -vserver vsl -policy-name

policyl

Vserver:

Policy:

Index
Security

vsl

policyl

File/Folder

Path

/datavoll

Access

Control

Security NTFS

Type

Mode

NTFES

Descriptor

sdl

10 ATV REFEALT. ARL=—JLARILDOT VA FRELF 2 ) 717K > —%ERA L vserver security
file-directory apply’ £ 9

vserver security file-directory apply -vserver vsl -policy-name policyl
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vserver security file-directory show -vserver vsl -path /datavoll



Vserver: vsl
File Path: /datavoll
File Inode Number: 77
Security Style: ntfs
Effective Style: ntfs
DOS Attributes: 10
DOS Attributes in Text: ----D--—-
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 777
Unix Mode Bits in Text: rwxXrwxrwx

ACLs: NTFS Security Descriptor
Control:0x8004
Owner :BUILTIN\Administrators
Group:BUILTIN\Administrators
DACL - ACEs
ALLOW-Everyone-0x1f01ff
ALLOW-Everyone-0x10000000-0OI|CI|IO
Storage-Level Access Guard security
SACL (Applies to Directories):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA
DACL (Applies to Directories):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff
SACL (Applies to Files):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA
DACL (Applies to Files):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1fQ0lff
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T. BROEIEY. 727 RICEATIMED N TN a—FTa 0% TS5 EHTE
x5,
R DAR

Storage Virtual Machine (SVM) D%, BLUVR L= LARILDT I RAFRELF 1) T BRERT
$BR)a—LFEld gtree DINRZEANTIVELRHD £, HANRFENERATRRIZZCH. FlAD
ARELTRRTZZECHTEET,
27y

1. A=V IRILDT IV ARELF ) T REZDVDEHFMLANILTERRILET,

RTY BIEW ABNTBIARUER
L2 )17 vserver security file-directory show

-vserver vserver name -path path

Sl E RN vserver security file-directory show
-vserver vserver name -path path
-expand-mask true

il

RDBTIE. SVMvsTD/NRICHBNTFSEF a2 T EHXDAR) 2a—LDA L= LRILDT U1 X1RE
TxXa)T4BHRERRTLET /datavolls
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cluster::> vserver security file-directory show -vserver vsl -path

/datavoll

Vserver:

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

vsl

/datavoll

77

ntfs

ntfs

10

D=

0

0

777

TWXTWXTWX

NTFS Security Descriptor

Control:0x8004

Owner :BUILTIN\Administrators

Group:BUILTIN\Administrators

DACL - ACEs
ALLOW-Everyone-0x1f01ff
ALLOW-Everyone-0x10000000-0OI|CI|IO

Storage-Level Access Guard security

SACL (Applies to Directories):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Directories):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

SACL
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Files):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1fQ0lff

(Applies to Files):

ROFITIE. SYMvs1D/NRICH B mixedtF a2 ) T RDAR) a—LICEATZ2A ML= LRILOT I+
2IREDBERERTLET /datavolbe CDARY a—LDHEREAMICIEZ. UNIX WRODEF2UTFoHERES
NTVWET, RUI—LALICIERARL=SLANILDT 722 FE LX) TAHABESNTUVET,
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clusterl::> vserver security file-directory show -vserver vsl -path

/datavolb
Vserver: vsl
File Path: /datavol5
File Inode Number: 3374
Security Style: mixed
Effective Style: unix
DOS Attributes: 10
DOS Attributes in Text: ----D---
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 755

Unix Mode Bits in Text:
ACLs:

IWXr—Xr—xX

Storage-Level Access Guard security

SACL
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

SACL
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

(Applies to Directories):

(Applies to Directories):

(Applies to Files):

(Applies to Files):

ZARL—=SLRILDOT I ZIFREDHIFR

ARL=IRILDODT7I7E2RtEFXa) T4 DREDNREBICH S T2HZEIE. A 2—LW

giree 'S AL = LRILDT IV AFEZHIRTEEX T, ANL—JLRILDT I+
ZFEZHIRLTH. BEDONIFSO 7 7MIL°Ta LI MIDEF2 ) T I3EES

nrEbHlRINT=D LEH Ao

FE
1. ATV RZEFEAL T, RUa—LFfldqgtreelC A L= LARILD T VL AREDNRESINTVWSR I %

SR L £9 vserver security file-directory showe

vserver security file-directory show -vserver vsl -path /datavol?2
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Vserver: vsl
File Path: /datavol2
File Inode Number: 99
Security Style: ntfs
Effective Style: ntfs
DOS Attributes: 10
DOS Attributes in Text: ----D--—-
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 777
Unix Mode Bits in Text: rwxXrwxrwx
ACLs: NTFS Security Descriptor
Control:0xbfl4
Owner :BUILTIN\Administrators
Group:BUILTIN\Administrators
SACL - ACEs
AUDIT-EXAMPLE\Domain Users-0xf0lff-OI|CI|FA
DACL - ACEs
ALLOW-EXAMPLE\Domain Admins-0x1f01ff-OI|CI
ALLOW-EXAMPLE\Domain Users-0x1301bf-0OI|CI

Storage-Level Access Guard security

DACL (Applies to Directories):
ALLOW-BUILTIN\Administrators-0x1f01ff
ALLOW-CREATOR OWNER-0x1f01lff
ALLOW-EXAMPLE\Domain Admins-0x1f01ff
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-NT AUTHORITY\SYSTEM-0x1fO0lff

DACL (Applies to Files):
ALLOW-BUILTIN\Administrators-0x1f01ff
ALLOW-CREATOR OWNER-0x1f01lff
ALLOW-EXAMPLE\Domain Admins-0x1f01ff
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-NT AUTHORITY\SYSTEM-0x1fO0lff

2 ATV REFEALT. A RL=LRILDT IV A REEZHIRL XY vserver security file-
directory remove-slado

vserver security file-directory remove-slag -vserver vsl -path /datavol2

3. AV REMFEHLT. R a—LZFflIqireeh 5 L =S LARILD 7 72 XIREDHIRSINI-C E =5

AL ¥ 9 vserver security file-directory showo

vserver security file-directory show -vserver vsl -path /datavol?2
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Vserver: vsl
File Path: /datavol2
File Inode Number: 99
Security Style: ntfs
Effective Style: ntfs
DOS Attributes: 10
DOS Attributes in Text: ----D--—-
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 777
Unix Mode Bits in Text: rwxXrwxrwx
ACLs: NTFS Security Descriptor
Control:0xbfl4
Owner :BUILTIN\Administrators
Group:BUILTIN\Administrators
SACL - ACEs
AUDIT-EXAMPLE\Domain Users-0xf0lff-OI|CI|FA
DACL - ACEs
ALLOW-EXAMPLE\Domain Admins-0x1f01ff-OI|CI
ALLOW-EXAMPLE\Domain Users-0x1301bf-0OI|CI
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