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Create a security descriptor.

¢

Optional: Remove unwanted default DACL
entries.

¢

Add new DACL entries to the security descriptor.

4

Add new SACL entries to the security descriptor.

4

Verify that DACL and SACL entries are correct.

!

Create a security policy.

¢

Add a task to the security policy with the access-
control type set to SLAG and with the NTFS
security descriptor created above.

4

Apply the security policy.

4

Verify that the applied SLAG security settings are
correct.
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1. #EFELT. X a2V T80 F%2ERL XS vserver security file-directory ntfs create
ARV RZRITLEY

vserver security file-directory ntfs create -vserver vsl -ntfs-sd sdl vserver
security file-directory ntfs show -vserver vsl

Vserver: vsl

NTFS Security Owner Name
Descriptor Name

X2 ToERBFIE RD4DDT T 4L+ DACL 77 ERFIHIT> ~) (ACE) ZHFD& SICERK
SNhEd,

Vserver: vsl
NTFS Security Descriptor Name: sdl

Account Name Access Access Apply To
Type Rights

BUILTIN\Administrators

allow full-control this-folder, sub-folders,
files
BUILTIN\Users allow full-control this-folder, sub-folders,
files
CREATOR OWNER allow full-control this-folder, sub-folders,
files
NT AUTHORITY\SYSTEM
allow full-control this-folder, sub-folders,
files
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DACLACE ZHIFRL 75

a ZERALT. FEXLDACLACEZHIFRL £9 vserver security file-directory ntfs dacl
remove ANV RZERITLET

ZDFEITIE. F 2T 523 FH S BUILTIN\Administrators .  BUILTIN\Users . CREATOR
OWNER @ 3 DMD5 7 #JL k DACLACE ZHIBRLTWLWE T,

vserver security file-directory ntfs dacl remove -vserver vsl -ntfs-sd sdl
-access-type allow -account builtin\users vserver security file-directory
ntfs dacl remove -vserver vsl -ntfs-sd sdl -access-type allow -account
builtin\administrators vserver security file-directory ntfs dacl remove
-vserver vsl -ntfs-sd sdl -access-type allow -account "creator owner"

b. #EFHALT. XL—ULARNILDT IR FE LX) T IEBLABRVDACLACEDY X2l 7o
SR FOSHBREIN/C e SR L £ vserver security file-directory ntfs dacl
show AV Y RZRITLEXY

COBITIF. IRV REHSDENICED. €Fa ) TR FH 5 3 DDT 7 #JL bk DACLACE 1H'H!
RS, NTAUTHORITY\SYSTEM @7 7 #JL k DACLACE T> U DHNFZHINTWVWS Z L = HE
B CTET,

vserver security file-directory ntfs dacl show -vserver vsl

Vserver: vsl

NTFS Security Descriptor Name: sdl

Account Name Access Access Apply To
Type Rights
NT AUTHORITY\SYSTEM
allow full-control this-folder, sub-folders,
files

CEFERALT X2 ) 7B FIC1IDULEDDACLTIY MU ZBIML XY vserver security file-
directory ntfs dacl add AVYRZEITLET

ZOHITIE. X2 F 58 FIC 2 DD DACLACE #EMLTWE T,

vserver security file-directory ntfs dacl add -vserver vsl -ntfs-sd sdl
-access-type allow -account examplel\engineering -rights full-control -apply-to
this-folder,sub-folders, files vserver security file-directory ntfs dacl add
-vserver vsl -ntfs-sd sdl -access-type allow -account "example\Domain Users"
-rights read -apply-to this-folder, sub-folders, files

- ZBRALT. EF a2V T8 FICI DU EDSACLT Y R ZEMLEX Yo vserver security
file-directory ntfs sacl add ANV RZETLET

ZOFITIE. Exa) TR FIC2DDSACLACEZEML TWE T,



vserver security file-directory ntfs sacl add -vserver vsl -ntfs-sd sdl
-access-type failure -account "example\Domain Users" -rights read -apply-to
this-folder, sub-folders, files vserver security file-directory ntfs sacl add
-vserver vsl -ntfs-sd sdl -access-type success -account examplel\engineering
-rights full-control -apply-to this-folder, sub-folders, files

. ZfEA L T. DACLE KUSACLDACENIELKERESINTWS ZCZzESR L £9 vserver security

file-directory ntfs dacl show 8K vserver security file-directory ntfs sacl
show ANXN Y RZIBELZF T,

COFITIE. OO RigExa) T80 F N'd1") ODACLITY MUICET2IEHRERTLE
ER

vserver security file-directory ntfs dacl show -vserver vsl -ntfs-sd sdl

Vserver: vsl

NTFS Security Descriptor Name: sdl

Account Name Access Access Apply To
Type Rights

EXAMPLE\Domain Users

allow read this-folder, sub-folders,
files
EXAMPLE\engineering
allow full-control this-folder, sub-folders,
files
NT AUTHORITY\SYSTEM
allow full-control this-folder, sub-folders,
files
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vserver security file-directory ntfs sacl show -vserver vsl -ntfs-sd sdl



Vserver: vsl
NTFS Security Descriptor Name: sdl

Account Name Access Access Apply To
Type Rights

EXAMPLE\Domain Users

failure read this-folder, sub-folders,
files
EXAMPLE\engineering
success full-control this-folder, sub-folders,
files

6. ZERALT. EXxaUT14RUP—%EHRLZET vserver security file-directory policy
create ANV RZETLET

RiIC. Tpolicyl 1 EWSEFIDR) S —%ER T 30z~ LET,

vserver security file-directory policy create -vserver vsl -policy-name
policyl

7. Z#EFALT. RUS—DELKREINTVWER I ZMEEL X9 vserver security file-
directory policy show ANXYRZEITLET

vserver security file-directory policy show

Vserver Policy Name

vsl policyl

8 ZMEALT. tXxaU T EBRFHEERTONEEZRIEEZF )T RUS—IEBMLEY
vserver security file-directory policy task add AV YV RICZIEELXT -access
—control INTA—RE|TRELEXT slage
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COFITIE EFa) 7 —5dF "d1" ICBID HTHSMNTLS "policyl " EWSHFIDRI S —|ZRX
IHEMEINFITINIZICEIDYETENET /datavoll 7 ERGIHE A TH Tslagl ICRESNT
W3/NR,

vserver security file-directory policy task add -vserver vsl -policy-name
policyl -path /datavoll -access-control slag -security-type ntfs -ntfs-mode
propagate -ntfs-sd sdl



9.

10.

1.

ZEALT. RRAIVDNELLHRESNTWVWERCZHERL XY vserver security file-directory
policy task show ANV RZZETLET

vserver security file-directory policy task show -vserver vsl -policy-name
policyl

Vserver: vsl
Policy: policyl

Index File/Folder Access Security NTFS NTE'S
Security
Path Control Type Mode Descriptor
Name
1 /datavoll slag ntfs propagate sdl

ZHEALT. ARL=ILRILODT7 7R FRELF 2V TR —%BHLET vserver security
file-directory apply ANV RERTLET

vserver security file-directory apply -vserver vsl -policy-name policyl
TXaVTFT4RIUS—ZBERETZ3aTNRTPa—-LEnxzd,

ZEALT. BESNIERA ML —PLRNILDT7 /A FELF 2V TARENELVWC CZHERLEY
vserver security file-directory show AN¥ Y R%EZER{TLEXT

COFTIH. ARV ROEADS. RARL—=JLARNILDOT IR RE LT ) T4 BNTFSRY 2 — LIS
BARAINTWAZEHHHD £9 /datavoll. Everyone | Full Control Z5FR] 9 %7 7 #+JL & DACL &
BOoTWETH, ARL=JLRILDT7IVERRELF2VTAICE2T ARL=JLRILDT IR
RERECERNITIN—TIZT7 0 ZIDEFR (BLUVER) SnxEd,

vserver security file-directory show -vserver vsl -path /datavoll



Vserver: vsl
File Path: /datavoll
File Inode Number: 77
Security Style: ntfs
Effective Style: ntfs
DOS Attributes: 10
DOS Attributes in Text: ----D--—-
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 777
Unix Mode Bits in Text: rwxXrwxrwx

ACLs:

NTFS Security Descriptor
Control:0x8004
Owner :BUILTIN\Administrators
Group:BUILTIN\Administrators
DACL - ACEs
ALLOW-Everyone-0x1f01ff
ALLOW-Everyone-0x10000000-0OI|CI|IO

Storage-Level Access Guard security

SACL (Applies to Directories):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Directories):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

SACL (Applies to Files):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Files):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1fQ0lff
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T BROREER. 7OV RICATEIBMEDORS TN a—T 2T %2752 TE
9o
CDERATIZDOVT

Storage Virtual Machine (SVM) D%, BLUVR L= LARILDT I RAFRELF 1) T BRERT
$B3R)a—LFEld gtree DINXRZEANTIVELHD £, HNEENEREXIFFMER) X NTRRT
R
27y

1. A=V IRILDT IV ARELF ) T REZDVDEHFMLANILTERRILET,

KT I BIEH ANTZATUER
B TRRINE T vserver security file-directory show

-vserver vserver name -path path

FHENKRTRINET vserver security file-directory show
-vserver vserver name -path path
-expand-mask true

il

ROFIE. NRICHBNTFSEXF 2T HERDA) 2a—LDAML—JLRILDT I RRELEZX2) T+
BHRERTLET /datavoll SVM vs1 :
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cluster::> vserver security file-directory show -vserver vsl -path

/datavoll

Vserver:

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

vsl

/datavoll

77

ntfs

ntfs

10

D=

0

0

777

TWXTWXTWX

NTFS Security Descriptor

Control:0x8004

Owner :BUILTIN\Administrators

Group:BUILTIN\Administrators

DACL - ACEs
ALLOW-Everyone-0x1f01ff
ALLOW-Everyone-0x10000000-0OI|CI|IO

Storage-Level Access Guard security

SACL (Applies to Directories):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Directories):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

SACL
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Files):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1fQ0lff

(Applies to Files):

ROFINE. NRIZHDmixedZ2F 2 )T HRXDAR) 2a—LICEATBAIR ML= LRIILD T I IFREDEHR
#HRLTLFET /datavols (SVMvs1) o TORY a—LDREMICIE. UNIX®EDEF 2T HRES
NTVWET, RUA—LICIEAML=—SLARILDT7 72 RRELXF ) TAABRESNTLETD,
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clusterl::> vserver security file-directory show -vserver vsl -path

/datavolb
Vserver: vsl
File Path: /datavol5
File Inode Number: 3374
Security Style: mixed
Effective Style: unix
DOS Attributes: 10
DOS Attributes in Text: ----D---
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 755

Unix Mode Bits in Text:
ACLs:

IWXr—Xr—xX

Storage-Level Access Guard security

SACL
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

SACL
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

(Applies to Directories):

(Applies to Directories):

(Applies to Files):

(Applies to Files):

ARL=SLARILDT IV RREXHIBRLET

ARL=IRILDODT7I7E2RtEFXa) T4 DREDNREBICH S T2HZEIE. A 2—LW

giree 'S AL = LRILDT IV AFEZHIRTEEX T, ANL—JLRILDT I+
ZFEZHIRLTH. BEDONIFSO 7 7MIL°Ta LI MIDEF2 ) T I3EES

nrEbHlRINT=D LEH Ao

FIE

1. Z#FEALT. R a—LFldqreelc AL =S LARIILDT IV RRENRESNTVWBR I 2R LE
9 vserver security file-directory show ANV RZEITLEXT

vserver security file-directory show -vserver vsl -path /datavol?2
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Vserver: vsl
File Path: /datavol2
File Inode Number: 99
Security Style: ntfs
Effective Style: ntfs
DOS Attributes: 10
DOS Attributes in Text: ----D--—-
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 777
Unix Mode Bits in Text: rwxXrwxrwx
ACLs: NTFS Security Descriptor
Control:0xbfl4
Owner :BUILTIN\Administrators
Group:BUILTIN\Administrators
SACL - ACEs
AUDIT-EXAMPLE\Domain Users-0xf0lff-OI|CI|FA
DACL - ACEs
ALLOW-EXAMPLE\Domain Admins-0x1f01ff-OI|CI
ALLOW-EXAMPLE\Domain Users-0x1301bf-0OI|CI

Storage-Level Access Guard security

DACL (Applies to Directories):
ALLOW-BUILTIN\Administrators-0x1f01ff
ALLOW-CREATOR OWNER-0x1f01lff
ALLOW-EXAMPLE\Domain Admins-0x1f01ff
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-NT AUTHORITY\SYSTEM-0x1fO0lff

DACL (Applies to Files):
ALLOW-BUILTIN\Administrators-0x1f01ff
ALLOW-CREATOR OWNER-0x1f01lff
ALLOW-EXAMPLE\Domain Admins-0x1f01ff
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-NT AUTHORITY\SYSTEM-0x1fO0lff

2. ZERALT. ARL=ULARILDT I AFREZHIBRL X9 vserver security file-directory
remove-slag AV Y RZEITLET

vserver security file-directory remove-slag -vserver vsl -path /datavol2

3. ZERALT. R a—LFEldqtreeh S5 L= LARILDT IV AREDHIBRIN e 2R LET

vserver security file-directory show ANV RZFEITLEXT

vserver security file-directory show -vserver vsl -path /datavol?2
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Vserver: vsl
File Path: /datavol2
File Inode Number: 99
Security Style: ntfs
Effective Style: ntfs
DOS Attributes: 10
DOS Attributes in Text: ----D--—-
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 777
Unix Mode Bits in Text: rwxXrwxrwx
ACLs: NTFS Security Descriptor
Control:0xbfl4
Owner :BUILTIN\Administrators
Group:BUILTIN\Administrators
SACL - ACEs
AUDIT-EXAMPLE\Domain Users-0xf0lff-OI|CI|FA
DACL - ACEs
ALLOW-EXAMPLE\Domain Admins-0x1f01ff-OI|CI
ALLOW-EXAMPLE\Domain Users-0x1301bf-0OI|CI
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