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-path path

-windows—name win user name
F7clF —unix

-name’ "unix user name

-trace-allow {yes
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vserver security trace filter create -vserver vserver name -index
index numberfilter parameters
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vserver security trace filter show -vserver vserver name -index index number
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ERNAEFERALET -path A T3 VT —EADT7 I RIERBINZIVSAT7RDIP 7 RLRIE
10.10.10.7 T9o 74 I RIE 30 DRICHAA LTI L EFT,

clusterl::> vserver security trace filter create -vserver vsl -index 1
-path /dirl/dir2/file.txt -time-enabled 30 -client-ip 10.10.10.7
clusterl::> vserver security trace filter show -index 1

Vserver Index Client-IP Path Trace-Allow
Windows-Name

vsl 1 10.10.10.7 /dirl/dir2/file.txt no -

RDATY RIF. OENNRZFEBLTEFa2aVTs bL—X TN E2ZERLET -path 23>0
TaILRIE. Tjoes EWSEFID Windows I—H D7 I RX% FL—XALE T, JoeldHEBENZAD T 71
JLIZT7 A LTWET \\server\sharel\dirl\dir2\file.txto FAIARY FEEFTIRLE ML
_Xbi_a_o

clusterl::> vserver security trace filter create -vserver vsl -index 2

-path /dirl/dir2/file.txt -trace-allow yes -windows—-name mydomain\joe

clusterl::> vserver security trace filter show -vserver vsl -index 2
Vserver: vsl
Filter Index: 2
Client IP Address to Match: -
Path: /dirl/dir2/file.txt
Windows User Name: mydomain\joe
UNIX User Name: -
Trace Allow Events: yes
Filter Enabled: enabled
Minutes Filter is Enabled: 60
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clusterl::> vserver security trace filter show -vserver vsl
Vserver Index Client-1IP Path Trace-Allow
Windows—-Name

vsl 1 = /dirl/dir2/file.txt yes -
vsl 2 - /dir3/dir4d/ no
mydomain\joe
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FL—RXRT 4 IIEZDREICIHEL T I—FRBPRREINET,
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result show AN Y RZZETLET

vserver security trace trace-result show -user-name domain\user

Vserver: vsl

Node Index Filter Details Reason

nodel 3 User:domain\user Access denied by explicit ACE
Security Style:mixed
Path:/dirl/dir2/

nodel 5 User:domain\user Access denied by explicit ACE
Security Style:unix
Path:/dirl/
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vserver security trace filter modify -vserver vserver name -index
index numberfilter parameters

° vserver name ld. EFaUT4 bL—X T4 I)LEZERTBSVMOEREI T,

° index number &\ TA I RISBERI B MV TYIRESTTI . CONITA—RIIEETETBEI
1~10 T,

° filter parameters d. Z T3> DT A IILENTAX—ZDI)X+TT,
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clusterl::> vserver security trace filter modify -vserver vsl -index 1
-path /dirl/dir2/file.txt -trace-allow yes

clusterl::> vserver security trace filter show -vserver vsl -index 1

Vserver: vsl
Filter Index: 1
Client IP Address to Match: -

Path: /dirl/dir2/file.txt

Windows User Name: -
UNIX User Name: -

Trace Allow Events: yes

Filter Enabled: enabled
Minutes Filter is Enabled: 60
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vserver security trace filter show -vserver vserver name

vserver security trace filter show -vserver vsl

Vserver Index Client-IP Path Trace-Allow
Windows—-Name

vsl 1 = /dirl/dir2/file.txt yes =
vsl 2 - /dir3/dird/ no

mydomain\joe
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vserver security trace filter delete -vserver vserver name -index index number
vserver security trace filter delete -vserver vsl -index 1

S EFXalUTAhL—RTAINRITYMIDRIBRENICEZREBLET,
vserver security trace filter show -vserver vserver name

vserver security trace filter show -vserver vsl

Vserver Index Client-IP Path Trace-Allow
Windows—-Name

vsl 2 - /dir3/dird/ no
mydomain\joe
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vserver security trace trace-result show -vserver vserver name -instance
2. EFa)Fq bL—XLIO—FZHRLET,

vserver security trace trace-result delete -node node name -vserver
vserver name -seqnum integer

vserver security trace trace-result delete -vserver vsl -node nodel -segnum
999

° -node node_name &, HIFfFT3/N—Iv>a>YbrL—SYTARYEDRRELIISRE/—RD

10



HAEITY,
CHUIHBNTA—R TS,

° —vserver vserver name |, HIFFHRON—I v 3> bL =220 ARy RHELELZSVMD
BHTY,

CHUSHB/NT XA —E T,
° -segnum integer & HIRT 200XV DS =TV RE ST,

CHUIHAENTA—RTT,

IARTOEFa)Ta bL—XLO—RZHIBRLET

BEOLFa V74 bL—ALOA—RHEIRETHIHEIE. 1 D2OOAX Y RTHED /
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&V
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vserver security trace trace-result delete -node node name -vserver
vserver name *

° -node node_name &, HIRT2/N—I v a> L=V TARYEDRRELIEITRE/—RD
ZEITY,

° -vserver vserver name |3, HIFRTEZN—I v 3> L =200y MHELE L #Storage
Virtual Machine (SVM) O%RITY,

tFal)T1 FL—XDERZHIRT D

tFXalU7« bL—ROBRICIK. BRDEFFAIFIIHESSNERAINREINE T, H
HCIE. PO ERDFATFIFESTINERE. PO XFT EIFETINLET
T AF v IVBRBADGFZEAEOEIERNRTEINT T, COBRZERAL
T 772 a3 DA ENCBRE ISR ECNGD >t EBRZFECE T,

TaR A1 TE T ILXDFFRD U X MCET 3 1B5HRZRET S

TXal)T4 bL—ROBRICKRTRTEZI/RIATETIINZDOFEHED ) A ME. DR ZaT7ILR—J THE
SR TCEF XY vserver security trace trace-result show ANV RZETLET

DOEAF%ERLET Reason DT 4 —ILE Allow FERX1 S
i, OESAFIZRLEYT Reason D ML —ABEROJICKRRINZ T —ILR 2allow FEREX1 T !

Access 1s allowed because SMB implicit permission grants requested
access while opening existing file or directory.
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Access 1s allowed because NFS implicit permission grants requested
access while opening existing file or directory.

DHEABZRLET Reason DT 4 —JLK Allow fEREZA
RIS, OESAFZTRLET Reason D ML —RFROTICKTREIND T« —ILK Deny FE&RX1 TS

Access 1s denied. The requested permissions are not granted by the
ACE while checking for child-delete access on the parent.

OEAF%ERLET Filter details 714 —JLK

T, ODHEABIZRLET Filter details FL—XEROTDT v —IL R, TaIEREZEIT—RTBZ T 7
AILR T AINEADEIATNTVBRI T 7AIL AT LOENBEX 2 T EADRRTIEINE T,

Security Style: MIXED and ACL

EMNEHROSRET
SMBYZ A7 708X ETAMLIEHE. SMBOSELREKREZIToT=D. SANT7 Y
TREEMLIEDTEZX T, NFSOUSA TR ETRAMLIZHE. NFSDE
EBAEREZITo>D. SANT7I7ERXRZEMLIEDTEXY, 7OINTIEANET
L7=5. SVMDIL— R a—LEFRETIHNEHLNHD X,
SMBD&EE
SMB7 7 RICDVWTEHICELLERETSICIE. oA REFERALE Y,

* "SMBOEE"

SMBZ7ORJINEERB L7 7AIINT IR ZRESLIVEEBT B AHEICDOWVWTEHBLE T,

"Xy NPV TTUZHILLAR— bk 4191 . [ Best Practices Guide for clustered Data ONTAP 8.2
Windows File Services J "

SMB ME AR Z DD Windows 7 71 )L —E X DOREEEDOHIZEICANZ. ONTAP |[CRE T AHRFIFLE
AR ST a—F4 VI BREZBNLTUVET,

"Xy STV TTOZAILR— 3740 : [ SMB 2 Next-Generation CIFS Protocol in Data ONTAP J "

SMB 2 OHEEICDWVW T, FREICET 35 ONTAP TOREICET 3 BEREZMBNLTUVET,

NFS1&RL
NFS 77 RICDWTEHICFHFLLLERET DICIF. UTZEFEAHALE S,
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