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in learning-mode]ICYID & X £,

3. BEHARIAKR T LT=5. ARPET7 I T4 JE—RICYIDEZ £,
ONTAP 9.13. 1A% Tld. ARPICK » THRELAFHEMBREHIBENICRESIN. X1
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9,

b. [Volumes]iIED*4% 7 T. [Anti-ransomware]R v 27 X T[Switch * to active mode]% 2R L

o

4. 7;R1) 2 — LDARPIREEIZ. * Anti-ransomware *7Rw U A CHERTE £ 9
ITARTDRY 2—LDARPRT—R A% RRT BICIE. * Volumes R4 > T Show/Hide %3&ER L.
Anti-ransomware *X 7T —H IANF T v I TN TWVWBR e =EELF T,

CLI OfERA
BF7ZDRY) 2a— L TARPEZBEMICLET
1. BFEOR)2a—LEZZEELT. FEE—R TSV LTI THEOREZEICLET,

security anti-ransomware volume dry-run -volume vol name -vserver Svm name

ZERALTS VY LAV I 7REEEBMNMCTBZDCECHTEXY volume modify AV REERITLE
¥

volume modify -volume vol name -vserver svm name -anti-ransomware-state
dry-run

ONTAP 913 1MBEICT v FU L — R LIEBRIF. 7T« TREANOEEHNEHNICITOND &S
I TEATTATS—Z0 DA x—TIIICBRD FT, COEZBENICEMNICLBEWVEEIE. BE
EFFTENTVWEZITARTOR) 2a—LTSYMLRIILDREZZELET,

vserver modify svm name -anti-ransomware-auto-switch-from-learning-to
—enabled false

2. ZPHEARART LS. RER) 2a—LEZBLTT7IT4TE—RICUIDEZFT (F-HEMIC
ThNTULEWLES) o

security anti-ransomware volume enable -volume vol name -vserver svm name

volume modify AY Y FZFERALT. 79714 7E—RICUIDBERZZEHTEET,

volume modify -volume vol name -vserver svm name -anti-ransomware-state



active
3. R a—LDARPREEZREEEL £,

security anti-ransomware volume show

HLWRY 2—LTARPEEMICLET

1. 7=2%270E23a=>J 930010 I LT T7HRZEMILIEFHLVARY a—LEERT
3o

volume create -volume vol name -vserver svm name —-aggregate aggr name -size
nn -anti-ransomware-state dry-run -junction-path /path name
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vserver modify svm name -anti-ransomware-auto-switch-from-learning-to
-enabled false
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security anti-ransomware volume enable -volume vol name -vserver Svm_name
volume modify AY > RZFERALT. 79747 E—RICUIDBZZZELHTEET,

volume modify -volume vol name -vserver svm name -anti-ransomware-state
active
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security anti-ransomware volume show
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BRICEDEEA. FiEZE CHERLIEIVWEEZDORY) 2 — LTARPEAERICLET,
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—anti-ransomware-auto-switch-minimum-incoming-data-percent
—anti-ransomware-auto-switch-duration-without-new-file-extension
—anti-ransomware-auto-switch-minimum-learning-period
—anti-ransomware-auto-switch-minimum-file-count

—anti-ransomware-auto-switch-minimum-file-extension
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CLI OfEFA
1. BEDOSVMEZELT. HHLWARY 2a—LTT 7+ TARPEEMICL X3,

vserver modify -vserver svm name -anti-ransomware-default-volume-state dry-
run
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vserver create -vserver svm name -anti-ransomware-default-volume-state dry-
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CLI OfER
1. /R 2— LDOARPZ—EHEIEL £,
security anti-ransomware volume pause -vserver svm name -volume vol name

2. NIBEBRATZICIE. EFERALEXY resume NTA—4

security anti-ransomware volume resume -vserver svm name -volume vol name

ONTAP 9.13. 1A% Tld. MAVZ{ER L CTARPEREXREL TLWRIBE. —RHEIEREICE > T, 1A
FOEMBBEDERZEBI3LDICKROSNF T, MAVESEY )L —JICEAEMITSENTWVWEZITARTOE
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MAVZFERL TWT. FEINTLS—EEIHZETEMOERENUNBERIZEIX. EMAVY )L — TEER
ERTOMIBEITVET,

1. BERzRTLFT,
security multi-admin-verify request show
2 VIR AR LET,

security multi-admin-verify request approve -index[number returned from
show request]

BBOTIN—TEREICRTINEIE. R a—LHETEIN. ARPOREN—BHEILLETNIZ %
~LET.

MAVZERL TWT. MAVYIIL—TERETH D561, —RELREEREIESETEET,

security multi-admin-verify request veto -index[number returned from show
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Autonomous Ransomware Protection (ARP ; BREE S VH LU T 7XER) BAS—=2JE—RDZE. K
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ONTAP 9.10.1Tld. ROMAHDRANMEHINSD . ARPIFEFZRITLET,
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ONTAP 9.14 1L FETlE. ARPHIFILWI 7 A IIUILRFZER LI E. BLUVARPHRFv o gy b
LI SICTS—hERETTET, FMOVTIE. ZBBL TL IV [modify-alerts]

BEDORY2—LPT—20—RTld. ERIBENSA—EIHBBETY, -2 ziE . ARPHIGR) 2 —LT
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1. BEORERENIA—2ZRRLET,

security anti-ransomware volume attack-detection-parameters show -vserver
svm name -volume volume name
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security anti-ransomware volume attack-detection-parameters show
-vserver vsl -volume voll
Vserver Name : vsl
Volume Name : voll
Is Detection Based on High Entropy Data Rate? : true

Is Detection Based on Never Seen before File Extension? : true
Is Detection Based on File Create Rate? : true

Is Detection Based on File Rename Rate? : true

Is Detection Based on File Delete Rate? : true

Is Detection Relaxing Popular File Extensions? : true

High Entropy Data Surge Notify Percentage : 100
File Create Rate Surge Notify Percentage : 100
File Rename Rate Surge Notify Percentage : 100
File Delete Rate Surge Notify Percentage : 100
Never Seen before File Extensions Count Notify Threshold : 20
Never Seen before File Extensions Duration in Hour : 24

2. RARINTWVWB T —ILRIFTIART, T—ILBFIEBBETEETEE T, 71— ILRZEFTBIC
|¥. security anti-ransomware volume attack-detection-parameters modify ANV RZ%Z

RITLET

NIA=BDRLBI A MIDVWTIE, ZBBLTREL, "ONTAP OV R T 7 L2 2R"%
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ARPIE. 70 T4 7E—RTHERENIXA—ZDOR—IXZA MEDZEZ ML E T, 1ERDODDOT—0 £
TIEFHLVWHEDH-ETHEZ T —2COVWTNDADR) 2a—LT7 T4 ETA DY —2CZH-o>TVBIBEEIF. £
NeZEe L THRETIVEDDHDET, CNESDRBE2LREE LTFHTHRET 5 Z CiE. ARPOE R
DOEEZALEEZDICRIEET,

1RO DRIBEZRET S
1. BEMIORRTIERRD O —I D HEEL TLT. ARPTIEBROKR THRKD T —JZ2HRET 35513,
J—J0—-FOEEL S -2 UTLET,

security anti-ransomware volume workload-behavior clear-surge -vserver
svm_name -volume volume name

R—RS5A I —JDEE
1 RESNH—CEBEDT TV —2a VvHEE BRIMENH I BEIE. T—2RELTR—XS
A —EEEELET,

security anti-ransomware volume workload-behavior update-baseline-from-surge
-vserver svm name -volume volume name
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ARP7 5 — FDERTE

ONTAP 9.14. 1L Tld. ARPT2DDARPARY rDT7S5— hZIEETEZXT,

c AR a—LEDOHFLWT 71 IIILEEFOBRE

* ARPXF+vw > 3w DIER

NE2DDARY DT S—ME & ORY 2a—LFHEIFSVMEEICH L THRETEET, SYMTT S
—rEBWMILIEGE. 77— FOERTEIFEMCLIEH EIERINTZR) 2a—LICOABESNE T, T7
FILETIE. 72— FMEEDR) a—LTHEMICE>TULEH AL

ARV ETT—hME. VILFEBERIITHETIE T, FMICOVTIX. ZBBLTLLETWV ARPTRE
INFAR) a—L%EFERLETILFEEERL
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System Manager D&

A a—LDT7 77— ~DERE

1L AR)a—LIIBBLET, BREEZEETIHR) a—LEZERISERLET,
2 X274 RTEFRL. IRV X2V T RETERLET,

B FHLWIT 7 AR FIBRHESNE LB LV S UV LTI TR Ty T ay bHBMEREShELTD
To—hEZRETBICIE. SeverityRHLOTOROY AT AZa—%RIRLET, 1RV bE
ERLABVWHSEBRICKREEZZEELE T,

4 REZERLEX T,
SVMO 75— hZRET D
1. [Storage VM]*ICBEN L. REZBMICTISVMZEIRL X T,

2. [ Security* ] RE LD FT. [Anti-ransomware*|h— REZELET, BRI DA T3> : ki,
DHLADIT7ARYNDEREXRELE T,

S HLWI FAIIERFAIBRESNE LIS LIUVS VT LI TRy T3y bAMERENE LD
75— hERIETBICIE. SeverityRELDOTDO ROy TH I A a—ZFRLET, IRV %Z
ERLBVDSBIICEREZEELE T,

4 REZHERLEI,

CLI OfEFA
R)a—LDT7S5— DOHRE
CHLOWI 7 ILRFICT S— M ERET BICIE. ROFIEEERITLET,

security anti-ransomware volume event-log modify -vserver svm name -is
-enabled-on-new-file-extension-seen true

* ARPRXFw > ay hOIERICEET B3 75— hEHRETRICIE. XOFIEEERITLET,

security anti-ransomware volume event-log modify -vserver svm name -is
-enabled-on-snapshot-copy-creation true

s ZEFA L TREZHIRLEY, anti-ransomware volume event-log show AY¥ Y R%ZEZEITL
X7

SVMD7 35—~ Z2RET S
CHFHLWI FAIUERFICT 5 — b ZRET BICIE. ROFIEZRITLE T,

security anti-ransomware vserver event-log modify -vserver svm name -is
-enabled-on-new-file-extension-seen true

* ARPRFTw I3y hOERICEETZ 75— hERETDICIE. ROFIEZERTLET,

security anti-ransomware vserver event-log modify -vserver svm name -is
-enabled-on-snapshot-copy-creation true

s ZFEALTHREZHIEZLE I, security anti-ransomware vserver event-log show OV
YREERITLET
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* "Autonomous Ransomware Protection Attacks ¥ Autonomous Ransomware Protection® X+ 3w k
ICDWTIBfR G "

BREENICXINT Do

Autonomous Ransomware Protection (ARP) 3. RiESNT=AR) 2 —LTEBRT I T
1 ET%xBETREe. EEEXZRITLET, BMZFHMELT. 7O T70 ET o HFES
N, JITANAENE SH. FRISHENEITHENE SHEHIMTIHNELRHD £,

CDRAZICDWVWT

ARPIZ. BT—2IrhOE—. T—RBESICLBEERR)2a—LT7IT1ET1. BLUEERT 741
IR FOHEAEOEZRETHE. BOLWI7MIILDI R M ERRLET,

ZBEDRITINDE. KD 2 DOAEOVWITNDOTI7AINTITAETAICR—0%[FIFBZICL2T
ETEET,

* BRRH
BESNLTI7AIINEA 737 —o0—-RIZBEEThTWVWS O, ERLTHEVLEEA
*C SUB LY THEDRREN

BESNLT7AINEZATIE. 7—70-FRATTFHREDBDODOTHD . WEBDAREM L L THRSUEDL H
D&Y,

550550, BHAZEHMLTIVT IR, BEOEZX) VIHNBRAINE T ARPIF. BRGHEICFT
iz L. FLWI 721 TTOTZ2EHL T FHRODWICERL T T,

KEOEVHDHBHEE. BHNESUTTBHIC. WETHZDESHERREL. WETH BTN
L. BRESNLT—2EETTIRENBDET. "T2F LY T TRENSEIET 5 HEDFEE JE <
I

()  AUa—L26EURTLERE. 2UTTHENEBD EA.

ERZFIRY BHIC
*ARPIZ7 I T4 TE-RTRITSNTLVBLEDHD FT,

18


https://kb.netapp.com/onprem/ontap/da/NAS/Understanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot
https://kb.netapp.com/onprem/ontap/da/NAS/Understanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot
https://kb.netapp.com/onprem/ontap/da/NAS/Understanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot
https://kb.netapp.com/onprem/ontap/da/NAS/Understanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot
https://kb.netapp.com/onprem/ontap/da/NAS/Understanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot
https://kb.netapp.com/onprem/ontap/da/NAS/Understanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot
https://kb.netapp.com/onprem/ontap/da/NAS/Understanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot
https://kb.netapp.com/onprem/ontap/da/NAS/Understanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot
https://kb.netapp.com/onprem/ontap/da/NAS/Understanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot
https://kb.netapp.com/onprem/ontap/da/NAS/Understanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot
https://kb.netapp.com/onprem/ontap/da/NAS/Understanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot
https://kb.netapp.com/onprem/ontap/da/NAS/Understanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot
https://kb.netapp.com/onprem/ontap/da/NAS/Understanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot
https://kb.netapp.com/onprem/ontap/da/NAS/Understanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot
https://kb.netapp.com/onprem/ontap/da/NAS/Understanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot
https://kb.netapp.com/onprem/ontap/da/NAS/Understanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot
https://kb.netapp.com/onprem/ontap/da/NAS/Understanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot
https://kb.netapp.com/onprem/ontap/da/NAS/Understanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot
https://kb.netapp.com/onprem/ontap/da/NAS/Understanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot
https://kb.netapp.com/onprem/ontap/da/NAS/Understanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot
https://kb.netapp.com/onprem/ontap/da/NAS/Understanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot
https://kb.netapp.com/onprem/ontap/da/NAS/Understanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot
https://kb.netapp.com/onprem/ontap/da/NAS/Understanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot
https://kb.netapp.com/onprem/ontap/da/NAS/Understanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot
https://kb.netapp.com/onprem/ontap/da/NAS/Understanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot
https://kb.netapp.com/onprem/ontap/da/NAS/Understanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot
https://kb.netapp.com/onprem/ontap/da/NAS/Understanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot
https://kb.netapp.com/onprem/ontap/da/NAS/Understanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot
https://kb.netapp.com/onprem/ontap/da/NAS/Understanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot
https://kb.netapp.com/onprem/ontap/da/NAS/Understanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot
https://kb.netapp.com/onprem/ontap/da/NAS/Understanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot
https://kb.netapp.com/onprem/ontap/da/NAS/Understanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot
https://kb.netapp.com/onprem/ontap/da/NAS/Understanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot
https://kb.netapp.com/onprem/ontap/da/NAS/Understanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot
https://kb.netapp.com/onprem/ontap/da/NAS/Understanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot
https://kb.netapp.com/onprem/ontap/da/NAS/Understanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot
https://kb.netapp.com/onprem/ontap/da/NAS/Understanding_Autonomous_Ransomware_Protection_attacks_and_the_Autonomous_Ransomware_Protection_snapshot

Bl 4. FIE

System Manager D&

1. TRERT7IVT1ET 1) BHMRRTINGES, U>o% Iy I §Bh. [RUa—LPEEDt
FallrqPR2TICBHLET,

34

FIFAZ 2 —DBEPRA VICRTREINE T,

2. T Detected Abnormal volume activity (BER) 2 —LT7 VT4 ETADIERHE) | tWSXvtE—
MRERRINTEE. BHLWI 7ML ZHERELET,

HTT [BOLWI 7 AIILOBEORT ZERLE T,

B [BOLWI7TILOBE* 1414 7AJRYIRAT. E7 71 IILOEEZFANRT. T False Positive
1 F7=1% T Potential Ransomware Attack ] £ L T~<¥—27 L F 9,

EIRL 1B pOplyabs
RS [Update]*# & T [Clear Suspect File Types]*#:#iIR L T. REZCERL. B

DARPEZZ U > TZBRLE Y,

ONTAP 9.13. 1A Tld. MAVZ{ER L TARPEREZREL T
W3IBA. clear-suspectZ{EIC K 2T TAULDENEEE

(D) oERe@83&5ICROENET, "TATOEREN SAR
£ BUBEN DD E T MAVERY L — 7 ICEERF 5N T
LB, BIEDEML E T

BENRBS Y LT RBICHGEL. RESNIT—2E2ETLE T, KIC. *Update HL UV
wE Clear Suspect File Types *Z &R L T. REZGLERL. BEDARPE=ZX
YOEBELET, [+]
R)a—L2EZz ) AT LEEHBE. JUT7EN38HLWI 71ILEZALT
FEELEFE A

CLI OfEH
1L SV LI THREORVWH H 25813 HBORMEEREZHRL 7,

security anti-ransomware volume show -vserver svm name -volume vol name

76

Vserver Name: vsO0

Volume Name: voll

State: enabled

Attack Probability: moderate
Attack Timeline: 9/14/2021 01:03:23
Number of Attacks: 1

EMS Xyt —CUZHEBITHCHTEEY,
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event log show -message—-name callhome.arw.activity.seen

2 WBLR—bZzEFRL. BHEEXELFT,

security anti-ransomware volume attack generate-report -volume vol name
-dest-path file location/

B

Report "report file vs0 voll 14-09-2021 01-21-08" available at path
"vs0:voll/"

S BEBIZATY N RTLDOLR—bZRRLEFT, fl:

[root@rhel8 mnt]# cat report file vs0 voll 14-09-2021 01-21-08

19 "9/14/2021 01:03:23" test dir 1/test file 1.jpg.lckd
20 "9/14/2021 01:03:46" test dir 2/test file 2.jpg.lckd
21 "9/14/2021 01:03:46"  test dir 3/test file 3.png.lckd’

771 IIIEEFOTMICEIVT. ROWTNHADIRIEERITLET,

RDAR Y R AFL TREZFER L PRI S NITHRRF D ) X M SH L WRRFZEM L Ty
BEDOZ YLV THROEREZBRAL T,

anti-ransomware volume attack clear-suspect -vserver svm name -volume
vol name [extension identifiers] -false-positive true

YEERMEREZ BRI T B ICIE. RDOWVWITNDADNTA—R2EZFEHALET,

[-seg-no integer] %ET)LL\UZH*_I@7 AINDT—4 > RES,

[-extension text, .. 7 1 IVILRF

[-start-time date tlme —end time date time]l JHEINS 7 71 ILEEDRFHBEZL &
KTEZ, F2xid TMM/DD/YYYY HH:MM:SS] T35

o SUY LD T TIREBOAREM

WEIZIEL "ARPICE > THER NN IO Ty T RFy Foay ks Tr—2%21) ANDU L
9" T=AHUANDINE. ROOAIY Y REZ AN L TRESERX SR L. BEDARPE
=) =BRALEY,

anti-ransomware volume attack clear-suspect -vserver svm name -volume
vol name [extension identifiers] -false-positive false

ILRMEE T R T B ICIE. MOVWTNHADNS A —REFEALET,

[-seg-no integer] Eﬁb L/L\UZ FROT771ILDO—r >V RBES

[-extension text, .. 7 1 IVILRF

[-start-time date tlme —end time date time]l JHETIND 7 71 I)LEE DB
KT, F2xXid TMM/DD/YYYY HH:MM:SS) T

R a—LeEZ2)ART7 LSRG J)7ENB3RDOLVWI 71ILEA FI3FEELEEA. ARPIC



FOoTERSINTENY I Ty FRFy I gy bHEIBREN. HELAR— DRIV T7EINET,

5. MAVEFREND EZFEHRAL TULBIHE clear-suspect BEICITEBIMDERHNNRETT, IMAVY
IW—TEREISRDZEZTVWET,

a. BREXRTLET,

security multi-admin-verify request show
b. BEDS VT LV T TREEROBRAEREZERL XY,

security multi-admin-verify request approve -index|[number returned from
show request]

REBDVIN—TEREICH T BI0EF. R a—LHEBEIN, RREVEBREINLICEZRLE
ERS

6. MAVEER L TWVWT. MAVYIIL—TESRBETH35E1E. FHOLWIIIXA M EHTIZEHT
FTET,

security multi-admin-verify request veto -index[number returned from show

request]

SHBTEER
*"KB: BEESUYLAVITVHRHRBCBRES VY LVITPHNERRA Ty TS 3y MMIDOWTY,

SOV LUVITREOHEICT 2R LT

FAnti Ransomware Protection (ARP) WEBEMNARKEZEE TS . [Ant
Ransomware Backupl & U5 &&EIDSnapshot AE—HERTNE T, TS5 DARPO
E—FldfBdDSnapshot AIE—HD57—2%2 U XM T7TE £,

CDRRAIICDWT

AR 2 —LIZ SnapMirror BEREARE SN TUVWSIFSIE. Snapshot IE—MS5U X M7 LIchE. T<ICR
Ja—LDITRTDIZ—AE—ZFETLSIT—rLET, LTUT—FLAVWE, Z5—OE—%FEH
TERLAD, HIRBLUBIERMBEICHDZ D HD £,

FE
T —41F. System Manager % 7=IZONTAP CLIZERALTIU XA M7 TEET,
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MEBIZHRLC, COFIEIZEEBTEET,
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a. Storage > Volumes (R kL —2) Z:#ERL Snapshotdw 7 RS 213 LAR]
£9, MDSnapshotAE—H5 1) X k79 3HiIC. ARP

— 51 7 A \ °
b BERL. [EHLLT 7 Las FORTr = 00T TRMENBDET

BERLET FIE2~3ITH > TARPIE —h 55— 8% 1 X b
c. 774J)L% TFalse Positive] £ LT<v—2L 7 L. BLCFIEZ#EDIRL TUFIDSnapshotd
£9, E-DMoUJIN7LET,
d [EFrSLIVEL LW 71ILOEEZ D)
TIEERLET,

2. ;R 2—LADSnapshotAE—%ZRRLE T,
[REL=2P R a—A)%&RL. R 2a—LAY SnapshotIE—*%#IRL £7,
BRI BZA TS ary i zo )y oL, VAN ZREIRLE T,

CLI OfEF

1. ARPOE—H5TIEH <. LAETDSnapshot IE—H 557 —4% 1 X b7 T 3HEEIF. ROFIEER
TLT. YLD 75 EKSnapshotOdy 7 = BRI A3HENHD I, ARPOIE—HNSETTS
BEIF. Qv I EBRRTIMNEIFEL. COFIEIFEBTETET,

ZEALTVWBIBAICOH. HUFIDSnapshot IE—H'5 1 X + 79 ZH1ICAnt-

@ Ransomware SnapLockZ @9 2 WENH D £9 volume snap restore ATFDI
IV R%ERTLET, FlexClone. Single File Snap Restore. F7=I&Z DD AE%:
BRALTT—42ZURNT7I3581F. COEXLIBEDHD FHA.



22T LIRBHIUTE SNIIHE DXILTE

WBZ FREA LU THELRREE L
TY—7JL&FT,

anti-ransomware volume attack clear-
suspect -vserver svm name -volume
vol name [extension identifiers]
-false-positive true

HLERIEEEZ BT B I1CIF. ROWTHHD/INZ
X—RZFEHALET,

[-seg-no integer] &HLWUINRDT 7
AINDY—r >V AES,

[-extension text, .. ] 771 IILEF
[-start-time date time -end-time
date time] JHEINB T 71 ILEEDRMMEF
A& TEZ, AU TMM/DD/YYYY
HH:MM:SS] TTY,

VAT LEENMGESNAD 2158 DXL E

SnapshotOw 7 & fZfr 9 3 I%. LAAT
MDSnapshotAE—H51J X b 79 BHIIC. ARP
AE—DB VAT TRIRELHD £T,

FlE2~3ICfE> CTARPOAE—HDB5T7—2% ) X
7 L. BILCFIEZ#EDIRL TURIDSnapshotd
E—h5UXLT7LET,

2. ;R1) 2 —LA®D Snapshot A —D—EZRRLFJ,

volume snapshot show -vserver SVM -volume volume

ROBIE. DSnapshotIE—%ZRLTWVWET voll :

clusl::> volume snapshot show -vserver vsl -volume voll

Vserver Volume Snapshot State Size Total% Used%

vsl wvoll hourly.2013-01-25 0005 wvalid 224KB 0% 0%
daily.2013-01-25 0010 valid 92KB 0% 0%
hourly.2013-01-25 0105 wvalid 228KB 0% 0%
hourly.2013-01-25 0205 wvalid 236KB 0% 0%
hourly.2013-01-25 0305 wvalid 244KB 0% 0%
hourly.2013-01-25 0405 wvalid 244KB 0% 0%
hourly.2013-01-25 0505 wvalid 244KB 0% 0%

7 entries were displayed.

3. Snapshot AE—H'5R) 2a—LORBEVA T LET,

volume snapshot restore -vserver SVM -volume volume -snapshot snapshot

ROBNF. ODRBZV AT LET voll:
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clusterl::> volume snapshot restore -vserver vsO0 -volume voll
-snapshot daily.2013-01-25 0010

S
*"KB : ONTAPTO S >V H LI T 7REL ) AND"

B&Snapshot IE—DA > a3 >%#ZELET

ONTAP Q.M ALETIE. ZoH LDV 7THEDOERVWAH I GEICBFNICERIN
% Autonomous Ransomware Protection (ARP) SnapshotdE—D# & #®iFEAR % CLI%
FRLTHETEES,

ZEAE/Snapshott 7> 3 >
BE&Snapshot IE—DXRDA T 3V EZEBETET XY,

ARW.SNAP_max#A 7 > k

FEE LIBERIIC1 D DR Y 2 — LRICIFIEAIBEZRARP Snapshot I — DR A ZIEEL X T, LI —
I&. ARP SnapshotJE—DEEA C DIEE L 7-FIFRMICINE 2 L D ICHIBRETNE T,

arw.snap.create.interval.hours

ARP Snapshot A —REDRIMRE (BFR) ZEELEFT. XBORWLWAHAHD . UEICfER SO —DIEE
L7-RifR& D HHWEEIC. FTLL\SnapshotIE—DMERR TN E T,

arw.snap.normal.retain.interval.hours

ARP Snapshot A —%{R®#F9 28R (BFf) ZI_EL X9, ARP SnapshotAE—HD'CDHWLHDIZH D
. CORBBEEISET 3 HICKRFTDIE—K D BHENIIER S NI-DARP Snapshot AE—I(FHIFRE 1
9, COHBL D HHULARP SnapshotAE—I3H D £t Ao

arw.snap.max.retain.interval.days

ARP Snapshot IE—%#RIFTET 2R AHME (HE) ZEELF T, AU a—LATHEHIRESNTLAL
e, IEEL-ER L D HHUVARP Snapshot AE—ISHIFRSINE T,

FREEOBRHNRE TN/-35E. ARP SnapshotD R AFIFRMRIFERINE T, BRDERIIC
() RSN FvyToay M BEARRBIHEI—ISNB ETRBINET. BRHEL
TY—7TN3e. TORY 2a—LEDHDTRTDARP Snapshotb ERRICHIFRETNE T,

arw.snap.create.interval.hours.post.max.count

A1) 2—LIZARP Snapshot AE—DRAKEM T TICEEFNTWVSIHBEIC. ARP SnapshotIE—%ER
ZRMREEBEMTIEELEX T, RAICET S . ARP SnapshotIE—HHIBREN T, FrLLWIE—HA
DAR—ADHEREINE T, COA T2 a3 zFERATS L. #LVARP Snapshot AE—DIEREREZ T1F
T. VWA —%2RFIBZENTEET, R 2—LICARP Snapshot IE—DRAEMN T TICEENT
W3IBEa. COAF T3> THEE LR, arw.snap.create.interval.hours TiE# < . JR[EIDARP
Snapshot A —1ERICEREINE T,

24


https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/Ransomware_prevention_and_recovery_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/Ransomware_prevention_and_recovery_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/Ransomware_prevention_and_recovery_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/Ransomware_prevention_and_recovery_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/Ransomware_prevention_and_recovery_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/Ransomware_prevention_and_recovery_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/Ransomware_prevention_and_recovery_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/Ransomware_prevention_and_recovery_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/Ransomware_prevention_and_recovery_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/Ransomware_prevention_and_recovery_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/Ransomware_prevention_and_recovery_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/Ransomware_prevention_and_recovery_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/Ransomware_prevention_and_recovery_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/Ransomware_prevention_and_recovery_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/Ransomware_prevention_and_recovery_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/Ransomware_prevention_and_recovery_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/Ransomware_prevention_and_recovery_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/Ransomware_prevention_and_recovery_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/Ransomware_prevention_and_recovery_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/Ransomware_prevention_and_recovery_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/Ransomware_prevention_and_recovery_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/Ransomware_prevention_and_recovery_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/Ransomware_prevention_and_recovery_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/Ransomware_prevention_and_recovery_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/Ransomware_prevention_and_recovery_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/Ransomware_prevention_and_recovery_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/Ransomware_prevention_and_recovery_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/Ransomware_prevention_and_recovery_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/Ransomware_prevention_and_recovery_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/Ransomware_prevention_and_recovery_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/Ransomware_prevention_and_recovery_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/Ransomware_prevention_and_recovery_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/Ransomware_prevention_and_recovery_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/Ransomware_prevention_and_recovery_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/Ransomware_prevention_and_recovery_in_ONTAP

arw.surge.snap.interval.days

ARP1—<Snapshot IE— DM (B#) ZBEL XTI, I0OS T v IHREL. REBICERIN
7=ARP SnapshotIE—HY4EE L@l L D HEWVEE. # L ULARP Snapshotth — O —HERR SN &
o CDA T aviE. ARPH—USnapshot I —%#RiF 9 ZH8R (A% HIEELET.

CLIOY > F

EETEZDIE/ —FSVMOF T2 3 U EIFTY,

@ o vserver options AV Y RIFIFERIDIATVRTY, Y2 aTIR—TZRRT DICIE
EANLZET man vserver options ONTAP CLITETLXJ,

IREDARP Snapshot A€ —&EZ TARTKRRT BICIE. RDLSICAHLEFT,

vserver options -vserver svm name arw*

FEIRLZIREDARP Snapshot IE—RREZ KRR T DIcld. RDELSICAALEFT,

vserver options -vserver svm name -option-name arw setting name

ARP Snapshot IE—DFREZEE T BICIE. ROKLSICAHTLET,
vserver options -vserver svm name -option-name arw setting name -option-value
arw_setting value

25



ZFEICET 3B

Copyright © 2024 NetApp, Inc. All Rights Reserved. Printed in the U.S.C D R 2 X > MIBEMEICEK > TR
EEINTVWET, EFREFMEEOEAICK 2FFIAFED HIHEZIRE. BRER. EFEEA. SLUEER
B, BHREE. T—THE EFREI X T LANDHEMAAZ STHEMIEAEL L. WHRBERE LUHEIC
LBEHBBILFT,

Y b7y TDERYHSIRELIY 7 U T7IE. RICRIERAFHERES FURBREOHRERD &
ERS

COVITRUT7IE Xy b7y FICE&oT MBRROFTF RESNATVE T, *v b7 v FIZATHERER
A X3E@MES LOREBNICN T 2 EEMEORTRNRIEZ S 2 CNURESNBVVLDRBEETR
NBRFRIEDITVEEA. R b7 v 7id. ABRILIIABY —EXOFEE. EBFEE. 7 —XEXR. FIRE
K. EHFFPHzEH. DOINURESNGL. SOV I MT T T7DERICEDE LT IRNTOEENEE.
BENIEE. BRVIEE. KRS, BEEE. KANBEZEOREICH L T, HROFEEDEREMENEN S
NTWcE LTH, TOEEER. RULE T35EH. ZHNOBE. BEREE. FETR BRFLIZEST
BWEEZE0) IChH 5T —TI0oEEZEVEEA,

XY R Ty TiE. CTICEHEHINTULERIRTOERICNTI2EEZMER. FELITSENEZRBLED,
FZY R TPy FICEBZERHNLBEBCLZEENDHZHEZRT. CICRBEITNTLVBRBDERICEDEL
BPEESLUVEHICH LT, my b7y TIdEEEEVEFEA. CORRBOERFIZEBAIRX. v b7y
DYSEFHE. BOIEME. FT-I3MORKNFRABIEICE DK StV ADHErIZABEINEE A,

CORZaTILCEEHINTUVBRERIE. 1 DU LEDOXKERE. ZOMOEORFF. BLUOEBROFEFICK
STHREINTWVWIEELHD £,

MEFOFIRICOWVWT | BAFIC K A, EH. FxRld. DFARS 252.227-7013 (2014%28) &KL UFAR
5252.227-19 (20074E12H) DRIights in Technical Data -Noncommercial ltems (17 —% - JEFEARE ICES
T BEEF) FED(b)3)E. ICHESNIHFIRMNMBERAINE T,

AEIIEFNZT—RIIBAERS LV £IFEBEY—EX (FAR2101DERICEDL) ICBERL. T—
R DFFEMEIINetApp, InclCHD F£F, AZNICEIIREINZ IRTORY b Ty TOEMT—2E LV
AYEa—&2YI7boz7id. BEENTHD. WEOATHEINLDDTY ., KEBMFIEERT—2ICH
L. FHEHDIOBES LIV TS AR T, 2HREXNRE T3 E L ARBEDFHIRT S EREES
L. KT =2 OREORIE 22 - o KEBAFZOICEZEL. YW OEMIT L T3H8ICOAERT -2 % E
BTEXY, ALDIBEZRET. NetApp, INcC.OEMEICLBZHFAIZER/ICEDI B, KTF—2%=FEA. B
T BnEy. BT BIEHD. EEFRIIBRIZZCIITEEFHA. EFRAEICHD D KEBAAD T —XERME
ICDWTId. DFARS 252.227-7015(b)3& (20144%F28) TEDH SN MEFDAHNEBHSNE T,

EIRICE T 5 15%k

NetApp. NetApp® O I\ http://www.netapp.com/TMIZEEEH SN TULB Y —2I&. NetApp, Inc.DFEIETY, £
DDEHHEERLIE. ENEFAEITIEHOBIZTHIHENHD FT,

26


http://www.netapp.com/TM

	ランサムウェアからデータを保護 : ONTAP 9
	目次
	ランサムウェアからデータを保護
	Autonomous Ransomware Protection Overview
	自動ランサムウェア対策による保護のユースケースと考慮事項
	自動ランサムウェア対策を有効化
	新規ボリュームでのAutonomous Ransomware Protectionのデフォルト設定の有効化
	Autonomous Ransomware Protectionを一時停止して、ワークロードイベントを分析対象から除外します
	自律型ランサムウェア対策攻撃検出パラメータの管理
	異常な活動に対応する。
	ランサムウェア攻撃のあとにデータをリストア
	自動Snapshotコピーのオプションを変更します


