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* ONTAP 9.12. 1L Tl&. FIDO2 (Fast Identity Online) Z7zI&PIV (Personal Identity Verification) SRsEAZ
#&EFEHALT. SSHY 541 7 > EMFAICYubikey/\— R = 7EREET /N1 A= FERTET X7,

SSHFAfR Y 21— NI T — REFHET 3MFAOEML

ONTAP 93L&, 75 X AEBEIE. SSHARRE I—% NXAT—RFRZEALTMFATA 1> 935 & 51
A=A I—H TFHAIVFERETEET,

1. O=A) 21— 7ATY IR LT. SSHARRE 1—HNIXT— REERATBZMFAZEMLL X T,

security login create -vserver <svm name> -user-or-group-name
<user name> -application ssh -authentication-method <password|publickey>
-role admin -second-authentication-method <password|publickey>

ROIAY Y KT, FRIEHRINT: "admin'O—)L%ZEFD SVM BIEE 7 HDU > b "admin2'H' SSH NF+
—1—H4—NRT—RO\EAEZFEAL T SVMengbatallcAT 1 VT IMRERHD FT .

cluster-1::> security login create -vserver engDatal -user-or-group-name
admin2?2 -application ssh -authentication-method publickey -role admin
-second-authentication-method password

Please enter a password for user 'admin2':

Please enter it again:

Warning: To use public-key authentication, you must create a public key
for user "admin2".

‘security login create MFFMICDWTIE. link:https://docs.netapp.com/us-
en/ontap- cli/security—login—create .html["ONTAPONY VKR UT77L >R
"M ECELCRES

TOTP% ERE Y Z2MFADEMNL

ONTAP 913 1L ETIE. O—ANI—HFICSSHRMBE X /IFA—FNRAT—REFERIR—ZDT > 21 LN
27—RK (TOTP) OMmA%FEHAL TEESVME/IZT—ESYMICOJ 1 V3% BRIBIET. £F
AT %ZBETEET, 7HUY FTTOTPZEBR LIEMFALRBMICHE > 1=, O—HILA—HIXRELTT
T9A3NCOTAVTBRHRELRHDET,

TOTPIE. IREDERZFEAL TIVAALNAT—REERKTZIEa2a—% 7IIJd)XLTY, TOTP
&, HISSHAMRBE/IZI—H NRT—RICHESE20R AR LTERLET,

HIRY B HIIC
NEDRRIERTTRICIE. ANL—CBBETHINELHD £,

FIiE
BIDFRAEARICI—H NZAT— R £/IESSHAREZFERA L. F205 5 ARICTOTPZERET 3L 5
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ICMFAZERETE X9,



d—% /)NXAT— R ETOTPZ{ER T 3MFAOB ML
1. A—H 7HOMIRLT, 22— XX —REeTOTPEERT3ZERRIIE=EMELLF T,

WRI-—T—Tho Y DIFE

security login create -vserver <svm name> -user-or-group-name
<user or group name> -application ssh -authentication-method
password -second-authentication-method totp -role <role> -comment

<comment>

BEOI-——-7hor hDiGE

security login modify -vserver <svm name> -user-or-group-name
<user or group name> -application ssh -authentication-method
password -second-authentication-method totp -role <role> -comment

<comment>
2. TOTPZERT AMFALEMICE > TWVWBS L /R LE T,

security login show

SSHR#E X TOTP% ERA T Z2MFADERNL
1. SSHARBE X TOTPA2EHE T 3T BRI EAMEL X,

WRA-—T—Tho Y DIFE

security login create -vserver <svm name> -user-or-group-name
<user or group name> -application ssh -authentication-method
publickey -second-authentication-method totp -role <role> -comment

<comment>

BEOI-—-7hor hDiGE

security login modify -vserver <svm name> -user-or-group-name
<user or group name> -application ssh -authentication-method
publickey -second-authentication-method totp -role <role> -comment

<comment>



‘security login modify’

DEFMICDWVWTIE. link:https://docs.netapp.com/us-en/ontap-
cli/security-login-modify.html ["ONTAPOAN K UT77L 22X
" ERBRBRLTIZEV

2. TOTPZEFEATAMFARNEMNICHR > TVWBR e E#HEELE T,

security login show

‘security login show DFFMICDWTIE. link:https://docs.netapp.com/us-
en/ontap-cli/security-login-show.html ["ONTAPOAN K UT77L VX
"MEBRLTCESWL

R TRDIRE

* BEEET NI Y MIRRABELSEEMIOSNTVRWESE. 7HT Y hHSVMICT It X T EIICEEM T
TELRBEDNBD T,

"d—4 THYY CADNREEOBEEN T
cO—Alla—¥hrOd1> L. TOTPEZERT AMFADREZT T §A3HVELHD X7,

"O—A)L I—H 7HI > FTOTOTPE{EERE T 3MFADRE"

REE IR
* "ONTAP 9 ICH T 22 EREZEE (TR-4647) "
* "ONTAPOY YR UZTZ7LYR"

TOTPZEALEMFABDO—AJLONTAPI—H—7Ho Y 21T 3

ONTAP 9.13. 1L % Tld. BER—XDT VA1 L/IXZAT—F (TOTP) %#FERALZE
FEEE (MFA) CTA—Y%—7hHOYV 2R/ ETETET,

IR Y B HIIC

* AML=UEEER - -—TAU Y FO2EBDREEAEAL LT TOTPTMFAZENICT 2" 28R ET
BRENBD XTI,

CA—H FAYY FOEIORAARXN. I—H INAT— RF/IZSSHABRTHAIBELH D £,
* AT —bF T AVICTOTP7 P %#FT"EL. TOTPY—2L v bk —Z{ER L TELKHMELRHD £,

Microsoft Authenticator. Google Authenticator / GoogleFREE> X 7 L. AuthyZ: & OTOTPE#EERAEI— K
P R—bETNTVET,

FIE
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1. BEOREAETCI—Y 7AO > MIOdA Y LET,
WEDSREAZEIZ. I—Y NRXT—REIISSHAREBTHZIHRELHD £,

2. 7HYIY MCTOTPEREZER LTI,

security login totp create -vserver "<svm name>" -username
"<account username >"

3. 7HUY K TTOTPRENBEMICE>TUVWS L ZHRLE T,

security login totp show -vserver "<svm name>" -username
"<account username>"

REEISER
*"vxal)F4 054> TOTP {ERX"

* "security login totp show"

ONTAPA—H'—7AHT > FOTOTPMEREEX—%2 v bLET

THOO DX T4 2R TRHIC. TOTPY—2Lw b F—HEEI N
D, F—ZMkLIHBE. BEOF—ZEPICLTHRLVWS—IL Yy b F—%EMT S
MEHLRHD XY,

F—RBREFOTOTPOU LY +

TOTPY =27 L v b F—HMEEENIABISHES T I LR TET 356, BESNIF—ZHIRLTHLLF
—Z{ERTEE T,

13— NZXT— R ELIISSHARBE . RESNLTOTPY—U Ly b F—%2@EALT. 2% 7HY
Yhcag1 > LET,
2. BESINLTOTPL—U Ly b £—ZHIRLET,

security login totp delete -vserver <svm name> -username
<account username>

3. FHLWTOTPY—2 Ly b F—%{ERRL X3,

security login totp create -vserver <svm name> -username
<account username>

4 7HOY R TTOTPERENBEMCHE > TWBR I e =B LET,
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security login totp show -vserver <svm name> -username

<account username>

*—RBEDOTOTPO U v

TOTP MBF —% Mk L5 EIE. A FL—CBBEIEKLT'F—IEWICAE->TVE"LTLETL, *
—DEPICE ST, RIIDRAEEZFALTOII> L. FILLWTOTP 2R ETET X9,

HIR Y B HIIC

ARL—=UBEEN., TOTPY—2UL vy kN F—2EWNITIHNELNHDEFT, A NL—UBEBETHRVEGS
Id3. ARL—CBBEICT—DEMEERBELTIETL,

FIE

1. AL —UBBENTOTPY—J Ly hZ2EMICLIES. B1OFAAREZFERLTO—AIL THAU Y b
ICaJ14>LFEY,

2. :5LWTOTPY—2 Ly b F—%1ERL £ 9

security login totp create -vserver <svm name> -username

<account username >

3. 7ADY A TTOTPRENBMICHE>TVWB Iz L £,

security login totp show -vserver <svm name> -username

<account username>

REEIER
*"vxal)F4 054> TOTP {ERX"
c"tXxal)Fo 051> TOTP HIBR"

* "security login totp show"
ONTAP—H'—7hHT Y hDTOTPY—J Ly bF—ZEMITS

O—AJL 22— DTime-based One-Time Password (TOTP) >—2 L w bk £—H%kbH
nNeEZald. fhnfcxr—%2 AL —CFEENEDICLTH S, I—FHFHLULTOTP
=Ly bk F—ZERTIHELNDHD XY,

22 EE
CDRRVIE. VS RABEBET NI MDEDAERITTEET,

FE
1. TOTP>—2L v b F—EEMCLEF T,
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‘security login create ' AV Y RZMEHAT S L. Active Directory (
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security login create -vserver
<svm_ name> -user-or-group-name
<user name> -application ssh
—authentication-method publickey -role
<role>
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security login create -vserver
<svm_name> -user-or-group-name

<user name> -application ssh
-—authentication-method domain -second
—authentication-method publickey -role
<role>
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security login modify -vserver

<svm_ name> -user-or-group-name

<user name> -application ssh
-authentication-method domain -second
—authentication-method publickey -role
<role>
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security login create -vserver
<svm_ name> -user—-or-group-name
<user name> -application <application>
—authentication-method domain -role
<role> -comment <comment> [-is-ldap-
fastbind true]
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security login create -vserver
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<user name> -application <application>
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<role> -comment <comment> [-is-ldap-
fastbind true]
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security login modify -user-or-group-name rem usrl -application ssh
—authentication-method nsswitch -role admin -is-ns-switch-group no -second
—authentication-method publickey

FRaE /%13 "publickey’ & L TIEETE. 2 BEHDFEEAZEIE ‘nsswitch E LTEETET X7,
ROBITIIMFASREEZBINICL TWVWE T,
cluster-1::*> security login modify -user-or-group-name rem usr2

-application ssh -authentication-method nsswitch -vserver
cluster-1 -second-authentication-method publickey"
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