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SSHARRC - /NI —RZEBL CMFAZBMICLET

ONTAP 9.3LUfETId. 75 RXEBENSSHRAMBE I —HFNIT—RZERAL TMFAZERLTOY 1>
I3OOO0—NINI—FTHI Y b ZRETETET,

1. O—AILIA—HTFHIY N TSSHABERYr I—H/NXT— REFEHL TMFAZEMICLE T,

security login create -vserver <svm name> -user-or-group-name
<user name> -application ssh -authentication-method <password|publickey>
-role admin -second-authentication-method <password|publickey>

ROATY REFETITBICIE. SYMBIBE T AT Y FHRETY adnin2 ZERAL X T admin SVMICO
JA4 0§38 DO—)lengbatal SSHARBEEI—HYNIAT—ROmAZFEAL T. XOFIEZEITL
x99,

cluster-1::> security login create -vserver engDatal -user-or-group-name
admin2 -application ssh -authentication-method publickey -role admin
-second-authentication-method password

Please enter a password for user 'admin2':

Please enter it again:

Warning: To use public-key authentication, you must create a public key
for user "admin2".

TOTP TMFAZB®ICT 3

ONTAP 9.13. 1L f# Tld. SSHAREF /I —H/NNX T — REBEBR—XDT VA1 LIXZXAT—K (TOTP
) OEAZEFEALTO—AILI—HICBESVME/ZIET —4SVMADOT 1 V&2 BRTZ T, £Fal)
T Bt TEXY, TOTPEZFERALTMFAO 7 AT Y b E2EMICLzHE. O—AhIl1—HFRicOosy1>d
BPRRENHDET "REEZTILETS

TOTPIF. REDKRZFER LTIV RA LNRT—F2ERK T2 I E2—27 )LV XLTY, TOTPZ
EAT3HEIE. BICSSHRAMRBI I - NRT— RICHR<2BEB ORI HICHD £,
ERZFIm Y HIC

CNODRRIZRITITBICE. A NL—CBEBETHIMENRHD FT,

FIE

BAIDREAEL LTA—Y/NRXT— R XTcIFSSHRMREZERA L. 2BBDORAELE L TTOTPZEAL
TMFAZERETEEX T,



dA—H /XA —RETOTPTMFAZERICL ¢
1. A—NRT—RETOTPEERLT. A—H7HYU Y FCRZERFI#EMICLET,

WRA-—T—THho Y DIFE

security login create -vserver <svm name> -user-or-group-name
<user or group name> -application ssh -authentication-method
password -second-authentication-method totp -role <role> -comment

<comment>

BEOI-——-7hor hDiGE

security login modify -vserver <svm name> -user-or-group-name
<user or group name> -application ssh -authentication-method
password -second-authentication-method totp -role <role> -comment

<comment>
2. TOTPZER LIEMFARBMICHR > TWVWB e ZHEREL £,

security login show

SSHRMBE . TOTPZERA L TMFAZERICL XY
1. SSHARBE X TOTPA2EARA LIZBERZIIOI—FT7HhO Y M EEMICLE T,

WRA-—T—Tho Y DIFE

security login create -vserver <svm name> -user-or-group-name
<user or group name> -application ssh -authentication-method
publickey -second-authentication-method totp -role <role> -comment

<comment>

BEOI-—-7hor hDiGE

security login modify -vserver <svm name> -user-or-group-name
<user or group name> -application ssh -authentication-method
publickey -second-authentication-method totp -role <role> -comment

<comment>

2. TOTPZER LIEMFARERICE > TWA L /R L E T,



security login show

FTT#®
* BIEETAHUY MIREREDNEEMITOSNTVAWEERIE. THTY MDA SYMIZT It X 2 HIICE:E
TFTESBELRBD £,
"A—HTHT Y CADARROBEERN T
* TOTPZERLIMFADREZTT T 3ICIE. O—AIL1A—HHOT1>TEI3RENRHDFT,
"TOTPZERAL CMFARDOO—AINI—FT ATV FERELFT"

RE:EIB R
DEFMEHERL TLIETLVV"ONTAP O TOZEZEIEF (TR-4647) ",

TOTPZEAL TMFABDOO—AILA—HT7Ho b ER/ELEFT

ONTAP 9.13. 1L % Tld. BER—XDT VA1 L/IXZAT—FK (TOTP) #FEHALTZE
F£30F (MFA) TA—HY7HO M EKRETETET,

ERZFIm Y BHIC

c ARL—=UBEBENNETY "TOTPTMFAZEMICT 2" A—H—THo Y CD2BBOFREAZEE L
To

s TISAR) AT AT FDEBIAEAEIF. A —FNRT—REHIZRFASSHF —THEIRNELH D
ER

C AN— IV EEETBESICTOTPZ U EFKREL. TOTPY—J Ly b X—%1ERTZHNELHD £
XS

TOTPI&. Google Authenticator’a ¥ DI F XX R S THR—FINTVET,

Fg
1. BEORAECI—Y—7AhAo > MO LET,

WEDRLEAEIF. - NRT— FEIFSSHRAERTHZ3HENHD X9,

2. 7HYY R TTOTPHREZERLE T,

security login totp create -vserver "<svm name>" -username

"<account username >"

3. T7HUY FTTOTPERENBMICH->TWVWESR I ZHESRLE T,
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security login totp show -vserver "<svm name>" -username
"<account username>"

TOTP>—JL v hF—Z2UEy bLET

THAOY rDEF2 )T+ Z2FRETDLDHIC. TOTPY—T Ly bF—HEREINLDHN
KLIEODLISHEEIR. ENZEMCLTHLVLS —TL Y bX—Z1ET 2HEBNHD
9o

F—PMEBEINIIBERTOTPZ U LY FLET

TOTPY—2 Ly hF—HEESNLEICHEDIDIDST T I/ EATEZHEIF. BESINLF—ZHIBRLTHL
L\$_%1/EEE_C3 35—3_0

1 A—HNRT— R EISSSHARR L BESNLTOTPY — Ly b —2@EALTI—HTFHIY bC
ny4>LET.

2. BETINLTOTPY—J Ly b F—ZHIBRLEX T,

security login totp delete -vserver <svm name> -username

<account username>

3. FHLWTOTPY—Z Ly hE—ZERLET,

security login totp create -vserver <svm name> -username
<account username>

4. 7HIY FTTOTPRENBEMICHE>TWBR I e E2EELE T,

security login totp show -vserver <svm name> -username
<account username>

F—EMRLIZESIITOTPZ Y FLET

TOTPY—7 L v bF—DEONIIFEIF. A FL—YUBEEFISICAVEDE T TV S —ZEYICLF
T F—DEMICHR oIS RYIDREAEZEALTAOY 1L, HILLWTOTPZRETE X T,
ER=RIad BH0IC

AL —=UBEENTOTPY—J Ly b —ZEMICTIVELRDHD XTI, XA L—UEEBETADY MHLG
WSS, AML—CBBEISERL T —Z2EMICLTIRE L,

FIE

1. L= BEENTOTPY—U Ly b EEMICLIZS. 754V EZFERALTO—AILT A
orhcOd14>LEY.



2. HLWIOTPY—2o Ly hx—%ERRL X T,

security login totp create -vserver <svm name> -username

<account username >
3. AU Y FTTOTPRENBMICHE>TVS L 2B L £,

security login totp show -vserver <svm name> -username

<account username>

A—AILTAT>Y EDOTOTPY =T Ly b —ZEMLFT

O—AIILA—HFORBIR—IXDT>RA LINZAT—K (TOTP) >—2L v hx—h%bH
NnrEGae. KbhnfkcxF—%z2 A ML —UBEENEMICLTHSIA—FHFLWLTOTPY —
Ly hE—%ERTBIRELNHD £,

CDRRAIICDWT
DRIV VS RARAEEBETHI YV MDEDAERITTEET,

ATv S

1. TOTPY—J Ly b F—ZEMLET,

security login totp delete -vserver "<svm name>" -username

"<account username>"

SSLERRET7Z U Y hZBMICLET

ZERATE XY security login create AV REFEHALT. BEBET7HT VL
MSSLEEARZE = AL TEEXIET —2SVMICT7 V2R TEELDICLET,

CDHERTICDOWVT

CTAHAUYENSYMIZT IR B1ICIE. CABRFEA Y —NTIZIIGREEZ A XA —ILLTE
SRERBHDET,

CAZEREAY—NFAREZEML. 1V F—LT D
CORRIIE PHOY T VR BMCTBHREE5THRITTEXRT,

cOJAYT AUV MIBIDE TR 77 AFEHO—-IILAFBELEEIE. ZEEALTHETO—ILZEMT
F XY security login modify ANVY REERITLET

BEZICAODYTESNTVWEZO—-IILDEE
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security login create -vserver
<svm_ name> -user-or-group-name
<user name> -application ssh
—authentication-method publickey
-role <role>
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security login create -vserver

<svm_ name> -user-or-group-name

<user name> -application ssh
-—authentication-method domain -second
-authentication-method publickey
-role <role>

BEO1I—-H—05s

security login modify -vserver

<svm_ name> -user-or—-group-name

<user name> -application ssh
—authentication-method domain -second
—authentication-method publickey
-role <role>

9.0L4 Bz XA sl

security login create -vserver
<svm_name> -user-or-—-group-name

<user name> -application
<application> -authentication-method
domain -role <role> -comment
<comment> [-is-ldap-fastbind true]
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9.0LAB% FXA> HL
security login create -vserver
<svm_name> -user—-or-group-name
<user name> -application <application>
—authentication-method domain -role
<role> -comment <comment> [-is-ldap-
fastbind true]
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security login create -vserver SVM name -user-or-group-name user name
-application application -authmethod nsswitch -role role -comment comment -is
-ns-switch-group yes|no [-is-ldap-fastbind true]
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RDAR Y FIE. LDAPRTZIINISD I SR ZEBET AU b Z2BMICLEXY guest2 ZHALET
backup BIEESVMIC7 V72X F 378 DO—)lengCluster,

clusterl::>security login create -vserver engCluster -user-or-group-name
guest?2 -application ssh -authmethod nsswitch -role backup
2. LDAP A—HFEIENIS A—HIZXF LT MFAQY 1 > ZBMILF T,
security login modify -user-or-group-name rem usrl -application ssh

—authentication-method nsswitch -role admin -is-ns-switch-group no -second
—authentication-method publickey

SRR AEIFCIBETE X9 publickey BLUV2EBB DR HEZICEREL £9 nsswitcho
ROHITIE MFASREEZBRICL TWVWE T,
cluster-1::*> security login modify -user-or-group-name rem usr2

-application ssh -authentication-method nsswitch -vserver
cluster-1 -second-authentication-method publickey"

TTH
LDAP H—/N\NF7IE NIS H—N\D5 SUMAD T IV EXEZHRELTLWEWESIZ. Z7HATYERSYMICT Y
TRTBENRELTHELHBELRHD £,

LDAP H—NFIENISH—NDT7 IR %=HETD
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