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ontapi, rsh, snmp, service-processor, ssh, . 8K ‘telnet TY,
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ANDT I R%ZEIBICHIRY BIC1d service-processor « AV Y RZEAL system service-
processor ssh add-allowed-addresses &9, AN¥ Y R%Z “system service-processor api-
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D2EBRFBFZFEATE admin publickey £9o AV RDT 1 —JLRICIMA T -authentication
-method security login. EWSHBDFHLWT 1« —JL KD -second-authentication-method B
mEnELle FRIFELTRARARBELIINAT—RZIBETTF XY ~authentication-method -second
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OY 7 hRRINTEEERADITONE T,

[user@host0l ~]$ ssh ontap.netapp.local
Authenticated with partial success.
Password:

clusterl::>
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clusterl::*> security login show -vserver clusterl

Vserver: clusterl

Authentication Acct Is-Nsswitch
User/Group Name Application Method Role Name Locked Group
admin console password admin no no
admin http password admin no no
admin ontapi password admin no no
admin service-processor password admin no no
admin ssh password admin no no
autosupport console password autosupport no no

6 entries were displayed.

TIAIEDOEBET AU FZHIRT S

SO admin THYY MCFEBEOO—LHEID LTSN, TRTOTFUr—>avEEALET IR
AHASTNET,

Fg
1. BOBBELANILTHYY FEERLET,

FTIAINECTHTY FERLICHIBRT 2ICIE adnin . FIOA4 7TV r—2 a3 %2 FERITIDE
BELRNILVTATY FEERTZ2RELHD £ consoleo

CNSOEBEETS v, LF L AVEELRE L ZTEMABDET, Y- 32D
()  €F2U5+c RF-2RHBTZTEMAHZH LVRER. BRT BHICUTIHEE
BIED IS5 22 TF A LTS W,

il

clusterl::*> security login create -user-or-group-name NewAdmin
-application console -authentication-method password -vserver clusterl



clusterl::*> security login show -vserver clusterl

Vserver: clusterl

Authentication Acct Is-
Nsswitch
User/Group Name Application Method Role Name Locked Group
NewAdmin console password admin no no
admin console password admin no no
admin http password admin no no
admin ontapi password admin no no
admin service-processor password admin no no
admin ssh password admin no no
autosupport console password autosupport no no

7 entries were displayed.

2. FLWadmin7 AU Y b EER LS. 7Ho Y b OdA4 V2 FEBLTEDTHIY MADT IR %ET
2 b LET NewAdmino, OV EMHEHAL T NewAdmin 7 7 AL b FEIZUEIOadmin7Ho > b
BLOJA>T7TIr—o3> (o BRE) BERTZESICTHTY M EFREL http ontapi
service-processor 'ssh'£9, CHICK>TT7 I RFHIMIFEINE T,

l

clusterl::*> security login create -vserver clusterl -user-or-group-name
NewAdmin -application ssh -authentication-method password

clusterl::*> security login create -vserver clusterl -user-or-group-name
NewAdmin -application http -authentication-method password

clusterl::*> security login create -vserver clusterl -user-or-group-name
NewAdmin -application ontapi -authentication-method password
clusterl::*> security login create -vserver clusterl -user-or-group-name

NewAdmin -application service-processor -—-authentication-method password

3. IRTOMEEICDODWVWTT R M LTS5, ONTAPH'SHIRT BRIICIARTOT7 S r—> 3> Tadmin7 A Y
VhEEMICLET, COFIET. BiDadmin7H T Y MMCEKET IEENTZR > TLWARVLW EEZREICD
S5S—ERESELET,

clusterl::*> security login lock -vserver clusterl -user-or-group-name
admin -application *

4. FIFAIIL FDadmin7HI Y REEDIANTOIY M EBIRTZICIE. XOOAYY RERTLET,



clusterl::*> security login delete -vserver clusterl -user-or-group-name

admin -application *

clusterl::*> security login show -vserver clusterl

Vserver: clusterl

Nsswitch
User/Group Name

Acct

Locked

NewAdmin
NewAdmin
NewAdmin
NewAdmin
NewAdmin
autosupport

Authentication
Application Method Role Name
console password admin
http password admin
ontapi password admin

service-processor password admin
ssh password admin
console password autosupport

7 entries were displayed.
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ICERTERT7HIYMMEITAIY METTY, 77ERICIE. FHHEIOT Y FEFEHAL “diag systemshell’

9,
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no
no
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no
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diag security login password. 3AI%A/NAT—RERERZFERL. EBHNICNRT—RZZETIHE
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FIE

1. 7HOObDI—HY/NNRT—REHREL diag £95



clusterl::> set -privilege diag

Warning: These diagnostic commands are for use by NetApp personnel only.
Do you want to continue? \{y|n}: y

clusterl::*> systemshell -node node-01
(system node systemshell)
diag@node-01's password:

Warning: The system shell provides access to low-level
diagnostic tools that can cause irreparable damage to
the system if not used properly. Use this environment
only when directed to do so by support personnel.

node-01%

BEEICLIRAENEELETT

ONTAP 9.11.1LAP& Tlk. Multi-Admin Verification (MAV ; ¥ )L FEIRERIE) Z#FERAL
T. A a—L*SnapshotAE—DHIFRAE E DIFEDINIE%R . 15T L I-EIBEDERE
ICDOARTITBENTEEFT, CNUICELD, BESTNLEEEECEREDH ZTIEE.
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MAVDEREIE. IMDABRTHERINE T,

* "D LEDEEEREIIN—THEERLE T, "
 "TILFERERIIEEED B M, "
*L—ILEEBMEFIIEET S, "
VHARER L. MAVESES )L — T OEEE (MAVEIEE) OANCNODER®LTECEIET,
MAVH A Z2—TILDIBE. FRESNT-IRTOEEEZTT I 3ICIE RDIDDATY THRETT,
1. I—HHNIB%REIR T2 . "ERNERINET, "
2. BITT3H1IC. BDERED "MAVEIRE ZEGRTIHNELNHD FT, "

3. BB, A—Y—I3ietEERTLE T,

MAVIZ. BERBEtEZFESAR) 2a—LYT7—270—TIIERALEFEA. BIMLEINZEEZ XV I1E. 1BE%
T IRHNCERBENEETBHDTY, BEMLEMAVZ —EICERT 2155 ENetApp. REDMAVIEIEIC
VTV %RFEHETZcE2EHOLET, e xid. BEMEABERL TLWERWVWRY 2—AICOHMAVIL—)L % iE
HL volume delete. HEDMBRAZFEHBLTENSDAR) 2a—LEIBETTET,

MAVODEHRICDOWTIE. ZBBL T IV "ONTAPD )L FEBEESEFCET A RFa AR,
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OvJ2DBENIE. BEEDOHDIEEEPRLEEINTLVARVWEREN, 77177 UFLEE
H A 1ONTAPS X7 Ls EDSnapshotZHIBR L BEWESICTB I E T,

SnapshotdE—MOw 7 IZONTAP 9.12 1 TEA TN E L7z SnapshotaAE—Ow 7l&. B ABSLESnapshotd
v EBHMEINE T, SnapshotAE—DOw 7IE. SnapLockZ >R AV TFS4A4 7> o0y 7 OHIER
1EHUETFH. SnapLock Compliance*SnapLock Enterprise & [3B32#% D £t A, SnaplLock Enterprise®
KOICEBETETZRA N —UBEEIIFEELE T, Snaplock AV TSA TV ADES ICEBELRIYPIEI ML
— AT THERETZCDHTEEFEA. CDHEEIFZ. SnapshotAE—%ZEAVA ) AT LIZRET 3
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SnapshotIE—OY 7 DFMICDOWVWTIE. ZBERL T "ONTAPD RF 2 X > " <f2E L,

AERAENRN—XDAPI7 V2 AD1y 7w T

REST API % 7= I&NetApp Manageability SDK APIIC & 2ONTAPAD 7 7t A Tld. 21—
HFIDE/NNZXT— REREEORH D IC. FERAENR— XD ZERTIHERDHD F7,

@ )RESTAPch.:EEHi/\ ZDEEFDORODICZFEAL "OAUth20F— 7 > AN—Z2DEEFE

RDOFIEDEHBICKE>T. BCEBRIMHAEEZER L TONTAPICA Y A =L TEXT,
Fig
1. OpenSSLEEAL T, ROOAV Y RERTLUTCAEREEEM L X9,

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout test.key
-out test.pem \> -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=cert user"
Generating a 2048 bit RSA private key

writing new private key to 'test.key'

COOARVEIEFE. CWOSNT Dy IFBEC E VWS ERIOMERZEM L £9 test.pem key.outo
BELCNIEZ. ONTAPZ—HIDICRSL £,

2. kA REERTL. 7OV T MHRRINTSFERAZEDOABZONTAPICEYD FIF T, /NT') v U3
ZEDAZA % Privacy Enhanced Mail (PEM) FEX T > X h—=ILL£T,
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security certificate install -type client-ca -vserver clusterl

Please enter Certificate: Press <Enter> when done

3. ONTAPH'SSLIEHD 7 V7t X% U 547> MIEFAIL. API7 V2 XICEARAT 31— IDEERTIT D&
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SICLET,

security ssl modify -vserver clusterl -client-enabled true
security login create -user-or-group-name cert user -application ontapi
—authmethod cert -role admin -vserver clusterl

ROFITIE. FEEAE TEREESNICAPI7 7 ADEA%Z 1 —HIDT cert_user BMICLTULE
¥o ONTAPON—= 3 22 RRY B 1cICZER T 5 E % Manageability SDK Python 2 7 1) 7 k&
cert user. RDELIICHEDFT,



#!/usr/bin/python

import sys
sys.path.append ("/home/admin/netapp-manageability-sdk-9.5/netapp-
manageability-sdk-9.5/1ib/python/NetApp")

from NaServer import *

cluster = "clusterl"
transport = "HTTPS"
port = 443

style = "CERTIFICATE"
cert = "test.pem"

key = "test.key"

s = NaServer (cluster, 1, 30)

S.set transport type (transport)
s.set port (port)

s.set style(style)

s.set server cert verification (0)
s.set client cert and key(cert, key)

api = NaElement ("system-get-version")
output = s.invoke elem(api)
if (output.results status() == "failed"):
r = output.results reason()
)

)

print ("Failed: " + str(r
sys.exit (2)

ontap version = output.child get string("version")
print ("V: " + ontap version)

A7 V) T D BONTAPON—=2 3 AN ENE T,

./version.py

V: NetApp Release 9.5RCl: Sat Nov 10 05:13:42 UTC 2018

4. ONTAP RESTAPI%ZfER L TAFBAZER— X DRI ZE1Td 3I1CI3. XOFIEZERTLET,
a. ONTAPT. http7 7€ XD1—HIDEEHL £7,

security login create -user-or-group-name cert user -application http
—authmethod cert -role admin -vserver clusterl



b. LinuxZ 47> hT. ROOAT Y RERITLTONTAPAN—C 3 v EHALET,

curl -k --cert-type PEM --cert ./test.pem --key-type PEM --key
./test.key -X GET "https://clusterl/api/cluster?fields=version"
{

"version": {
"full": "NetApp Release 9.7P1l: Thu Feb 27 01:25:24 UTC 2020",
"generation": 9,
"major": 7,
"minor": 0
by
" links": {
"self": {
"href": "/api/cluster"

ES R
"NetApp Manageability SDK for ONTAPZ {8 L 7=SERBENR— X DEREE"TY o

REST APIOONTAP OAuth 2.0 b — 7 > X — XF3EE

ESFEREAR— ZDOFREDKH D IC. RESTAPIZOAUth20h—20 > R— XD EHT
TF9,

ONTAP 9.14 1L % Tld. Open Authorization (OAuth 2.0) 7L —L7T—2%{EHL TONTAPY S X ZAD T
v 2B T B AT avhBEEINTVE T, COEEIZ. ONTAP CLI. System Manager. REST API
BE. ONTAPEBEA VR —J x4 A%ZFERAL THRETE XY, 7272 L. OAuth 2.0DEER L 7 7t XFIEHID R
Eld. 75147 FHRESTAPIZER L TCONTAPIC 7 V2 AT 3B EICOAHBEHETI XY,

OAuth20h—o>id. A—H—T7HO Y FEERONAT—REZBEIHZF9,

OAuth 2.0DERAZEDFFMICDOWVWTIE. ZBBL T EE VW "OAuth 2.0%FEH L 72525 5FalICRE T
BDONTAPRF 2 X k",

OJA4>ENZAT—RDINT A—H

TXa T FHE. BEIPREELIR) S —PHARS1 Y. BLUBERBICERTIN
BANT IV ZIRZE|ICEHNL TORITNISIRN EIFVWR EFH A, HlELTIE. 21—
ZOEMEARE. NRXT—ROET. FHATEZIXFE. 7HU Y FOREREDEHHLDH
DEd, ONTAPY U a—> 3 Vilid. ThoDtFxal) T BRICHIGT DEENAE
SNTVWXEY,
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@ SRERIREAREREIL. security login role config modify AY¥ > REFERAL TEELE T,

SHA-512D % 7R— k

INZT—RDtEFxa) T4 %38t T37HIC. ONTAP O TIESHA-2/XZXT— R Nw 2Bzt R—rLT
ED. FIRERFIZEEINNZIT—RD/N\ Y a{bICSHA512%Z T 7 # )L hTEBLE T, BREICHL
T ARL—AXEBELNTHD Y bEEBRNICLED,. OvILED TR EHTEEXT,

NRT—=RHEBBENTVWERWVEIFOONTAP 91 —HT7 AT > L Tid. ONTAP Q.0LUBEADT v FJ L — K
BHEIEHEMDE/N\Y S aBEHPMERINE T, 7272L. NetAppTld. CN5DA—HT7HI Vb ELDR
LASHAS12Y ) 2 —2 a3 IlBTL. A—HFICNRAT—RZZEETEZ e Z@<CHERELTVET,
NZRT—=F NyYatgezEAL T ROEEZRTTEEXT,
CHEELENY D 2BBIC—HT31—HT7HI Vb 2RRLET,
clusterl::*> security login show -user-or-group-name NewAdmin -fields

hash-function
vserver user-or-group-name application authentication-method hash-

function

clusterl NewAdmin console password shab12
clusterl NewAdmin ontapi password shab12
clusterl NewAdmin ssh password shab12

*EELINYD 2B (MD5%RY) ZRAT27AV Y b 2ERYVINICLE T, ChICED. I—HFIFR
BloOd+A YEHINAT— R 2EETZ3HENDHD XTI,

clusterl::*> security login expire-password -vserver * -—-username * -hash

—-function md5
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CHEELIENYY A EERATRINRAT—RTT7HAO 2OV I LET,

clusterl::*> security login lock -vserver * -username * -hash-function
mdb

IS5 AADEESVMICHZREBI—HD/INRXT—R/\y > 2D FEE autosupport T9o ZNIIRE
DHEVWEETT, CORBEBA—HICIET T AILFTNRT—RHABRESNTULAWES., /v 1E#IE
AEHTI,

o A—HDNAT—RN\Y > 2B ERTT 3ICIE autosupport « KOAY REETLET,

::> set advanced
::> security login show -user-or-group-name autosupport -instance

16

IN

Vserver: clusterl
User Name or Group Name: autosupport
Application: console
Authentication Method: password
Remote Switch IP Address: -
Role Name: autosupport
Account Locked: no
Comment Text: -
Whether Ns-switch Group: no
Password Hash Function: unknown
Second Authentication Method2: none

o NAT—RKNw> a8 (F7#J)L bk I SHA512) %#FH/RETDICIF. XOOAYV REZEIFTLET,.

::> security login password -username autosupport

2T —RHMAICERESTNTULSINIERHD £ Ao



security login show -user-or-group-name autosupport

Vserver:

User Name or Group Name:
Application:
Authentication Method:
Remote Switch IP Address:
Role Name:

Account Locked:

Comment Text:

Whether Ns-switch Group:
Password Hash Function:
Second Authentication Method2:

clusterl
autosupport
console
password
autosupport
no

no

shab512

none

-instance

INAT—RNT A=A

ONTAPTIZ. DRI S —0HA R SAVICHIET B/NAT—R NIA—RZHR-—ELTVLET,

Bk
username-minlength

username-alphanum

passwd-minlength

passwd-alphanum

passwd-min-special-
chars

passwd-expiry-time

require-initial-
passwd-update

max-failed-login-
attempts

lockout-duration

disallowed-reuse
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RAKEE

RAAY 77 AR (
SE29)

FI7#IILE

unlimited (/Y27 — K&
LKL

)

0 (Z7ho>brxEOvoL
L)

EH
3-16

enabled / disabled

3-64
enabled / disabled

0~64

0 -#EHIRR

== BEHIK®

enabled / disabled

A2V =)L FRIFSSHD
SREREE

0 (7ADYbhzEDHT -

Oy o9 3)

BEEDONED/NZAT—R% 6.

FFarLun

64 E
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B
change-delay

delay-after-failed-
login

passwd-min-
lowercase-chars

passwd-min-
uppercase-chars

passwd-min-digits

passwd-expiry-warn-
time

account-expiry-time

account-inactive-
limit
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il
clusterl::*> security login role config show -vserver clusterl -role admin

Vserver: clusterl
Role Name: admin
Minimum Username Length Required: 3
Username Alpha-Numeric: disabled
Minimum Password Length Required: 8
Password Alpha-Numeric: enabled
Minimum Number of Special Characters Required in the Password: O
Password Expires In (Days): unlimited
Require Initial Password Update on First Login: disabled
Maximum Number of Failed Attempts:
Maximum Lockout Period (Days):
Disallow Last 'N' Passwords:

S o O O

Delay Between Password Changes (Days):
Delay after Each Failed Login Attempt (Secs): 4
Minimum Number of Lowercase Alphabetic Characters Required in the
Password: O
Minimum Number of Uppercase Alphabetic Characters Required in the
Password: O

Minimum Number of Digits Required in the Password: O

Display Warning Message Days Prior to Password Expiry (Days): unlimited
Account Expires in (Days): unlimited
Maximum Duration of Inactivity before Account Expiration (Days): unlimited

@ 914 1LUETIE. WRT—ROEMEHNEL. OvITFTIRIL—ILAEMENE L. Th
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