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security certificate install -vserver admin svm name -type client
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security certificate install -vserver admin_ svm name -type server-ca

clusterl::> security certificate install -vserver clusterl -type server-ca
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security key-manager external enable -vserver admin SVM -key-servers
host name|IP address:port,... -client-cert client certificate -server-ca-cert
server CA certificates
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clusterl::> security key-manager external enable -key-servers
ksl.local:15696,10.0.0.10, [£fd20:8ble:b255:814e:32bd:£f35c:832c:5a09]:1234
-client-cert AdminVserverClientCert -server-ca-certs
AdminVserverServerCaCert
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security key-manager external show-status -node node name -vserver SVM -key
-server host name|IP address:port -key-server-status available|not-
responding|unknown

‘"security key-manager external show-
status ' AN¥ Y RIF. OYYRICEZTHDBZHD “security key-manager

(:) show -

status ' C9, AV Y RBXEEKIZIOWTIE. ¥Za7IR—=—TUrE2BLTLE
TUY

clusterl::> security key-manager external show-status

Node Vserver Key Server Status
nodel
clusterl
10.0.0.10:5696 available
£fd20:8ble:b255:814e:32bd:£35¢c:832¢c:5a09:1234 available
ksl.local:15696 available
node?2
clusterl
10.0.0.10:5696 available
£d20:8ble:b255:814e:32bd:£35¢c:832c:5a09:1234 available
ksl.local:15696 available
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security key-manager add -address key management server ipaddress

clusterl::> security key-manager add -address 20.1.1.1
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security key-manager add -address key management server ipaddress

clusterl::> security key-manager add -address 20.1.1.2
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clusterl::> security key-manager show -status

Node Port Registered Key Manager Status

clusterl-01 5696 20.1.1.1 available
clusterl-01 5696 20.1.1.2 available
clusterl-02 5696 20.1.1.1 available
clusterl-02 5696 20.1.1.2 available
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security key-manager external enable -vserver svm name -key-servers
server 1ip -client-cert client cert name -server-ca-certs
server ca cert names
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security key-manager key query -key-type NSE-AK
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° storage encryption disk show -data-key-id key-id

° storage encryption disk show -fips-key-id key-id
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security key-manager key create -key-tag passphrase label -prompt-for-key

true|false
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ROFNG. DEBFEF—ZIERLL clusterl. 32\ FDNRTL—XZBEMICERL T

clusterl::> security key-manager key create

Key ID:
000000000000000002000000000001006268333£870860128fbel7d393e5083b00000000
00000000
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security key-manager key query -node node

"security key-manager key
query ANV FRIE. OAXVRICEZTENDSZHD “security key-manager

query
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clusterl::> security key-manager key query
Vserver: clusterl
Key Manager: external
Node: nodel

Key Tag Key Type Restored
nodel NSE-AK yes

Key 1ID:
000000000000000002000000000001000c11b3863£f78c2273343d7ec5a67762e00000000
00000000
nodel NSE-AK yes

Key ID:
000000000000000002000000000001006£4e2513353a674305872a4c9£3b£79700000000
00000000

Vserver: clusterl
Key Manager: external
Node: node?

Key Tag Key Type Restored
node?2 NSE-AK yes

Key ID:
000000000000000002000000000001000c11b3863£78c2273343d7ec5a67762e00000000
00000000
node?2 NSE-AK yes

Key ID:
000000000000000002000000000001006£4€2513353a674305872a4c9£3b£79700000000
00000000

ONTAP 9 5L RICEREEF — % ERK T 3
AR REFERALT. /—ROBEF—%1ERR L. HE LTKMIPH—NICHRIITE XS

security key-manager create-keyo

R DRE

X2 T DERETT —XERILEFIPS 140-2585EICEBR DX —%ERITIVENH ZBEIE. ENENICH
2 DFXF—%HERTEIHNELNHD T, €5 THRUVIESIE. FIPSEMORHIF—%2T7—427 72X ELICL
THEETEXY,

ONTAPTId. 95 XAZHADITANTDH ./ — RORIFF—HIMERINFE T

* COARVFI FUR—RFF—EBENBHICBR > TVBEHEIEIYR—FEShEEA.
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* REFADF—EEY—NICTTICI28EZB R 3500 F — DM N TV R HBEIIESHRTINE
ER

F—BEY—-NV IOz T7EFERALTEREROF—ZHIBRLTH S, OV REHS—EERTLET,
Bt B HIIC
CDRRV%ERITITBICIF. VS RIABEBEETHINELNHDET,

FIE
1. 75Z&/_F®D'L.\HE$ 7&1’15}552[./%3'0

security key-manager create-key

REHBATYY RBXICOVTIE. ARV ROYZaT7IR—JEBBLTREETL

C) HAICKRRENSFT—IDIE. ST —DERICERT 2HAF T, REFEOREEF—F 1
BT —2EStF—TlEHD A

k@'@”j@ @wun].—t:F %{/FE}ZL/ ‘clustert’ %9,

clusterl::> security key-manager create-key
(security key-manager create-key)
Verifying requirements...

Node: clusterl-01

Creating authentication key..

Authentication key creation successful.

Key ID: FI1CB30AFF1CB30B00101000000000000A68B167F92DD54196297159B5968923C

Node: clusterl-01
Key manager restore operation initialized.
Successfully restored key information.

Node: clusterl-02
Key manager restore operation initialized.

Successfully restored key information.

2 FREEF—PMER S NIcC e ZRERL £ 9.

security key-manager query
O RBXREICOVWTIE. YZa7IIR—SEBBLTLLES

/XGJ@JT‘;\ OJI:IIL.\DJ-.E:F b‘f’ﬁﬁﬁ*hfu_ &:%EEE?&L/ “cluster1” ijo
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clusterl::> security key-manager query
(security key-manager query)

Node: clusterl-01
Key Manager: 20.1.1.1
Server Status: available

Key Tag Key Type Restored

clusterl-01 NSE-AK yes
Key ID:
F1CB30AFF1CB30B00101000000000000A68B167F92DD54196297159B5968923C

Node: clusterl-02
Key Manager: 20.1.1.1
Server Status: available

Key Tag Key Type Restored

clusterl-02 NSE-AK yes
Key ID:
F1CB30AFF1CB30B00101000000000000A68B167F92DD54196297159B5968923C

FIPSRS 4 JF/IFSEDAD T —RELEFF—DEID YT (WNE
*—EE)
O Y RZEFERAL T, FIPSRS A J X 7IESEDICT —XEEEXF—%ED Y TR ENT

T XY storage encryption disk modifye CcDF—Ild. FFRXAX/—KTRrZA
JrEOBEStENcT—2%=0y o £730v BRI B SICERALET,

BRI DHNB

HEEStR 1 JiE. SR8 EXF—IDAT 7 4L FUANDEICEREINTWVBIBEICDHA. FET7I7EIADSR
EINEd, SASRSATDIZEDT 7 )L MMEIE. F—IDH0x0DManufacturer Secure ID (MSID ; X—7
—DtEFa27ID) TYo NVMe RS 1 T DIFE. 1ZZEDT 7 # )L MEIZnullF—T, ZOF—IDTERINE
?o_®$—m%§aﬁ%mh747kﬂbéfét\m&#—mﬁ77jwhu%®ﬁuaﬁ*ni?o
COFEIES AT LDELEZHFVEE A

Bt B HIIC
CDRRV%ERITITBICIF. VSRIABEBEETHINELNHDET,

FIE
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- FIPSR 54 T E£1cI3SEDICT — A8 EF —z 8D HTE T,
storage encryption disk modify -disk disk ID -data-key-id key ID

TERIAYYREBXICOWVWTIE, OV Y ROR-a7IR=UFSBLTLIETL,

@ F—IDIF. AY >V RZFEALTERRTEFXT security key-manager query -key
-type NSE-AKo

clusterl::> storage encryption disk modify -disk 0.10.* -data-key-id
F1CB30AFF1CB30B00101000000000000A68B167F92DD54196297159B5968923C

Info: Starting modify on 14 disks.
View the status of the operation by using the
storage encryption disk show-status command.

CEEEF DRI HEToN e ZHERLET,
storage encryption disk show

O Y REX2EICOVTIE. YZaT7IR—JZBRBRLTIIEET WL,

clusterl::> storage encryption disk show
Disk Mode Data Key ID

0.0.0 data
F1CB30AFF1CB30B00101000000000000A68B167F92DD54196297159B5968923C

0.0.1 data
F1CB30AFF1CB30B00101000000000000A68B167F92DD54196297159B5968923C

[...]
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