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1. 95 XKZIZSSLKMIP 7514 7> hiEAEZ A VXA b—ILL F T,
security certificate install -vserver admin_ svm name —-type client
SSLKMIP NT Uy JEEBAE L TS5 A N— FMEAZZANT B L SICKHS5NE T,
clusterl::> security certificate install -vserver clusterl -type client
2. KMIP H—/N\DJL— +EREER (CA) O SSLNT U wUsEREZ A VA h—ILLE T,
security certificate install -vserver admin svm name -type server-ca

clusterl::> security certificate install -vserver clusterl -type server-ca
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security key-manager external enable -vserver admin SVM -key-servers
host name|IP address:port,... -client-cert client certificate -server-ca-cert
server CA certificates

°, security key-manager external enable AV YV RII. ICETEHZHDTY
security key-manager setup ANV RZERITLEFITZEZRITTET XY security
key-manager external modify ANV RZFEALT. AB*F—BEOHREZEE
() LEY, IXY REXLEICOVTIE. YZTaT7IR—SEBRBLTRE W,

° MetroCluster FTRIZETEESVMICARRF —BEEBERTET 2H5I1E. ZRDRIHBENHD
9 security key-manager external enable /N\—bhF—UF X RN L THEIT
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clusterl::> security key-manager external enable -key-servers
ksl.local:15696,10.0.0.10, [£fd20:8ble:b255:814e:32bd:£35¢c:832c:5a09]:1234
-client-cert AdminVserverClientCert -server-ca-certs

AdminVserverServerCaCert

2 HBELIEITRTOKMIP H—N\DERINTVWBR I e ZEELET,

security key-manager external show-status -node node name -vserver SVM -key
-server host name|IP_ address:port -key-server-status available|not-
responding|unknown

o security key-manager external show-status AV RIlE. ICEZTHEDLZHD
TY security key-manager show -status ANV Y RZETLFIIATYY FEXEE
ICDWVWTIE, YZa7IIR—J2BRLTLIEE L,

clusterl::> security key-manager external show-status

Node Vserver Key Server Status
nodel
clusterl
10.0.0.10:5696 available
£fd20:8ble:b255:814e:32bd:£35¢c:832¢c:5a09:1234 available
ksl.local:15696 available
node?2
clusterl
10.0.0.10:5696 available
£d20:8ble:b255:814e:32bd:£35c:832c:5a09:1234 available
ksl.local:15696 available
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security key-manager setup
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3. KMIP H—N\ZEML X9,

security key-manager add -address key management server ipaddress

clusterl::> security key-manager add -address 20.1.1.1

C) MetroCluster BB TId. COIYY REMADY 5 XL TETT BBENH D £,
4 REMZRFTRLEDICKMP H—N%Z25H5 1 DBMML X,

security key-manager add -address key management server ipaddress

clusterl::> security key-manager add -address 20.1.1.2
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security key-manager show -status

AT Y REXLEICOVWTIE. 2 a7IR—CaBRBLTLETI L,



clusterl::> security key-manager show -status

Node Port Registered Key Manager Status

clusterl-01 5696 20.1.1.1 available
clusterl-01 5696 20.1.1.2 available
clusterl-02 5696 20.1.1.1 available
clusterl-02 5696 20.1.1.2 available
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c H—N\DIEFIF. Tl Z) A FLEXT -secondary-key-servers /NTX—R(ZIE. AEF—FIE
(KMIP) H—N\D7 72 REFHRRENE T,

IZRMESNIcF = —NZERLET
REFIE 3. TSIV F—F—NERELLDES ML >TREDET,


http://mysupport.netapp.com/matrix/
http://mysupport.netapp.com/matrix/
http://mysupport.netapp.com/matrix/
http://mysupport.netapp.com/matrix/
http://mysupport.netapp.com/matrix/
http://mysupport.netapp.com/matrix/
http://mysupport.netapp.com/matrix/
http://mysupport.netapp.com/matrix/
http://mysupport.netapp.com/matrix/
http://mysupport.netapp.com/matrix/
http://mysupport.netapp.com/matrix/
http://mysupport.netapp.com/matrix/
http://mysupport.netapp.com/matrix/
http://mysupport.netapp.com/matrix/
http://mysupport.netapp.com/matrix/

SVMIC TS AR F—H—NethYH ) F—H—N\%ZEMT3
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security key-manager external show -vserver svm name
SVMTY TICRALADD T SAI ) F—F—N\DEMCHE > TWVWBRFEIF. LW TSI F—4
—NZEMTZ3IBIFEDTZAI)F—H—N\D1DZHIR T I2HELNHDFT,

2. ISRV EF—BEBY—-ILZBEMMILET,
security key-manager external enable -vserver svm name -key-servers
server 1ip -client-cert client cert name -server-ca-certs
server ca cert names

3. IS5 F—H—N%EZZBELTEAI AV F—HF—N%EBMLET, o -secondary-key
-servers INTX—RICIE. RARIDDF—H—N\EZHVITRY>TEETET £,
security key-manager external modify-server -vserver svm name -key-servers
primary key server -secondary-key-servers list of key servers
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1. 754 F—H—NE2ZBELTEAVA)F—H—N%ZBMLET, o -secondary-key
-servers INTX—RIZIF. RRIDDF—H—NZHVITRY>TEETETET,
security key-manager external modify-server -vserver svm name -key-servers
primary key server -secondary-key-servers list of key servers
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ThHUR)F—H—NDOEEIETITLVWET -secondary-key-servers M/\VT X—H security key-
manager external modify-server AN Y FZEITLF Y, -secondary-key-servers /NTX—HIC
EHITRYI o) A ZIBETE XS, VAMNTEESNLEAV AU F—H—NDIERFICE>T. &
HoB)FX—H—NDT IR —T O ANREDET, 77 RAERIFE. AV RZETLTEETEET
security key-manager external modify-server TAVA ) FX—H—NZHIDIEFTAAILET,
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HERATEF XY security key-manager key create ANV RZFEHALT/ —RD
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security key-manager key query -key-type NSE-AK

c REBADF—BIEBHY —/NICTTIC 128 A% BRI RIEF —HDREINETNTUVIRIGEIIESELNRTEINE
ER

s HEATEXY security key-manager key delete fERINTULVAWVWF—%HIFRTZIT VR, o
security key-manager key delete 3EE L7cF—H'ONTAP CTIREFHINTWLWSIHBE., OAT VR
IFEBMLET, (DAY REHEHT SICIE 'admin KD KEVEENANETT )

MetroCluster FRIBTH —%HIBRT B8i1IC. F—DN—FF—0SXAZTERINTLEL
CEEHERITRINENDDE T, N— b F—ISXFXTROIAYY REFEALT. £—H
@ FRHINTUVWAVWS EZERETEET,

° storage encryption disk show -data-key-id key-id

° storage encryption disk show -fips-key-id key-id

ERZFIm Y BHIC
CDRRATZRITIBICE. VSRXEEETHIVENHDFY,

FIE
1. 752&/_I\“0)le\ﬂ]-£$ %T’FJiZL,i?o

security key-manager key create -key-tag passphrase label -prompt-for-key
truelfalse
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®

%7€ prompt-for-key=true BEE{b T N7 F5’f7‘7&wuﬁjéc\£=§‘k_\ IS ARXERE
ICERT23NRTL—XODANZRDZTOV T EHRRREINET, RELBVBEEIE.
2N EDODNRNRTL—XHDEHFICERINET, o security key-manager key
create AVX Y RIE. ICETEDZHDTY security key-manager create-key T
RYRERFTLEFTIVY REXREICOVWTIE. YZa7IIR=JEBRBRLTLET

LYo

ROBIE. DFREEF—ZERL L T “cluster! TlE. 32\ DR T L —ZIHBERICERINET T,

clusterl::> security key-manager key create

Key ID:

000000000000000002000000000001006268333£870860128fbel7d393e5083b00000000
00000000

" DIL:\ EI

—hMER SN E 2 EEL £ 9,

security key-manager key query -node node

®

o security key-manager key query ANV RIE. ICEZTENHBZHDTY security
key-manager query key ANV RZEITLEFITIATY FEXEEKIIOVWTIE. ¥=Za7
IR=DZBRLTLETV. HAOIKKRTIINDF— D d. SREAIF— 28R 37HICfE
BENn38EaFTY, %F%EOJME# FlET—2ESIEF—TIREHD FEA.

ROBIE. DFREEF—DMER SN e 2B LY clusterl !



clusterl::> security key-manager key query
Vserver: clusterl
Key Manager: external
Node: nodel

Key Tag Key Type Restored
nodel NSE-AK yes

Key 1ID:
000000000000000002000000000001000c11b3863£f78c2273343d7ec5a67762e00000000
00000000
nodel NSE-AK yes

Key ID:

000000000000000002000000000001006£4e2513353a674305872a4c9£3b£79700000000

00000000

Vserver: clusterl
Key Manager: external
Node: node?

Key Tag Key Type Restored
node?2 NSE-AK yes

Key ID:
000000000000000002000000000001000c11b3863£78c2273343d7ec5a67762e00000000
00000000
node?2 NSE-AK yes

Key ID:

000000000000000002000000000001006£4€2513353a674305872a4c9£3b£79700000000

00000000

ONTAP 9.5 AR CEREEF —%Z1ER L £ ¢

ZEHATET XY security key-manager create-key ANV RZEHRALT/—FOD

FEEX—ZER L. RELIKMIPH—NICHEIIL £,

ZDRZATICDODWT
X2 T DHBREICEDT—RTFEFE FIPS 140-2 SREHCEL B3 X — % EHTINEN D 315

ald. the

NOSREEADF —Z 1T BHREDNDBD T, €5 TRVWFEIE. FIPS EHOFEHF—%=T — Qﬁﬁtxk

HEATTED,
ONTAP Tlid. 75 ARADIANTD ./ —RIC L TERIFF—HPMER TN F T

* 2RV R FUR—RFE—BENEMNRHZERETR—FEINEEA
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* REFADF—EEY—NICTTIC128EZBRERWAFT —DEMEINTLEIBRRESHNRRIEINZE
ER

F-EBY-—NVI Uz T7ZEBLTREADOF—ZHIRL. B5—EIVVFZRTTEET,
ERZFIm Y BHIC
CDRRAVZRITIBICE. VIRXEEETHIVELNHDFY,

Fa
1. 75Z&/_F®D'L.\HE$ 7&1’15}552[./%3'0

security key-manager create-key

AV Y FEBX2EICOVWTIE. AXY ROYZaTIILR=UZBRL TV

(D HAICKRENSFT— ID X FEF—Z2ERI I OICERINZHAFTI . REDER
AEF— XTI T —2ESEF—TIEHD FH A,

ROBIE. DEBEEF—%ER L £9 clusterl :

clusterl::> security key-manager create-key
(security key-manager create-key)
Verifying requirements...

Node: clusterl-01

Creating authentication key...

Authentication key creation successful.

Key ID: F1CB30AFF1CB30B00101000000000000A68B167F92DD54196297159B5968923C

Node: clusterl-01
Key manager restore operation initialized.
Successfully restored key information.

Node: clusterl-02
Key manager restore operation initialized.

Successfully restored key information.

2. REEF—PMER SN icC e R L 9
security key-manager query
O Y REX2EICOVTIE. YZaT7IR=—JZ8RLTIETV

ROBIE. DFREEF—DMER SN e 2B L XY clusterl :

11



clusterl::> security key-manager query
(security key-manager query)

Node: clusterl-01
Key Manager: 20.1.1.1
Server Status: available

Key Tag Key Type Restored

clusterl-01 NSE-AK yes
Key ID:
F1CB30AFF1CB30B00101000000000000A68B167F92DD54196297159B5968923C

Node: clusterl-02
Key Manager: 20.1.1.1
Server Status: available

Key Tag Key Type Restored

clusterl-02 NSE-AK yes
Key ID:
F1CB30AFF1CB30B00101000000000000A68B167F92DD54196297159B5968923C

FIPS RS JF7Id SED ICT—ABAFF—%EDODYTS (4
I+ —E18)

HERATEF XY storage encryption disk modify AV REFEHL TFIPSKS
A 7T FIIESEDICT —RFERAEF —ZEIDEH TR N TEET, COF—IF. ITRAK
J—RTRIATLEOBESEINcT—2ZzOy 7 X130y VBRI DBRICERL £
ERS

CDRRAIICDWVWT

BERESIER A TORIAF— ID DT 7 2L FUADBICRESINTVWBRIHZFICDOHA. REF7I7EZIDSF
#ZEENZxd, Manufacturer SecureID (MSID ; X—A—Dt*a27ID) ®OF—IDH 0x0 ICHD. SAS K
SATDBEDT T # )L MEICED T, NVMe RS TDIBE. 1ZEDT 7 # /L MEIE null F—T. ZED
:F_lD (\:L/Tds_%éhijo :\: ID 75_’55 %Ttl‘?'f7k IJD%T%(\:\ u/L,\uJ-.Eq: ID 7‘:)\‘7__72'”/ I‘,ny*o)
BICEEINET,

COFIE IS AT LOELEZEVEE A

ERZRIB Y BH0IC
CDERTZ2RITIBICIE. VS RAXEBETHIVEDNHD XTI,
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Flg
1. FIPS RS T F/IE SED ICT—RFBEEF—% D HTET,

storage encryption disk modify -disk disk ID -data-key-id key ID

O Y REBXYLEICOVWTIE. OV RORZa7IR=JEBEBLTLIETL,

@ ZfFEFATE X9 security key-manager query -key-type NSE-AK ¥—IDZRRY
3IX 2,

clusterl::> storage encryption disk modify -disk 0.10.* -data-key-id
F1ICB30AFF1CB30B00101000000000000A68B167F92DD54196297159B5968923C

Info: Starting modify on 14 disks.
View the status of the operation by using the
storage encryption disk show-status command.

2. FREEF—DBOETONC e zHERL £ T,
storage encryption disk show

AR Y REBXYLEICOWVWTIE. YZaT7IR—SBEBLTLLEIL,

clusterl::> storage encryption disk show
Disk Mode Data Key ID

0.0.0 data
F1ICB30AFF1CB30B00101000000000000A68B167F92DD54196297159B5968923C
0.0.1 data
F1CB30AFF1CB30B00101000000000000A68B167F92DD54196297159B5968923C

[cool]
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