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ONTAPU 1) —2X FIPSE—RTHR—FrEN3F— FFIPSE—RTHR—FIN3F
2L —DiELE
9.11.1.4p% ecdsa-sha2-nistp256 ecdsa-sha2-nistp256 + rsa-sha2-

512 + rsa-sha2-256 + ssh-
ed25519 + ssh-dss + ssh-rsa

9.10.1LLH] ecdsa-sha2-nistp256 + ssh- ecdsa-sha2-nistp256 + ssh-
ed25519 ed25519 + ssh-dss + ssh-rsa

C) ONTAP 9. 1. 1L % Tld. ssh-ed255197KX b +— 7LV X LDOYR—HAEIESNFL
TCO

FMICDOWVWTIE, "FIPSZERLTRY FT—0€F a7 Z2RET 2" 2S8R L TILETL,

B9 B HIIC
CDRARIV%EERTIBICIE. VS RIEEBEETHINELNHDET,

FIE
1. O—ALEEETHY Y SHSSHAMBEZFEAL TSYMICT VLR TESLSICLET,

security login create -vserver SVM name -user-or-group-name user Or Jgroup_name
—application application -authmethod authentication method -role role -comment
comment

KROAR > R, FRIEZ I N vsadmin-volume O — )L Z3FDSVMEIEE 7 H 7 > b “svmadmint®
. SSHARF—%FEAL TSVMengbatalll 7V ATERLDICLET ©
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clusterl::>security login create -vserver engDatal -user-or-group-name
svmadminl -application ssh —-authmethod publickey -role vsadmin-volume

‘security login create DFFMICDWTIE. link:https://docs.netapp.com/us-
en/ontap- cli/security—login—create .html["ONTAPOANY K UT77L 2R
"M CELCREE

R TRDIRME

BEEETHO Y MCRRAEDVBEEMISNTVRWES. 7AT Y HSVMICT IR T BHIICEEMITT
ELHBEDBDFT,

dA—H 7HhHoY CADNREEROBEENT
ZEERIFEE (MFA) 7hHo Y FOEML
ONTAPZEZRFIFHCDOVWTESR

ZEXRVEE (MFA) Tl BEVMX» T —4Storage VMICOY 1 > ¢ BICA—HIZ2D
DFRFAAREERTZET. EXaTrz8ETEET,

ONTAPDO/NN— 3 IZIS LTy SSHREE. 1 —1F /N X7 — K. Time-based One-Time Password (TOTP)
HEAEDE TZERFR M EZ1TAE I, Cisco DuoxBMICL TERET DL (ONTAP9.14.1L40%) . IRTD
A—HOBREFEOARETMHTIT 2 BMOREAE L THEEL £9,

EBmsnikUU—2X FE1DFEEA N FE20FEEA N
ONTAP 9.14.1 SSH/ R TOTP
d—H% NRXT—K TOTP
SSH\Gi## Cisco Duo
dA—% NAT—FK Cisco Duo
ONTAP 9.13.1 SSHZ FAHE TOTP
d—% NRT—R TOTP
ONTAP 9.3 SSHZ/ R dA—H )XZAT—R

MFADSERESNTUVBIBEIE. BHIICY S AXBEBENO—AIL - 7HTO Y rEERICLTH S, O—
DL A—YDRTHI Y b 2BETIHERHD FT,
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No _~~ Does this
account need

. Cisco Duo -
. 2FA?

No Does this g _ Yes Configure Cisco Duo using

account need —— security login duc create
TOTP MFA? command

Yes

Configure account with
password and SSH

public key authentication v
No - Dues this accuunt Does this account ~ Yes
i need SSH public Keg.r } need SSH public Key
) as primary as primary
authentlcahon? - g auihentlcatmn'?
Configure account with Configure account with Configure account Configure account with
password and SSH public key and with password SSH public key
TOTP authentication TOTP authentication authentication authentication

SSHYTOTP#%{EFH L CONTAPZEZRR A #EMICT S

ZEZRFGE (MFA) Tld. BESVMPRT—A2SVMICOT A > T B3BICI—HIC2DDER
SFAREERTZZET. EXal)TFos=2@bTEE I,

HRIE
* CDRRVERITIBICIF. VSRIBEBETHIUENDHDET,

cOJAY TADYMIEIDE TR 77 AFEO—ILHARRELIZEIE. security login modify O
YYRZEALTETO-IILZEMTEEY,

‘security login modify DFFMICDWTIE. link:https://docs.netapp.com/us-
en/ontap-cli/security-login-modify.html ["ONTAPOANY K UT77L >R

" EBRLTSIRTEL,
"EIEEICEIDETONTLWAO—-IILOESE"

* REEIC AR ZEER L TVWRIGEE. 7AUY MHSVMICTIERXTRHICIE. 7HT Y MIRFHEZRE
BT TEBER DD TT,

"A—1 THhU Y bADOLFEBOREERT (T

CDRRIIE. THOY S 7O RZBMICT BRIBEES5THRITTEXT,
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* ONTAP 9.12. 1L Tl&. FIDO2 (Fast Identity Online) Z7zI&PIV (Personal Identity Verification) SRsEAZ
#&EFEHALT. SSHY 541 7 > EMFAICYubikey/\— R = 7EREET /N1 A= FERTET X7,

SSHAR#E 1—1 XXT— RZEFEHRA T IMFADENL

ONTAP 9.3 %, 75 X AEBEIE. SSHRARRE I—% NXXAT—RZEAL TMFATA 1> 935 & 51
A=Al A T7HOVEZERETETET,

1. O—A) - 7HIYMIXNLT. SSHARBr - NI —REFEBEITIMFAZEMLL X,

security login create -vserver <svm name> -user-or-group-name
<user name> -application ssh -authentication-method <password|publickey>
-role admin -second-authentication-method <password|publickey>

KDY RTIE. FRIEEIN "admin' O—J)L%ZHFD SVM BIEE 7T > b "admin2'h' SSH B+
—A—H—NAT7—ROmAZHEHAL T SVMengbatallcAT 1 VT 23URBHAHDXT :

cluster-1::> security login create -vserver engDatal -user-or-group-name
admin2 -application ssh -authentication-method publickey -role admin
-second-authentication-method password

Please enter a password for user 'admin2':

Please enter it again:

Warning: To use public-key authentication, you must create a public key
for user "admin2".

‘security login create DFFMICDWTIE. link:https://docs.netapp.com/us-
en/ontap- cli/security—login—create .html["ONTAPOANY KR UT77L 2R
"MECECRES

TOTP%{ERA T Z2MFAOB L

ONTAP 9.13. 14 Tld. O—AHILI—HFICSSHARE LI —H/INXRT— R EBRBR—DT V&1 LN
27 —FR (TOTP) OmA%EAL TEESVME/IZT—XSYMICOJ A VTR E2ERTBZILCT, %
AT %ZBETEES, 7HTY FTTOTPZER LIEMFARERNICAE > 7%, O—AILA—HIF"KREZT
TIBRNCATA > TRHBELRHD XTI,

TOTPIF. REDEKIZFAL TIVEAL NRT—RFZ2ERTZIE2a—2 7ILTVXILTY, TOTP
& BISSHRFERET7IET—F NXT— FICK< E208 AN LTERALE T,

IR Y B HIIC
NEDRRIERTTRICIE. ANL—VBEETHINERDHD 9,

FI&E
BADFFANNCI— NRAT— R XTIISSHRFRZERA L. B20EANICTOTPZERT S L5
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d—% /)NXAT— R ETOTPZ{ER T 3MFAOB ML
1. A—H 7HOMIRLT, 22— XX —REeTOTPEERT3ZERRIIE=EMELLF T,

WRI-—T—Tho Y DIFE

security login create -vserver <svm name> -user-or-group-name
<user or group name> -application ssh -authentication-method
password -second-authentication-method totp -role <role> -comment

<comment>

BEOI-——-7hor hDiGE

security login modify -vserver <svm name> -user-or-group-name
<user or group name> -application ssh -authentication-method
password -second-authentication-method totp -role <role> -comment

<comment>

2. TOTPZERT BAMFANBMICHE > TVWB L ZREEL T,

security login show

SSHR#E X TOTP% ERA T Z2MFADERNL
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1. SSHAM# ETOTPZ AT 22 BHRFTEL=BMEL £,

WRA-—T—Tho Y DIFE

security login create -vserver <svm name> -user-or-group-name
<user or group name> -application ssh -authentication-method
publickey -second-authentication-method totp -role <role> -comment

<comment>

BEOI-—-7hor hDiGE

security login modify -vserver <svm name> -user-or-group-name
<user or group name> -application ssh -authentication-method
publickey -second-authentication-method totp -role <role> -comment

<comment>



‘security login modify’

DEFMICDWVWTIE. link:https://docs.netapp.com/us-en/ontap-
cli/security-login-modify.html ["ONTAPOAN K UT77L 22X
" ERBRBRLTIZEV

2. TOTPZEFEATAMFARNEMNICHR > TVWBR e E#HEELE T,

security login show

‘security login show DFFMICDWTIE. link:https://docs.netapp.com/us-
en/ontap-cli/security-login-show.html ["ONTAPOAN K UT77L VX
"MEBRLTCESWL

R TRDIRE

* BEEET NI Y MIRRABELSEEMIOSNTVRWESE. 7HT Y hHSVMICT It X T EIICEEM T
TELRBEDNBD T,

"d—4 THYY CADNREEOBEEN T
cO—Alla—¥hrOd1> L. TOTPEZERT AMFADREZT T §A3HVELHD X7,

"O—A)L I—H 7HI > FTOTOTPE{EERE T 3MFADRE"

REE IR
* "ONTAP 9 ICH T 22 EREZEE (TR-4647) "
* "ONTAPOY YR UZTZ7LYR"

TOTPZ{ERA LIMFARDOO—AJLONTAPI—H—T7HI Y 2K T 3

ONTAP 913 1L TlE. BER—XDT A1 LINZAT—R (TOTP) #{EALEZE
£ E (MFA) TOA—HY—7hHO Y ERETETET,

HIR Y B HIIC

c AML—=UEBEIZ. A—H—THUY FDO2EBBDORHAEL LT TOTPTMFAZBMNICT 2"2RET
BZREHLHD X,

* A= THUY FOBIOFREEAN. I—H NIXAT— FXIISSHRHEBTHZIHENHD XTI,
* AR— b T AUICTOTP7 FUZHREL. TOTPY—2IL v b F—ZER L TEKBERHD T,

Microsoft Authenticator. Google Authenticator / GoogleFBaE> X 7 La. AuthyZ & OTOTPE#EFRAFI— K
P R—bkEhTVET,

FIE
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1. EET@EIL.\DIE)E/%TJ WrFAOY MO LET,
REDREEAEIE. A— NAT— R £FIFSSHRARBETHIHBENHD £,

2. 7HYIY MCTOTPEREZER LTI,

security login totp create -vserver "<svm name>" -username
"<account username >"

3. 7HUY K TTOTPRENBEMICE>TUVWS L ZHRLE T,

security login totp show -vserver "<svm name>" -username
"<account username>"

REEISER
*"vxal)F4 054> TOTP {ERX"

* "security login totp show"
ONTAPA—H—7hHU Y FOTOTPHEF—Z VY FLFT

TAOEDEF 2V T4 ZHBRTB71HIC. TOTPY—T Ly b F—HEEFEINT
D, F—Zz#R LG, BIFEOXF—ZENCLTHLLWS —TILy b F—ZFKT S
HEHRBHD XTI,

F—REFOTOTPOU LY +

TOTPY =27 L v b F—HMEEESNIABISHES T IR TE 356, BESNIF—ZHIRLTHLLF
—Z{ERTEE T,

1T 2—% XRT—REFIISSHRR YL, BEINALTOTPY—J Ly b F—%FALT. 2—Y 7HY
YhIOda14>LET,

2. BEINLTOTPY—2 Ly k F—%HIBRLET,

security login totp delete -vserver <svm name> -username
<account username>

3. FHLWTOTPY—2 Ly b F—%{ERRL X3,

security login totp create -vserver <svm name> -username
<account username>

4. THOY FTTOTPREDNBMCHR>TWE e 2R LFT,
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security login totp show -vserver <svm name> -username

<account username>

F—REFEOTOTPOU Y +

TOTP MBEF—Z#RLIHBEIF. AML—VBEEISEEL T T D EWNICL>TVE'LTLIEEL, F
—HEMNICR 015 RYIDRAERF2FERALTOJ 1> L. HILLWTOTP ZRETET £ I,

IR Y B HIIC

2L —UBEEN, TOTPY—IL v b F—Z2ENTIMNERDDFT, ANL—VUBEETHRWVES
IF. ARNL—UBBEICEF—DOEMEEMREBEL TSIV,

FIE

1. A L—UEBENTOTPY—I Ly bEEMICLIES. B1OREARZEALTO—AIL THU Y b
ICOJ14>LEd,

2. HLWTOTPY—2 Ly b *—%ZERKL 9

security login totp create -vserver <svm name> -username

<account username >

3. 7AYUY FTTOTPRENBEMICHE>TWVWB 2B L E Y,

security login totp show -vserver <svm name> -username

<account username>

REEI154R
"X )T 054> TOTP {ERX"

*"wxal)F40O541 > TOTP HIRR"

* "security login totp show"
ONTAPL—H—7HT Y FDTOTPY = Ly hF—%Z&EMICT S

O—AJL 2—HDTime-based One-Time Password (TOTP) >—2 L w bk £—H%kb
nNEZald. fhnfcxr—%2 AL —CFEENEDICLTH S, 2—FHFHLULTOTP
D=Ly bk F—ZERTIHELNDHD XY,

22T EE
CDRRVIE. VS RABBET NI MDESDAERTTEET,

FE
1. TOTP>—2L v b F—EEMCLE T,
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security login totp modify -vserver <svm name> -username
<account username> -enabled false

“security login totp modify’
DFMICDWVWTIE. link:https://docs.netapp.com/us-en/ontap-cli/security-
login-totp-modify.html ["ONTAPOANY VR UTJ 7L YR ZBBLTLLETV

SSLEEEAEDONTAP7Z O Y b 7O XZBMICT S

‘security login create ' ANV RZEHEITI . BEEBET DUV LD
SSLEEFAZE ZFERA L TEEBSWMEIF T —RsvMIC T 7 E A TE 3L DICHBD F T,

BATHE

*TAHUYEDSYMICT 7€ X 37®ICIE. CAZRZFEAY—N TURIGRAEZZ 1 VA h—)LLTHEL
HENRBHD T,

CAZBRFEAY—NFAAZEDERE A VX h—L
CDRRTIE. THOY S 7O RZBMICT BRIBEBES5THRITTEXT,

cOJA4Y THADY MIEIDETZ 77 XFHEO—IILHAREARIBEIE. T security login modify' A< >~
REFEALTO—-ILEZEBMTEET,

EEEICEDY TS SNATWVWBRO-ILOEE

VS AREBETHU Y bDGE. FSEBBESRAEE httpy ontapi. BELU rest 7 TV —2
() 2 THE—hINET. SUMERET AT FOBA. ERBRILE ontap! 5 U rest 7
TVr—23>TOHAYR—FENET,
FIE
1. O—AIWEBETHD Y MHSSLAFBEZFEARAL TSVMICT VA TESZLSICLET,

security login create -vserver SVM name -user-or-group-name user Or Jgroup name

-application application -authmethod authentication method -role role -comment
comment

ROAR Y RIE. T7 4L bD ‘vsadmin' O—)L%Z#FDSVMEIBE 7 L7 > b “svmadmin2'h'. SSLT
2 )LEEFAE % B L TSVMengData2lc 77X TEBLSICLE T,

clusterl::>security login create -vserver engData?2 -user-or-group-name
svmadmin2 -application ontapi -—-authmethod cert
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‘security login create DFFMICDWTIE. link:https://docs.netapp.com/us-
en/ontap-cli/security-login-create.html ["ONTAPOAN > F UT7 7L 22X
"M CELTEEL,

BT RDIRME

CAZBLFA Y —/IN T HIIGEBAENA VA F—=IILEINTULWAWESIE. 7HTY FHSVMICT IVt X3 381
ICAYVAR=ILLTELRELRHD XY,

CABRAAT — /NGRS DERE T VA ~—)L

COFIEBTHATINTWDROATYY ROFMMICDOWVWTIE. "ONTAPOY VR U7 7L RA"#E8BLTLET
Lo

Active Directory ONTAP7 H U > R 7O X =BMICT S

‘security login create ANV RZEHT S Y. Active Directory (

AD) DA—Y—FT=ETIN—TFT7 AT FHBEEBSVMETIET—ZSVMIC T IERATESR L SICAD
£9, ADTIL—THOITARTOIA—H—F. FIL—FICE8IbHTosN/-O—-IL%ZFERL TsvMICT
JEATEFT,

R EE

*TADYEDSVMIZT 72X TB3®ICIE ADRXAY IV bA—5H5 T T XAZXTISVMADT
tRAZRELTESHER DD T,

Active Directory R X > AV hO—3 72 ADRE
CDRAVIEI THIV S 7O REBMICTRHREESTHEITTEEXT,

* ONTAP 9.13. 1R TIE. ADI—H NRXT— R EHABDOE D E1FTIFE20REA AR LT SSHRAHA
BEERATEET,

SSHARMBZE1DEFEAHE LTEAT 5 C e 2&ER LGS ADSSEEIIIThNEE A,

* ONTAP 9.11.1L4P&Tld. AD LDAPH—/N\THR— TN TULBIHEIF"ONTAP NFS SVMDnsswitchz2EE
ICLDAPS®RNA > Rz R 5" =EHTE £,

cOJAY TADYMIEIDE TR 77 AFEO—ILHARRELRIZEIE. security login modify O
YYRZEALTETO-IILZEMTEEY,

‘security login modify DFFMICDWTIE. link:https://docs.netapp.com/us-
en/ontap-cli/security-login-modify.html ["ONTAPOANY K UT77L >R
"M EBRLTLIESL,

BEEICEIDETONATVWSO-IILOEE
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ADTIN—TFTHo> 7O RIE. SSH. ontapiv 8KV ‘rest 7 U r— 3> TOHY
(D) #—rEhEv. ADYIL—Ti3. SERBIC—ARMICERE SN BSSHABMF —RIETIEY K
— FENEE A

B9 B HIIC

* U5 AREE/M E Active Directory R X1 > OV FO—ZDBZ%E . BREHDSDURNERD LS ICERET %4
BHAHD XTI,

* CDRRIZERITIBICIE. VSRIEBETHIUENDHD XTI,

FIE
1. ADDIA—HEETIN—TBRBET AT Y FHSYMICT IR TESZL5ICLET,

AD1—H—DIFE :

ONTAP/\“_ %1®WL\DIE75 %ZOJWL,\DIEjj_ ]7/ l\

=% = pa

9.13.1LAF R ®L
security login create -vserver
<svm_ name> -user-or-group-name
<user name> -application ssh
—authentication-method publickey -role
<role>

9.13.1LAF% XA NS MR- —ml

security login create -vserver
<svm_name> -user-or-group-name

<user name> -application ssh
-—authentication-method domain -second
—authentication-method publickey -role
<role>

BE1I—Y—0I58

security login modify -vserver

<svm_ name> -user-or-group-name

<user name> -application ssh
-authentication-method domain -second
—authentication-method publickey -role
<role>
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ONTAP/N— E1DEREFA F20:8FHF WU R
o3y = e

9.0LAf% XA wmL

security login create -vserver

<svm_name> —user—-or—group—name

<user name> -application <application>

—authentication-method domain -role
<role> -comment <comment> [-is-ldap-
fastbind true]

ADTIL—TDIFE .

ONTAPD/N  HBADREES H20:88E5 s VUK

= = =

9.054% RXA> &L
security login create -vserver
<svm name> -user-or-—-group-name
<user name> -application <application>
—authentication-method domain -role
<role> -comment <comment> [-is-ldap-
fastbind true]

BTEBRDIRME

ADRXAY AV FO—5HBIS5ARZEZIEISVMADT VL AZHELTULWERWESIE. 7HT Y RHSYM

ICT7 V2 RTBRENICHEL TESBELRHD £T,
Active Directory R X > O hO—5 7V ADEE

RERH

* "security login create"

LDAP X 7-IENISONTAP7 H O Y F 7O R EZBMICT S

‘security login create  ANY RZEMAT S L. LDAPKIINISI—HTHY Y b HVEE

SUME T EXT —RZSVMIC T VA TERLSICHED £, SUMADLDAPET=IINISH—NT IR %
HELTULWAWSREIE. PHTYERSVMICT IR TERZLSICTRRICHETIAMNENHD FT

2R EE
cOIN—=TFThHIY NI R—bFETNTLEEA,

CTAHAVYEMRSVMIZ T V2R B1HICIE. LDAPH—/NKTZIENIST— NN SSVMAD T I X%

LTELBEDBDET,

B

ax &
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https://docs.netapp.com/us-en/ontap-cli/security-login-create.html

LDAPH—/N\ZE/=IENISH—NDT7 It XDHE
CDRIAVIE. FHO N PO RZEBMCTRRBEESTHERITTETXT,

cOJ4A4Y FADYMIEIDYE TR 77 XHEO—ILAFRRBELRISEIE. security login modify O
IVREFEHLTETO-IILZENMTEET,

‘security login modify DFFMAICDWTIE. link:https://docs.netapp.com/us-
en/ontap-cli/security-login-modify.html ["ONTAPOANY > F UT77L VX
"M EBRL TSV,

BEZICAODHTSNTVWERO—-IILDOEE

* ONTAP 9.4LU[#Tld. LDAPH —NFTIEINISH—NZEBT I U E— b I—HFIIH L TZSERRE
(MFA) B R—kENFT,

* ONTAP 9. 111 TlE. LDAPH —/N\THR—F TN TVBIGEIEZ"ONTAP NFS SVMDnsswitchZ2EE
ICLDAPS®RNA > R = FHT 5" #FEHTE X9,

* BEANIOLDAPDRIED =8, LDAPA—H'—T7HU Y MEROED T+ —ILRTH ' (JOYV) XFE%E
BLAEWTLETWL (Bl gecos. ‘userPassword RY) o €5 LAWVWE. ZOIA—H—DEFIZED
KBLEY,

HIR Y B HIIC
CDRRVERITIBICIF. VS RIABEBEETHINELNHDET,

FIE

1. LDAPEZIENISOA— 7HAT Y FETETIN—F TATY MHSVMIZT VLA TEZLSICLET,
security login create -vserver SVM name -user-or-group-name user_name
—-application application -authmethod nsswitch -role role -comment comment -is
-ns-switch-group yes|no [-is-ldap-fastbind true]

"OJAY 7HO Y bOERFTCIFEE"

ROAR Y RIE. BFIEERINT backup O—LZFDOLDAPEXIENISY S R ABIEET AUV +
‘guest2’ HNEESVMengClusteril 77 ATEBRLDICLET,

clusterl::>security login create -vserver engCluster -user-or-group-name
guest?2 -application ssh -authmethod nsswitch -role backup

‘security login create DFFMICDWTIE. link:https://docs.netapp.com/us-
en/ontap-cli/security-login-create.html ["ONTAPOAN > F UT77L 22X
"M CELCTEEL,

2. LIDAPA—HFHFIINIST—HII L TMFAO Y 1 VB L F 9,
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security login modify -user-or-group-name rem usrl -application ssh
—authentication-method nsswitch -role admin -is-ns-switch-group no -second
—authentication-method publickey

FRaE /%13 "publickey’ & L TIEETE. 2 BEHDFEEAZEIE ‘nsswitch E LTEETET X7,
’K@@JT‘;MFAWL\DE%E}D‘Q L/—C LY ijo
cluster-1::*> security login modify -user-or-group-name rem usr2

-application ssh -authentication-method nsswitch -vserver
cluster-1 -second-authentication-method publickey"

BT RDIRME

LDAPH—/NZXZIENISTH—NADSESVMAD T 7 X% HREL TULWARWSEIE. 7ATY RHSYMICT VX
TRAHICEEL THES<HBERHD X,

LDAPH —/N\ZF7=IENISTH—NDT7 7t XDERE
REEE R
s"wxaFaOgq0 "

77 XAHEO—-ILOEE

ONTAP 7 7 XEIHO—IILOBIEBICDOWVLWTER

BEFICEIDYTONIEO—IILIZE 2T, EBENT7IVELATEZAT UV RAARED F
To O—ILIXBEET7 DT FOEMKHICEIDETE Y, KEICLLC T, floO—I)Lz
DY THED, AREZLO—-IILZERZLIEDTBZEHTEEY,

ONTAPEREZFICEID Y THNI-O—ILZEET S

‘security login modify AN¥ Y RZERALT. 77 XAXXEIE
SWEBET7ZHU Y FOO—-IILZEETETET, ERFAO-NFXLIEHAZXEZLO-ILZEDHTS
CENTEET,

Bt B HIIC
CDRRV%ERITITBICIF. VSRIABEBEETHINENHDEFT,

FIE
1. S X2FIESVM BEBEOO—ILEZELFT !

security login modify -vserver SVM name -user-or-group-name user Or group name
—application application -authmethod authentication method -role role -comment
comment
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"OJA Y THhHOY bR FIFEE"

ROOAR Y RIE. AD 75 XA RXEBET HD >~ "DOMAINT\guest! DO — )L = BRIEZHEH ‘readonly’ O
—JLIZEBELEY,

clusterl::>security login modify -vserver engCluster -user-or-group-name
DOMAIN1\guestl -application ssh -authmethod domain -role readonly

XRDAY Y RIE. AD JIL—7 7H 7>k "DOMAINT\adgroup D SVM BIEE 7 AU > boO—IL%ZhH
242 L vol_role O—J)LICEBELE Y,

clusterl::>security login modify -vserver engData -user-or-group-name
DOMAINl\adgroup -application ssh -authmethod domain -role vol role

‘security login modify DFFMAICDWTIE. link:https://docs.netapp.com/us-
en/ontap-cli/security-login-modify.html ["ONTAPOANY K UT77L >R
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ROV RIE. “vol_role d—JLIC "volume' AY Y R T4 LZ FUARADIATY RADTIL 7O R &,
‘volume snapshot 4 75« LY NURO IO Y RADFEAFRDERT7 /X %HF5L£Y,

clusterl::>security login role create -role vol role -cmddirname
"volume" -access all

clusterl::>security login role create -role vol role -cmddirname "volume
snapshot" -access readonly
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B7otX%Z&8FA L. storage encryption 77«4 LI FURDIOAY Y RAD TV A%ZFAE T .
“storage aggregate plex offline’ FFEAAA AV RADTIL 7O X ZFR L £ T,

clusterl::>security login role create -role SVM storage -cmddirname
"storage" -access readonly

clusterl::>security login role create -role SVM storage -cmddirname
"storage encryption" -access none

clusterl::>security login role create -role SVM storage -cmddirname
"storage aggregate plex offline" -access all

"security login role create’
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login-role-create.html ["ONTAPOAVY VR UT 7L YR ZBBLTLEEL,
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* "security login role create"
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usage

38

KOARY R FELIZFOATVRT o
Lo kKl

IARTOIARXYRToLI Y
(DEFAULT)

CIRTOIANYYRToL I b
|) (DEFAULT)

®* security login rest-
role

®* security login role

L

all



° set wL

* system node autosupport
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° role’ld. A—H—hFEEINBRBACO—ILTY, IBESNTULERWEE. -role’ igT74IL LT
‘admin’iCR D £9,

° “-session-validity-period’{&. I—H—HFLWIITEY > 3 V=R 2HEHNELZFICEKRINE
O—JLIC7 VX TEZHBTY, IESNTULAWEEIX. FO—/NLZE7/IESVM "default-
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session-validity-period DMERA TN X ¢,

° jit-validity-period’I&. FRESNIRBBURE. 1—F—DITEY > a3 > ZRRTET 2RAHBTY,

BELABWEEIE. “session-validity-period WMERINE T, CONFTX—RIF. FO-NILF T
|&SVM “max-jit-validity-period Z#8 X 5 Z L IFTET XFH Ao

° “start-time’ iE. A—H—HIITEY >3V EFIBTE3HRTY, EESNTLAWVGEIX. IREDH

RbMEREINE I,

ROFTIE. ontap user HFLW JIT v a>ZRBTSE0IC 1 KR admin O—JLICT
JELRATEBELDICHDET, ‘ontap user’id. 2025 F£ 7 B 1 BFE 1 BH5 60 BHME
JIT Ly a> zMmTERLIICHRDET [+

‘security jit-privilege user create -username ontap user -role admin
-session-validity-period 1h -jit-validity-period 60d -start-time "7/1/25
13:00:00"

3MEBICIGEL T, A—F—DIUT 7IEREZWMOELEFT :

security jit-privilege user delete -username <username> -vsServer
<svm_name>

COOAX YV RIF. A—H—DITT7 7t R %=, 77 RAEHENMINTUVEAWVSEETHRDBELET, -
vserver MEE TN TUVWAWEE. JIT7I7ERIFISREZ—LANIILTRDBEEINET, 12— D705
4 7BITEYy > avICBMLTVWBBEIE. tyoar i TLET,

JTO—EN AR 1I—X T —2X

UTORIE. JTERFEO—MHNBRI—XT—AZRLTVWET, F1—XT—XTlE. BETS TR
ANDT I R%RMT37-0ICRBACO—ILERETIHNELNHD £, FATURIE. OYVREEFDNT
AX—R BT A FEMBRMEH INTUVBONTAPOTY Y R 77 LY R o ENTVWET,

A—R7—2 av v R i
I—H—rcO—-ILOEE * security login create FOR—=T a4 T ElEF THR—

. . T YIRS, —ERICER LT
security login delete O—H—AEIERR LD, O—

IWEZBBELIEDLET,
SEEREEIE * security certificate SEREED A VR =L EIZEH
create DIHICEEET7 I/ X Z2EFL £
ER
®* security certificate
install
SSH/CLI 7 7 & X #lf# * security login create ESTINa—FTa TR
-application ssh —HR—bDI=DHIC. —RRIC
SSH 7Vt XA%Z&FHFrRILX T,
SALERER * system license add BeeD 7o 710 T E=I13IET7 2
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I—XRT—2R

SRATLDTyTITL—RENY
FiEH

FYRT—=0EF2VTARE

IS AREIE

SVMOERE

R a—LOEE

SnapshotD &I

vy T — U8R

TARIITITVT— hDERE

avrr

* system node image
update

* system node upgrade-
revert

* security login role
Create

®* security login role
modify

* cluster add-node

* cluster remove-node

°* cluster modify

®* vserver create

* vserver delete

* vserver modify

* volume create

* volume delete

* volume modify

* volume snapshot create

®* volume snapshot delete

®* volume snapshot restore

* network interface

create

* network port vlan
Ccreate

* storage disk assign

* storage aggregate

create

* storage
disks

aggregate add-

S

TyTIL—RU4 Y RUDEF
L. TOEEDBELET,

Fy hT—UBEEDEF Y F o
O—LAD—BSMAZTEEHA L
£,

75 R —DYER F 7o (BB D
TeOICHEBLET,

O a > IFIFREDT:
HIZ. SVM BIEEMEIR % —YIC
5L %7,

AR)a—LOESg=>T,
YA XZE, £ISHIBRD =
SEELEY,

DANIRBRDORF v TS 3w M|
RECIZETOLOHICERLE
ER

AT AR O R Y b T —
TEBEDOEREZMNELE T,

T4 2T DEMPHIFR. &5 0L
7OV — rDEEZITIICIE
HRZFERL TS L,
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I—XRT—2R
F— R {RE

%}LII
i

NT =XV R

BEEOJIADTIER

AVTSAT7VRAEEDT—R7T
72X

YET7 O ADLE 21—

EPERH
 "cluster"

C AR B

* "network"

* "qos policy-group"
*"Exal)Ta"
 "SnapMirror"
 "storage"

* " RTL"

* R a—L"

* "SVM"

BEETHIV LD
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axv>k
° snapmirror create
* snapmirror modify

° snapmirror restore

®* gos policy-group create

®* gos policy-group modify

®* security audit log show

* event notification
create

* event notification
modify

* volume show

* security audit log show

®* security login show

®* security login role
show

B

S

SnapMirrorB8fR = B £ 7= 1318 7T
TEHRDIC—ENICHEELET,

NITF#—IXVADEZTILa—
TAVITRFa—Z2TDEHIC
FRELET,

AVTSAT7VR FoyvIRICE
BEOJORERF T I XAR— b+
EITS5T-OIC—BRICERELE
ER

ARy MEFIFEIE SNMP Lo w
TEBRELIITANTBIC
|&. Elevate #fERAL %9,

BEBEADEET —X 0O Z R
TET3&L5IC. —FAEFAED
ER7 A ZFFALET,

SHET O ADRRELR— LD
TeDIC—BMICERLE T, &iH
WROBERAORRT7 I X% —FEH
BDHEFRILET,
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https://docs.netapp.com/us-en/ontap-cli/search.html?q=volume
https://docs.netapp.com/us-en/ontap-cli/search.html?q=volume
https://docs.netapp.com/us-en/ontap-cli/search.html?q=volume
https://docs.netapp.com/us-en/ontap-cli/search.html?q=volume
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver

ONTAPEBET7HT Y FOBIEBICDODWLWTER

THhHOYUE 7ORIROEIEAEICE>TIE. O—HIL 7HT Y bADORRERORSE
7. CABANEISY—N— FTJHILFGEBBZED 1 > X =)L, AD. LDAP. F7IEXNIS 7

VU ADBEREDUREBICRZGEDHDET, CNEDRRVIEFITART. FATV K

TOEZADBW LR THEMEERTHRERITTEET,

NFEF—%ZONTAPEBIEE 7 H U > MIBEERMITS

SSHAREEREDIZE. BIEET7HT Y FHSVMICT7 V7t X T BHIIC. AHEZEIES
Thovk kEﬁEﬁHéZ\Eb“% D %9, ‘security login publickey create’ 1< > K % (&
BLT. F—ZEBEBEET7 NIV MIBEEMNITRZECNTEFEXT,

22U NE
SSHTODT7HT Y bDEREFIC/NA T — R ESSHARBEBOmM A Z{ER T 315 VAN RN A
AL TEREESNX 7,
HIAY B HIIC
* SSHFX —%4% L THELKHBELHD XTI,
C CDRARIVERITITBICIE. VS RAXBEBEXLIISVMOERBETHINELHD X7,

FE
1. BBET7HY Y MIRBERZEENMITE T,

security login publickey create -vserver SVM name -username user name -index
index -publickey certificate -comment comment

‘security login publickey create’
DEFMICDWVWTIE. link:https://docs.netapp.com/us-en/ontap- cli/security—
login-publickey-create.html ["ONTAPOAY VK U7 7L YA 1 ZELET

2. NRARERTLTEERNRZRBLE T,

security login publickey show -vserver SVM name -username user name -index
index

“security login publickey show"
DFMICDOWVWTIE. link:https://docs.netapp.com/us-en/ontap- Cli/security—
login-publickey-show.html ["ONTAPOARY VK U7 7L YA &2 EBLET

il

DAY > Ri%. SVM “engData1l’® SVM BIEE 7 H T > b “svmadmint ICAFREEBEETIT X9, A\
I > Ty I RBS5MEDETENET,
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clusterl::> security login publickey create -vserver engDatal -username
svmadminl -index 5 -publickey
"<key text>"

ONTAPEIEZE DSSH AR ¥ X.509;[FAE~* EIEd 3

”ﬁ%)t@)h[i%SBHREt#:U?%%ﬁ%T%K@E;‘%wMWmm
publickey A¥ > R v b &AL T SSH 2AFF — & X.509 SEEAZE ¥ DS ET T % BIE
TEET,

NFEBEXS509EEFAZEDERE T HU Y FADBER T

ONTAP 9.13. 1L Tld. BIEET7TH U Y MIBEEMIT D ABEICX 5005 FAZ % BEE[MITZ e TEE T,
CNUICED. AT bDSSHOY 1 VERICEEFBEZE O EARYIN P RIDAF T v oS, X2 ) T hEed
nxd,

2R

SSHZ\RS ¥ X 5095 FFAZ OMA #ER L TSSHIZEBT 7 H U Y b #E3EE T 2358, ONTAPIE. SSHARE
H(ER LI-EREEDRIICX 509 ERRZ 0B F v 7 LEJ, SFBAZOERERENMTIN T WD, F/IF5ER
ENKBLTWVWBIHE. SSHOY 1 VBTSN, NREBISEEICEMICED £,

FtaS BaEiIC
* CDRRVERITIBICIF. VS REZEBEXIISVMOERETHIHNENHD XY,
* SSH¥—Z4EM L THEHBELHD FT,
* X509 EEAE DHARRYIND A ZF T v I T BHENH BB, BEBRIAAEZFEHATETE I,
* X509 EEAE DHARRYINE R EF T v I 23BN D ZHEIF. ROFIEZRITLET,
° FUEEE (CA) W'SIAZEEZZ TR > TEBRELNHD £,

° SEBAEF = — > (HECASEEAE £ )L — FCASEBAZE) | “security certificate install A< > FZERHL T
1R F—)L?‘Z)Z\Eh“% DET, "ONTAPOTY >V R )T 7L >2R"D 'security certificate install’ D&F
Mzl8BRES

° SSH T OCSP ZBMICY 2REND D 353'0 FIRICOWTIF" TP HILGEREN BN TH 5 C & DHE
in (OCsPzfEf) "2BRL T

Fg
1. NI X 509 FAZ # BIBE 7 H U > MIBEEMITE T,

security login publickey create -vserver SVM name -username user name -index
index -publickey certificate -x509-certificate install

"security login publickey create’
DFMICDWVWTIE. link:https://docs.netapp.com/us-en/ontap- cli/security—
login-publickey-create.html ["ONTAPOAY YK U7 7L YR " 12 BT
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2. NFARERTLTEERRZRERL T,

security login publickey show -vserver SVM name -username user name -index
index

‘security login publickey show"
DFMICDWVWTIE. link:https://docs.netapp.com/us-en/ontap-cli/security-
login-publickey-show.html ["ONTAPOAY VR U7 7L >R " 1 ZZELIETL,

:ll

DAY Ri&. SVM “engData2' ® SVM BIEE 7 A7 > b “svmadmin2' (CAFA# & X.509 SEERZE % BEE
ITET, REARICIET>TYIRBS6HEIDETENET,

clusterl::> security login publickey create -vserver engData? -username
svmadmin2 -index 6 -publickey

"<key text>" -x509-certificate install

Please enter Certificate: Press <Enter> when done

<certificate text>

BEET NV FDSSHARREN 5. SEAZOREMITZHIBRL T,
RNERIIRELICE R, THU Y SOSSHARED SIREDIEAE C OFEMITZHIRTE XY,

HIAY B8
CDRRAVERITTBICIE. VS RARXEBEEXIISVMOBIBETHAINELHD £,

FIE
1. EBET AU Y +HSXE095AE OREM T ZHIFR L. BIFDSSHARBEZRIFL 7,
security login publickey modify -vserver SVM name -username user name -index

index -x509-certificate delete

"security login publickey modify"
DFMICDWVWTIE. link:https://docs.netapp.com/us-en/ontap-cli/security-
login-publickey-modify.html ["ONTAPOANY VK VT 7L VA" 1 &ZCELTETLY,

2. NHRARERTLTEERNRZRERLE T,

security login publickey show -vserver SVM name -username user name -index
index

il

ROAT YV RIE. 10T Vv I RXES 6 D SVYM engbata2 @ SVM BEIEET7H TV bk “svmadmin2' Hh'5 X.509
SERRZ DR EMITZHIBRL £ 9,
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clusterl::> security login publickey modify -vserver engData? -username
svmadmin? -index 6 -x509-certificate delete

EEETHY Y bH 5 DRFE CEERRE OBEM T DHIBR
THhoYhh5. BEORFHBEAPAZOREZHIFTET XTI,

HIRY B HIIC
CDRRAV%ERITITBICIE. VS RAFXEEBEEXZIISVMOEIBETHINELHD £,

FIE
1. BEBETHIY b 5. LB#E X 5095ERAE OBhERM T ZHIFRL £95,

security login publickey delete -vserver SVM name -username user name -index
index

‘security login publickey delete’
DEFMICDWVWTIE. link:https://docs.netapp.com/us-en/ontap- cli/security—
login-publickey-delete.html ["ONTAPOAY YK U7 7L YA &2 BT

2. NFERERTLTEERRZRERLE I,

security login publickey show -vserver SVM name -username user name -index
index

il

ROARVKRIF. 1T Y I ABES 7 D SVM engbata3 D SVM BIEEZET7 AT > b “svmadmin3 H 5 A+
— & X.509 FSEEAEZHIFRL £ 95

clusterl::> security login publickey delete -vserver engData3 -username
svmadmin3 -index 7

BEIEHR
i A S BVl g m B G/

ONTAP SSH 0% -1 > AI|C Cisco Duo 2FA 3R E T 3

ONTAP 9.14 1LAF#TIE. SSHOJ 1 VB D2RREREE (2FA) (CCisco DuoZfERT 3 &
SICONTAPEZRRETEF X9, DuoldV S XA LRILTHREL. REIFT7AILETIAN
Tni1— ﬂ)ﬁ@/hk@%*hiﬁoﬁbbuxDm%&mwﬂm(Eﬂ%awﬂ
LRILWTERETDCEHTETET, TDHEIE. €DStorage VMDD I —HF D AIZEAEE
NET, DUOEZEMCLTERETDE. TRTOI—HOEREFEOAREMTT DEMD
SRR L TREREL £ 95
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SSHOY 1 VICDuosRit = BMICT D . I—H—IFXEISSHO Y /H#kv-/\’rx%’:”ﬁ?%z\gb“% OIS
T BERAZEICDOWVWTIE, CiscoDuo "&EigRFa Xy ME BT

ONTAPOOX Y RZA > AR —T 24 A TEITTE SCisco DUOBED R X ZIFRDEHED T,
* Cisco DuoDE&7E
* Cisco DuoDFREDNEE
* Cisco DuoDE&E DHIIBR
* Cisco DuoDE&E DR
* DuoZ IL— 7 DHIBR
* DuoZ IL—FDRR
* A—1H DDuosBEED /N /N X

Cisco DUoDERE

‘security login duo create  AVY RZMRALT. VS RELBEXLIFFEDRI ML —
VM (ONTAP CLITCldvserver LMUENET) ICXF L Tcisco

DU EZEM TE £ T, CNZEITOSL. TDYFAREFLIFA L —2VMADssEOY A > TCis
co Duoh'BIICAD £9, link:https://docs.netapp.com/us-en/ontap-
cli/security-login-duo-create.html ["ONTAPZI?‘/ F UDJ77L2RA" 1D “security
login duo create DOFMiE BT

FIE

1. Cisco DuoBEE/NRILICOTA >V LE T,

2. Applications > UNIX Application (CB&IL £,

3. MEF— ¥—ULvk F— APIRZ FEZERHRLF T
4. SSHEMFERL T, ONTAPZ AT > McOd14 > LET,
5

. T DStorage VM®DCisco DuosBsEZz BRIC L £ 9. ILIEMADEIE. FRTIREDBRICEZTIHRZ T
720,

security login duo create \
-vserver <STORAGE VM NAME> \
-integration-key <INTEGRATION KEY> \
-secret-key <SECRET KEY> \

—apihost <API HOSTNAME>

Cisco DUuoDRENEE

Cisco Duo (C& B A—H—5RAEAE (FIRIE. BT 0> 7 FORTECERT 5 HTTP 7OF24K) %
TETEET, AL — VM (ONTAP CLI Tl vserver EFEENEF) D Cisco Duo SREE LB T ZHNE
HH 3B EIE. “security login duo modify’ ZI?/ REFHETEFEI, 'ONTAPOY VR UT77LYR"D
“security login duo modify DFFiizE CEL 128
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FIE

1. Cisco DuoBEE/NRILICOTA >V LE T,

2. Applications > UNIX Application (CF8IL £,

3. EF— ¥—ULvhk F— APIRZ FEZERHRLF T
4. SSHEMFERL T, ONTAPZ AT > McOd14 > LET,
5

. CDStorage VMDCisco DuosREZZEE L £9, IIENADEIL. FERTIREOHLWVERICEZHRZ
TR

security login duo modify \
-vserver <STORAGE VM NAME> \
-integration-key <INTEGRATION KEY> \
-secret-key <SECRET KEY> \
-apihost <API HOSTNAME> \
-pushinfo true|false \
-http-proxy <HTTP PROXY URL> \
—autopush true|false \
-max-prompts 1[2]3 \
—-is—enabled true|false \
-fail-mode safe|secure

Cisco DuoM:i&E DH!I

Cisco DUoDEREZHIFRT D . SSHA—HHOY 1 VBFICDuoZ FER L TR T 3MEBEN R AEDET, R

kL —VM (ONTAP CLITldvserver MEENE F) DCisco DuosRE X HIBRY B ICIE. “security login duo
delete AY Y R%EMFHALE T, security login duo delete’ DEEAIC DL TIE. "ONTAPOY YR U T 7L Y
2'EBRELTIZEN

FE
1. SSHZERA L T. ONTAP7Z Ao > hcOd14>LET,

2. ZDODRL— VMO CISCO Duo 18R ZEHIBR L. XOEBREAML—S VM AICESRZEY,
<STORAGE_VM NAME> !

security login duo delete -vserver <STORAGE VM NAME>

Zhick b, ZdDStorage VMDCisco DuoiREHNFTTRICHIBRTNE 35

Cisco DuoDF&E DR

Z kL —2VM (ONTAP CLITI vserver EIEENEF) DBEFDCisco Duot#miid. “security login duo
show AV RZFHAL TRRTEFEXT, "ONTAPOY VR U7 7L > "D “security login duo show' D&%
BTV,

FIE
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1. SSHZER L T. ONTAP7Z Ao > hcOd14>LET,

2. ZORL—VMDCisco DUoREZERTLET, 723> Ty ‘vserver NI X—XEFRLTA ML
—JVMEIEETZCHTEET, FDHEIEX. <STORAGE_VM_NAME>%# X kL —JVMAICE S
BZET,

security login duo show -vserver <STORAGE VM NAME>

RDESBHADVKRRIEINE T,

Vserver: testcluster
Enabled: true

Status: ok

INTEGRATION-KEY: DI89811J9JWMJCCO7IOH
SKEY SHA Fingerprint:
b79ffadblc50blc747fbacdb34g671d4814
API Host: api-host.duosecurity.com
Autopush: true

Push info: true

Failmode: safe

Http-proxy: 192.168.0.1:3128
Prompts: 1

Comments: -

DuoZ )L — T DERR

Cisco Duo Tl&. HED Active Directory. LDAP. £7ldO—AJ 32— JIIL—7FDI1—HDH% Duo 583
TOCRICEHZEIIRETEE T, Duo JIL—T%H2ERT 2. TDTIN—TICEBT 21— DHH
Duo FR5E%E KD 5N FE F, Duo 7' JL— I “security login duo group create’ AV > RZERA L TERTE £
o JI—THEERTIEIC. AT 3V TEDOTIN—TROEFEDI—% Duo SR 7O AN SBENT
B2EHTEFFEI, "ONTAPOT VR 17 7L > R"® “security login duo group create’ DEiflix CEL 2T
L\O

Flig
1. SSHZER L T. ONTAP7Z Ao > hcOd1>LET,

2. DuoUIL—T=ERLE T, FEMROEIZ. BEOBHREBEIRI TLIEETV, “-vserver /NS X—4%
BRI, JIL—TIFITXEZ LRNIILTEREINE T,

security login duo group create -vserver <STORAGE VM NAME> -group-name
<GROUP NAME> -excluded-users <USER1, USER2>

Duo 7' )L— 7 D4Hil&. Active Directory. LDAP. X7ldO—AI I —TFe—HT23HELRHD XY,
F 7> 3 >® -excluded-users /NT X —R TRE LI —HIE. Duo BBsE 7O RICEEFNEH Ao
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DuoZ IL—7DXRT

BE7Z D Cisco Duo 7' JL— T > k)& “security login duo group show A< > REFEAL TR TET £,
“security login duo group show MFEMAIC DWW TIE. "ONTAPOY Y R U7 7 L 2A"%#BBLTLETL,

FI&E
1. SSHZEAL T. ONTAP7 AU > hMcOd1 > LET,

2. Duo JI—FDITY I ZERRLEY, FHNAOMEIZ. RIELSEUGLABRICEZIHRI TIEE L,
vserver NS X—R BT Z L. JIL—TEI 5 X2 LRNILTRREINE T,

security login duo group show -vserver <STORAGE VM NAME> -group-name
<GROUP_NAME> -excluded-users <USER1, USER2>

Duo 7' JL—7D%Hil&. Active Directory. LDAP. F7ldO—AHI JIL—F—HITZHNELRHD £,
F 723> -excluded-users /NT X —R THEELZI—HIERRINEE Ao

DuoZ )L— 7D HI&

‘security login duo group delete AY Y R%fERHL T. Duo

IIN—TDIV ) ZHIBFRTEET, JIL—TZHIRTD . EDJIN—TICFAERTS1—H—I&
Duo sest /O RICEFENRCADEXY, link:https://docs.netapp.com/us-en/ontap-
cli/security-login-duo-group-delete.html ["ONTAPOANY VY F UTJ7 7L >X" 1D
‘security login duo group delete DFHZECELLIEIUL,

FIE
1. SSHZEAL T. ONTAP7Z AU > McOd1 > L&,

2. DuoZIL—7DIT> MU EHIBRLE S, IENRNDEIL. REBHAOSEFLEBRICETERITLETL, -
vserver NS XA —A B TD . TIL—FIFVSAEZLANIILTHIREINhZE T :

security login duo group delete -vserver <STORAGE VM NAME> -group-name
<GROUP_ NAME>

DuoZ JL—7FMD%HilL. Active Directory / LDAP/ O—AIL JIL—F&—LTVWBHREHLAHD £9,

I—%DDuosSEED /N1 /N R

IARTOI—YHEFEDI—H%. Duo SSHERSE O XD SRATETET,
TARTDDuoL—H DR

FTARTOI—HIZDLT. Cisco Duo SSHEREFZ# #ENICTET F 9,

FIE
1. SSHZEAL T, ONTAP7 AU > MMcOJd1 > LFET,
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2. SSH Z1—%'® Cisco Duo 3% E&hIZ L. Vserver &% "<STORAGE_VM_NAME>' ICBZ# X £7 :

security login duo modify -vserver <STORAGE VM NAME> -is-enabled false

DuoZ IL— 7 21— DR
DuoZ I —FICEFNZBFEDNDI—H %, Duo SSHERE O AW SBRNATETE T,

FI&E
1. SSHZERL T, ONTAP7 AU > MIOd1 > L&,

2. I —THOEEDI— DCisco DuosBiE# EMIC L £ 9, WIFMRNDEIX. ENENBFRNTZTIL—
TERA—H VA MIBTHBATLLIETWV

security login duo group modify -group-name <GROUP NAME> -excluded-users
<USER1, USER2>

Duo 7 JL— 7 D&HiIL. Active Directory. LDAP. X7=(3O—hHIL JIL—Fe—HIIBELRHD £,
“-excluded-users’ /N X —AR TIEELcI—HIE. Duo SREE 7O RICEEFNFH A

"security login duo group modify’
DFMICDWVWTIE. link:https://docs.netapp.com/us-en/ontap-cli/security-
login-duo-group-modify.html ["ONTAPOAY VK UTJ 7L >R 1 &ZZELETVL

O— A J/LDuo1—H DR

Cisco Duo BIENRIILZFEAL T BFEOO—HJL 1—H% Duo SLEILSBATET T, FIEICDOWLWTIE.
"CiscoDuo RKFa Xy FEBRBLTLIETWV

ONTAP CCAZBANN T —/N\MEBEZER L TA VXA =ILT 3

AKBRIEDXATLTIE. 75 AFZETIFSYVMZESSLY — /N L TEREES B 7-8IC. CAE
B2OTORIGIRREREA VA M —ILT B EHELET, “security certificate
generate-csr' AV > Rz {ER L TAEAAEZEREK (CSR) Z4%m L. “security
certificate install ¥ > FZfEA L CEREERAD SR ESNIFIRAEZ A VA —ILTE X
9, security certificate generate-csr' K U securlty certificate install’ DFFMHIC DLV T
& "ONTAPOY VR U7 7L A" =2CELSTIEE

ALREERERDER

‘security certificate generate-csr AV Y R%ZEHAL TEFAEEREXK (

CSR) ZEMTEXT, BRNMUETNB L. 8BiE (ca) MERHRINLT O XILGEAZEZXEL
9,
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Bt B HIIC
CDRRAVERITITBICIE. VT RAIXEEBEEXZIISVMOEIBETHINELHD £,

FIE
1. CSRZEM L £,

2.

58

security certificate generate-csr -common-name FQDN or common name -size
5121102411536]12048 -country country -state state -locality locality
-organization organization -unit unit -email-addr email of contact -hash
-function SHA1l|SHA256|MD5

RDOARY RIE. RKEAY 7A=Y Z—R—=JLICFREET 3. AR ZLELEED
“server1.companyname.com CT#H 32D "IT SBFID Software’ 7 IL—FHMERATS. "SHA256'/\v> 1
BRI &K > TEMTNIZ2048E Y FDOMBEEZE SOCSREER L 9. SYMERILEEBEDA—ILT R
L Z1F "'web@example.com’ T3, ¥ XA T LIFCSREMERE HIICKRRILET,

CSRZ1ER Y 30

clusterl::>security certificate generate-csr -common-name
serverl.companyname.com -size 2048 -country US -state California
-locality Sunnyvale -organization IT -unit Software -email-addr

web@example.com -hash-function SHA256

Certificate Signing Request

NOTE: Keep a copy of your certificate request and private key for

future reference.

CSRENDIERAEERZ TV FIHH (EX—ILRY) TEETETZY—RN—TDCAILXEL. BES
ZRDHFET,

EXRMNIBEhD . BLEADT VRILGAENCADSXESNE T, WEREECAZRLT P I
FOAC—ZREITBVENHD FI,


mailto:web@example.com

CAZRAAY—/\GEEAED T X b=l

‘security certificate install AN Y RZEAL T. svMic
CABELMNEIY—NERAEZ A VXA =L TE XY, ONTAPIF. Y —/\GIRAZDIAZEF T — > %18
B9 3506 (ca) DIL— MEERRE CHRBEEBBEDANZKRO £9, link:https://docs.neta
pp.com/us-en/ontap-cli/security-certificate-install.html ["ONTAPON >

)7 7L >RX" 1D “security certificate install DFMHZCELLEIL,

IR Y B HIIC
CDRRAVERITTBICIE. VXA FXBEEXIISVMOBIBETHINELHD £,
FE

1. CAZRBAT—NIEBER 1MV Xb—ILLE T,

security certificate install -vserver SVM name -type certificate type

Y —/NIEBEDHFAEF T — > %2 T 5. CADJL— MEFAE C FEEERAZED A% K

@ 27OV EDBRARINET, Fr—2id. T—/N\EEBEZFHITLI-CADIIHEEN SR E
D. CADJL— MEFREX THRI X9, PEEEEEMOTHIRITTWD . Y —/\iIEE
DAVAR=ILICEKBLET,

ROOAR Y RiE. CABRGE Y —/\—FEEAZE &« PRIGEFHE%Z SVM “engData2’ lc1 > X —JLL £ 9
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CAZXFEHY —/N\GIFAZ C FEEERREZ 1 Y X b —IL T 3f

E e E:

clusterl::>security certificate install -vserver engData?2 -type

server

Please enter Certificate: Press <Enter> when done

Please enter Private Key: Press <Enter> when done

Do you want to continue entering root
certificates {yln}: vy

Please enter Intermediate Certificate:

Do you want to continue entering root
certificates {yln}: vy

Please enter Intermediate Certificate:

Do you want to continue entering root

certificates {y|n}: n

You should keep a copy of the private
certificate for future reference.

* "% a2') 7 1 FEBAZE generate-csr"
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and/or intermediate

Press <Enter> when done

and/or intermediate

Press <Enter> when done

and/or intermediate

key and the CA-signed digital
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System Manager CONTAPIFEZ%# B2 9 3

ONTAP 9.10.1LA & TlZ. System Managerz{FB L C. SRS NTERER. 7517
/Y —NEERRZE. O—A) (F>hR—FR) REEBEEETEET,

System ManagerTld. O 7 TV —> a3 h oRITHR-CBAEZEBEL T, TN 7 U sr—> 3y
WoDBEEZRBIATEIENTETET, tMOT7 TV Tr—>a VIR LT AT LZHBRT 272D B DR
EHEETEET,

AERAEBIRORT
System Managerz L T. 75X FIREFESNTVWBRERBINLREAR. 75172 8 H—/\GEE
SLU0O-NIIFAEEZRTITCEEFT,
F&E
1. System ManagerT. *Cluster > Settings* = ZER L £ 9
2 *Fa )T BEETRIO-IILLET, GEAE I 3 Vi3, U TOFEMEIRTREINET :
° RIFINTVBEEINIEREERE O,
cRETNTWVWE IS 7> b H—/\FEEHZE D,
CAREFEEINTWVWSO—HILERAERDE.

3. SEFREDA T IV DFMZERTI 3ICId. FEDESZEIRT 5D, 3ZFERLTINTOATIIDE
HReICHEARATR—CZAVTLEET VL, DX NIRRT S AZ2BDBHRIRTEINE T, FEDI b
L= VMOBRHRDAZRTY BICI1F. ROFIEZERITLET !

a. kL — > Storage VM %3 #IRL £ 9,
b. Storage VM%E IR L £
C.*RERTICYIDERET,
d SERE LI a VICRTENTVWRESZERLE Y,
RDATy 7
* BERAE R—IUD5. FIAZSELERODERH|TET T,
* SERAZEIERIE. ATV TEIIZ3DDRTICADNTVET, ERX T TROEEEZRITTEE T,

CDRTTIF... UTDOFIEZRITTEXT ...

{S3E T = 2 EREHLRS * [install-trusted-cert]
* fERE S NTESEER DHIFR]

° ['T%%Ef_k?htub DIE)E_I]@EfE]

9547 MY —/\iERRZE * [install-cs-cert]
* [gen-cs-cert]
* [delete-cs-cert]

* [renew-cs-cert]
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O —71)LEERRE RS s FFLWO—HILEREER DIER]
* [O—NILEREEBZ R L AR EANDB4H]
* [O—BILEREER DHIFR]
* [O—AILEREER D EF)

EEAEELERDER
System Manager®*(EFAE* R—J OERDRZ THh 5. FFHEELEXKR (CSR) ZEMTEF T, WERCNH
J59 BCSRAEM I, FEEAEZFRE L TER TS CLMMREZEMTET XY,
Flig
1. SERER—DZRTLET, FIAZBERORTIZEBRLTIRETL
2. *+Generate CSR*%ERL £ 9,
3 HITx U MEZANLET,
a BT ANLET,
b. *E*ZERL T 2T W
c. *HfZANLET,
d EBEMZT AN LET,
4. FIAIN L ELEEETTIHEIE. “ZOMOA T a > m&RL. BMEREAILET,

1§§Eént.wun]-£}£j®’r VR l\_)lf (l_jjl])
System Managerz £ L CT. ERENIRERZEMTTI YA =L TEXT,

FIE
L SRS 2 T ERTLET. FIHEERORTESRL T LT

@l + i PETIETS

3. EFET T ZAAAMBIDIBIN /XFRIL T, ROBREZRITLET !
c*BErE AL TLEE L,
°scope Y LT. ARL—Y VM EFRLET,
cHBEZANLET.

xR S EBRLET,
° *EEBRE DM AN X IFAVR—FLET,

ERE I NI-EREER DHIRR
System Managerz R L T. EBEINIFEAIRZHIRTET X7,

@ ONTAPICHSDLHA VA R=ILENTWVWBEEINI-REHEITHIRTE EFE A
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FIE
1. MERETNIGEIRRE 2 T2 RRLEY, FEAZSERORTIZSBLTILEE L,
2 EECNIGERELR ORI Z#ERLE T,
3. LEIDMICH D : ZFEIRL. HIFR ZFIRLE T,

ERESNIFREER O EH
System ManagerzfEH L T. BREBRAIMINTVEZNMEDOVWTWAERESNIRIIRZEH TEET,
Flig

1. SN AR 2 T 2RRLE T, [IAEBEROERTZBRL TSIV,

2 EHEINIFREIR DR ZERL£J,

3. SAIBAZERDIEICH D : ZFIRL. "EFZBEIRLE T,

ISAT> MY —=NGBREED > X b—JL GEM)
System Managerz AL T. 547> b/ H—/\GIBAE%EIMNTA VA =L TET X9,

FIE
1. *0SA4T7 2 MY —N—3RE 2 TeRRLET, FIRASBEROERTIZEBRL TSIV,

2.
EEIRLET
3. 054 T Y —N—EEHEDBI AR T ROBEEEFLET |

° *SEBRER ZANILE T,

>scope L LT. ARL—Y VM ZEBEIRLES,
o @R EANLFT,

xR T FEIRLE T,

c “EREDHM ZANXIZAVR-— M LET, AIREOHFMEZERANTED. TFX LT 7L
NEIE—&R—ZXBMTBED M VR—MZIVY I LTEARETI 7IUHDSTF I 2L VR— b
TBHIEHTEET,

CMEBRETANLET, WEBRZTFIAL J7MIDSANELEAE— TR R=XMTEH *
AVR—MZ TV I L THEBERT 7AILDSTFIAMZAVR—FTEEXT,

BEB&I A7 NI H—/N\GERZEDER GEM)
System Managerz L C. BEEBRIS1 7V I H—/N\BAEEBMTERTET XTI,
FE
120547 MY —N—FRE* R TZRRLET, [(ASEHROERZBRLTIIZEL,
2. *+Generate Self-signed Certificate*Z 1 EIR L £ 95
3. *BECERIAEDER /NRILT, ROREERITLET !
° EERER*ZANLET,
> scope ¥ LT. ARL—Y VM EFRLETD,
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c *HBER T ANILET,

oA I EFERLET,

Ny B ERLE Y,
o — B EFERLET,

c ARL—=C VM EEIRL X TS

247>~ Y—/\GERBEDHIRR
System ManagerzERL T, 747> b/ H—/N\GEAZEZHIRTET X7,

FIE
120547 MY —N—GAE 2 TZRTLE T, [AZSEROERTIZEBBLTIETEL,
2. 947 NI H—NEEREDORFIZI Vv I LET,
3. ZHIDMEICH B Z:FERL. *HIFRZ Vv I LET,

247>~ —N\GEEAEDEH

System ManagerzfE L T. BREBREIMINTVEZNMNEDOVWTWE IS4 7> b H—/N\GIBEZEHTSE
79,

FIE
1205472 MY —N—iEAE 2 TZRTLEF T, [AZSEROFRTIEBBLTIETEL,
2. 9SAT YN Y= NABREDORFET )y LET,
3. ZHIDMEICH D Z:ERL. *EFZI Vv I LET,

FLLWAO—AHILEREER DIER
System ManagerzfER L T. HILWLWO—AIILRERZERTET XY,

Fig
1. *O—A)LEEBBRE* 2 T2 KRR L F 9, [(FAZEHROFRZBRBLTLLIEE LY,

gl +7cd PRTIES
3. *O—7)LAERAMEA DB /N RIL T, RDREERITLET !
C*RETEASNILTLEE L,
°>scope ¥ LT. ARL—Y VM EZRLE T,
B EANILET,
4 TN ELEESTTIHEIF. *EOMDFT TS 3 > %FRL. BMEHREAILET,

O—AILEREEREZ R LIAEREADES
System Manager©. O—AJLESEBZ#ER L CAERRAZSICER TE XY,

FIE
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1. *O—A LA 2 T2 RTL £ 9, FEAEERORTIZERL T ZT L,
A—AILEEER DA 2 ERL 9,

LRIDMEICH B BN, FEREICER ZERLE T,
“ERAEERERICER T # —LICEEALF T,

CBEAEERLR AV T UV EMODMITED. M UR— NIV I L CGREREBRER 7 7 ILET Y
R—bTB3IHTEEY,

° AERAZE D BENEE B TREEL 7,

A w D

O— 7 ILEREER DHIRR

System Managerz R L T. O—AIILRABZHIRTE XY,

Flig
1. *O—NI)LEEBER* 2 T2 RRL £, FIAZEHRORRTZERLTIIEE L,
2. O—AILZEROAFIZEIRL£T,
3. LHIDMEICH D : ZFIRL T, *HIbR 2o Vv I LET,

H—7)LEREER DEH

System ManagerzfE L T. BRERIYTINTVWEZMNEDOVWTWAO—AIILREREEHTITF T,
Flig

1. *O—NI)LEEAEE 2 T2 RN L £ T, FAIAZEHRORRZEBRL TSIV

2. O—AILZEROAIZERL £,

3. LEIDHICHD: = EIRL. "Bz VvILET,

ONTAPTCActive Directory R X1 > O bO—35 PO XA%ERET S

AD7 Y EMSVMICT It X T BICI3. 75z¢v$m;tsvw|/\a>AD RX> aY bk

O—5 772 XA%ERETIHRELHD XTI, T—HSVMEDSMBY —/\% T TICKEL

TW3BIEEIE. SUIMEISZAEAANDADT VL ZABDTS— o x4 (FoRJL) & LTE

ETEFEYT, SMBH—NZHREL TWERWESIE. ADRXA Y EICSYMAOIOYEa
— B2 THOY M EERTEE T,

ONTAPTI&. lxo) FXL>Y O bO— 7|:|/L.|:|E-'j- L’_XfJ"U'IT\ FENET,

* Kerberos

- LDAP

* Netlogon

* Local Security Authority (LSA)

ONTAPTId. % 277 Netlogon&EfiZz RV T 3 7=DICRDEYI 3> F— FILI) LD R—rEhZE
ERS
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tyiary*—-7IdVRIL EmEnizyU—2X

HMAC-SHA256 (Advanced Encryption Standard ONTAP 9.10.1
(AES) R—2R) o5 XX TONTAP 9.9.1UFIHE
TENTHED, RXq> Qv bO—>hrtxa7
% Netlogontt —E XICAESEZEA L TLW3IHE. #Ei
XKL ET, CDIBE. ONTAPE DR+ —3%
FEZITANDLDICR XY O bO—-52BF%
ETAIHNELHD £,
DESH &K UHMAC-MD5 (GEAABF—HERESNTLY ONTAPIDIARTD ) J—X
358)

Netlogon®Dt ¥ 2 774 F v RILEEILICAESEYy > 3> F—%FHT 3155IE. SYMLETAESHBEMICZE > T
WB L ZHERTIMNENHD T,

* ONTAP 9.14.1L4B&Tld. SVMOEREICAESHT 7 4L b TEMEEINE T, FDH. SYMOtEFa
)74 REZEZET SR, NetlogonDtF 2 778 F v RILHEIFFICAESE Y>3y £—%FHTE
x99,

* ONTAP 9.10.1H'59.13.1F Tld. SVMOEREICAESHT 7 # )L h TEMMELEINE T, KOOIV R
TAESZEMEL T ZHEHLHD X7,

cifs security modify -vserver vsl -aes-enabled-for-netlogon-channel true

ONTAP Q14 1LURRICT v T L —R LTHBETH. ENELDEIOONTAP) ) — X THER L
() 7SVMOAESEENEBMICETENGC LidBD EA. CH5DSVMTAESEEMLY 3
ICIE. REDEEZEHITIHNELNHD £,

S9EE b > R ILDERTE

T—RSVMAIZSMBHY —/N\%Z 3 TICRE L TLWBHE(1E. “security login domain-tunnel create” A< > K Z {#
BHLT. SYMEU S REAADADT7 IV RBED T — oA, 2FED_FoFRI)IL ELTHRETEET,

ONTAP 9.16.1& DHITIE. ADTY SRABEETHO Y hEEETZICIE. BIE > RILEFER T ZIHED
HOET,

FAtad 2aEiIC

* T—XSVMADSMBY —NZREL TEKBELNHBD FT,

*ADRXA>DIA—H FTHIYVMIUVZRAZDOBEESVMADT V2 AZHA L TEHBELNHD £,

C CDRAVZERITTBICIE. VI RIBEETHIVNENHD T,
ONTAP 9.10. 14 Tl&k. AD7 IV ZABHDSVMT — b T xH4 (RXAY FYRIL) BHZHBE. ADRXTY
TNTLMZ #E3IC L TLnIE. BIEERSEEICKerberosZERATE £ 9, URID) U —XTid. SVMT—hro A

DEIREREEICKerberos|IFERATEEFHATL e CDEEBEIXT 7 4J)L F TERAIEETHD . REISHEHD X
Ao

(D KerberosTEFHICBMICHTENE T, KRLLHA. RINTLMBEDHTINE T,
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FIE
1.

SMBMIGEDT—RSVMEADR XA Y AV FOA—SH IS RARCTIERTRIODERIER>RILELT
BRELET,

security login domain-tunnel create -vserver <svm name>

"security login domain-tunnel create’

FFMIC DWW TIE. link:https://docs.netapp.com/us—en/ontap-cli/security-

login-domain-tunnel-create.html ["ONTAPOANY > F UTJ 7L >R
"M EBRLTESWL

()  21-¥E®IET5ICH. SIMBRIFENTLZRENBD £ T,

DAY Y Rik. SMBXGEDT—HSVM ‘engData #5385 b >V RILE L THREL £ T,

clusterl::>security login domain-tunnel create -vserver engData

RXA>YTOSVMOYEa—3% 7HoY DIERK

T —ARSVMAIZSMBHY —/N\Z&E L TULWAWEE(IX. vserver active-directory create’ Y > R&FEHL TR
XAV EOSVMADIAYE 21— PHO Y b ZERTEF Y,

R EE

‘vserver active-directory
create ' ANV RZANTB L.
+0 L ERZFOapI—H

THAOYRDILTYOwIIDANZRDOSNE T VAV FDNIAT—RZZEIZTBILIFT
TEEA

BXA VADEESNIEREMICIYE2—X%ZEMT 3DIC

ONTAP 9.16. 1AM Tld. COFIEZFERA L TADTY S AXBBETHO YV =BETEE Y,
He 9 BHEIIC

CDRRVZ2RITIBICIE. V5 RFZEBEXIISVMOEEBETHEUENDHD T,
FIE
1.ADRXAVICSVMADIYEa—82 7HOY b ZERL £ T,

vserver active-directory create -vserver <SVM name> -account-name

<NetBIOS account name> -domain <domain> -ou <organizational unit>

ONTAP 9.16.1L4B%. “-vserver /A5 X — A IIBESVMZZITAND L DICHED F LT "ONTAPOY VK
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1) 7 7 L > "D “vserver active-directory create’ D5Efli%E CEBEL 72 E LY

RDOIOY Y Ri&. SVM “engData’® K X > “example.com’ | "ADSERVER1T WS &R AV E 1 —4&
THOYREERLEYS, OV REAANTRE. ADA—F THIYLDILT OO v IILDATI%EKD
LbNET,

clusterl::>vserver active-directory create -vserver engData -account

-name ADSERVER] -domain example.com

In order to create an Active Directory machine account, you must supply
the name and password of a Windows account with sufficient privileges to
add computers to the "CN=Computers" container within the "example.com"
domain.

Enter the user name: Administrator

Enter the password:

ONTAP CLDAPH — /N 7zIENISH —/\ 7Ot X% HTE

LDAP7Z AT RXTIFNIST AT Y OB SYMICT7 V1A T3 85HICIE. LDAPH—/NN
FTIEINISH—N\DESVMAD T IV A ZREL THESBELRHD £, X1 v FHaE
ZFEATDE. LDAPEIINISERBEXR—L V—EXV—XRE LTHEHRTZENT
T,

LDAPH —/\ 7V ADHRTE

LDAP7Z A7 > EHSVMIC 7 I R T 3ICld. SYMADLDAPHY —/N\ 7O X %EHRETIDINELNHD XTI,
‘vserver services name-service Idap client create’ A< > R%&fEH L T. SVMLEICLDAPY 51 7> hREX1E
BTEX9, £DH. “vserver services name-service Idap create’ A< > R%ZEAL T. LDAPYS1 7> b
REZSVMICEE[ITB A TETFT,

R EE
IFE A DLDAPHY —/NTlE. ONTAPHDMRET 3 XDT 7 4L b AF—TEFEHETETXY,

* MS-AD-BIS (Windows Server 2012LB&DIF & A L DADY —NTEBLEIND A £ —T)
* AD-IDMU (Windows Server 2008. Windows Server 2016. & XU ZNAEDADH— /)
* AD-SFU (Windows Server 2003LLgiMDADH—/\)
* RFC-2307 (UNIX LDAPH—/\)
BBREFDHIG5EXRE. 774 AF—TZFEHITZICEZHRELET, MEDOIXF—IHHURER

Baldk. T4 RF=TZ2E—-L. JE—ZXBLET. FMICOVTIE UTZBRLTET
Lo

* "NFSDKE"
* "NetAppT 2 ZHJLLKR— 14835 : ONTAP CLDAPZRE T B HE"
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vserver services name-service ldap client create -vserver <SVM name> -client
-config <client configuration> -servers <LDAP server IPs> -schema <schema>
-use-start-tls <true|false>
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clusterl::> vserver services name-service ldap client create
-vserver engData -client-config corp -servers 172.16.0.100,172.16.0.101
-schema RFC-2307 -use-start-tls true
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2. LDAPY A 7 > FREZSVMICEE[IITE T | vserver services name-service ldap create

-vserver <SVM name> -client-config <client configuration> -client-enabled
<true| false>

‘vserver services name-service ldap create’
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clusterl::>vserver services name-service ldap create -vserver engData

-client-config corp -client-enabled true
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clusterl::> vserver services name-service ldap check -vserver vsO

Vserver: vsO |
Client Configuration Name: cl |
LDAP Status: up |
LDAP Status Details: Successfully connected to LDAP server
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‘vserver services name-service nis-domain create’

DEFMICDWVWTIE. link:https://docs.netapp.com/us-en/ontap-cli/vserver-
services-name-service-nis-domain-create.html ["ONTAPOAN>VFK UTJ 7L 22X
"MEBRLTLETL,

70



(D “-nis-servers’ 7 14 —JLRIX -serverss 74 —ILREBEZHEZ T, -nis-servers’ 71 —JL K
ZHEALT. NISH=—N\DEKRZXAMEEIFIPPRLRAZIBETEET,

RDIAT > RIE. SVM ‘engData’ EICNIS K X VREEER L £ 9. NISK X > “nisdomain’id. IP7
KL X 192.0.2.180 3 ONISH — /N EBEL E T

clusterl::>vserver services name-service nis-domain create
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vserver services name-service ns-switch modify -vserver <SVM name> -database
<name service switch database> -sources <name service source order>
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cluster

cluster

cluster

cluster

cluster

cluster

cluster

cluster

cluster

cluster

cluster

event co

date modify?

log-forwarding create?®

log-forwarding delete?

log-forwarding modify?

peer delete
time-service
time-service
time-service
time-service
time-service
time-service

nfig modify

ntp
ntp
ntp
ntp
ntp

ntp

server create?®
server delete?
key create?
key delete?
key modify?®

server modify?

event config set-mail-server-password?

lun dele

te?d

security anti-ransomware

security anti-ransomware

security
security
security
security
security
security
security
security
security
security
security
security
security
security
security

security

anti-ransomw
anti-ransomw
anti-ransomw
audit modify
ipsec config
ipsec policy
ipsec policy
ipsec policy
login create
login delete

login modify

are

are

are

3

volume attack clear-suspect '
volume disable

volume event-log modify?
volume pause’

vserver event-log modify 2

modify 3

create®

delete?

modify 3

login publickey create

login publickey delete

login publickey modify

key-manager onboard update-passphrase?

saml-sp crea

te?



securit
securit
securit
snaploc
storage
storage
storage
storage
storage
storage
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
timezon
volume
volume
volume

volume

y saml-sp delete?®
y saml-sp modify?
y webauthn credentials delete?
k legal-hold end?
aggregate delete?
aggregate offline?
encryption disk destroy?
encryption disk modify?®
encryption disk revert-to-original-state?®
encryption disk sanitize?
bridge run-cli?
controller flash-cache secure-erase run?
controller service-event delete?
health alert delete?
health alert modify?®
health policy definition modify?
node autosupport modify?
node autosupport trigger modify?®
node coredump delete?®
node coredump delete-all?
node hardware nvram-encryption modify®
node run
node systemshell
script delete?
service-processor ssh add-allowed-addresses?
service-processor ssh remove-allowed-addresses?®
smtape restore?
switch ethernet log disable-collection?
switch ethernet log modify?
e3
create?
delete
encryption conversion start?

encryption rekey start?
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volume

volume
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volume

volume

volume

volume

volume

volume

volume

volume

volume

volume

volume

vsServer

vserver

vserver

vsServer

vserver

vserver

vserver

vserver

vserver

vserver

vsServer

vserver

vserver

vsServer

file privileged-delete?
flexcache delete
modify?
rename °
recovery-queue modify 2
recovery-queue purge 2
recovery-queue purge-all?
snaplock modify'
snapshot autodelete modify
snapshot create?®
snapshot delete
snapshot modify?
snapshot policy add-schedule
snapshot policy create
snapshot policy delete
snapshot policy modify
snapshot policy modify-schedule
snapshot policy remove-schedule
snapshot rename®
snapshot restore
audit create?®
audit delete?®
audit disable?®
audit modify?
audit rotate-log?
create?
consistency-group create?
consistency-group delete*
consistency-group modify*
consistency-group snapshot create*
consistency-group snapshot delete®
delete?
modify 2
object-store-server audit create?®



® vserver
® vserver
®* vserver
® vserver
® vserver
®* vserver
® vserver
® vserver
® vserver
® vserver
® vserver
® vserver
®* vserver
® vserver
® vserver
®* vserver
® vserver
® vserver
® vserver
9.16.1
®* cluster
®* cluster
¢ cluster
* cluster
®* cluster
* cluster
* cluster
®* cluster
* cluster
* cluster

* cluster

object-store-server audit delete?®

object-store-server audit disable?

object-store-server audit modify?

object-store-server audit rotate-log?

object-store-server bucket cors-rule create®

object-store-server bucket cors-rule delete*

options?

peer delete

security file-directory apply?®

security file-directory remove-slag?

stop*

vscan disable?

vscan on-access-policy create?

vscan on-access-policy delete?

vscan on-access-policy disable?®

vscan on-access-policy modify?

vscan scanner-pool create?

vscan scanner-pool delete?

vscan scanner-pool modify?®

date modify?®

log-forwarding create?®

log-forwarding delete?®

log-forwarding modify?

peer delete
time-service
time-service
time-service
time-service
time-service

time-service

* event config modify

ntp
ntp
ntp
ntp
ntp

ntp

server create?
server delete?
key create®
key delete?
key modify?®

server modify?

* event config set-mail-server-password?
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lun dele
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
snaplock
storage

storage

storage

storage

storage

storage

system b

te?d
anti-ransomware
anti-ransomware
anti-ransomware
anti-ransomware
anti-ransomware
audit modify?
ipsec config mo
ipsec policy cr
ipsec policy de
ipsec policy mo
login create
login delete

login modify

volume attack clear-suspect'
volume disable'’

volume event-log modify?
volume pause'’

vserver event-log modify 2

dify?
eate?®
lete?®

dify?

login publickey create

login publickey delete

login publickey modify

key-manager onb

oard update-passphrase®

saml-sp create?

saml-sp delete?

saml-sp modify?

webauthn creden

tials delete?

legal-hold end?

aggregate delete
aggregate offlin
encryption disk
encryption disk
encryption disk
encryption disk

ridge run-cli?

3
e4
destroy?®
modify?
revert-to-original-state?

sanitize?®

system controller flash-cache secure-erase run?

system controller service-event delete?

system health alert delete?

system health alert modify?



system health policy definition modify?
system node autosupport modify?

system node autosupport trigger modify?
system node coredump delete?®

system node coredump delete-all?®

system node hardware nvram-encryption modify 3
system node run

system node systemshell

system script delete?®

system service-processor ssh add-allowed-addresses?®
system service-processor ssh remove-allowed-addresses?®
system smtape restore?

system switch ethernet log disable-collection?
system switch ethernet log modify?

timezone?®

volume create?

volume delete

volume encryption conversion start*

volume encryption rekey start?

volume file privileged-delete?

volume flexcache delete

volume modify?

volume recovery-queue modify?

volume recovery-queue purge 2

volume recovery-queue purge-all?

volume snaplock modify'

volume snapshot autodelete modify

volume snapshot create?®

volume snapshot delete

volume snapshot modify?

volume snapshot policy add-schedule

volume snapshot policy create

volume snapshot policy delete

volume snapshot policy modify
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volume

volume

volume

vserver

vserver

vsServer

vserver

vserver

vserver

vserver

vserver

vserver

vsServer

vserver

vserver

vsServer

vserver

vserver

vserver

vsServer

vserver

vserver

vsServer

vserver

vserver

vserver

vserver

vserver

vserver

vsServer

vserver

vserver

vsServer

snapshot policy modify-schedule

snapshot policy remove-schedule

snapshot rename ®
snapshot restore
audit create?
audit delete?
audit disable?®
audit modify?

3

audit rotate-log

create ?

consistency-group create?

consistency-group delete?

consistency-group modify*

consistency-group snapshot create*

consistency-group snapshot delete®

delete?

modify 2

object-store-server
object-store-server
object-store-server
object-store-server
object-store-server
object-store-server
object-store-server
options?

peer delete

audit create?®

audit delete?®

audit disable?

audit modify?

audit rotate-log?

bucket cors-rule create®

bucket cors-rule delete?

security file-directory apply?®

security file-directory remove-slag?®

stop *

vscan disable?

vscan on-access-policy create?

vscan on-access-policy delete?

vscan on-access-policy disable?®

vscan on-access-policy modify?



* vserver vscan scanner-pool create?
* vserver vscan scanner-pool delete?®
* vserver vscan scanner-pool modify?
9.15.1
* cluster date modify?®
* cluster log-forwarding create?®
* cluster log-forwarding delete?
* cluster log-forwarding modify?
* cluster peer delete
* cluster time-service ntp server create?
* cluster time-service ntp server delete?
* cluster time-service ntp key create?
* cluster time-service ntp key delete?
* cluster time-service ntp key modify?
* cluster time-service ntp server modify?
* event config modify
* event config set-mail-server-password?®
* lun delete?
* security anti-ransomware volume attack clear-suspect'
* security anti-ransomware volume disable'’
* security anti-ransomware volume event-log modify?
* security anti-ransomware volume pause '
* security anti-ransomware vserver event-log modify 2
* security audit modify?®
* security ipsec config modify?
* security ipsec policy create?
* security ipsec policy delete?
* security ipsec policy modify?®
®* security login create
®* security login delete
* security login modify
®* security login publickey create

®* security login publickey delete
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securit
securit
securit
securit
securit
snaploc
storage
storage
storage
storage
storage
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
timezon
volume
volume

volume

y login publickey modify
y key-manager onboard update-passphrase?®
y saml-sp create?®
y saml-sp delete?®
y saml-sp modify?
k legal-hold end?
aggregate delete?
encryption disk destroy?
encryption disk modify?
encryption disk revert-to-original-state?
encryption disk sanitize?
bridge run-cli?
controller flash-cache secure-erase run?
controller service-event delete?®
health alert delete?
health alert modify?®
health policy definition modify?®
node autosupport modify?
node autosupport trigger modify?
node coredump delete?
node coredump delete-all?®
node hardware nvram-encryption modify?
node run
node systemshell
script delete?®
service-processor ssh add-allowed-addresses?
service-processor ssh remove-allowed-addresses?®
smtape restore?
switch ethernet log disable-collection?
switch ethernet log modify?
e 3
create?
delete

file privileged-delete?®



volume flexcache delete

volume modify?

volume recovery-queue modify 2

volume recovery-queue purge 2

volume recovery-queue purge-all?

volume snaplock modify'

volume snapshot autodelete modify

volume snapshot create?®

volume snapshot delete

volume snapshot modify?

volume snapshot policy add-schedule
volume snapshot policy create

volume snapshot policy delete

volume snapshot policy modify

volume snapshot policy modify-schedule
volume snapshot policy remove-schedule
volume snapshot rename?®

volume snapshot restore

vserver audit create?®

vserver audit delete?

vserver audit disable?®

vserver audit modify?®

vserver audit rotate-log?®

vserver create?

vserver delete?

vserver modify ?

vserver object-store-server audit create?
vserver object-store-server audit delete?®
vserver object-store-server audit disable?®
vserver object-store-server audit modify?
vserver object-store-server audit rotate-log?
vserver options?

vserver peer delete

vserver security file-directory apply?®



* vserver security file-directory remove-slag?®
* vserver vscan disable?®
* vserver vscan on-access-policy create?
* vserver vscan on-access-policy delete?
* vserver vscan on-access-policy disable?
* vserver vscan on-access-policy modify?
* vserver vscan scanner-pool create?
* vserver vscan scanner-pool delete?
* vserver vscan scanner-pool modify?
9.141
®* cluster peer delete
* event config modify
* security anti-ransomware volume attack clear-suspect'
* security anti-ransomware volume disable'’
* security anti-ransomware volume event-log modify ?
®* security anti-ransomware volume pause1
* security anti-ransomware vserver event-log modify ?
®* security login create
®* security login delete
* security login modify
* security login publickey create
®* security login publickey delete
®* security login publickey modify
* system node run
®* system node systemshell
* volume delete
* volume flexcache delete
* volume recovery-queue modify ?
* volume recovery-queue purge ?
* volume recovery-queue purge-all ?
* volume snaplock modify'
* volume snapshot autodelete modify

* volume snapshot delete



volume

volume

volume

volume

volume

volume

volume

snapshot
snapshot
snapshot
snapshot
snapshot
snapshot

snapshot

vserver create?

vserver modify ?

policy add-schedule

policy create

policy delete ™

policy modify

policy modify-schedule

policy remove-schedule

restore

vserver peer delete

9.13.1

cluster peer delete

event config modify

security
security
security
security
security
security
security
security

security

system node run

anti-ransomware

anti-ransomware

anti-ransomware

login
login
login
login
login

login

Create
delete
modify
publickey
publickey

publickey

system node systemshell

volume delete

volume flexcache delete

volume snaplock modify'

volume

volume

volume

volume

volume

volume

snapshot
snapshot
snapshot
snapshot
snapshot

snapshot

volume attack clear-suspect'
volume disable'’

volume pause'

create
delete

modify

autodelete modify

delete

policy add-schedule

policy create

policy delete ™

policy modify
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®* volume snapshot policy modify-schedule
* volume snapshot policy remove-schedule
®* volume snapshot restore
®* vserver peer delete
9.12.1/9.11.1
* cluster peer delete
* event config modify
®* security login create
®* security login delete
* security login modify
®* security login publickey create
®* security login publickey delete
®* security login publickey modify
* system node run
®* system node systemshell
* volume delete
* volume flexcache delete
* volume snapshot autodelete modify
®* volume snapshot delete
®* volume snapshot policy add-schedule
* volume snapshot policy create
* volume snapshot policy delete*®
®* volume snapshot policy modify
* volume snapshot policy modify-schedule
* volume snapshot policy remove-schedule
®* volume snapshot restore

* vserver peer delete
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event config show

RDESBHADRTEINE T,

cluster0l::> event config show
Mail From: admin@localhost
Mail Server: localhost
Proxy URL: -
Proxy User: -
Publish/Subscribe Messaging Enabled: true
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event config modify -mail-from email address -mail-server server name
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‘event config show &Y “event config modify’
DEFMICDWVWTIE. link:https://docs.netapp.com/us-en/ontap-
cli/search.html?g=event+config["ONTAPAY VK UTJ 7L >R " ZZELLEETL

2 TINFEBRETAONRELZIEEEZRELF T,

ROBEZITOIHE ! ANTZATUER

HREODEEEZRTITS security login show
REOEEEDRERZZEET S security login modify <parameters>
FLWEBET7Z DY b ZERT 3 security login create -user-or-group

-name admin name -application ssh
-authentication-method password

‘security login show's ‘security login modify . $ELT “security login
create DFMAICDWTIE. link:https://docs.netapp.com/us-en/ontap-
cli/search. html?q=security+login["ONTAPZ?‘/F‘ D77L>R
"MECECRES

3. MAVERRI IL—TZER L F 7,

security multi-admin-verify approval-group create [ -vserver svm name] -name
group name -approvers approverl[,approverZ2.] [[-email addressl], addressl..]

° —yserver- CDJ ) —XTIXEE SVM DA R—rETNET,
° —name - MAV ZJ)L— 7% (BRK 64 XF) »

° —approvers - TAUEDEFEED!) A ko ADI—H—0D5FEIE. domain\user  EWSHERZFA
L¥d, #l: “mydomain\pavano

—email - U TR FHMERL. AGR. DS, ELERTINLCEICERMINS1DULDEFA—IL
7 FRL X,

Bl mOAT Y RIE. 2 ADAN—CBEEMTENTZEFA—IL PRLAEFEDMAY JIL—F%
ERR L £ 9,

cluster-1::> security multi-admin-verify approval-group create -name
mav-grpl -approvers pavan,julia -email pavan@myfirm.com, julia@myfirm.com

4. 7}1«—7@{’!55‘232 A= Y 7%EEWL,\ L i-a_o

security multi-admin-verify approval-group show
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Bl

cluster-1::> security multi-admin-verify approval-group show
Vserver Name Approvers Email

svm-1 mav-grpl pavan, julia email

pavan@myfirm.com, julia@myfirm.com

MAVI IL— T OHHREEZZE T 3ICI1FE. XOOAY Y REFERALE T,

AL IART ETEIIC MAV BIEEDERDUETT,

ROBIEZITOHE - ABDTBaA<TUR

JIN—TDORMEEZEETIH. BEOAN—FHR%E security multi-admin-verify approval-
ZEITD group modify [parameters]

X N—ZBMEISHIFRT S security multi-admin-verify approval-

group replace [-vserver svm name] -name
group name [-approvers-to-add
approverl|[,approver2..]] [-approvers-to-
remove approverl|,approver2..]]

TIN—TZHIFRT 3 security multi-admin-verify approval-
group delete [-vserver svm name] —-name
group name

BE R
crEFal) T SERER
ONTAP CVIILFEIBER L Z BN EITENICTS

TILFEIBESRIE (MAV) IZBBRMICEMICT ZHNELNHD T, BMICLETILFE
IBESVEZHIBR T BICid. MAVEEES IL—TROEIEE (MAVEIEE) ICLBEEHN
BT,

R EE
BWMILIEMAVEZBE X -ITENICT BICIE. MAVERBEDESENNET,

MAY BIEE OFERL L ISR SRR FICT SUED B3 HAIE. NetApp H71—
() CEELTROC ERER T RETWNetApp 7L v A= 1 MAV EIREAFIFCE 40
BRI T ERERE BN BT

MAVZBNIC T BEEICIE. IONSTX—2%E T O—NILICIEETET X9,
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C*A—HY—DTFICHEF rdd V') v I LET,
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RDBEZITOHE - ANTBIATUR

MAVIS&REZ= BMIC T S security multi-admin-verify modify
—approval-groups groupll[,groupZ..] [-
required-approvers nn ] -enabled true [
—execution-expiry [nnh] [nnm] [nns]] [
—approval-expiry [nnh] [nnm] [nns]]

Bl i kDAY RiF. EERBTIL—T 1D, HBEEER
E2 A BXUT T4 OEZERET MAV Z5%
IcLEd,

cluster-1::> security multi-admin-
verify modify -approval-groups
mav-grpl -required-approvers 2
—enabled true

D EDHBIDD"EIFIL—)L, "ZEM L THIHERE

ZTLEY

MAV B ZZET 3 (MAV OEEHINE) security multi-admin-verify approval-
group modify [-approval-groups groupl
[, groupZ2..]] [-required-approvers nn ] [

—execution-expiry [nnh] [nnm] [nns]] [
—approval-expiry [nnh] [nnm] [nns]]

MAVIREZ FEE2 9 B security multi-admin-verify show

Bl

cluster-1::> security multi-admin-
verify show

Is Required Execution
Approval Approval

Enabled Approvers Expiry Expiry
Groups
true 2 1h 1h
mav-grpl

MAV #EEZ EMICT S (MAV OEEHNNE) security multi-admin-verify modify

-enabled false

ESPEN
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X al) T ZEEERE

ONTAP CREIN/-IBEOVILFEEBERIIIL—ILZEET S

RILFEEEREE (MAV) IL—ILZztE L T ERHNBERLIBEZIEEL I, REX
KUWEHL RN & WEMER TN, BERERNERTINET,

JL—ILIE. MAVEZERICT 3BT THNIE. BY)RRBACIKEEEZIF OEEDBEEENMERTE FIH. MAVEH
MCLiehellILl—IL Yy b EZEETBICIIMAVOESZENBETY,

1DDRIEICDOEZ1DDMAVIL—ILDOAERTET F£J, FIZIE. EE®D volume-snapshot-delete’ )L — )L %Z ER%
TBRILIFTEEFHA. BERIL—ILFKIIEITART, 12DIL—ILRICEHIZIHNREHLHD £,

"CNEDOAV Y R ERETEIEODIL—ILEERTETE T, IV ROREREDRVICFIARREICA -
T-ONTAPN—2 3 VLR, EOAV Y RZRETET £,

MAV 27 LDT 7 Ak AXYRFDIL—IL (security multi-admin-verify "< > R") [IEET
TEtEA

Y27 LEEDOREICMZA T, JIILFEEERINBNICHE > TVBHRIFRDOIARYY RHT T )L b THRE
SNEIH IL—ILZEBELTINSDIVY FOREZHIFRTEEY

* "security login password"

* "security login unlock"

o WE/Lr—/—n
=1

X AE

IL—ILDFY

IW=ILZ1ER T BEIC. -query 77> a>ZzEETREELT. VIJIX 2TV RO Ty MMIH
FRTEXd, -query 7> 3 ik, SVM. R a— L. SnapshotZBRE DIEREZXHIRT Z7-HICHE
BTE£Y,

7= 2. “volume snapshot delete’ A< > R Tld. “-query’ % -snapshot !hourly*,!daily*,!weekly* IZERE T
TE9, ik KR BXR. £RISEXBUDRTL 70 v IR LTRHWERY a—4L RFyToay
DY MAV REDSBRATNZ CEZEHKLF T,

smci-vsim20::> security multi-admin-verify rule show
Required Approval
Vserver Operation Approvers Groups
vs01 volume snapshot delete - -
Query: -snapshot 'hourly*, !daily*, 'weekly*

@ BRASTNICREZRIIMAVICK > TRESNT . COEEEDHIRLIDRZFIZZEELIDT
BILHTEEY,

T 7 I b TlE. RESNIRIEDNASTINS & M d B “security multi-admin-verify request create
"orotected_operation”™ A< > RO EEIMICERTND LS ICIL—IDBRESNTVWET, COTIFILMEE
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B LT. ‘requestcreate AX Y RZFEANTRILDICKRET A _EHTEXT,

T 7AW ETIE L—ILEZROITO-NIMAVEREZ#MEL T TH. IL—ILEBOAIANZIEETETET,

* Required Number of Approvers
* Approval Groups
« Approval Expiry period

» Execution Expiry period

System Manager® ¥ |[&

IREESNTARIEIL— )L%*ﬂ@fLﬂﬂ@'é%Ati\ System ManagerDF|EZ SR L T TV, "EHEESEIC
J: 6@:1&%;5%}”&- Lz i 3—0

BEOIL—IL Yy b Z2EETBICIE. ROFIEZETLE I,

1. *Cluster > Settings* % &R L £ 9,
2 X )T I IV OEREEEARR OEICH DI P TERLET,

3 F+ AddZBIRNL T, DAECEH 1 DDIL—ILEEMLET, BEOIL—ILEZZEXIIHBRTZ D
TEET,

° Operation - 7 R— N TWVWEIAT UV REZUI D SERLE T,
° Query - MEBRIAVVR AT 3> eEZANLET,

CFATFIVDNTA—R FO-NILEBEX BRI 3H5EIE. ZHOFFICLET, 7O0—-/NI
#FEZFITI358I1F BEDIL—ILICHLTHDEZEIODYTET,

= Required number of approvers

K3
fri}

= Approval groups
CLIOFIE

@ I TOD “security multi-admin-verify rule' < > R ik, “security multi-admin-verify rule show' %z
l}/% =, %?ﬁﬁﬁ‘t— MAV%EE%O)E‘(WL\b\’ ‘BT,

ROBEZITOHE . ANTBIAY VR

W= ZERLF T, security multi-admin-verify rule create
-operation "protected operation" [-
query operation subset] [parameters]

REOEEEDIERZEET S security login modify <parameters>

B D RDIL—=ILTIE Ib— R 2—LZHIFRT
ICIFESRDIHBETT,

security multi-admin-verify rule create

-operation "volume delete" -query "-
vserver vsQO"
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RDBEZITOHE - ANTBIATUR

IW—=I%ZZETS security multi-admin-verify rule modify
-operation "protected operation”
[parameters]

IL—=ILEHIBRL X9, security multi-admin-verify rule delete

-operation "protected operation”

=L ZFRR security multi-admin-verify rule show

ESEN
*"EFXa T ZEEEREIL-IL

+ "security login modify"

ONTAP TMAV/REE SNTIREDERITZ VI IR T3

TILFEBERE (MAV) DEMICE > TWE I S XX TRENRUIBZ/IFOT VR
ZHWB I B . ONTAPIZEFMICAIEZER LT, BERZERTEELOKOFT. £
L7=EKIEX. MAVEEET IL—THROIAULEDEEREE (MAVEIRE) ICK>TEHERIN
BREBHAHD XTI, £/, 414707 L TMAVERZER T A CHTEFXT,

ﬁa?éhﬁ_iﬁAtzt 7y LFC\KL,'C EROEHHARRNICNIEZ T T TEXENDHD T, EEINTIG
B, EXRBOLRZEBR GG, FI3EWHRZET HEIE. ERZHIRL THEXEITIVELNHD £
ERS

MAV#EREITZ. BITFORBACEEZXETL X9, DFh. MAVORTEICEFRAL. BEEO—ILICIE. REMR
WIBZKITT 21O DTRBIMERNHBETY, "RBAC DFFEM"

MAVEEEDRENRUIEZ RITI B3BEKRZERLIIHED. TOERISMOMAVERE|ICK > THERBIN
BUENDD ET,

System Manager® ¥F|[&
A=A Za—FATF2a3>z0 v I L THINEBEZRHB L. €DUNIBIMFRETNTUVBRIES. AREKX
NERETN. ROK S HBERN LI—HICEEFEINETT,

Approval request to delete the volume was sent.
Track the request ID 356 from Events & Jobs > Multi-Admin Requests.

MAVHO\BAIGE. *NILFEEBEV VI MU Y ROUHLFERIGEICHRD, 12— —DO4J 1 ~IDEMAVO
=)L (EBEEHLESH) ICEDVTHREFOV I IR MNRREINE T, REFOVIIR IS, UTFD
T4 —ILRHARRINZET !

* JuIg
* Index (&FS)
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* Status (Pending. Approved. Rejected. Executed. Expired)
AREMATHLERZH T LGS, TNULOBREZIT S CIETE FEA.

* Query (BRENIMIBO/INT X—R FT1XMBE)
* Requesting User

* Request Expires On
* Pending Approvers (A%%)
* Potential Approvers (AZ%)

ERDER SNBSS, BRI —FIIEMHRRNICUIEZBHTTEE T,
IA—THEGER L TUIEZBHITID L. ROLSBRBHMHIRTEINE T,

Request to perform delete operation is pending approval.
Retry the operation after request is approved.

CLIOFIE
1. RENFRIIBZERE. FRIIMAVERITY FZFERALTAALET,
Bl - R 2—LZHIFRTZICIE. ROARY FOWITNOZANDNLET !

° volume delete

cluster-1::*> volume delete -volume voll -vserver vsO0

Warning: This operation requires multi-admin verification. To create
a

verification request use "security multi-admin-verify
request

create".

Would you like to create a request for this operation?
{yIn}: vy

Error: command failed: The security multi-admin-verify request (index
3) is
auto-generated and requires approval.

° security multi-admin-verify request create "volume delete"
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Error: command failed: The security multi-admin-verify request (index
3)

requires approval.

2 BROXT—RA%ZMERL T, MAVERICIEESLE T,
a. BXRWEFEINESIE. CLIXwvE—JICRE L TUEZRET LE T,
i :

cluster-1::> security multi-admin-verify request show 3

Request Index: 3
Operation: volume delete
Query: -vserver vsO -volume voll
State: approved
Required Approvers: 1
Pending Approvers: 0
Approval Expiry: 2/25/2022 14:32:03
Execution Expiry: 2/25/2022 14:35:36
Approvals: admin?2
User Vetoed: -
Vserver: cluster-1
User Requested: admin
Time Created: 2/25/2022 13:32:03
Time Approved: 2/25/2022 13:35:36
Comment: -
Users Permitted: -

cluster-1::*> volume delete -volume voll -vserver vsO0

Info: Volume "voll" in Vserver "vsO0" will be marked as deleted and
placed in the volume recovery queue. The space used by the volume
will be recovered only after the retention period of 12 hours has
completed. To recover the space immediately, get the volume name
using (privilege:advanced) "volume recovery-queue show voll *" and
then "volume recovery-queue purge -vserver vs0 -volume <volume name>"
command. To recover the volume use the (privilege:advanced) "volume
recovery-queue recover -vserver vs0 -volume <volume name>"
command.

Warning: Are you sure you want to delete volume "voll" in Vserver

"ysO" ?

{yln}: y
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b. EBRMET INTIHE. FHITEMHRZBT581F. BEXZHIFRL T. BXET 3D MAVEEH
ICEWEHhEE T,

Bl

cluster-1::> security multi-admin-verify request show 3

Request Index: 3
Operation: volume delete
Query: -vserver vs0 -volume voll
State: vetoed
Required Approvers: 1
Pending Approvers: 1
Approval Expiry: 2/25/2022 14:38:47
Execution Expiry: -
Approvals: -
User Vetoed: admin?2
Vserver: cluster-1
User Requested: admin
Time Created: 2/25/2022 13:38:47
Time Approved: -
Comment: -

Users Permitted: -
cluster-1::*> volume delete -volume voll -vserver vsO

Error: command failed: The security multi-admin-verify request (index 3)
hasbeen vetoed. You must delete it and create a new verification
request.

To delete, run "security multi-admin-verify request delete 3".

&R
‘"X al) T ZEEERE

ONTAP TMAV/REIZIEV VT X N ZEET S

MAVEGEY IL—7 (MAVEREE) OEEEIZ. REPOMIERTERDBENZZ (T 115
B —ERE (EREWHR) RICEARIIFEBOX Yy E—ITIHETIHRENHD
F9o TRBBOERNMZOSNBVEE. BEXRBIFEKRZHIFRL T, BOEREITIH
EDHD T

22 UHE

AERERIF VT v I ZABSTHISN, EX—IL Xy t—IBLUVBRF1—ICRTINET,
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@ multi-admin-verify & TIHRED) VT MIBEFMICLES iTJiEUﬁ?*ﬂ%T%’ﬁﬁZf)
DEJ, "BEEOV" ZFEHALTURIOV VT A M ZRHERLTLEES

ERF 21— ICIIRDBEHRDPERTEINE T,

B
JOITX K~ b‘ﬂzﬁﬁ* h51%ux [ TLTJ?ET’IEO

ST
1P PREEERTEA T b (GEEE) .

IRRE
O ITRMDIREDIKRE (REHh. AT EA». S, HRUIN. R1T8#A) - UIIX DBV TNHDE
REICK>TIERINZE. ENULEDT7 2 aVIdRTTEEFE A

WNEBIREGRE
DO IR MZERT B1DICBELGMAVEEREDH., 1 —H—I3381E)L—ILiCrequired-approvers/\N> X —

REBETETEY, I—H—hL—ILICrequired-approversZ&RE L TLWAWERIZ. FO—/NILEKRE
MDrequired-approversh BRI NE T,

HEERIFB DEES
DOIIXAMDEREBAELTI—IINBT=DIC. VIIRAMNEEETIHNELNDH D MAV EIEEDH,

E(nruw ﬁ)‘j]ﬁﬂ BE

MAV%EE%#??(EUE'KLFGK?5%\%7‘3‘37)%Hﬂlﬂﬁo RO H 21— —I. ##1FIL— )L DOERHIRZ 5 E
TEEIo IL—ILICESRHENRESN TV ARWEERIE. JO0-NILREDEDIRIERAINE T,

RITOBMERR

ERTOEEENMREZTT LARITNIER S B VWERR, 1ERDOH 21— —IS#HETHRIEIL—IL
Mexecution-expiryx FEE TEF F I, JL—/LICexecution-expiry B sRE SN TUVARWSEEIX. FO—/NILERTE
MDexecution-expiry M BERHINE 7,

E(WL\L nrgj- -U-_
)T X bZESR LT MAV BIEE,

A—H—hPHEFLELE
)T b%ZEE LT MAV BIEE,

XA kL—VM (vserver)
) TR MHEEMITSENTULS SVM, D 1) —XTld. B SVM OAHLBHTR—FINET,

A—t%—HUIITR LT
DOIZAM=ERLI-DI——D1—F—%,

TERBFA)
) TR HMER S NI,
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../system-admin/audit-display-log-contents-task.html

AR S NIcFFE
)OI TR - DREHEEREAICEE ENTR,

OX> b
DI MIBEEMITENTVEOX Y K,

R hica—4—
DO IRDEREINFRESNIREORITEZEFFAISINTVWS I —H—D X b, “users-permitted’ 7’
EDHE. BYBERZFEOIRTOI—HY—IREEZRITTETED,
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System Manager

MAVERRE(F. FRUVIJIXMOFME. VIJIXMOBMEAR. VI X M EARDEISETT 70
D) VIDRBEINIXA—INZRITED £, X—ILAD) > 0% D) v 3h. System Manager
DARY hEDT>VIIRAMICRETSZIL T, BRI ATATICTIEATEET,

Requests 7 > RUld. YILFEBERIINENICHR > TVLWBRBEICERTE., 2—F—0Os 1>
ID & MAV O—JL (FEEEHNESH) ICETVTHREEZEFRDOU I IR MARTEINEF T,

* JLIE
* Index (&ES)
* Status (Pending. Approved. Rejected. Executed. Expired)

FREMATHLERZANTLISE. ENULDOBREZITSCCRTETREA,

* Query (BRINIAMEBD/INS X—F F 13 E)
* Requesting User

* Request Expires On
* Pending Approvers (A%%)
* Potential Approvers (AZ%)

MAVEIRE(Z. SOV« > FUTELDUIBXISERDONIEZHEFR. AT, BIBRTE XTI, 2
L. MAVEEREHERTI-—YTHB5E5. BEOEKRZHED. AT, HIIRTHZEIETEEEA,

CLI

1. ZEBFEDV IV IXA MDA TR ESNIHZEIF. VIIR DA 2T v o RES L AGRERE &%

FTRRELTETIV, 10T v I ABESIE. TiED*show* £ 7zlE*show-pending* 4+ 7> 3 & FERAL
TRRIBDECHTEFETD,

2. BREARELIFESELFT,

ROREZITOHS - ANTBHAXUER
DOIXAbzERIT S security multi-admin-verify request
approve nn

DOITRAZIEETTS security multi-admin-verify request
veto nn

TARTOYIIZX M, FED)oZ T X, £ security multi-admin-verify request { show
TEEBE—DU VIR bZRRLET
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ROBEZI1TIHE !
show-pending } [nn]
{ -fields field1[,field2...]

VTR ZHIBRT S

o

ANTBIAIUR

[-instance ] }'

Fa2—KHOITRTOVIIRANERRIT DD, &
BROUVIIRAMDAHAERRICEET, 1TV
V2ABEERANTD . TOBEDBEHROADNE
TeNFET. BED T —ILRICET31EH (-
fields' /NZ X —RZFH) « £EITRTD T«
— L RICBET 315 ( -instance’ /NS X — R & 1{E
B) #RR"TEF£9,

security multi-admin-verify request
delete nn

ROBITIE. MAVEERED, 12T Vv I RBESIDERDEX - Z2RELIcHEICEREHEEBLE T,
COEKRIET TIMHFOERZER L TLE T,

clusterl:

Index Operation

3 volume delete

:> security multi-admin-verify request show-pending

Pending
Query State Approvers Requestor
= pending 1 julia

cluster-1::> security multi-admin-verify request approve 3

cluster-1::> security multi-admin-verify request show 3

Request Index:
Operation:

Query:

State:

Required Approvers:
Pending Approvers:
Approval Expiry:
Execution Expiry:
Approvals:

User Vetoed:
Vserver:

User Requested:
Time Created:

Time Approved:
Comment:

Users Permitted:
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3

volume delete
approved

2

0

2/25/2022 14:32:03
2/25/2022 14:35:36
mav-admin?2
cluster-1

julia

2/25/2022 13:32:03
2/25/2022 13:35:36



B

KOFIE. MAVEIBED, 41T v I RBESIDBERDEX—ILEZELILHCICEREIEELE T,
DERIST TICIEDORERRZEEFT L TVWETD,

(1

clusterl::> security multi-admin-verify request show-pending
Pending

Index Operation Query State Approvers Requestor

3 volume delete - pending 1 pavan

cluster-1::> security multi-admin-verify request veto 3

cluster-1::> security multi-admin-verify request show 3

Request Index: 3
Operation: volume delete
Query: -
State: vetoed
Required Approvers: 2

Pending Approvers:
Approval Expiry:
Execution Expiry:

0
2/25/2022 14:
2/25/2022 14:

Approvals: mav-adminl
User Vetoed: mav-admin?
Vserver: cluster-1

User Requested:
Time Created:
Time Approved:
Comment:

Users Permitted:

pavan
2/25/2022 13:
2/25/2022 13:

32:03
35:36

32:03
35:36

PR
el T4 SERERT

EHVEFR] D EIE
ONTAPHIHIEREEIC DLW TER

ONTAP 9.15 1L [FTld. BEEIIFHFAZRELBMELT S Z & T. ONTAPAD )
TE—hFT7U0CRBEOEF AT ZEELTREEDIC. BEEDOHDI—HICLKZIHED
WEZERTTEI, ONTAP 915 1D FHFF AN IIAIHARFED 7 L — LT —O THH. 1
—HIZEFxa) T XAAT7%ZEND YT, ZOTIHARBRBESICEMOHFAFTvI%
EHT 3D BRIEERLIIERTEEXY, BIEEIFIIL—ILOEM. BEAXIT7DEID Y
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T. OAX Y ROFHRZITV. A—HFONEDITEZFr £ /2IFIEE I3 31> %5
ETEXY, FNFTOEMLIZ. 7T XX EIZERIDStorage VMICXT L TITX
9,

BIRVEFR] DfHHEA

BNEFFRI T, BRER A7 Y RTLICEDE, FFARU =G CIERERLANILZI—HICEIDHETE
9o A— ﬂ@hﬁb&»hmbfx%@ﬁﬁ%#TiLHET?%#\memﬁ%Y$5 ENTEERT,

"FIFFRI DN AT A X 2BR LT BEIXIT7DEHCZDMOBNERB L ZBAT 275 EDFHZ
L T<ETWY

EFEFEHDTINA R

@JE@?FE?JWEFH:?*LTL\%% 1I:|$E/§37'0)T/\420)E%u:\ a— ﬂb\DbDEE/£0)1O(\: L/—C Bﬁﬂubu
ﬁﬁﬁL'CONTAPL:EIﬁ"f‘/3’%7“_&)&;1@5@?57/\’(21?0 ZFDTNA RlF. FD1— ﬂ@&b“im?%
WERBEFABELTVWSD. EHEINE T,

EHBIFFRI DB

PlE LT, 3%DIA—FHR) 2 - LDHIFZHAIIZEZEZE T, FEA-—TOREFATREICIE. EhEh
DURIHBATDLSICFHBEETNE T,

MNBHOI-FIE. LENCHEIRZ IEREEHCKRB L ICERAADTNA X507 1 LE LT, EDIk
O, JRTIFEVEFHES N, EBMOFERE TIRIENFFAI SN E T,

 2BBDI—HIE. LUENIEREEICKBR L I-BIENPREEDGEEADTNA A0 LE L, £
DD, ) AVISHEECFHMEIN. REOFAIRISEMDERENKRO 5SNET,

* 3FEBOI-—FIF. ENSFRGECKRELLEIEN®L. BREINTLRVWT NI I 5071 LEL
foo TDIOH. VRIIFEVWECFHES N, BIFIHERINE T,

ROFIE
 BIIFFE] DB ML L EAIE”
BFAI DN R YA X"

ONTAP COFBIEERI DB X 7= X EMML

ONTAP 9.15. 1L [%. BIEEISBHIEREIDRTE L Btz “visibility SREZ T A T 3
T— K. 713 enforced SSHIEH TS I ACLIA—HREITICEREE TV T+ 71T 3
T— h@u@*hb\fiﬁf%i?o BHEREEN R EICE o ToBBIE. BWICTEeh
TEEY, FEREEEMNCL THRTEIFZFDEEKRD. BTHBEEBMICTZBEICE
FATE£Y,

‘security dynamic-authorization modify"

DFMICDWVWTIE. link:https://docs.netapp.com/us-en/ontap-cli/security-
dynamic-authorization-modify.html ["ONTAPOAN K UT77L 22X
"MEBRLTESWL
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72 FENTOBRIFFI OB

visibility E— R CEIMEFAI 2 BMb 5 . A—H%R->TOY Y 7O NI ZFREEZHIT DD, HEEDT X+
ZITZAET. COE—RTIE. IRTOFIBEHRIGETEBRIAT7HAF v I INETH. BREIEIIZEZE
Ao T2l BIRNEFRIDBEMEFICIES £ IXEMEREEF v L VP OWRR E 782D TR TORENEIRINE T,
RANTZ974R LT, BHNOHREZEATSAIIC. COE—RTTRAMTBZEHHEINE T,

fOBIBIEREE £ 12BE L TVAVWEA TS, COFIETIO THNRIEEMETE %
() 7. BECADETHRER A XT BEHOEOMOBWRERTERES 5FIBIOVT
& BEHTON R AT A X EBBLT RS

FIE

1. JO0—NILREZBERE L. HEEDIKREZ visibility ICEE TS & T, AARME— R THREREEZBRIC
LFEd, -vserver/N\TX—AX%E{FHA Lﬂ&b\iaz 5. AYVRIFIS AR LRI TEITINE T, FINMRD
E<>ZRBICELETEHLTLLIET V. KFEONTAXA—RIINHBETY

security dynamic-authorization modify \
<strong>-state visibility</strong> \
-lower-challenge-boundary <percent> \
-upper-challenge-boundary <percent> \
-suppression-interval <interval> \
-vserver <storage VM name>

2. show XY FZEFERALT/O-NILEBRZERTL. BREZERLFT !

security dynamic-authorization show

enforced E— R TOFMIFAT DB

enforcedE— R CEIMNFAZBMELTET X9, BE. CDE— RldvisibilityE— R TDT X MERMRICFERL
F9, COE—RTIE. IRTOFBEHRIFETEEIATHF v I SN, FIRZMHICKE T IIHEICIRE
FIRAERAINF T, FIFRDERINS D, 8E LERBHRISEMDREEF v L > IHMMThbhEE A

C) CDOFIETIE. LAETIC “visibility' E— R THMNHFAIZREL TEMICLTWR e ZHilRE LT
WEd, INzE<BEFOHLET,

FIE

1. “enforced' E— R TEIMVERELZ BMIC T BICIE. IRE% "enforced ICEEBL XY, -vserver/N\TX—4%
FRLAEWMEE. OYVRIFISREZ LRI TEITINE T, EIRNDE<S>ZREBEICEHDETERLT
LTETWV, KFEONSA—ARISNBETY -

security dynamic-authorization modify \
<strong>-state enforced</strong> \
-vserver <storage VM name>
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configure-dynamic-authorization.html
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2. show XY REFERALT/O-NILERZRTL. BEREERLET

security dynamic-authorization show

BHEFR] DENE
EMLEREEEF 2 ) T R BICHR - 1B E. BN 2 EMETEE I,

FIE

1. BROEREL = | I B ICIE. JRRE% “disabled |ICEEL TL 2T -vserver /NS X — A = ERALARLVES
B, OV RIEISRE LRI TET nito%mmmﬁoukfu HETEHLTLIET L, K
FONTA—ZRIINHBETY ©

security dynamic-authorization modify \
<strong>-state disabled</strong> \
-vserver <storage VM name>

2. show ARV RZFEAL T/ O-NILIBRZRRL. BRZHEELET !

security dynamic-authorization show

"security dynamic-authorization show"

DFMICDWVWTIE. link:https://docs.netapp.com/us-en/ontap-cli/security-
dynamic-authorization-show.html ["ONTAPOANY >V F UT77L >R

"M EESRLTESL

RDFIE
(FT7>aYr) RRIIGL T, "BNFFRIO N A2 A X" 2SB L THOEBMEEREZER L T TV

ONTAP TOHBIEERRID AR XY A X

BIEEIZ. BRFFAIOCTETELREZHAEYAALT. BEHNONTAPY S X Z(CY
E— FTSSHER T 2BOEFaTrZzadonNFzT,

tFaUT4DZ-XIIEL T UTOFHHHAATREZNDAEIIA A TEEXT,

* [BIBEFRI S O— /NILERTE D&
* BNFFAIOEERO7 JVR—%> O
*ARZLEBERAAT 7ONAZDHRE

* [FREN/-O7 > RDERE]
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configure-dynamic-authorization.html
configure-dynamic-authorization.html
configure-dynamic-authorization.html
configure-dynamic-authorization.html
configure-dynamic-authorization.html
configure-dynamic-authorization.html
configure-dynamic-authorization.html
configure-dynamic-authorization.html
configure-dynamic-authorization.html
configure-dynamic-authorization.html
configure-dynamic-authorization.html
configure-dynamic-authorization.html
configure-dynamic-authorization.html
configure-dynamic-authorization.html
configure-dynamic-authorization.html
configure-dynamic-authorization.html
configure-dynamic-authorization.html
configure-dynamic-authorization.html
configure-dynamic-authorization.html
configure-dynamic-authorization.html
configure-dynamic-authorization.html
configure-dynamic-authorization.html
configure-dynamic-authorization.html

* [FRIEFAI Y L — T DERE]

BIRVETRI O O— /NILERE DHERK

REEXRDStorage VM. 585ETF v L > P OMIEIER. SEAITRELS L. BNFAIOIO-NILREZHE
BRTEEXT,

"security login domain-tunnel create’
DFMICDWVWTIE. link:https://docs.netapp.com/us-en/ontap-cli/security-
dynamic-authorization-modify.html ["ONTAPOAY VKR U7 7L VA" ZlELEETW

FIE

1. SNSRI/ O—NILEREZ B L £9, “-vserver /N5 X — Q’&ﬁﬁﬁb@b\ﬁm\ OV RIFISRA
LARILTEITINE T, FBINROE<S>HRBICEHLETERLTLIEE

security dynamic-authorization modify \
-lower-challenge-boundary <percent> \
-upper-challenge-boundary <percent> \
-suppression-interval <interval> \
-vserver <storage VM name>

2 BEROREZHBLET,

security dynamic-authorization show

BIFREIN/OYY ROHRTE

BNEREIZEBMICT B L. COKREICIET 7L ETHIRIAT Y FOEY MHAEENET T, COURMIZ—
ZEDETEETEE T, FIRATVFOT 74 M) R MMIDOWTIE, "TILFEEEEE (MAV) DR
FaXrhEBRLTRETVL

HIR <> RDEM

BRI THIFRT 2 IV FOU R MIOAYY REEMTE XY,

"security dynamic-authorization rule create’

DFMICDWVWTIE. link:https://docs.netapp.com/us-en/ontap-cli/security-
dynamic-authorization-rule-create.html ["ONTAPOAN > F U7 7L VX

"M CELTEEL,

FIE

1. A9V RZEBMLFET, FNROE<SEZRIBICEOLETEFRLTLIEIV, -vserver /NS X — X % {EH
LABWEE. OVYRIFIIRE LRILTEITEINE T, KFDNTA—FIIHETY :
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security dynamic-authorization rule create \
—query <query> \

<strong>-operation <text></strong> \

-index <integer> \

-vserver <storage VM name>

2. TEHOEIPRITUR U MEERELET,

security dynamic-authorization rule show

#IBRI~ > R OHIBR
BN CHRTZ2IY VROV X MASIY Y RZHIBRTEE T,
"security dynamic-authorization rule delete’
DEFMICDWVWTIE. link:https://docs.netapp.com/us-en/ontap-cli/security-

dynamic-authorization-rule-delete.html ["ONTAPON K UT77L VX
"M CELTEEL,

FIE

1. A9V RZHIRL E 9, BIRNOE<SERIBICEDLETEFRLE T, “-vserver /NT X —X%=FERLAEL
. ANV RIS XA LRILTEITINET . KFDONFTXA—FIIHNBETY -

security dynamic-authorization rule delete \
<strong>-operation <text></strong> \
-vserver <storage VM name>

2. BEROFRITU R VI MERERLEF T,

security dynamic-authorization rule show

BT IIL—TDRE
T 7 # I TIE. BREREHEBMICT R LI SICTRTOA—HF—JIIL—FITERINE T, =720,

“security dynamic-authorization group create' AY¥ > RZEHE LTI/ I —7ZER L. FHEDI—HF—ICDHFH
HEEEE BAHT A CCHTEET,

BRETRI )L — T D&M

BRIV IIL—TZEMTE X,
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"security dynamic-authorization group create’

DEFMICDWVWTIE. link:https://docs.netapp.com/us-en/ontap-cli/security-
dynamic-authorization-group-create.html ["ONTAPOAN >V F UT7 7L >R
"MECELREEL,

FIE

1 JIL—FERERLET, EIROESEBEICADETERL TSN, vserver /T3 X— X £
LABVEAE, XY RIETSRE LALTRASNET, AFO/NSX—KEBETT :

security dynamic-authorization group create \
<strong>-name <group-name></strong> \
-vserver <storage VM name> \

-excluded-usernames <userl,user?2,user3...>

2. BEROBNFFAIVIIL—TEZHEBLF I,

security dynamic-authorization group show

BRVEFRI V)L — T DRI

BRIV IIL— T ZHEIRTE X,

"security dynamic-authorization group delete’

DEFMICDWVWTIE. link:https://docs.netapp.com/us-en/ontap-cli/security-
dynamic-authorization-group-delete.html ["ONTAPOAN >V F UT77L 22X
"MECELEEL,

FIE

1. GN—T%HIRL F T, FBNRNDE<SERBICEDLETETEFRLTLIEIV, -vserver /N T X — X % {EH
LABEWSEE. OV RIFISRE LRILTERITEINE T, KFO/NFXA—R|IHNBETY ©

security dynamic-authorization group delete \
<strong>-name <group-name></strong> \
-vserver <storage VM name>

2. BEROBNFFAI VI —TZHEB LTI,

security dynamic-authorization group show
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FMFAIOEREIID 7 AVR—2> FOWER

AAT7EHDERERETD T, RAT7REQBEXEZZELD. VR RAT7HSFEOEELH|
LD TEEY,

C) RAMTSI9T4RELT. TIAIINMDODRATEMAMEIFTREL THEF. HEICIGC THERST
IO CHHHEINE T,

"security dynamic-authorization trust-score-component

modify DFFMIC DWW TIE. link:https://docs.netapp.com/us—-en/ontap-
cli/security-dynamic-authorization-trust-score-component-
modify.html ["ONTAPAY YR U7 7L YR ZBEBLTIZEL,

MFIC, BEARBRIVR—R b Z2T T4 SDORATEAELIVEH (N—tV k) LEHIRLET,

& AVR— FT7FIWEDRMIRT FIFILEDN—E>T
T DEH —SCDEH

FTINA ZDEFEE trusted-device 20 50

d—t%oO4J« VERitE authentication- 20 50

& history

Flia

1. EREIADATOERERZZEELEF T, FIHOESZREICEDETEH LTIV, "-vserver /N7
A—BEIELAWVEE. OXYRIEITAZLARILTRITINE T, AFD/NFTA—RIIMHETY !

security dynamic-authorization trust-score-component modify \
<strong>-component <component-name></strong> \
<strong>-weight <integer></strong> \

-vserver <storage VM name>

2. BEHOEBR T IVA—2> FREEREAL T,

security dynamic-authorization trust-score-component show

A—HOEEXIAT7OVEY

A—YHRORTFL RIS —=ICED T IR EZBERINEHOD. EDFTEFARERISES. BIEEIZZFD
dA—HOEFEII7EVEY FTEXT,
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"security dynamic-authorization user-trust-score reset’
DEFMICDWVWTIE. link:https://docs.netapp.com/us-en/ontap-cli/security-
dynamic—authorization—user—trust—score—reset.html["ONTAP:T73/F

DI 7L 1 ZCELTIEEL,

FIE

1. ATV RZEBMLES, Uty FAIEEAEFEIXDT AVR—X2 DU X MMIDWTIE. BIEFIIDE5E
237 AVKR—2> FDEREBRLTIETIV, Fl<>HDEZREICEHDE TEHFLTIEIL,
vserver NS X—AEFERALARVEE. OYVRIZITRE LRNILTEITINE T, KFDO/NTA—4
3BT ()

security dynamic-authorization user-trust-score reset \
<strong>-username <username></strong> \
<strong>-component <component-name></strong> \
-vserver <storage VM name>

EEXIT7OME
I—HF OJ0> vy avIilEIF2B70EEAIAT7ZHMETET X,

FIE
1. EEXIT7EZRTLET,

security login whoami

RDESBHADVKRRIEINE T,

User: admin
Role: admin
Trust Score: 50

‘security login whoami' DFFHHICDWTIE. link:https://docs.netapp.com/us-
en/ontap-cli/security-login-whoami.html ["ONTAPANY > F UT77L 22X
"M CELCTEEL,

HRAAZLEERXIT7 7ONA A DHE

TTICHMDERADT TANAED S XATREAEEZRELTVSRHE. BIFNFFAREICAZIZAL 7O
NAREZEBMTEEXT,

FIgA Y B HIIC
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*ARRLEBAAT 7ONARIFISONBEZRE R TFHBD FEA. ROBXEBEGZEHILTHEDLD
D&EJ,

CEHERATZERT T4 —ILRIE BBIIERTIIBS AAT—THIUEDHD XTI,

cEFERXAT%ZIRT 74 —JLRIE. “trust_scorevalue REDRRA M EIN=T 4 —ILRICTBECHTE
£7,

° JSONIGEIZ, EHEAATOREEZRT 7 —ILRDEENTVIRBELNHBDEY, XA T TTID
T4 —ILEBEFEELBWVEEIE. COEZRTZY/N— XRT) T2 TEXT,

BT ZEIIIEERITEVRY AAT7DOVWTNHOEIEETEE T, EEIAIT7EYRY AATDEL

& BB IXEEENAEWVNEFEROT7HE <a5@Lﬁb\&%M%®§ﬂrﬁé ¥TY, lrezid. R
A7EEMNO~100TEEIIT7H0DFEE. XAAT7DEEENIEEICEVEAHBE TN, 3 .%Lata_bl]?vl/
VIURLT TR ShEd, ﬁh\z:7£l#w4mruzaz:7#%®%  UROHE
EHARIN, BEITEMFYL>IH LT HES] ShEd,

*s HZABZLEFERIT 7O/N1 X |FZONTAP RESTAPKRA T IV ATRETHAIMENH D £7°,

* hRARLEFEXIT 7°|:1/\‘>r/51‘tat\ WINHDOHR— FURINTX—F THREAETHINENRDHD
To HR—EFRBRNSTA—FZ—BICBVWREHNVBERAXZLGFEIIDT7 7AONAAIIFEATTEE A

"security dynamic-authorization trust-score-component

create OFFMHIC DWW TIE. link:https://docs.netapp.com/us—en/ontap-
cli/security-dynamic-authorization-trust-score-component-
create.html ["ONTAPOAN YR UT 7L YR~ Z2HRBL TSIV

FIE

1. ARZLEEXA77ONAMA—%BNML X, IEIRNDE<SZRIBICEHDETERLTLLIESIL, -
vserver N X—A2EZFEALABVES. OV Y RIFITRAZLARNILTERITINET, KFDNTX—2Z
BT :

security dynamic-authorization trust-score-component create \
—-component <text> \

<strong>-provider-uri <text></strong> \

-score-field <text> \

-min-score <integer> \

<strong>-max-score <integer></strong> \

<strong>-weight <integer></strong> \

-secret-access-key "<key text>" \

-provider-http-headers <list<header,header,header>> \
-vserver <storage VM name>

2. ZEBROEBAI7 7ONAAREZHRLF T,

security dynamic-authorization trust-score-component show
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HWRZLEBRIT TOANAHE 2T DERE

NEDEFERAY 7TONA R EDBEICR T 2fERATEEI, 25952 T, BEBRZFIAWVWSES
%<, URLTIEEXRIY 7ONAAICERZXZETETET,

"security dynamic-authorization trust-score-component

create DFMICDWTIE. link:https://docs.netapp.com/us-en/ontap-
cli/security-dynamic-authorization-trust-score-component-
create.html ["ONTAPAN YK UT7L YR " 1 ZBRBLTETL,

FIE
1. FSXAMXO7 7ONAE 2T EBHICLEF T, FIMHRDOE<>ZRBEICEHDETERLTLLIEIL, -
vserver N X—AEZFEALABVES. OV RIFITRA LRILTEITINET. KFD/NTX—2IX
BT :

security dynamic-authorization trust-score-component create \
<strong>-component <component_name></strong> \

-weight <initial score weight> \

-max-score <max_ score for provider> \

<strong>-provider-uri <provider URI></strong> \

-score-field <REST API score field> \
<strong>-secret-access-key "<key text>"</strong>

Bl

security dynamic-authorization trust-score-component create -component
compl -weight 20 -max-score 100 -provider-uri https://<url>/trust-
scores/users/<user>/<ip>/componentl.html?api-key=<access-key> -score
-field score -access-key "MIIBBjCBrAIBArqyTHFvYdWiOpLkLKHGJUYUNSwfzX"
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