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security anti-ransomware volume dry-run -volume <vol name> -vserver
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</path _name>

2. ONTAP 9 13AMB&IC 7w 75 L— R LTBE. ARPOF T ALk RF— rHTHB L. “dry-run’ 7
IT74TRAT—MANDOEEIBFNICITOND LS. PEA ST T S5—Z2 0D 1 R%—TILICHED
9, COFMEZEFNICEMICLABWVEEIF. BEEMITONTVWEIIARTOR) 2—LTSVML
NILDREZEZEL XY,
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System Manager
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2. [Volumes]#IE®m*4% 7 T. [Anti-ransomware]7R v &7 X T[Switch to active mode]* %= #IRL £,
3. R 12— LDARPIREE (L. * Anti-ransomware *7Rw U A TR TET X9,
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FIE

1. 2EERMMERT LT1=56. FEINTVWBARYa—LEZZELTT7I9T747 E—RICUIDEZ T (
BHEIMICTIDEZ SN TULAELVES)

security anti-ransomware volume enable -volume <vol name> -vserver
<svm_name>

modify volume AY Y RZFERAL T, 777147 E—RICUIDERX 2 HTEXT,

volume modify -volume <vol name> -vserver <svm name> -anti-ransomware-state
active

2. R 2a—LDARPDIREZRERL £,

security anti-ransomware volume show

SBE—RHETIT 1 TE— RAOBEBYTINER

ONTAP 9 131U}, 7A T4 TS5 —ZVJDARPHDIISEMEN. S—Z=ZVIJE—RIST7IT74TE—
RADYIDEZHDNBFMICITONE T, ARPICEZ S—ZV T E—RDS 70974 TE—RAOHEFIDEZ
IF. ROA TS a3 VDREICEDVTRESNE T,

—anti-ransomware-auto-switch-minimum-incoming-data-percent
-anti-ransomware—-auto-switch-duration-without-new-file-extension
—anti-ransomware-auto-switch-minimum-learning-period
—anti-ransomware-auto-switch-minimum-file-count

—anti-ransomware-auto-switch-minimum-file-extension
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System Manager
TL[AML=2PRY 2a—AT%ZFEIRL. ARPZ—BRHZIET 2R 2 —L%Z&ERLE T,

2. [Volumes]DEIED[* Security] ¥ 7 T. [Anti-ransomware]7R v 2 X D*[Pause anti-ransomware]* % 1%
RLZET,

ONTAP 9 .13. 1L & Tld. MAVZEER L TARPEREZFREL TL3I5E. —FELHig

@ EICE 2T IAULEDEBINBIEBEDEREBDLDICKROENET, "IRNTHOEE
ENSEREZITEZHNENDH D £IT"MAVESRT IL—TICEERMITSNTWLWS D, 2E
DL £,

cLI

1. R 2— L TARPEZ—EHEIEL 3
security anti-ransomware volume pause -vserver svm name -volume vol name

2. IBEAEHETAICIE. XOAY Y REFEBL ‘resume’ £7,
security anti-ransomware volume resume -vserver svm name -volume vol name

3. ONTAP OB EZRE T B71=0ICMAV (ARP 13. 1L TEMRTEE) #FHAL TLWARESIE. —E=1E
BIEICE ST, IAULEDENBEEBEEDOEREBDILSICROSENF T, MAVESRS )L — T ICBEERN
ITENTUVWBRITARTDBEIEENSERERITAINRELNHDFT, 5 LAVE., BEIKMLET,

MAVZFERL TWT. FEINTLVZ—FEIHRZETEMOERNUNERIBEIX. EMAVSIIL—TF
EEREDRDNIEBZEITVWE T,

a BRERTLET,
security multi-admin-verify request show
b. ERZHERBLET,

security multi-admin-verify request approve -index[number returned from
show request]

REDV I —TDEGEEICIF. R 2a—LHEEEN. ARPH—EHFILIREICR > TcEDIRED
BENET,

MAVZFERL TWT. MAVYIIL—TDOEZBETHZEE. —RHEFELENEBOERZHNTTEXI,

security multi-admin-verify request veto -index[number returned from show
request]

BEREES YLV I TRHREBRE/NT XA —ZDEE

ONTAP 9 .11.1L4 P& TlZ. Autonomous Ransomware ProtectionhENIC7: > TV R4EE
DR 2—LTSIH LI T TREDNASA—ZEZEL. BEOT 7 ALTFIT7AE
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T4 L TBAMORIBERETETET, BHENTA—2%ZHARTI . BHEDAR 12—
L7—o0—-RICEDWTLAR—MDOEEIFALLET,

WEIRH DLHEA

Autonomous Ransomware Protection (ARP ; BB S VH LD T 7XER) NS —=2JE—RDIFE. R
A—LFEOR—XA A VEHIERESNE T, chnldT> bO—. 7 71I)LILERF. EKXTONTAP 9
AMALPEDIOPSTE, CNHDR—RTA VI SV LD TOER%FMET 3 /-OICFERASNET, &
NOSDERGDOFMCOVWTIE. ZBRBLTKIZTVARPAEH T 2AE,

ONTAP 9 .10.1TId. ROEAHDEHEHIREETND . ARPIZEZZHEITLE T,

* DENSRY 2= LTRESNBD ST 7 MIIURRFEHO T 71 ILH20EZE X %
*®BIYhAE-T—%X

ONTAP 9.11. 1A TIE. _only_oneMHE7- SNTIHZEICARPY SBRESIRITEINE T, e xid. R
) a—LTURICHBINI-C EDBWT 71 IIVLERFZFD20Z B R 5 7 7 1 ILH24KRREMURICHER I h
7=3%&. ARPI&Z N %Zthreat_expendered_of observed entropylC 348 L £ 9, 24B 207 7 1 ILDIEIET 7
FILETHD. BEABETT,

BRETS—FOEERSTICIE. [REL—=PRY a—LAP[EFaUT«P[7—20—R

C) BMOREICEBEIL. LW 721 TOBERPZENCLEFT, CDREIX. ONTAP
9TIFTF 74 FTEMICHE>TUVWET, 14.1P7. 9.15.1 P1. 5 &£749.16.1 RCUAE TIZER
‘:@Otb\ijo

ONTAP 9 14 1LUBETIE. ARPHFILWI 71 ILILRFZER LI F. BLUVARPHARFTv gy bk
LI SICTS—hERETTE T, SFMICOVTIE. BB L TL 723V [modify-alerts]o

BFEDR)2a—LXRT—70—RTlE. BEAGB3EHNFA—FIHRETY, - zid. ARPHIGRY) 2—ALT
ZHOBED T 71 IIILERERFHNEICINTUVRHAE. UEIICRI-C DB WVWT 7 IILILERFO L S WVEE T
TAILED200EDHARIVMEICEBEL=D. UAINCRI-CDHEWVWT 71 IILILRFICEDWVWTES ZEMIC
L7=h 932 TEET, ONTAPO .M ALETIE. HERHNSXA—2ZZELT. FEOT7—oO—FRK
ICBLIENTGA—=RICTBENTEETD,

KEBRENIAXA—ZDEE

ARPHBEICE > TWBR) a—LATHEEINZEEICH LT, HBBRENSA—ZDOEENNRBICHRBZ L
rHbhxEd,

FIE
1. BEORERENIA—2ZRRLET,

security anti-ransomware volume attack-detection-parameters show -vserver
<svm_name> -volume <volume name>
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security anti-ransomware volume attack-detection-parameters show
-vserver vsl -volume voll
Vserver Name : vsl
Volume Name : voll
Is Detection Based on High Entropy Data Rate? : true

Is Detection Based on Never Seen before File Extension? : true
Is Detection Based on File Create Rate? : true

Is Detection Based on File Rename Rate? : true

Is Detection Based on File Delete Rate? : true

Is Detection Relaxing Popular File Extensions? : true

High Entropy Data Surge Notify Percentage : 100
File Create Rate Surge Notify Percentage : 100
File Rename Rate Surge Notify Percentage : 100
File Delete Rate Surge Notify Percentage : 100
Never Seen before File Extensions Count Notify Threshold : 20
Never Seen before File Extensions Duration in Hour : 24

2 RRENTWVWBIIRTOT 1 —ILRIF. T—ILELNEBRETEETCEIET, 71— ILRZEET3ICIE.
<> R#z{EA L “security anti-ransomware volume attack-detection-parameters modify’ % 9

COFIETHATINTWSEZ AT ROFEMICDOWLWTIE. Z"ONTAPOY YR U7 7L A"B8BLTLIET
Lo

BRDY —DzikE

ARPIE. 7O T4 TE—RTHRENSA—FZDR—RASA VMEQEE=MELET, R)a—LT7IT«E
T4 =2 (MEIRDDOY—I FlldZa—/—TILOFHETH DI —2) ZH>TWLWBEHRIF. T15
ERETHIDERETZIVELNHDEFT, CNOSDRAEBERL2L LTFEFTHRET 2 2 ik ARPOBEFHE
DREEZELIEZDIRIEET,

1ERD DRIBZRET S
1. BEMIORKRTIERR D O —I D HEEL TVWT. ARPTIEROKR THRKDT —JZHRET 55513
J—o0—-FO}ENL Y -2 U TLET,

security anti-ransomware volume workload-behavior clear-surge -vserver
<svm_name> -volume <volume name>

RN=XZ4 =T DIELE

1L |MESNY—CZBEOT IV T —2 a VEIMFE RAIRENH Z5EF. T—JZRELTR—ZF
1o —JEZEELET,

security anti-ransomware volume workload-behavior update-baseline-from-surge
-vserver <svm name> -volume <volume name>
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security anti-ransomware volume show -vserver svm name -volume vol name

HHB

Vserver Name: vs0

Volume Name: voll

State: enabled

Attack Probability: moderate
Attack Timeline: 9/14/2021 01:03:23
Number of Attacks: 1
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event log show -message-name callhome.arw.activity.seen
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Report "report file vs0 voll 14-09-2021 01-21-08" available at path
"vs0:voll/"
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[root@rhel8 mnt]# cat report file vs0O voll 14-09-2021 01-21-08

19 "9/14/2021 01:03:23" test dir 1/test file 1.jpg.lckd
20 "9/14/2021 01:03:46"  test dir 2/test file 2.jpg.lckd
21 "9/14/2021 01:03:46" test dir 3/test file 3.png.lckd’
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security multi-admin-verify request show
b. BEDZ T LYz THEEROBAERERELF T,
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