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security login create -vserver SVM name -user-or-group-name user Or group_name
—application application -authmethod authentication method -role role -comment
comment

KDY RiE. BEIEEINT: "vsadmin-volume O— )L % FDOSVMEBIEEZ 7 H7 > bk “svmadmin1’
H. SSHARF—%FEAL TSVMengbatalll 77 ATESLDICLET

clusterl::>security login create -vserver engDatal -user-or-group-name
svmadminl -application ssh -—-authmethod publickey -role vsadmin-volume
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ONTAPDO/N—2 3 IZi Ty SSHAR#E., 1—Y /Y X7 — R, Time-based One-Time Password (TOTP)
ZHHAEHE TIZERFTAMZITAE I, Cisco DuoZBMICL TRET DL (ONTAP 9.14.1L4FF) . IARTD
A—HOBEOARNZMHTIT 2 EBMOEREANE L THEL £9,

semEnizyU—2 EADREST B20EEH =
ONTAP 9.14.1 SSH RS TOTP

d—H% NRXT—K TOTP

SSH/ % Cisco Duo

I—H )NXT—R Cisco Duo
ONTAP 9.13.1 SSHZ A TOTP

d—H% NRT—R TOTP
ONTAP 9.3 SSH/ Faf I—H% NXT—F

MFAD'RESNTUVEHEIF. RIICISAXEEENO—AIL I—F 7HO Y b 2EMLTHS. O—
AN A—FHBTHAI Y FERET BIREDHDE I,

22



No _~~ Does this

. T Yes
- account need
ey Cisco Duo -
. 2FA? e
No Does this ey _ Yes Configure Cisco Duo using
account need —— security login duc create
TOTP MFA? command
Configure account with
password and SSH v
public key authentication PN
No - Dues this accuunt Does this account ~ Yes
i need SSH public Keg.r } need SSH public Key
___ as primary as primary
authentlcahon? - g auihentlcatmn'?
Configure account with Configure account with Configure account Configure account with
password and SSH public key and with password SSH public key
TOTP authentication TOTP authentication authentication authentication

SSHYTOTP%#{EH L CTONTAPZEXRTNIZ#EMICT S

ZERIPIE (MFA) Tld. BESVMP®T—ASVMICOT 1 > F3BICA—HIC2DDER
AR ZEERTDZZET, EXxa) T =L TETET,

22U EE
C CDRRVEETITBICIE. VT RAIXEEBETHINELHD £,

*OJAY 7AVYMMIBIDE TR 77 ABHO—ILHAFRERIZEIE. security login modify O
VY RZFEALTHRTO—-IILZENTET XY,

‘security login modify DFFMICDWTIE. link:https://docs.netapp.com/us-
en/ontap-cli/security-login-modify.html ["ONTAPANY K UT77L >R

"M EBRLTIETW,
"EREICEIDYETONTLEO—LOEE"

* REEICARRBZEER L TVWRIBE. 7ATY EHSVMICTIERXTRHICIE. TAT Y MIRHEZR
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* ONTAP 9.12. 1L Tl&. FIDO2 (Fast Identity Online) Z7zI&PIV (Personal Identity Verification) SRsEAZ
#&EFEHALT. SSHY 541 7 > EMFAICYubikey/\— R = 7EREET /N1 A= FERTET X7,

SSHAR#E 1—1 XXT— RZEFEHRA T IMFADENL

ONTAP 9.3 %, 75 X AEBEIE. SSHRARRE I—% NXXAT—RZEAL TMFATA 1> 935 & 51
A=Al A T7HOVEZERETETET,

1. O—A) - 7HIYMIXNLT. SSHARBr - NI —REFEBEITIMFAZEMLL X,

security login create -vserver <svm name> -user-or-group-name
<user name> -application ssh -authentication-method <password|publickey>
-role admin -second-authentication-method <password|publickey>

KDY RTIE. FRIEEIN "admin' O—J)L%ZHFD SVM BIEE 7T > b "admin2'h' SSH B+
—A—H—NAT7—ROmAZHEHAL T SVMengbatallcAT 1 VT 23URBHAHDXT :

cluster-1::> security login create -vserver engDatal -user-or-group-name
admin2 -application ssh -authentication-method publickey -role admin
-second-authentication-method password

Please enter a password for user 'admin2':

Please enter it again:

Warning: To use public-key authentication, you must create a public key
for user "admin2".
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1. A—H 7HOMIRLT, 22— XX —REeTOTPEERT3ZERRIIE=EMELLF T,

WRI-—T—Tho Y DIFE

security login create -vserver <svm name> -user-or-group-name
<user or group name> -application ssh -authentication-method
password -second-authentication-method totp -role <role> -comment

<comment>

BEOI-——-7hor hDiGE

security login modify -vserver <svm name> -user-or-group-name
<user or group name> -application ssh -authentication-method
password -second-authentication-method totp -role <role> -comment

<comment>

2. TOTPZERT BAMFANBMICHE > TVWB L ZREEL T,

security login show

SSHR#E X TOTP% ERA T Z2MFADERNL
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WRA-—T—Tho Y DIFE

security login create -vserver <svm name> -user-or-group-name
<user or group name> -application ssh -authentication-method
publickey -second-authentication-method totp -role <role> -comment

<comment>

BEOI-—-7hor hDiGE

security login modify -vserver <svm name> -user-or-group-name
<user or group name> -application ssh -authentication-method
publickey -second-authentication-method totp -role <role> -comment

<comment>
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security login show
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2. 7HYIY MCTOTPEREZER LTI,

security login totp create -vserver "<svm name>" -username
"<account username >"

3. 7HUY K TTOTPRENBEMICE>TUVWS L ZHRLE T,

security login totp show -vserver "<svm name>" -username
"<account username>"
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* "security login totp show"
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security login totp delete -vserver <svm name> -username
<account username>

3. FHLWTOTPY—2 Ly b F—%{ERLE T,

security login totp create -vserver <svm name> -username
<account username>
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security login totp show -vserver <svm name> -username

<account username>
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security login totp create -vserver <svm name> -username

<account username >
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security login totp show -vserver <svm name> -username

<account username>
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security login totp modify -vserver <svm name> -username
<account username> -enabled false

“security login totp modify’
DFMICDWVWTIE. link:https://docs.netapp.com/us-en/ontap-cli/security-
login-totp-modify.html ["ONTAPOANY VR UIT 7L YR " ZBRLTLIEEL,

SSLEEBAEDONTAP Y AU Y b7 UL RZHBMICT B

‘security login create ANV RZEHITZI . EBETHVY D
SSLEFFAE Z A L CTEESVME I T —ZsvMIC T IV ERTEBRLSICHD T,

HRIE

*TAHAUYEDNSYVMICT V€ X B7®HICIE. CABRFEA Y —N TORIGEREEZ A VI —ILLTEL
BEHHD T,

CABZ ALY —/NGEHEDER L 1Y X h—)L
CDERIIE THIY S TORRZBHICTBHREE5THRITTERT,

cOJA4Y 7ATY MIEIDH TR 77 XGHO—IILHAFRERIFZEIE. T security login modify’ < >~
REFALTO—-I/ILZEBMTETE I,

BIEZICEDHTSNTVWAO—-IILDEE
DS ARBERBETHU Y bDGE. FEBAESRAEE httpy ontapi. BELU rest 7 SV —2

() 3 THR-FINET. SIMBIBETHY > FOBA. FABRIEE ontapi & & U rest 7
TUr—a3rTOHYR-—FENET,

FIE
1. O—hIEEBETAD Y MHSSLEEREZ AL TSYMIC T VR TEB L SICLET,

security login create -vserver SVM name -user-or-group-name user Or group name
—application application -authmethod authentication method -role role -comment
comment

RDATY RIE. 774 bD ‘vsadmin' O— L ZFDOSVMEIEEZE 7T > b "'svmadmin2'h'. SSLTY
R I)LEEFAE % A L TSVMengbata2lc 77X TEBLSICLE T,

clusterl::>security login create -vserver engData2 -user-or-group-name
svmadmin2 -application ontapi -authmethod cert
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‘security login create DFFMICDWTIE. link:https://docs.netapp.com/us-
en/ontap- cli/security—login—create .html ["ONTAPAN >V E UT77L 2R
"M CELLREE

BT RDIRME

CAZBLFA Y —/IN T HIIGEBAENA VA F—=IILEINTULWAWESIE. 7HTY FHSVMICT IVt X3 381
ICAYVAR=ILLTELRELRHD XY,

CABRAAT — /NGRS DERE T VA ~—)L

COFIEBTHATINTWDROATYY ROFMMICDOWVWTIE. "ONTAPOY VR U7 7L RA"#E8BLTLET
Lo

Active Directory ONTAP 7 h UV N7 O R ZBMICT S

‘security login create ' ANV RZMEHT S Y. Active Directory (

AD) DA—H—FL@FITIN—TFT7HO Y bHBEESVME/oIE T —RSVMIC T I ERXTES L SICHD
9, ADTIL—THOITARTOA—H—|F. FIL—FIZ8bHTosN-O—-IL%ZFERL TsvMICT
JEATEFT,

R EE

*TADYEDSVMIZT 72X T3®HICIE ADRXAY I bA—5H5 T T XAZEIFSVMADT Z
tRAZRELTESHBER DD T,

Active Directory R X1 > OA> rO—3 72 XDERTE
CDRRVIE TAOY R POERZEBMICTBRIBEESTHRITTEET,

* ONTAP 9.13.1{fFTid. ADI—H NXT— R LBAEHE B B1XTIIFE20REEANE LT SSHRH
BEERATEET,

SSHRB#EZF1DREARE L TERT 3 C e 2 BRLIIBE. ADSREEIXIThNhEE A,

* ONTAP 9.11. 1L [ Tld. AD LDAPH—/N\THR— TN TULBIBEIFZ"ONTAP NFS SVMDnsswitchz2:F
ICLDAPGER/NAT > RZFER T 3" =@EHATEXY,

cOJA4Y TADYMIEIDE TR 77 AFEO—ILHARRELRIZEIE. security login modify O
IVRZHEHAHLTETO—-IILZEMTEEXY,

‘security login modify DFFMHICDWTIE. link:https://docs.netapp.com/us-
en/ontap-cli/security-login-modify.html ["ONTAPOANY K UT77L >R
"M EBRL TSV,

BEEICEOYTENTVWRO-ILOEE
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ADTIN—TFTHo> 7O RIE. SSH. ontapiv 8KV ‘rest 7 U r— 3> TOHY
(D) #—rEhEv. ADYIL—Ti3. SERBIC—ARMICERE SN BSSHABMF —RIETIEY K
— FENEE A

B9 B HIIC

* U5 AREE/M E Active Directory R X1 > OV FO—ZDBZ%E . BREHDSDURNERD LS ICERET %4
BHAHD XTI,

* CDRRIZERITIBICIE. VSRIEBETHIUENDHD XTI,

FIE
1. ADDIA—HEETIN—TBRBET AT Y FHSYMICT IR TESZL5ICLET,

AD1—H—DIFE :

ONTAP/\“_ %1®WL\DIE75 %ZOJWL,\DIEjj_ ]7/ l\

=% = pa

9.13.1LAF R ®L
security login create -vserver
<svm_ name> -user-or-group-name
<user name> -application ssh
—authentication-method publickey -role
<role>

9.13.1LAF% XA NS MR- —ml

security login create -vserver
<svm_name> -user-or-group-name

<user name> -application ssh
-—authentication-method domain -second
—authentication-method publickey -role
<role>

BE1I—Y—0I58

security login modify -vserver

<svm_ name> -user-or-group-name

<user name> -application ssh
-authentication-method domain -second
—authentication-method publickey -role
<role>
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ONTAP/N— E1DEREFA F20:8FHF WU R
o3y ot ot

9.0LAf% XA wmL

security login create -vserver

<svm_name> —user—-or—group—name

<user name> -application <application>

—authentication-method domain -role
<role> -comment <comment> [-is-ldap-
fastbind true]

ADTIL—TDIFE .

ONTAPD/N  HBADREES H20:88E5 s VUK

—>3ay b2 I

9.0L4p& RXA> L
security login create -vserver
<svm name> -user-or-—-group-name
<user name> -application <application>
—authentication-method domain -role
<role> -comment <comment> [-is-ldap-
fastbind true]

BTEBRDIRME

ADRXA>Y A MO—SH BT TAZFIESVMAD T I I ZHREL TLWEWESIE. 7HT Y EHSVM

ICT7 7RI BRNCKREL TESBERDHD FT,
Active Directory R X > O hO—5 7V ADEE

RERH

* "security login create"

LDAP X 7-IENIS ONTAP 7 AU > b7 U XA ZBRICT B

‘security login create ANV RZEHAT S Y. LDAPEXIINISIA—HT7HT Y FHEE

SVMiT:LEb_-“ RASVMICT I RATEDRLDICHED X, SUMADLDAPET=IINISH—NT IR %
FELTUWAWESIE. 7HYUY FASVMICT IR TERLDICTARICKRETAIMNENRDHD X

BATHE
*OIN—=FTAHIY MEYR—EETNTVLEEA

* THATYEMSYMICT I XT B 7®HICIE. LDAPT —/NXIIENISH —N\DSSVMAD T V& X%

LTELBENRDD XY,

B

ax &
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LDAPH—NZE=IENISH—ND T It XDHE
CDRRAVIE. THOY N 7O RZBMITRR1EBEBESTHRITTETET,

OJ4> 7H0Y MIEIDE T3 77 ABEO—ILHAFRBLREEIE. security login modify 1
YYREFEALTETO-IILZEMTEET,

‘security login modify DFFMICDWTIE. link:https://docs.netapp.com/us-

en/ontap-cli/security-login-modify.html ["ONTAPANY > F UT77L >R
"M EBRL TSV,

BEZICADYTESNTVWEIO-IILDEE

ONTAP 9.4LU[%Tld. LDAPH —/NFIENISH—NEZRBTIVE—F I L TZERS:
(MFA) i R—brEnE 9,

ONTAP 9.11.14B& Tld. LDAPH—/N\THR— TN TULBIHEIT"ONTAP NFS SVMDnsswitchzREE
ICLDAPESRENAT > REFERET 3" 2#FEHATE XY,

* BINIOLDAPDRERED 7= LDAPA—H'—T AU Y MEROED T+ —ILRTH ' (IOY) XFZE

BALAEWTLETL (Bl gecos. "userPassword R¥) o €5 LAWVE. ZOA—H—DERIZIED
KBLET,

HIAY BHIIC
CDRAVEERTTBICIE. VS RIXABEETHINELHD £,
Fig

1. LDAPETCINISDA—H 7HIY hE T EIIN—T THAT Y EHSYMIZT I ERTESZL5ICLET,

security login create -vserver SVM name -user-or-group-name user name
—application application -authmethod nsswitch -role role -comment comment -is

-ns-switch-group yes|no [-is-ldap-fastbind true]

"OJA Y THhHOY bOERFIFEE"

ROOAR Y RiE. BRIEERINT backup O—I)LEFDOLDAPEX/ZIENISU S XA ZEBET AT b
‘guest2’ HEIESVMengClusterlic 772X TEBRLDICLEFT,

clusterl::>security login create -vserver engCluster -user-or-group-name
guest?2 -application ssh -authmethod nsswitch -role backup

‘security login create DFFMICDWTIL. link:https://docs.netapp.com/us-

en/ontap-cli/security-login-create.html ["ONTAPOAN >V F UT77L >R
"M CELTEEL,

2. LDAPA—H £ FIINIST—HIC L TMFAO Y 1 > EBMIC L F 9,
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security login modify -user-or-group-name rem usrl -application ssh
—authentication-method nsswitch -role admin -is-ns-switch-group no -second
—authentication-method publickey

aasE /77513 "publickey’ & L THRETE. 2 BB DFREESEIF nsswitch E L THERETE XY,
ROBITIEIMFASREEZBRICL TVE T,
cluster-1::*> security login modify -user-or-group-name rem usr2

-application ssh -authentication-method nsswitch -vserver
cluster-1 -second-authentication-method publickey"

BT RDIRME

LDAPH—/NZXZIENISTH—NADSESVMAD T 7 X% HREL TULWARWSEIE. 7ATY RHSYMICT VX
TRRINCEELTELHBELRHD T,

LDAPH —/N\ZF7=IENISTH—NDT7 7t XDERE
REEE R
s"wxaFaOgq0 "

T AFEHO—-ILDER
ONTAP7 7 RFHO—ILOEBIBIC DOV TESR

BIEEICEDYTOENTO—-ILICL 2T, BEENT7IVELATETR ATV RARED F
To O—ILISEBETHT Y FOERRFICEIDYTE T, KEBIZGLCT. floOo—ILx
BDYHTED, AREZLO-IIZERZLIEDTRIEHTEXD,

ONTAPEEEICEIDHTHNO—IILZEET S

‘security login modify AN RZEALT. /7 XFXkIE
SWMEBBET7 NV FOO-IIZEETETET, ERFAO-INFLIEHAZAEZLO-ILZEDHETS
CENTEET,

BHtR 9 B HIIC
CDRARIV%ERTIBICIE. VS XIBEEBEETHAINELNHDET,

FIE
1. 9522 %113 SVM BEBEOO—ILEZELET !
security login modify -vserver SVM name -user-or-group-name user Or Jgroup_name

-application application -authmethod authentication method -role role -comment
comment

"OJAY THhOY bR FIFEE"
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ROOAR Y RIE. AD 75 XA RXEIBET LD >~ "DOMAINT\guest! DO — )L = BRIEZAHA readonly’ O
—LIZEBELET,

clusterl::>security login modify -vserver engCluster -user-or-group-name
DOMAIN1\guestl -application ssh -authmethod domain -role readonly

XDAY Y RIE. AD JIL—7 7H 7> "DOMAINT\adgroup D SVM BIEET7 AT > boO—I)L%ZzhH
241 vol role O—)LICEBELF 9,

clusterl::>security login modify -vserver engData -user-or-group-name
DOMAINI\adgroup -application ssh -authmethod domain -role vol role

‘security login modify DFFMICDWTIE. link:https://docs.netapp.com/us-
en/ontap-cli/security-login-modify.html ["ONTAPANY > F U7 7L 22X
"M ZEBRLTLIEEL,

ONTAPEBEDHX X LO—-I%ZEEHT D

‘security login role create ' ANV RZFEAHALTHRZLA
O—ILZF&ZTETET. O—JLICEEMITIREDIEEGHEAGHLEZRITT F71HIC. HER[L
BETORRZRITTEERT,

B2 UNE
* ONTAPOOR Y R®IOAYYR T4 LI MNIADTIERIE. O-)L (BRIERBAFHIFHRAEL) I
HEOWTHIFIIEEINET,

OV R Fa L2 k) (volume'id. BEESTZ3AY VY REOYNYR B ITFA LI MIDTIL—TF TS,
DFIETHATINTULIIBEZRI. AV VR T LI MNIADT IR %R FIIETETDE. T+
LRI EEFDOYTT4 L FJARAOZEIAR Y RADT7 IV ABFHFRIXIFERTINE T,

CHEOIANYRFRREYITITALIMIADTIERIE |TALITMIADTIVELREDBERINF
ER

HB3O—IICOIYR FTAaLI I EERL. TOHLICRTA LI N)DOBEDIAR Y RERIITITT
4L RMJICHLTERZ TR LRNILEZEHZLESE. TOOAIVREREYTTo L7 UL
THEELETZ7I7EX LRNILDEREOTIEX LRNILELDBHEEXEINE T,

‘admin' 7 S AXBBEDHIMERTETZ ATV REAIEIOTVR Fo LI M) (Csecurity’ O
()  RYEFALINIBY) AOTIERMEEMST BO—ILESVMEREICHDH TS Ll
TEE A

HIAY B HIIC
CDRRVERITITBICIF. VSRIABEBEETHINELRHDEFT,

36



FIE
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security login role create -vserver SVM name -role role -cmddirname
command or directory name -access access level -query query

ROOARY Y RIE. “vol_role' d—)LIC "volume’ AY Y R T4 L2 FUARADIATY RADTIL 7OER &,
‘volume snapshot 4 7574 L2 FURDIOT Y RADFHAFWMOERT7 I/ X 2[5 L 9,

clusterl::>security login role create -role vol role -cmddirname
"volume" -access all

clusterl::>security login role create -role vol role -cmddirname "volume
snapshot" -access readonly

DAY > Ri%. "SVM_storage' d—JLIC ‘storage’ AV R T L2 FJRDIAT Y RADGAEDE
B720+tX%Z&FFA L. “storage encryption' 7 77«4 LI FUARADIIY RADT 72 A%ZFHAIHET .
“storage aggregate plex offline’ JFfAAAA AT RAD T I 7O RZHFIL X9,

clusterl::>security login role create -role SVM storage -cmddirname
"storage" -access readonly

clusterl::>security login role create -role SVM storage -cmddirname
"storage encryption" -access none

clusterl::>security login role create -role SVM storage -cmddirname
"storage aggregate plex offline" -access all

"security login role create’
DEFMICDWVWTIE. link:https://docs.netapp.com/us-en/ontap-cli/security-
login-role-create.html ["ONTAPOAVY VR UTJ7L YR ZEBRBLTLLEEIL,

BE IR
* "security login role create"

* "storage aggregate plex offline"
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admin all

admin-no-fsa (ONTAP 9.12.1L(f%& &iAED | EFAH

THIBTRE

A D EA * security login rest-

role create

®* security login rest-
role delete

®* security login rest-
role modify

°* security login rest-
role show

®* security login role
create

®* security login role
create

®* security login role
delete

®* security login role
modify

®* security login role
show

* volume activity-
tracking

* volume analytics

volume file show-disk- autosupport
usage
* set =L

* system node autosupport
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* U #+—4. qtree. Snapshot. 7 71 JLDEIE
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vsadmin-protocol cBEOI-Y ThHUYEN O—HIL NXXT—
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. FCoE. NVMe/FC. NVMe/TCP
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security jit-privilege elevate
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‘admin iCR D £ 9,

° “_session-validity-period’ld. 1—H—HDEFLWITEY S 3 VBT IHENELCIBNICERINTG
O—JLICT7 VL ATEZHBTY, FEESNTLARWSEIE. 7 O—/NLE7=IESVM default-
session-validity-period WMER I N E T,

° “jit-validity-period’I&. FRESNIHMBMURE. 21— —DITEY > 3 > ZHIRTEI 3RAHRETY,
BELABWVWSEIE. “session-validity-period BMERAINE T, CONSX—&R|E. JO—-NILET
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|&SVM “max-jit-validity-period Z#8 X 5 Z L IFTET £ H Ao

° “gtart-time’ &, A—HF—DIITE Y a>ZBIBTETIHKRTY, IBESTNTULARWVESIE. IREDH
BEAMERTNE S,

RDOFTIE. ontap user HFLW JIT v a BT Sa0IC 1 K admin O—JLICT
JERATEBELDICHDET, ‘ontap user’ld. 2025 F£ 7 B 1 BFE 1 BEHh5 60 BHME
JIT Ly a> zMimTERLDICBRDET [ +

‘security jit-privilege user create -username ontap user -role admin
-session-validity-period 1h -jit-validity-period 60d -start-time "7/1/25
13:00:00"

3MEBICIGL T, A—F—DIUT 7IEREZWMDELEFT :

security jit-privilege user delete -username <username> -vserver

< sSvm_name >

COOARVRIF. A—H—DIT7 ot R%E. 77 AHENMINTULWARWMEETHEDELE T, -
vserver BMEE SN TUVARWES. JIT7 7RIS AEX—LANILTRDOEINET, 2—HF—H"R70F
4 TRITEYy > aoICBMLTWVWEGEEIE. vy ar v TLED,

JITO—fRMAI—X T —2X

LTFoDxRIE. JTHERFEO—MHNBRI—XT—XZRLTVWEYT, EA—XT—XTlE, BETZITUR
ANDT I R%ZRETB7-HICRBACO—IILZRETIMBENHD T, FATYVRIE. OV REED/INT
X—AZ|CRET B EFMBERNEBEH SN TVWABONTAPOY Y RY 77 LY RICUVIEINTVWET,

dA—X7—2R O >R =S

A—H—rO—JLDEE * security login create FOR—=T a4 2T ElEATHR—

, _ Fq oI, —ENICERLT

security login delete A—H—ZEBER LD, O—
IWZ2ZELIEODLET,

SEEREEIE * security certificate SERBED A Y X M= ILEITEH
create DI=HICEEET7 I/ X2 L E
ERS
° security certificate
install
SSH/CLI 7 7 = Z I * security login create ESTINoa—FTa 204
-application ssh —HR—brDHIC. —BFIC
SSH 77t A%=&HFRILX T,
SAEUREE * system license add e 7O T4 T E=I3IET7 Y

. , F 4 RIS RE BN E
system license delete 4 ywpes zimmEr (5 £,
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I—XRT—2R

SRATLDTyTITL—RENY
FiEH

FYRT—=0EF2VTARE

IS AREIE

SVMOERE

R a—LOEE

SnapshotD &I

vy T — U8R

TARIITITVT— hDERE

avrr

* system node image
update

* system node upgrade-
revert

* security login role
Create

®* security login role
modify

* cluster add-node

* cluster remove-node

°* cluster modify

®* vserver create

* vserver delete

* vserver modify

* volume create

* volume delete

* volume modify

* volume snapshot create

®* volume snapshot delete

®* volume snapshot restore

* network interface

create

* network port vlan
Ccreate

* storage disk assign

* storage aggregate

create

* storage
disks

aggregate add-

S

TyTIL—RU4 Y RUDEF
L. TOEEDBELET,

Fy hT—UBEEDEF Y F o
O—LAD—BSMAZTEEHA L
£,

75 R —DYER F 7o (BB D
TeOICHEBLET,

O a > IFIFREDT:
HIZ. SVM BIEEMEIR % —YIC
5L %7,

AR)a—LOESg=>T,
YA XZE, £ISHIBRD =
SEELEY,

DANIRBRDORF v TS 3w M|
RECIZETOLOHICERLE
ER

AT AR O R Y b T —
TEBEDOEREZMNELE T,

T4 2T DEMPHIFR. &3 0L\
7OV — FDEEZITIICIE
HERZFRL TSV,
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I—XRT—2R

F—RRE
INT +—< > XA
EXOIADT IR

AVTSAT7VRAEEDT—R7T
72X

YET7 O ADLE 21—

EPERH
 "cluster"

C AR B

* "network"

* "qos policy-group"
*"Exal)Ta"
 "SnapMirror"
 "storage"

* " RTL"

* R a—L"

* "SVM"

BEETHV Y FOEE
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axv>k
° snapmirror create
* snapmirror modify

° snapmirror restore

®* gos policy-group create

®* gos policy-group modify

®* security audit log show

* event notification
create

* event notification
modify

* volume show

* security audit log show

®* security login show

®* security login role
show

S

SnapMirrorB8fR = B £ 7= 1318 7T
TEHRDIC—ENICHEELET,

NITF#—IXVADEZTILa—
TAVITRFa—Z2TDEHIC
FRELET,

AVTSAT7VR FoyvIRICE
BEOJORERF T I XAR— b+
EITS5T-OIC—BRICERELE
ER

ARy MEFIFEIE SNMP Lo w
TEBRELIITANTBIC
|&. Elevate #fERAL %9,

BEBEADEET —X 0O Z R
TET3&L5IC. —FAEFAED
ER7 A ZFFALET,

SHET O ADRRELR— LD
TeDIC—BMICERLE T, &iH
WROBERAORRT7 I X% —FEH
BDHEFRILET,
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https://docs.netapp.com/us-en/ontap-cli/search.html?q=volume
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver

ONTAPEIEET7H U Y FOBIEICDOVWTESR

THhHoOUE 70RO AEICE>TIE. O—AHIL 7HO Y bADOLBEEDOBEEN
7. CABANEISY—N— TIHILFGIBBZED 1 > X =)L, AD. LDAP. F7IEXNIS 7

T ADBEBREDREICRBZBEDNHDET, CNHEDRRXTVIEITART. FHTV K

TOEZADBW LR THEMEETHRERITTEET,

NHEF—EZONTAPEEE 7 H U Y MIBEERMITS

SSHARBEREDIHGE. BIEET7 LT Y FASYMICT7 IV X T BHIIC. AHEEZEIES
ThoUk L_F'aﬁﬁﬁﬁéiégb‘b% D %9, ‘security login publickey create’ 1< > K% {&
BLT. F—ZBIEBEET7NHT7 Y MIBEENITRZECNTEFEXT,

2R NE
SSHTDT7 AT > bDEREEIC/INRA T — R ESSHARBOmMAEFERT 3BE. 7AT Y MIEFT L HEEE
AL TEREESNX 9,
BAtA T BHiIC
* SSHFX —%4% L THELKHBELHD XTI,

* CDRRVERITIBICIF. VS RAZEBEXIISVMOERE THIHVENHD XTI,

FIE
1. EBET AV Y MILRRZEEMITE I,

security login publickey create -vserver SVM name -username user name -index
index -publickey certificate -comment comment

‘security login publickey create’
DEFMICDWVWTIE. link:https://docs.netapp.com/us-en/ontap- cli/security—
login-publickey-create.html ["ONTAPOAY YK U7 7L YA &2 EBLET

2. NFERERTLTEERRZHERLE I,

security login publickey show -vserver SVM name -username user name -index
index

“security login publickey show"
DFMICDWVWTIE. link:https://docs.netapp.com/us-en/ontap- cli/security—
login-publickey-show.html ["ONTAPOAY VK UIJ7 7L YA 1 2EBLET

il

DAY Ri&. SVM ‘engDatal’® SVM BIEE 7 AT > b “svmadmint (CAFR#E % BEESITE 9, N5
IS YTV I RBES5NEIDHETENET,
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clusterl::> security login publickey create -vserver engDatal -username
svmadminl -index 5 -publickey
"<key text>"

ONTAPEIEE DSSHARHE L X.5095FAZE = EIET %

”ﬁ%)ﬂ@yhtiéSBHREt#:U?%%ﬁﬁT%t@E;‘wmemm
publickey' A¥ > K v k%A L T SSH AR+ — & X.509 sEBAE ¥ OREE T T % BIE
TEFY,

DR E X509 FHZDEIBE T H YU Y fADREER T

ONTAP 9.13. 1B T3, BIRE 7 17> b ICBHEIT 5 ABIRICX.500i BB % BE 173 C LA TE £ T,
CHICED. 7HTY bDOSSHOY « VEHIEIAZ OHRYIN PRI F T v I/ SN, EFa )T h5ke
nx9,

2R EE

SSHZ\RE#E ¥ X.5095EBAZ DM A% EHA L TSSHIZERT7 AU Y b EEREET 3184, ONTAPIX. SSHL RS
H(ER L 7-EREEDEIICX 509 EFBE DBt EF v LEd, SERAZOEMERITINT WS, F7/-ISEEB
EHNKMLTVWBIGE. SSHOJ 1 VIKEE SN, NHEIIEEFVICEMICAED X,

R B a0IC
* CDRRVERITIBICIF. VS RAIEBEXIISVMOERETHIVENHD XTI,

* SSHF¥ —ZERM L TEBEDHD I,
* X509 EFRE DHRYIND A2 F v 7§ 3H BN HB5EIE. BCERIMRIZEATETET,
* X509 EEAE DHARRYINE KM ZEF T v I I 2MEN D ZHEIF. ROFIEZRITLET,

° LA (CA) DSIFAEZRITE > TEKHBELHD FT,

° SEBAZEF = — > (HRECASEERZE £ )L — M CASEBAZ) (& “security certificate install < > F &L T
AVRAM=ILTIBRENRHBD Y, "ONTAPOT VR 1) T 7L > 2"0D “security certificate install' DF¥
Mz CELLIZEL,

° SSH T OCSP ZBMICT 2HEDLD D i?'o FIRICOWTIX" TP HILAREN BN TH 5 C & DHE
s (OCSPZfER) "#BRLTIET

FIE
RNFEBEXS509GAEZEBE 7 HU Y MIEEMITE T,

security login publickey create -vserver SVM name -username user name -index
index -publickey certificate -x509-certificate install

"security login publickey create’
DFMICDWVWTIE. link:https://docs.netapp.com/us-en/ontap- cli/security—
login-publickey-create.html ["ONTAPOANY VKR D IJ 7L >R " ZZELEE

2. NFARERTLTEERNRZRRBLE T,
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security login publickey show -vserver SVM name -username user name -index
index

"security login publickey show
DEFMICDWVWTIE. link:https://docs.netapp.com/us-en/ontap-cli/security-
login-publickey-show.html ["ONTAPOANY VR D7 7L >R 1 ZELEEL,

il

MDA > RiE. SVM ‘engData2' @ SVM BIEE 7 AU > bk "svmadmin2' (Z/~F#E & X.509 FSEFAE %= F&E
ITET. RARICIEA>TYIRBES6NEDHETONET,

clusterl::> security login publickey create -vserver engData2 -username
svmadmin? -index 6 -publickey

"<key text>" -x509-certificate install

Please enter Certificate: Press <Enter> when done

<certificate text>

ERETHT Y FDSSHARED 5. FEREDREMITZHIFRL £9,
RARIZERF[FLIEEXR. 7HU Y bOSSHARED SIREDIEASE L OBEMITZHIRTEX I,

B9 B HIIC
CDRARAV%ERITIBICIE. VT RAIXEBEEZEXLIISVMOEBIBETHAINELHD £,

FIE
1. EBETHUY b S5X509EREDEEMITZHIR L. BIFOSSHARBZRIFL T,
security login publickey modify -vserver SVM name -username user name -index

index -x509-certificate delete

"security login publickey modify"
DFMICDWVWTIE. link:https://docs.netapp.com/us-en/ontap-cli/security-
login-publickey-modify.html ["ONTAPAY VKR U7 7L YR 1 ZZELIEETL,

2. NERERTLTEERRZRRAL T,

security login publickey show -vserver SVM name -username user name -index
index

l

KDOAIYKRIE. 41 >T v XES 6 D SYM engbata2 @ SVM BIEET7H T > b "'svmadmin2' H'5 X.509
SERRZ DR ET T ZHIBRL £ 9,
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clusterl::> security login publickey modify -vserver engData? -username
svmadmin? -index 6 -x509-certificate delete

EBETHU Y hH 5 DRFE CERE OREN T DHIRR
THAOY NS, BEORRECAAEDOREZHIRTT XTI,

HIRY B HIIC
CDRARVZERITIBICIE. VT RAIXEEEZEXLIISVMOEIBETHAINELHD £,

FIE
1. BBETHIY b 5. LBHE X 5095EAZE DOBHERM T ZHIFRL £ 9,

security login publickey delete -vserver SVM name -username user name -index
index

‘security login publickey delete’
DFMICDWVWTIE. link:https://docs.netapp.com/us-en/ontap- cli/security—
login-publickey-delete.html ["ONTAPOAY VK UTJ 7L YA % ZEBLEE

2./ F’I’Eﬂ%‘JEET LT&EW@%EWL\L&?O

security login publickey show -vserver SVM name -username user name -index
index

il

ROARVKRIF. 1TV I RXABES 7 D SVM engbata3 D SVM BIEZET7 AT > b “svmadmin3 H 5 2+
— ¥ X509 FERAZEZHIBRL £ 9,

clusterl::> security login publickey delete -vserver engData3 -username
svmadmin3 -index 7

BB IR
A =S R b m by @Z/N -

ONTAP SSH 04/ 1 >HIZ Cisco Duo 2FA %% Ed %

ONTAP 9.14 1L p&Tld. SSHOY 1 > RED2EBXREREE (2FA) (ZCisco Duoz AT 3 &
SICONTAPZRETEF X I, Duld V5 XX LRIILTHREL. BREIFT 7L FTIAN
TOA—Y 7HOY MIBERAINE T, KHDIC. DuoZStorage VM (IB¥RVserver)
LRILTRETDCELHTETET, DHFAIE. TDStorage VMDD L—HDAICER S
NEd, DUoZBRMICLTHEET D E. IRTOA—HOEEFEOAR T HETT 2 EMD

SREEA e L CHEREL £ 95
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SSHO Y 1 VICDuosRsE = BEMIC T 2 & A—H—I|ZREISSHOY 1 VI T /NA X2 FHT T I2HELHD £
T BEAEICDOWVWTIEL, CiscoDUo "B RFa X R EITELET L,

ONTAPOOAXY Y RZAY AV B —T T4 ATHEITTE SCisco DUOBTED R X T IZRDEED T,
* Cisco DuoDE&E
* Cisco DuoDFHRENEE
* Cisco DuoMDE&E DHIFR
* Cisco DuoDERE DRI
* DuoZ JL— T DHIRR
* DuoZ IL—7DRR
* 1—HDDuosBFED /N1 /N

Cisco DuoD&E

‘security login duo create ANWYRZEALT. V7 XAZL2EXIIFEDRA ML —
vM (ONTAP CLITIdvserver EMHENET) ICH L Tcisco

DuoEREZIERM TE X T, CNETSE. CDITRAREFRIEFRA ML —JVMADSSHAY 1 > TCis
co DuoBIMCHED £J, link:https://docs.netapp.com/us-en/ontap-
cli/security-login-duo-create.html ["ONTAPOANY >V F UTJ 7L A" 1D “security
login duo create DFMiZ CELLETILY,

FIE

1. Cisco DuoBIE/NRILICOJ 1> L £ T,

2. Applications > UNIX Application (C#881 L £ 9

B HEF—. =L v bk F— APIRR  EZEERLET,
4. SSHZfERAL T. ONTAP7 AT > bMZAJd 1> LET,
5

. CMDStorage VM®DCisco DuosBafZ BMIC L £, WWIEIMHNDEIE. FRTIRBEOBERICETHEZ TS
EE W,

security login duo create \
-vserver <STORAGE VM NAME> \
-integration-key <INTEGRATION KEY> \
-secret-key <SECRET KEY> \

-apihost <API HOSTNAME>

Cisco DUoDEREDEE

Cisco Duo IC& 32— —5R5EAE (FIZxIE. ROV 7 FORFEFHCFEHRET S HTTP 7OF 2 ARY) %
ZTETIFET, AL — VM (ONTAP CLI Tl vserver EMENET) D Cisco Duo REXZEE T ZHE
W H 3% E1F. “security login duo modify' A¥ > FZFERATET X I, "ONTAPOXY VR UT 7L > R"M
“security login duo modify’ DEEffiE ZEBEL 1230\
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FIE
1. Cisco DuoBEE/NRILICOTA >V LE T,
2. Applications > UNIX Application (CF8IL £,
3. EF— ¥—ULvhk F— APIRZ FEZERHRLF T
4. SSHEMFERL T, ONTAPZ AT > McOd14 > LET,
5

. CDStorage VM®DCisco Duos EZZE L £9, IWIENADEIL. FRTIREDHFLVERICETHRR
TLIET L,

security login duo modify \
-vserver <STORAGE VM NAME> \
-integration-key <INTEGRATION KEY> \
-secret-key <SECRET KEY> \
-apihost <API HOSTNAME> \
-pushinfo true|false \
-http-proxy <HTTP PROXY URL> \
—autopush true|false \
-max-prompts 1[2]3 \
—-is—enabled true|false \
-fail-mode safe|secure

Cisco DuoDEREDHIPR
Cisco DUoDEREZHIFR T 2 &« SSHA—HHOT 1 VEFCDuoZzHERAL TEREET AMNEL LB £, X
kL —VM (ONTAP CLITldvserverE M EN £ F) DCisco DuoskEZHIBRY B ICI&. “security login duo

delete AY Y RZEMFEHALE T, security login duo delete’ DEHHIC DL TIE. "ONTAPOY YR U T 7L Y
2"ZBRLTLEEL,

FIE
1. SSHZERL T ONTAP7 Ao > MIOd1 > L&,

2. ZOXFL—T VM @ Cisco Duo BRI ZHIBR L. XOEBAE AL —J VM AICEZBZIET,
< STORAGE_VM_NAME> .

security login duo delete -vserver <STORAGE VM NAME>

Zhickb. T dDStorage VMDCisco DuoiRENFTRICHIBRET N E 75

Cisco DuoDRED R

AL —2VM (ONTAP CLITIE vserver EIFEIENE ) DBEIFEDCisco Duot&hpkid. security login duo

show Y Y REFHL TR TE XTI, "ONTAPOY >V R )7 7 L > R"® “security login duo show™ D ¥
CELIEEL,

FIE
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1. SSHZER L T. ONTAP7Z Ao > hcOd14>LET,

2. ZORL—VMDCisco DUoREZERTLET, 723> Ty ‘vserver NI X—XEFRLTA ML
—JVMEIEETZCHTEET, FDHEIEX. <STORAGE_VM_NAME>%# X kL —JVMAICE S
BZET,

security login duo show -vserver <STORAGE VM NAME>

RDESBHADVKRRIEINE T,

Vserver: testcluster
Enabled: true

Status: ok

INTEGRATION-KEY: DI89811J9JWMJCCO7IOH
SKEY SHA Fingerprint:
b79ffadblc50blc747fbacdb34g671d4814
API Host: api-host.duosecurity.com
Autopush: true

Push info: true

Failmode: safe

Http-proxy: 192.168.0.1:3128
Prompts: 1

Comments: -

DuoZ' )L —F DIERL

Cisco Duo Tl&. $FED Active Directory. LDAP. F7cidO—AI)L A—H JIL—FDI1—HDH% Duo 533
TOERICEHBZLSICKRETETET, Duo JIL—TZERT D . TDTIN—FICET B1—HDAHH
Duo REE% KD 5N F T, Duo & )L— 7 “security login duo group create’ AY > REFEHA L TER TS £
o JIL—TZERTBEIC. 7723 >TEDTIL—TARAOEFEDI—H% Duo REE 7O XD SBFRAT
B2HTEXY, "ONTAPOY VR )T 7L > R"® “security login duo group create’ DF¥iflix B 2
LI\O

FE
1. SSHZER L T. ONTAP7Z Ao > hcOd14>LET,

2. DuoZ IV —TEERLET, IFIARDEIE. RIBEOBHREZBEIHRI TLLIEEIV, “-vserver NS X—&2%
BRI D TIL—TIFIT AR LRNILTIERINE T,

security login duo group create -vserver <STORAGE VM NAME> -group-name
<GROUP_NAME> -excluded-users <USER1, USER2>

Duo 7' /L—7D%Hil&. Active Directory. LDAP. F7ldO—hHI JIL—FE—HITIHBELRHD £,
Z 7S 3> -excluded-users’ /N T X —ARZTHEE L2 —H(E. Duo SREE7OEXICEEFNEH A
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DuoZ /L—7DERTR

BY7Z®D Cisco Duo & )L—7 I > k& “security login duo group show AY Y REFEHA L THRRTIT X9,
“security login duo group show @EEMIC DWW TIE. "ONTAPOY VR D77 LY RA"2BBLTLETV

FIIE
1. SSHZEAL T. ONTAP7Z AU > MoOd1 > L&Y,

2. Duo JI—7DITY I ERRLEY, BNAOMEIZ. RELNSEGLABRICEIHRITIEEW
vserver NS X—R BT Z L. JIL—TFEI SR LRILTRREINE T,

security login duo group show -vserver <STORAGE VM NAME> -group-name
<GROUP NAME> -excluded-users <USER1, USER2>

Duo 7' )L— 7 D4Hil&. Active Directory. LDAP. X7ldO—AI I —TFe—HT23HELRHD XY,
F 7 a>d -excluded-users’ /N T A —ARTHEELLI—-—HIERTRINEE A

Duo?' JL— 7 DHIk

‘security login duo group delete ' AN Y RZ%Z{FEAL T. Duo
TN—TDIY I ZHIBRTEEXT, JIL—TZHIBRTD L. TEDTIN—FICFAET D 1—H—IF
Duo mal /O RICEENLRCAEDET, link:https://docs.netapp.com/us-en/ontap-
cli/security-login-duo-group-delete. html["ONTAPZI?/I‘ J77L2A" 1D
‘security login duo group delete DFMiZEZCELLE

FE
1. SSHZER L T. ONTAP7Z Ao > hcOd14>LET,

2. DuoZIL—7DI>hUEHIBRLET, FENADMEIL. REHNSEFLIEBRICETHRI TIETL,
vserver /N X—R2%EET B, JIL—FIFIVS5XA lﬂ\“)l«’C“*ﬁ'JF?*hi?‘

security login duo group delete -vserver <STORAGE VM NAME> -group-name
<GROUP_NAME>

DuoZ' JL—7D4%&wHiI%. Active Directory / LDAP/ O—AHJL FIL—Fe—BLTVWERRBENHD £7,

a— ﬂU)DUOWLuE(D/\’r/\X

IRTOIA—YIMFEDI—H%Z. Duo SSHERGE /O XD LBFEATET X T,

IARTODuoL—H DR
?NTUDZL—"TE’)L\'C\ Cisco Duo SSHI:!IL,\D jJL_C = i—a_o

FI&E
1. SSHZERAL T. ONTAP7 AU > MIOd1 > L&,
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2. SSH Z1—%'® Cisco Duo 3% E&hIZ L. Vserver &% "<STORAGE_VM_NAME>' ICBZ# X £7 :

security login duo modify -vserver <STORAGE VM NAME> -is-enabled false

DuoZ' )L—7 A—H DR
DUOﬁ‘)L_jt:ﬁinéﬁfﬁd)l_ﬂ%\ Duo SSkuEjElt’Zb‘bB?ﬂ'C = ijo

FliE
1. SSHZERA L T. ONTAP7Z Ao > hcOd14>LET,

2. JIN—TRDHFED1— DCisco DuosSit z EIIC L £ 9. WIFMRDEIZ. ENENFRAT T —
TP 1— VI MIBESTHZATLLETV

security login duo group modify -group-name <GROUP NAME> -excluded-users
<USER1, USER2>

Duo ¥ )L— 7 D%HEIE. Active Directory. LDAP. F£7ldO—AII JIL—TE—HITZ3HBEHLRHD £,
‘-excluded-users’ /N X=X TIEELI—HIX. Duo SRsE 7O RICEENEFH Ao

“security login duo group modify’
DFMICDWVWTIE. link:https://docs.netapp.com/us-en/ontap- cli/security—
login-duo-group-modify.html ["ONTAPOAY YK U7 7L YR " 12 EBLET

O—#)LDuol—H DS

Cisco Duo BEE/NNRILZFEAL T, HEOO—HIL 1—H% Duo SREEN SN TE X T, FIEICDOWVWTIE.
"Cisco Duo FF a2 X > MZBRL TSI

ONTAPTCAZAME Y —/NGERAEZEM LTIV A b—ILT 3B

ABRIBEVXT LTI V5 AZFIESYMESSLY — /N L TEREES 2 7-0IC. CAE
ZDOTORIGIREEA VA M —ILT B R L £J, “security certificate
generate-csr AV > R %A L TAEAAZEE R EKR (CSR) T4 L. “security
certificate install ¥ > RZFEA L TERAEAD OIRENTFIRAEZ 1> A =)L TE X
9, “security certificate generate-csr'$ & U “security certificate install’ DFFHHIC D WL T
I&. "ONTAPOY YR U7 7L YR CELTZEL,

SERAEERERDER

‘security certificate generate-csr AN Y R%ZEERHL TAIFHEZERERK (
CSR) ZEMTEEX T, EXRNMUBShBZ . B/ (cr) HELSNIcT P XILEEREZXEL
EJC
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Bt B HIIC
CDRRAVERITITBICIE. VT RAIXEEBEEXZIISVMOEIBETHINELHD £,

FIE
1. CSRZEM L £,

2.
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security certificate generate-csr -common-name FQDN or common name -size
5121102411536]12048 -country country -state state -locality locality
-organization organization -unit unit -email-addr email of contact -hash
-function SHA1l|SHA256|MD5

RDOARY RIE. RKEAY 7A=Y Z—R—=JLICFREET 3. AR ZLELEED
“server1.companyname.com CT#H 32D "IT SBFID Software’ 7 IL—FHMERATS. "SHA256'/\v> 1
BRI &K > TEMTNIZ2048E Y FDOMBEEZE SOCSREER L 9. SYMERILEEBEDA—ILT R
L Z1F "'web@example.com’ T3, ¥ XA T LIFCSREMERE HIICKRRILET,

CSRZ1ER Y 30

clusterl::>security certificate generate-csr -common-name
serverl.companyname.com -size 2048 -country US -state California
-locality Sunnyvale -organization IT -unit Software -email-addr

web@example.com -hash-function SHA256

Certificate Signing Request

NOTE: Keep a copy of your certificate request and private key for

future reference.

CSRENDIERAEERZ TV FIHH (EX—ILRY) TEETETZY—RN—TDCAILXEL. BES
ZRDHFET,

EXRMNIBEhD . BLEADT VRILGAENCADSXESNE T, WEREECAZRLT P I
FOAC—ZREITBVENHD FI,


mailto:web@example.com

CAZLBEAT—NIEZEDA VR =L

‘security certificate install AN Y RZHEAL T, svMic
CAEBLNME Y —NIEEAZEZ A VA M—J/LTE XY, oNTAPIK. Y —/N\EIFAZEDIIREF T — > %18
9 35:EE (ca) DIL— MERRE CHREEBBEDANZKRO £9, link:https://docs.neta
pp.com/us-en/ontap-cli/security-certificate-install.html ["ONTAPOAN >

)7 7L >R 1D “security certificate install DFMHZECELLLEITUL,

HIRY B HIIC

CDRRAVERITITBICIE. VS RAIXEEBEEXZIISVMOBEIBETHINELHD £,
Flig

1. CAZBZBA Y —/N\GIFAEZ 1 VX h—ILLE T,

security certificate install -vserver SVM name -type certificate type

H—N\GIRREDAEF T — > 2T 5. CADJL— EEEAE E PEEIFAZE D AN Z RO

@ Z7OVTIDNREEINE T, Fr—2iEk Y—/N\GEAZEZRITLI.CADIEAEN SR &
D, CADJL— MERRE X THS £ 9. FEFARASIHMDOTHIHRITTWLWS & Y —/\GEERE
DAY R=JLIZKRBLET,

ROOAX Y RIE. CABAN S Y —/\—FEEAZE C PREIGEFAE%Z SVM “engData2’ i1 Y XA b—JLL E T,
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CAZXFEHY —/N\GIFAZ C FEEERREZ 1 Y X b —IL T 3f

E e E:

clusterl::>security certificate install -vserver engData?2 -type

server

Please enter Certificate: Press <Enter> when done

Please enter Private Key: Press <Enter> when done

Do you want to continue entering root
certificates {yln}: vy

Please enter Intermediate Certificate:

Do you want to continue entering root
certificates {yln}: vy

Please enter Intermediate Certificate:

Do you want to continue entering root

certificates {y|n}: n

You should keep a copy of the private
certificate for future reference.

* "% a2') 7 1 FEBAZE generate-csr"
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and/or intermediate

Press <Enter> when done

and/or intermediate

Press <Enter> when done

and/or intermediate

key and the CA-signed digital
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System Manager CONTAP:EFEZ%# B2 T %

ONTAP 9.10. 1L Tl&. System Managerz{#EHE L T. EREINIEREER. 7517
b/ — /\DIEEﬁE\ O—AJl (7.1_/7]_\ I\) n/b\nﬁ%%ﬁqigf%ia—o

System ManagerTl&. D7 TV 47— 3 UhoRITESEEAEZEEL T, Thon7 U r—>3Y>
HEDBEREIETZCEHNTEFET, MOT7 IV r—a VIl LTI R T LZERT S0 DME DA
EHEETEET,

SERREBFMDRT

System Managerz R L T. 3 ARICHREESNTVWBEBEINLRIAR. 751072 b H—/N\GEE.
BLUVO—NIILREEREZRRTEX T,

=2
1. System ManagerT. *Cluster > Settings*ZZER L £

2. X2 )T EEETRIO-ILLET, FERE LI avIiCiE. UTOFEIRTINET !
c RESN TV SERINIFEER O,
CRESNTWVWBE IS T H—/N\GBRZEDH
cERESINTVSO—AILERERDE.

3 HHZEDATIVDFMERTT BICIE. FEOBSERIRTSID. SZFBRLTIRTOATIIDIF
RESOEIAZR—SZAVTLESI WV, UZRMIZ YIS RELEDBHRIARTINE T, HED +
L—SVMODIEHRD A ERTT BICIF. ROFIEZETLET

a. X kL —< > Storage VM %:&IRL £7,
b. Storage VM%#IRL £ 9,
CRERTICYIDERET,
d EAEE I a VICRRTNTULRESZERLE T,
RDRTwT
* BERRE R—IUD\5. FIAZELEROER|TETET,
* BERAEIERRIE. ATV TLIIZDDRTIZADINTVET, FEX T TROEEZETTEX T,

DRI TIF... UTOFIEZRITTEXT ...
ST X ZEEH4ES * [install-trusted-cert]
* (B NIEREER DHIFR]
* (SRS NIEREER D EH

95472 MY —/\iLFEE » [install-cs-cert]
* [gen-cs-cert]
* [delete-cs-cert]

* [renew-cs-cert]
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O —71)LEERRE RS s FFLWO—HILEREER DIER]
* [O—NILEREEBZ R L AR EANDB4H]
* [O—BILEREER DHIFR]
* [O—AILEREER D EF)

SERAEERERDER
System Manager®*SERRE* R—J DEBDZ TN 5. FIAEZFLER (CSR) ZEMTT T, WERCN
&9 BCSRAVEM SN, FIRKEZFERL TER TS TRMEIREZERTET XY,
FlE
1. BERER—VZRRLET, FEASFEHRORTZERLTILEWV
2. *+Generate CSR*Z#IRL £
3. IV MAEANILETY,
a *HEH E AN LE T,
b. *E*ZFIRL T L,
C. AR EANL XY
d B ZANILET
4 FTIAIN L ZEESTTRHBEIE. *ZOMDOT TS 3 2B RL. BINBEREZANILET,

FEINERERO > X =)L (GBI
System ManagerzfFF L T. EBEIN/EFEIREZEMTTI YA M—ILTEXT,

FIE
1. MEETNIGEIRRE 2 T 2RRLEY, FIAZERORTZEBBLTILEEV

2.
[+ add PEEIOEES

3. (EFET T ZEIAAMBEDIBNN /NRIL T ROBEEZRITLET ©
CBErE AL TSV
>scope L LT. ARL—Y VM ZEFEIRLES,
crHEREANILET,
c xR T FEIRLE T,
° *AEERE DM Z AN EIFAVR—MLET,

BEINERAIROHIR
System ManagerzfEH L T. EBEINIFEIRZHIBRTET X d,

(D) ONTAPIZBSH LB YR b= LT TV BEES NI RIERISHIRTE St A
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FIE
1. MERETNIGEIRRE 2 T2 RRLEY, FEAZSERORTIZSBLTILEE L,
2 EECNIGERELR ORI Z#ERLE T,
3. LEIDMICH D : ZFEIRL. HIFR ZFIRLE T,

ERINTIEREER OEH
System ManagerzfEA L T. BMHIBENINTVWEZIESVWTWBEBEINERIEREEEHTETE T,
Flig

1. EREINTEAKE 2 T2 RRLEF T, [AASBERORTZBRLTIEEL,

2. EEINIFRIROAFI T ERL £,

3. SEFAE R DEICH B : ZiFIRL. "B ZERL £,

AT MIH—NEEEDr > X b—IL (GBI
System ManagerzfEF LT, 25047 b/ H—NGEBAZEZENMTA VA =)L TEXT,

FIE
1205472 MY —N—GEAZE 2 TZRTLE T, [AZSEROERTIZEBBLTIEEL,

2.
| +add PEEIIET
B ZA Ty MY —N—ERZDBIM*/NRILT. ROBPEEZRITLET :

o *EERAER* T AL £,

°scope L LT. ARL—S VM EZFTRLETD,

o HEHEANINLET,

xR S EFRLET,

o *EBAE DM Z AN F A VR— ML E T, ABEOHFREZEEANTEIN. TFX LT 7AI)L
MEAE—&R—XNTBD *TVR—rEIVY I LTIHRBEET 7D SETFAMEA VR—
TBREHDTEXET,

o MBI EANLET, MEREETIFIAN J7AMIDBSANFRLIFOAE— TR R=X T BH\ *
AVR=—FZO)y I L THERBT 7IILHDSTFANEAVR—NTEEXT,

BEEB®R V47> M H—/N\GAEOER (GBN)
System Managerz AL T. BCB®R I 747> I H—/N\FEAEZEBMTERTET T,
F&E
1. *0SAT7Y MY —N—FEAZE* R TZ2RTLF T, FIASZSERORTZERLTIIZS L,
2. *+Generate Self-signed Certificate*Z 1 ZR L £ 9
3. *HeBAMHAZDER /NRILT. ROBEZERITLET :
° *EEBRER*ZANILE T,
°>scope LT AhL— VM EERLEDS
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c *HBER T ANILET,

oA I EFERLET,

Ny B ERLE Y,
o — B EFERLET,

c ARL—=C VM EEIRL X TS

D547 > kI —/N\GRREDHIR

System ManagerzERLT. 547> 8 H—/N\GEAZSZHIRTET £,

Flig
1. 5047 MY —N—FAF 2 TZ2RRLET, [(AZSEROERRZEBRBL TSIV,
2. 0347 NI = N\GEBREDOLFIZV )Y I LET,
3. LEIDMEICHD: = EIRL. *HIBRZzsVwILET,

AT M= N\GREDOEH

System Managerz £ L T. BMEARIINTUWEINEDWVWTWE I SA 7> M H—N\FEREZEH TS
x93,

FIE

1L *0SA4T7 2 MY —N—3REE 2 TeRTLET, FIRASBEROERTIZEBRL TSIV,
2. 9547 NI = /NEEAEORFZ I Vv I LEY,

3. ZHIDMEICH B : ZBIRL. BT Vv ILET,

HFLWLWO—AILEREEREDERM
System ManagerzfFRAL T. TILLWO—HIILRERZERTET LT,

FIE
1. *O—A LA 2 T2 RTL £ Y. FIAZSERORTIZERL T ZE L,

gl +rai PETIESH

3. *O0—7)LEEPAKBIDEBIN N R IL T, ROBIEZRITLET !
c *ZETFEAILTLESE L,
> scope ¥ LT, ARL—Y VM EZZFIRLE T,

crHBREATILET,
4 FIOAIN L ELESTBRHEIE. *ZOMOF T 3> &ERL. BMERZAALEFT,

O—AILEREEEZ A LSRR ENDEL
System ManagerT. O—AILERGEEEZER L CAERAZICERTE XY,

FIE
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1. *O—A LA 2 T2 RTL £9, FIAZSERORT|ZEBRL T ZTL
A—AILEEER DA 2 ERL 9,

LRIDMEICH B BN, FEREICER ZERLE T,
“ERAEERERICER T # —LICEEALF T,

CBEAEERLR AV T UV EMODMITED. M UR— NIV I L CGREREBRER 7 7 ILET Y
R—bTB3IHTEEY,

° AERAZE D BENEE B TREEL 7,

A w D

=111}

aul

O—AIJLESEER DHEIRR
System Managerz £ L CT. OA— AR EHIRTE X9,

FIE

1. *O—A LA 2 T2 RTLE Y, FIAEERORT|ZBRL T ZETL
2. O—NILREEROEFIZERL £,

3. ZHIDKEICH S : ZBERL T, *HIbFZEs v I LFET,

O—AILEREER D EH
System ManagerzERE L T. BEBENMTINTVEHMESVWTWEO—HILREREEHTEI £,

FIE

L O— NGRS 2 TERTLEY. ARESERORTEBRLTILTY
2- D_jjjbubuE%w%B'JElg?Rl/ijo

3. LEIDMEICH D ZBIRL., "B 2T Vv I LET,

ONTAP TActive Directory R X > O hO—5 7V R%ZHRET S

AD7 AT EDSVMICT7 V2R T BICIE. 7T ARXETIFSVMADADR XY OV~

O—3 7O XERETIVELHD FT, T—XSVMADSMBHY —/\%Z 3 TICEREL

TW35EIE. SYME IS ZXZANDADT7 7 ZABOF— o1 (bx)L) & LTE

ETEXT, SMBH—NZREL TLWEWESIE. ADRXA > EICSVMAOIOYE 2
— R T M EERTEZX Y,

ONTAPTId. WO RXA>Y A bO—FRAFH—EXDN Y R—rEINET,

» Kerberos

« LDAP

* Netlogon

* Local Security Authority (LSA)

ONTAPTIE. tF 27 % NetlogoniEiiz RIZT 2 7DDy 3>y F— FIIUILHYR—EIhZF
ER
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tyiary*—-7IdVRIL EmEnizyU—2X

HMAC-SHA256 (Advanced Encryption Standard ONTAP 9.10.1
(AES) R—2R) o5 XX TONTAP 9.9.1UFIHE
TENTHED, RXq> Qv bO—>hrtxa7
% Netlogontt —E XICAESEZEA L TLW3IHE. #Ei
XKL ET, CDIBE. ONTAPE DR+ —3%
FEZITANDLDICR XY O bO—-52BF%
ETAIHNELHD £,
DESH &K UHMAC-MD5 (GEAABF—HERESNTLY ONTAPIDIARTD ) J—X
358)

Netlogon®Dt ¥ 2 774 F v RILEEILICAESEYy > 3> F—%FHT 3155IE. SYMLETAESHBEMICZE > T
WB L ZHERTIMNENHD T,

* ONTAP 9.14.1L4B&Tld. SVMOEREICAESHT 7 4L b TEMEEINE T, FDH. SYMOtEFa
)74 REZEZET SR, NetlogonDtF 2 778 F v RILHEIFFICAESE Y>3y £—%FHTE
x99,

* ONTAP 9.10.1H'59.13.1F Tld. SVMOEREICAESHT 7 # )L h TEMMELEINE T, KOOIV R
TAESZEMEL T ZHEHLHD X7,

cifs security modify -vserver vsl -aes-enabled-for-netlogon-channel true

ONTAP Q14 1LURRICT v T L —R LTHBETH. ENELDEIOONTAP) ) — X THER L
() 7SVMOAESEENEBMICETENGC LidBD EA. CH5DSVMTAESEEMLY 3
ICIE. REDEEZEHITIHNELNHD £,

SREE b RILDEE

T —ARSVMAIZSMBY —/N\Z I TICHERE L TLWBHEIE. “security login domain-tunnel create’ 1< > K Z &
BLT. SYMZYUSXREZADADT7 7L ZAADT—rJx4. DFED FURIL ELTERETEET,

ONTAP 9.16.1& DHITIZ. ADTYSRAXEBEBET AU Y hZEIET 3ICIF. WAL+ >RV 2RI 3HEN
HHET,

FtAS ZHIIC

* T—ARSVMADSMBY —NZREL TEKBELNHBD X,

*ADRXA>DIA—YH FHIYMIUVTZAZOEESVMADT V2 AZHA L TEHBELNHD £,

* CDRRVZRITITBICIE. VI AIEBETHIVENHD £,
ONTAP 9.10. 14 TlE. AD7 V7L ZADSVMT — b4 (RXAY RO RIL) HHBHE. ADRXTY
TNTLMZ R L TWOWhE. BIEESSEICKerberosZ R TE XY, URIDU ) —XTlE. SVMT—+rDo o

DEIEFVEEICKerberosIEFRATEEFHATL e COKEEIXT 7+ )L N TERRIBETH D BEISHNEHD X
Ao

@ KerberosSBsEi B ICBAICRITEINET. LB LIRS, RICNTLMEELRT SN E T,
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FI&E

1. SMBJHT}_L.,_\O)T ASVMZADR XY > bkO— 77:»77]&‘&_) 7t’X'§'5ﬁ_&)0)quEl*/*)l/2: LT
DXL-EL/i_a_o

security login domain-tunnel create -vserver <svm name>

"security login domain-tunnel create’

DFMMICDWVWTIE. link:https://docs.netapp.com/us-en/ontap-cli/security-
login-domain-tunnel-create.html ["ONTAPOANY > F UTJ 7L >R

"M EBRLTESWL

()  21-¥E®IET5ICH. SIMBRIFENTLZRENBD £ T,

DAY Y Rik. SMBXGEDT—HSVM ‘engData #5385 b >V RILE L THREL £ T,

clusterl::>security login domain-tunnel create -vserver engData

RXA>THOSVMOA>Ea—4% 7HTY bDOIER

T —ARSVMAIZSMBH —N\Z&KE L TWLWARWSEIL. “vserver active-directory create’ A< > R&EFERL TR
XAV EDSYVMBEDIAYE2—R 7HI Y b E2ERTEET,

R EE

‘vserver active-directory
create’ ANV RZANTBR L. FXAVADIEESNITEBEAMICO >V Ea—RFZENMT2DIC
TR BHERZFDOADI—H

THAOIYEDILT YO v LDANZRDENE T, VATV EDNART—RZEICTBHILIFT
EEHA
ONTAP 9.16. 1L Tld. COFIEZFERL TADTY S RAERETHU Y b 2EETEET,

Bt B HIIC
CDRRAVERITTBICIE. VS RAIXEEBEEXIISVMOEBIBETHINELHD £,

FE
1. ADRXAVICSVMAD AV E2a—R 7HO Y M EERLET,

vserver active-directory create -vserver <SVM name> -account-name

<NetBIOS account name> -domain <domain> -ou <organizational unit>

ONTAP 9.16. 1A%, “-vserver /N5 X—ARI|IBIESVMEZZITAND EDICHED F Lo "ONTAPOY VK
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1) 7 7 L > "D “vserver active-directory create’ D5Efli%E CEBEL 72 E LY

RDOIOY Y Ri&. SVM “engData’® K X > “example.com’ | "ADSERVER1T WS &R AV E 1 —4&
THOYREERLEYS, OV REAANTRE. ADA—F THIYLDILT OO v IILDATI%EKD
LbNET,

clusterl::>vserver active-directory create -vserver engData -account

-name ADSERVER] -domain example.com

In order to create an Active Directory machine account, you must supply
the name and password of a Windows account with sufficient privileges to
add computers to the "CN=Computers" container within the "example.com"
domain.

Enter the user name: Administrator

Enter the password:

ONTAPTLDAPH —/\NFTcIINIST—/N\ 7O X ZHKE

LDAP7 AU Y FXTIENIST AT Y RSB SYMIC T V7t RX$38HICIE. LDAPH—/N
EIEINISH—N\DSESVMAD T IV R ZREL TEKRBELHD £, X1 v FHaE
ZFEATDE. LDAPEIINISERBEXR—L H—EXV—RE LTHERTZENT
X,

LDAPH—/N\ 7Ot ZADHRE

LDAP7 AU Y hHSVMIZT 72 R F 3IC1E. SYMADLDAPH —N\ 7O X RETIHENH D £7,
‘vserver services name-service Idap client create’ A< > R =R L T. SYVMLEICLDAPY 47> hREZE
BTEEd, ZDH. “vserver services name-service Idap create’ A< > RZEAL T, LDAPY 17> b
REZSVMICEIE[ITA A TEF XD,

AR EE
IFE AEDLDAPHY —/NTIE. ONTAPHMERE T Z3XDT 7L b X —TEFEHATETE Y,

* MS-AD-BIS (Windows Server 2012 DI & A X DADY —NTEBHLRINZ X F—7)
* AD-IDMU (Windows Server 2008. Windows Server 2016. # & U ZUUEDADH —/Y)
* AD-SFU (Windows Server 2003LAFiDADH —/\)

* RFC-2307 (UNIX LDAPH—/\)
BRRBEGLHIIBEERE. T4 AXF—IE2FEAITIZICEZMBELE T, MBEOXF—IHRELR
BElE. 774N AF—T%ZAE—L. JE—%2ZELEXT, FHICDOVTIE. UTZzBBLTLES
Lo

* "NFSD&RE"
* "NetAppT 2 = /1)L L7R— 4835 : ONTAP CLDAP% RE T 3 Hi&"
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vserver services name-service ldap client create -vserver <SVM name> -client
-config <client configuration> -servers <LDAP server IPs> -schema <schema>
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clusterl::> vserver services name-service ldap client create
-vserver engData -client-config corp -servers 172.16.0.100,172.16.0.101
-schema RFC-2307 -use-start-tls true
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2. LDAPY A 7 > FREZSVMICEE[IITE T | vserver services name-service ldap create

-vserver <SVM name> -client-config <client configuration> -client-enabled
<true| false>

‘vserver services name-service ldap create’
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clusterl::>vserver services name-service ldap create -vserver engData

-client-config corp -client-enabled true
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clusterl::> vserver services name-service ldap check -vserver vsO

Vserver: vsO |
Client Configuration Name: cl |
LDAP Status: up |
LDAP Status Details: Successfully connected to LDAP server
"10.11.12.13". |
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vserver services name-service ns-switch modify -vserver <SVM name> -database
<name service switch database> -sources <name service source order>
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clusterl::>vserver services name-service ns-switch

modify -vserver engData -database passwd -source files ldap,nis
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9.171

cluster

cluster

cluster

cluster

cluster

cluster

cluster

cluster

cluster

cluster

cluster

event co

date modify?

log-forwarding create?®

log-forwarding delete?

log-forwarding modify?

peer delete
time-service
time-service
time-service
time-service
time-service
time-service

nfig modify

ntp
ntp
ntp
ntp
ntp

ntp

server create?®
server delete?
key create?
key delete?
key modify?®

server modify?

event config set-mail-server-password?

lun dele

te?d

security anti-ransomware

security anti-ransomware

security
security
security
security
security
security
security
security
security
security
security
security
security
security
security

security

anti-ransomw
anti-ransomw
anti-ransomw
audit modify
ipsec config
ipsec policy
ipsec policy
ipsec policy
login create
login delete

login modify

are

are

are

3

volume attack clear-suspect '
volume disable

volume event-log modify?
volume pause’

vserver event-log modify 2

modify 3

create®

delete?

modify 3

login publickey create

login publickey delete

login publickey modify

key-manager onboard update-passphrase?

saml-sp crea

te?



securit
securit
securit
snaploc
storage
storage
storage
storage
storage
storage
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
timezon
volume
volume
volume

volume

y saml-sp delete?®
y saml-sp modify?
y webauthn credentials delete?
k legal-hold end?
aggregate delete?
aggregate offline?
encryption disk destroy?
encryption disk modify?®
encryption disk revert-to-original-state?®
encryption disk sanitize?
bridge run-cli?
controller flash-cache secure-erase run?
controller service-event delete?
health alert delete?
health alert modify?®
health policy definition modify?
node autosupport modify?
node autosupport trigger modify?®
node coredump delete?®
node coredump delete-all?
node hardware nvram-encryption modify®
node run
node systemshell
script delete?
service-processor ssh add-allowed-addresses?
service-processor ssh remove-allowed-addresses?®
smtape restore?
switch ethernet log disable-collection?
switch ethernet log modify?
e3
create?
delete
encryption conversion start?

encryption rekey start?
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volume

volume

volume

volume

volume

volume

volume

volume

volume

volume

volume

volume

volume

volume

volume

volume

volume

volume

volume

volume

vsServer

vserver

vserver

vsServer

vserver

vserver

vserver

vserver

vserver

vserver

vsServer

vserver

vserver

vsServer

file privileged-delete?
flexcache delete
modify?
rename °
recovery-queue modify 2
recovery-queue purge 2
recovery-queue purge-all?
snaplock modify'
snapshot autodelete modify
snapshot create?®
snapshot delete
snapshot modify?
snapshot policy add-schedule
snapshot policy create
snapshot policy delete
snapshot policy modify
snapshot policy modify-schedule
snapshot policy remove-schedule
snapshot rename®
snapshot restore
audit create?®
audit delete?®
audit disable?®
audit modify?
audit rotate-log?
create?
consistency-group create?
consistency-group delete*
consistency-group modify*
consistency-group snapshot create*
consistency-group snapshot delete®
delete?
modify 2
object-store-server audit create?®



® vserver
® vserver
®* vserver
® vserver
® vserver
®* vserver
® vserver
® vserver
® vserver
® vserver
® vserver
® vserver
®* vserver
® vserver
® vserver
®* vserver
® vserver
® vserver
® vserver
9.16.1
®* cluster
®* cluster
¢ cluster
* cluster
®* cluster
* cluster
* cluster
®* cluster
* cluster
* cluster

* cluster

object-store-server audit delete?®

object-store-server audit disable?

object-store-server audit modify?

object-store-server audit rotate-log?

object-store-server bucket cors-rule create®

object-store-server bucket cors-rule delete*

options?

peer delete

security file-directory apply?®

security file-directory remove-slag?

stop*

vscan disable?

vscan on-access-policy create?

vscan on-access-policy delete?

vscan on-access-policy disable?®

vscan on-access-policy modify?

vscan scanner-pool create?

vscan scanner-pool delete?

vscan scanner-pool modify?®

date modify?®

log-forwarding create?®

log-forwarding delete?®

log-forwarding modify?

peer delete
time-service
time-service
time-service
time-service
time-service

time-service

* event config modify

ntp
ntp
ntp
ntp
ntp

ntp

server create?
server delete?
key create®
key delete?
key modify?®

server modify?

* event config set-mail-server-password?
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lun dele
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
snaplock
storage

storage

storage

storage

storage

storage

system b

te?d
anti-ransomware
anti-ransomware
anti-ransomware
anti-ransomware
anti-ransomware
audit modify?
ipsec config mo
ipsec policy cr
ipsec policy de
ipsec policy mo
login create
login delete

login modify

volume attack clear-suspect'
volume disable'’

volume event-log modify?
volume pause'’

vserver event-log modify 2

dify?
eate?®
lete?®

dify?

login publickey create

login publickey delete

login publickey modify

key-manager onb

oard update-passphrase®

saml-sp create?

saml-sp delete?

saml-sp modify?

webauthn creden

tials delete?

legal-hold end?

aggregate delete
aggregate offlin
encryption disk
encryption disk
encryption disk
encryption disk

ridge run-cli?

3
e4
destroy?®
modify?
revert-to-original-state?

sanitize?®

system controller flash-cache secure-erase run?

system controller service-event delete?

system health alert delete?

system health alert modify?



system health policy definition modify?
system node autosupport modify?

system node autosupport trigger modify?
system node coredump delete?®

system node coredump delete-all?®

system node hardware nvram-encryption modify 3
system node run

system node systemshell

system script delete?®

system service-processor ssh add-allowed-addresses?®
system service-processor ssh remove-allowed-addresses?®
system smtape restore?

system switch ethernet log disable-collection?
system switch ethernet log modify?

timezone?®

volume create?

volume delete

volume encryption conversion start*

volume encryption rekey start?

volume file privileged-delete?

volume flexcache delete

volume modify?

volume recovery-queue modify?

volume recovery-queue purge 2

volume recovery-queue purge-all?

volume snaplock modify'

volume snapshot autodelete modify

volume snapshot create?®

volume snapshot delete

volume snapshot modify?

volume snapshot policy add-schedule

volume snapshot policy create

volume snapshot policy delete

volume snapshot policy modify
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volume

volume

volume

volume

vserver

vserver

vsServer

vserver

vserver

vserver

vserver

vserver

vserver

vsServer

vserver

vserver

vsServer

vserver

vserver

vserver

vsServer

vserver

vserver

vsServer

vserver

vserver

vserver

vserver

vserver

vserver

vsServer

vserver

vserver

vsServer

snapshot policy modify-schedule

snapshot policy remove-schedule

snapshot rename ®
snapshot restore
audit create?
audit delete?
audit disable?®
audit modify?

3

audit rotate-log

create ?

consistency-group create?

consistency-group delete?

consistency-group modify*

consistency-group snapshot create*

consistency-group snapshot delete®

delete?

modify 2

object-store-server
object-store-server
object-store-server
object-store-server
object-store-server
object-store-server
object-store-server
options?

peer delete

audit create?®

audit delete?®

audit disable?

audit modify?

audit rotate-log?

bucket cors-rule create®

bucket cors-rule delete?

security file-directory apply?®

security file-directory remove-slag?®

stop *

vscan disable?

vscan on-access-policy create?

vscan on-access-policy delete?

vscan on-access-policy disable?®

vscan on-access-policy modify?



* vserver vscan scanner-pool create?
* vserver vscan scanner-pool delete?®
* vserver vscan scanner-pool modify?
9.15.1
* cluster date modify?®
* cluster log-forwarding create?®
* cluster log-forwarding delete?
* cluster log-forwarding modify?
* cluster peer delete
* cluster time-service ntp server create?
* cluster time-service ntp server delete?
* cluster time-service ntp key create?
* cluster time-service ntp key delete?
* cluster time-service ntp key modify?
* cluster time-service ntp server modify?
* event config modify
* event config set-mail-server-password?®
* lun delete?
* security anti-ransomware volume attack clear-suspect'
* security anti-ransomware volume disable'’
* security anti-ransomware volume event-log modify?
* security anti-ransomware volume pause '
* security anti-ransomware vserver event-log modify 2
* security audit modify?®
* security ipsec config modify?
* security ipsec policy create?
* security ipsec policy delete?
* security ipsec policy modify?®
®* security login create
®* security login delete
* security login modify
®* security login publickey create

®* security login publickey delete
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securit
securit
securit
securit
securit
snaploc
storage
storage
storage
storage
storage
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
timezon
volume
volume

volume

y login publickey modify
y key-manager onboard update-passphrase?®
y saml-sp create?®
y saml-sp delete?®
y saml-sp modify?
k legal-hold end?
aggregate delete?
encryption disk destroy?
encryption disk modify?
encryption disk revert-to-original-state?
encryption disk sanitize?
bridge run-cli?
controller flash-cache secure-erase run?
controller service-event delete?®
health alert delete?
health alert modify?®
health policy definition modify?®
node autosupport modify?
node autosupport trigger modify?
node coredump delete?
node coredump delete-all?®
node hardware nvram-encryption modify?
node run
node systemshell
script delete?®
service-processor ssh add-allowed-addresses?
service-processor ssh remove-allowed-addresses?®
smtape restore?
switch ethernet log disable-collection?
switch ethernet log modify?
e 3
create?
delete

file privileged-delete?®



volume flexcache delete

volume modify?

volume recovery-queue modify 2

volume recovery-queue purge 2

volume recovery-queue purge-all?

volume snaplock modify'

volume snapshot autodelete modify

volume snapshot create?®

volume snapshot delete

volume snapshot modify?

volume snapshot policy add-schedule
volume snapshot policy create

volume snapshot policy delete

volume snapshot policy modify

volume snapshot policy modify-schedule
volume snapshot policy remove-schedule
volume snapshot rename?®

volume snapshot restore

vserver audit create?®

vserver audit delete?

vserver audit disable?®

vserver audit modify?®

vserver audit rotate-log?®

vserver create?

vserver delete?

vserver modify ?

vserver object-store-server audit create?
vserver object-store-server audit delete?®
vserver object-store-server audit disable?®
vserver object-store-server audit modify?
vserver object-store-server audit rotate-log?
vserver options?

vserver peer delete

vserver security file-directory apply?®



* vserver security file-directory remove-slag?®
* vserver vscan disable?®
* vserver vscan on-access-policy create?
* vserver vscan on-access-policy delete?
* vserver vscan on-access-policy disable?
* vserver vscan on-access-policy modify?
* vserver vscan scanner-pool create?
* vserver vscan scanner-pool delete?
* vserver vscan scanner-pool modify?
9.141
®* cluster peer delete
* event config modify
* security anti-ransomware volume attack clear-suspect'
* security anti-ransomware volume disable'’
* security anti-ransomware volume event-log modify ?
®* security anti-ransomware volume pause1
* security anti-ransomware vserver event-log modify ?
®* security login create
®* security login delete
* security login modify
* security login publickey create
®* security login publickey delete
®* security login publickey modify
* system node run
®* system node systemshell
* volume delete
* volume flexcache delete
* volume recovery-queue modify ?
* volume recovery-queue purge ?
* volume recovery-queue purge-all ?
* volume snaplock modify'
* volume snapshot autodelete modify

* volume snapshot delete



volume

volume

volume

volume

volume

volume

volume

snapshot
snapshot
snapshot
snapshot
snapshot
snapshot

snapshot

vserver create?

vserver modify ?

policy add-schedule

policy create

policy delete ™

policy modify

policy modify-schedule

policy remove-schedule

restore

vserver peer delete

9.13.1

cluster peer delete

event config modify

security
security
security
security
security
security
security
security

security

system node run

anti-ransomware

anti-ransomware

anti-ransomware

login
login
login
login
login

login

Create
delete
modify
publickey
publickey

publickey

system node systemshell

volume delete

volume flexcache delete

volume snaplock modify'

volume

volume

volume

volume

volume

volume

snapshot
snapshot
snapshot
snapshot
snapshot

snapshot

volume attack clear-suspect'
volume disable'’

volume pause'

create
delete

modify

autodelete modify

delete

policy add-schedule

policy create

policy delete ™

policy modify
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®* volume snapshot policy modify-schedule
* volume snapshot policy remove-schedule
®* volume snapshot restore
®* vserver peer delete
9.12.1/9.11.1
* cluster peer delete
* event config modify
®* security login create
®* security login delete
* security login modify
®* security login publickey create
®* security login publickey delete
®* security login publickey modify
* system node run
®* system node systemshell
* volume delete
* volume flexcache delete
* volume snapshot autodelete modify
®* volume snapshot delete
®* volume snapshot policy add-schedule
* volume snapshot policy create
* volume snapshot policy delete*®
®* volume snapshot policy modify
* volume snapshot policy modify-schedule
* volume snapshot policy remove-schedule
®* volume snapshot restore

* vserver peer delete
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1. *Mail From'& £ T "Mail Server /XS X —RICEHFRESNTWVWBR e #ERELET. XOLSICAHLE
N

event config show

RDESBHADVKRREINE T,

cluster0l::> event config show
Mail From: admin@localhost
Mail Server: localhost
Proxy URL: -
Proxy User: -
Publish/Subscribe Messaging Enabled: true

CNEDNTA—REHRET BICIF. RDEIICAHILET,

event config modify -mail-from email address -mail-server server name
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‘event config show &Y “event config modify’
DEFMICDWVWTIE. link:https://docs.netapp.com/us-en/ontap-
cli/search.html?g=event+config["ONTAPAY VK UTJ 7L >R " ZZELLEETL

2 TINFEBRETAONRELZIEEEZRELF T,

ROBEZITOIHE ! ANTZATUER

HREODEEEZRTITS security login show
REOEEEDRERZZEET S security login modify <parameters>
FLWEBET7Z DY b ZERT 3 security login create -user-or-group

-name admin name -application ssh
-authentication-method password

‘security login show's ‘security login modify . $ELT “security login
create DFMAICDWTIE. link:https://docs.netapp.com/us-en/ontap-
cli/search. html?q=security+login["ONTAPZ?‘/F‘ D77L>R
"MECECRES

3. MAVERRI IL—TZER L F 7,

security multi-admin-verify approval-group create [ -vserver svm name] -name
group name -approvers approverl[,approverZ2.] [[-email addressl], addressl..]

° —yserver- CDJ ) —XTIXEE SVM DA R—rETNET,
° —name - MAV ZJ)L— 7% (BRK 64 XF) »

° —approvers - TAUEDEFEED!) A ko ADI—H—0D5FEIE. domain\user  EWSHERZFA
L¥d, #l: “mydomain\pavano

—email - U TR FHMERL. AGR. DS, ELERTINLCEICERMINS1DULDEFA—IL
7 FRL X,

Bl mOAT Y RIE. 2 ADAN—CBEEMTENTZEFA—IL PRLAEFEDMAY JIL—F%
ERR L £ 9,

cluster-1::> security multi-admin-verify approval-group create -name
mav-grpl -approvers pavan,julia -email pavan@myfirm.com, julia@myfirm.com

4. 7}1«—7@{’!55‘232 A= Y 7%EEWL,\ L i-a_o

security multi-admin-verify approval-group show

94



Bl

cluster-1::> security multi-admin-verify approval-group show
Vserver Name Approvers Email

svm-1 mav-grpl pavan, julia email

pavan@myfirm.com, julia@myfirm.com

MAVI IL— T OHHREEZZE T 3ICI1FE. XOOAY Y REFERALE T,

AL IART ETEIIC MAV BIEEDERDUETT,

ROBIEZITOHE - ABDTBaA<TUR

JIN—TDORMEEZEETIH. BEOAN—FHR%E security multi-admin-verify approval-
ZEITD group modify [parameters]

X N—ZBMEISHIFRT S security multi-admin-verify approval-

group replace [-vserver svm name] -name
group name [-approvers-to-add
approverl|[,approver2..]] [-approvers-to-
remove approverl|,approver2..]]

TIN—TZHIFRT 3 security multi-admin-verify approval-
group delete [-vserver svm name] —-name
group name

ESPEN
"X a )T SEEESE"

ONTAPCYI/LFEIREGIZ B E/-IFEMICT S

TILFEIBESRIE (MAV) IZBBRMICEMICTZHNELRHD T, BMICLIETILFE
BEGIZHIBR T BI1CI1E. MAVEERY IL—THOEEE (MAVEIREE) ICKBEEHI D
ETY,

2R UBE
E;“b ([ L/ TCMAV% EE i TC L;ﬁiﬂ ‘:3_5 [ ‘;\ MAV%IE%@E(EMh\/Z\ET 3_0

/

MAV BIEE DEGRA LICEREEBERIIEEEZT BEMNICT 2UNEDLH S1551E. NetApp HR—
C) MOBEELTROZ EEERATLIET W NetApp 7Ly INR—2 I MAY BEEHNFIBTEAL
BRICVILTFEBREREZEWNICT 3 HE"

MAVZBNIC T BEICIE. IONSX—2%E T O—NILICIEBETET X9,
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RIILVFEERERAZEMICTBICIF. ROFIEZEITLET,
1. *035228—>HFEZ7)VvILET,
2 X )T I 3V OEREEEARR OBEICHEI PRI Vv ILET,
3. [Enabled] F TV KRR >Z IV w I LET,

CDIIEZTT I BICIE. MAVOERHNBETT,

CLIOFIE

CLI T MAV HEEZBZNICT BHIIC. DBR<LH 1 DD'MAY BEET )L—T"ZERL TEHEDNHD F
ER
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RDBEZITOHE - ANTBIATUR

MAVIS&REZ= BMIC T S security multi-admin-verify modify
—approval-groups groupll[,groupZ..] [-
required-approvers nn ] -enabled true [
—execution-expiry [nnh] [nnm] [nns]] [
—approval-expiry [nnh] [nnm] [nns]]

Bl i kDAY RiF. EERBTIL—T 1D, HBEEER
E2 A BXUT T4 OEZERET MAV Z5%
IcLEd,

cluster-1::> security multi-admin-
verify modify -approval-groups
mav-grpl -required-approvers 2
—enabled true

D EDHBIDD"EIFIL—)L, "ZEM L THIHERE

ZTLEY

MAV B ZZET 3 (MAV OEEHINE) security multi-admin-verify approval-
group modify [-approval-groups groupl
[, groupZ2..]] [-required-approvers nn ] [

—execution-expiry [nnh] [nnm] [nns]] [
—approval-expiry [nnh] [nnm] [nns]]

MAVIREZ FEE2 9 B security multi-admin-verify show

Bl

cluster-1::> security multi-admin-
verify show

Is Required Execution
Approval Approval

Enabled Approvers Expiry Expiry
Groups
true 2 1h 1h
mav-grpl

MAV #EEZ EMICT S (MAV OEEHNNE) security multi-admin-verify modify

-enabled false

ESPEN
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eFal) T4 SERER
ONTAPTIRE CNTARMEDOTILFEEERIIL - I 2EET S

RIVFEBESEE (MAV) IL—ILZtE L T, AR BELNIEZIEEL X7, REM
FKUWEHLFHIBEIND & WEMER TN, ARERNERTNET,

JL—ILIE. MAVEZBMICT 21 THNIE. BYHRRBACKEEZIFOEBDBEEENMERTE FIH. MAVEH
MLz ellIl—IL By hEEETBICIEMAVDESEDNNETT,

1DDRIEICDOEZI1DDMAVIL—ILDAERTE £J, FIZIE. B D volume-snapshot-delete’ )L — )L Z ERL
TRILIFTEEFEA. BERIL—ILFKIEITART, 12DIL—ILRICEHIZIHNREHLHD X7,

"CNEDOAV Y R ERETRIEODI—ILEERTETE T, AT ROREREDRVICFIARREICA -
T=ONTAPN— 3 VL&, EAX Y REZRETETET,

MAV 2T LDT 7 Ak AXYRFDIL—IL (security multi-admin-verify "< > R") [IEET
TFEtEA

YATLERDEREICMA T, VILFERERAENEMICLE > TVBIHHIFRODIAV Y FHT 7 4 )L b THRE
SNEITH IL—IILZEBELTINSDIVY FOREZHIFRTEEY

* "security login password"

* "security login unlock"
° ||§}'2Lﬁ—|:_ll
IL—ILDFKY

W= ILZERR T BMBIC. -query A 7> a3 ZERTEEL T VIIXR MOV REEDOT T MIH!
FRTEXd, -query 7> 3 ik, SYM. R a—L. SnapshotZBRE DIEREZ%HIRT Z7-HICHE
BTZEXd,

e &, “volume snapshot delete’ 1< > R Tld. “-query % “-snapshot !hourly*,!daily*,\weekly*" |C 5% E T
TFEI. TNk BERL. BR. FRIGERBENTL 7 v IR L TIWER) a—L XRFvFay
FDYMAV REDSBRASINDZ CEZEH®RLF T,

smci-vsim20::> security multi-admin-verify rule show
Required Approval
Vserver Operation Approvers Groups
vs01l volume snapshot delete = =
Query: -snapshot 'hourly*, !daily*, 'weekly*

@ BRASTNIREBRIIMAVICE > TREEINT . COEEEDHIRLICD AR ZEELLDT
BIEHTEET,

T 7 #IL ETIE. RESNIRIENAATINS & MIT B “security multi-admin-verify request create
"protected_operation™ A > RHBEICERIND L SITIL—ILDRESNATVWEYS, COT 74 EEE
B LT. ‘requestcreate AX Y RZHEANTRILDICKRET A _EHTEXT,
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T 7AW ETIE L—ILEROTO-NIMAVEREZHMELZTH. L—IILEBOAIANZIEETETET,

* Required Number of Approvers
* Approval Groups
» Approval Expiry period

« Execution Expiry period

System Manager® /[

RESNTIRIEIL—IILZ¥H TEBINT %35 E1E. System Manager®FEZ BB L T EE W, "EHEEE(C
KAREEBMLET, "

BEOIL-IL Y b 2EETBICIE. ROFIEZEITLET,

1. *Cluster > Settings* %= &R L £,
2 2Fa )T eI a v OEBEBERR OBICH IR EERLET,

3 F add ZBIRL T, DHELCEH 1 DDIL—IILEZEBMLET, BEEFEOIL—ILEZZELISHIKRIZICD
TTXT,

° Operation — H7/R— TN TWVWRIOTY Y REU I MDSREIRLET,
° Query - WMERIAVU R A7 a3 Bz ANINLET,

c AT aAaVDODNIRA—F  JO-NILREZERTZHEIF. ZHOFXICLET, JO—-NILERE
zLETIT3HEIE FEDIL—ILICH L TRHIDEZEIDETET,

= Required number of approvers

= Approval groups
CLIOFE

@ I ARTD “security multi-admin-verify rule’ 1< > K&, security multi-admin-verify rule show' %
BRE. ERITHIICMAVEEE OERHNBETT,

RDBEZITOIHE - ANTBIATUR

IW—=ILZERR L £ 9, security multi-admin-verify rule create
-operation "protected operation" [-
query operation subset] [parameters]

REODEBEDRIFRZEET S security login modify <parameters>

Bl RDIL=ILTIE IL— R 2a—LZHIFRT S
ICIFESRDHBETT,

security multi-admin-verify rule create

-operation "volume delete" -query "-
vserver vs0O"
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RDBEZITOHE - ANTBIATUR

IW—=I%ZZETS security multi-admin-verify rule modify
-operation "protected operation”
[parameters]

IL—=ILEHIBRL X9, security multi-admin-verify rule delete

-operation "protected operation”

=L ZFRR security multi-admin-verify rule show

ESEN
*"EFXa T ZEEEREIL-IL

+ "security login modify"

ONTAP CMAV{REE SNTIREOERITE U IIRNT B

TILFEBERE (MAV) DEMICE > TWE I S XX TRENRUIBZIFOT VR
%Eﬁ&“a‘%t ONTAPLJE@JE’JL;LEE%T%QLT EY’EEEE?‘%J:’BY&JQETO zmz
5)&%75%0%3“0 it\ /524 Dﬁ&L’CMAVE?%ﬂEﬁJZ?é t%f*i@“o

EKWL\R_TLTJ@-ALJ JTV L_FL'\KL,’C EROEMHARRNICUIEZ T T TE2HENDHD T, EEINTIG
a. ERBOLRZBR15E. FRIGEMHARZBE 513 EXZHIRL THXEIZIHELRDHD X
ER

MAVi4gEIZ. BFIZMDRBACHREZETL X T, DX h. MAVORTEICEFGEAE . BEEO—/LICIE. RENS
WMIBHERITTBDD+DRIERNURETT, "RBAC DFF"

MAVEEEDMRENRUNIEZ RITI BBEKREZERLIIHED. TOERISMOMAVERE|ICK > THERIN
BUENDD ET,

System Manager® F /&

A—HHWAZa—FTF2arel )y I L THINEZREL. €OUEIMRESNTUVSHE. EREX
MEREN. RO LS RBHIN LI —FICEEINE T,

Approval request to delete the volume was sent.
Track the request ID 356 from Events & Jobs > Multi-Admin Requests.

MAVHO\BEISZE. *YILFBEEBEV VI MU0 Y ROUHLFERIEEICKRD., 12— —DO4 1 ~IDEMAVO
—JL (FEBEEHLESH) ICESTVWTHEEFDOV VI MHRREINE T, REFOV IR LTI, UTD
T4 —ILRDBRFXIREINET :

* JLIE
* Index (FES)
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* Status (Pending. Approved. Rejected. Executed. Expired)
AREMATHLERZH T LGS, TNULOBREZIT S CIETE FEA.

* Query (BRENIMIBO/INT X—R FT1XMBE)
* Requesting User

* Request Expires On
* Pending Approvers (A%%)
* Potential Approvers (AZ%)

ERDER SNBSS, BRI —FIIEMHRRNICUIEZBHTTEE T,
IA—THEGER L TUIEZBHITID L. ROLSBRBHMHIRTEINE T,

Request to perform delete operation is pending approval.
Retry the operation after request is approved.

CLIOFIE
1. RENRNIEZERE., F/-IEMAVERIOT Y REFERLTADLE T,
B =R a—L%ZHFRTBICIE. XOOITROWITnhEANLET .

° volume delete

cluster-1::*> volume delete -volume voll -vserver vsO0

Warning: This operation requires multi-admin verification. To create
a

verification request use "security multi-admin-verify
request

create".

Would you like to create a request for this operation?
{vin}: y

Error: command failed: The security multi-admin-verify request (index
3) is
auto-generated and requires approval.

° security multi-admin-verify request create "volume delete"
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Error: command failed: The security multi-admin-verify request (index
3)

requires approval.

2 BROXT—RA%ZMERL T, MAVERICIEESLE T,
a. BXRWEFEINESIE. CLIXwvE—JICRE L TUEZRET LE T,
i :

cluster-1::> security multi-admin-verify request show 3

Request Index: 3
Operation: volume delete
Query: -vserver vsO -volume voll
State: approved
Required Approvers: 1
Pending Approvers: 0
Approval Expiry: 2/25/2022 14:32:03
Execution Expiry: 2/25/2022 14:35:36
Approvals: admin?2
User Vetoed: -
Vserver: cluster-1
User Requested: admin
Time Created: 2/25/2022 13:32:03
Time Approved: 2/25/2022 13:35:36
Comment: -
Users Permitted: -

cluster-1::*> volume delete -volume voll -vserver vsO0

Info: Volume "voll" in Vserver "vsO0" will be marked as deleted and
placed in the volume recovery queue. The space used by the volume
will be recovered only after the retention period of 12 hours has
completed. To recover the space immediately, get the volume name
using (privilege:advanced) "volume recovery-queue show voll *" and
then "volume recovery-queue purge -vserver vs0 -volume <volume name>"
command. To recover the volume use the (privilege:advanced) "volume
recovery-queue recover -vserver vs0 -volume <volume name>"
command.

Warning: Are you sure you want to delete volume "voll" in Vserver

"ysO" ?

{yln}: y
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b. EBRMET INTIHE. FHITEMHRZBT581F. BEXZHIFRL T. BXET 3D MAVEEH
ICEWEHhEE T,

Bl

cluster-1::> security multi-admin-verify request show 3

Request Index: 3
Operation: volume delete
Query: -vserver vs0 -volume voll
State: vetoed
Required Approvers: 1
Pending Approvers: 1
Approval Expiry: 2/25/2022 14:38:47
Execution Expiry: -
Approvals: -
User Vetoed: admin?2
Vserver: cluster-1
User Requested: admin
Time Created: 2/25/2022 13:38:47
Time Approved: -
Comment: -

Users Permitted: -
cluster-1::*> volume delete -volume voll -vserver vsO

Error: command failed: The security multi-admin-verify request (index 3)
hasbeen vetoed. You must delete it and create a new verification
request.

To delete, run "security multi-admin-verify request delete 3".

FEE R
sk ol T SEEET

ONTAP CMAV{REIREV VI X = EIET 3

MAVEGRI IL—7 (MAVEIRE) OEEEIZ. REFOUERTERDEN XI5
B —ERE (EREWHR) RICEARICIFEBOX Yy E—ITIHETIHRENDHD
F9o TRBRBOERNMZOSNBVEE. BEXRBIFEKRZHIFRL T, BIOEREITS &
ELHDET

22 UHE

BERERIF VT v I ZRBSTHISN, EX—IL Xy Et—IBLUVBERF1—ICRTINET,
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@ multi-admin-verify & TIHRED) VT MIBEFMICLES iTJiEUﬁ?*ﬂ%T%’ﬁﬁZf)
DEJ, "BEEOV" ZFEHALTURIOV VT A M ZRHERLTLEES

ERF 21— ICIIRDBEHRDPERTEINE T,

B
JOITX K~ b‘ﬂzﬁﬁ* h51%ux [ TLTJ?ET’IEO

ST
1P PREEERTEA T b (GEEE) .

IRRE
O ITRMDIREDIKRE (REHh. AT EA». S, HRUIN. R1T8#A) - UIIX DBV TNHDE
REICK>TIERINZE. ENULEDT7 2 aVIdRTTEEFE A

WNEBIREGRE
DO IR MZERT B1DICBELGMAVEEREDH., 1 —H—I3381E)L—ILiCrequired-approvers/\N> X —

REBETETEY, I—H—hL—ILICrequired-approversZ&RE L TLWAWERIZ. FO—/NILEKRE
MDrequired-approversh BRI NE T,

HEERIFB DEES
DOIIXAMDEREBAELTI—IINBT=DIC. VIIRAMNEEETIHNELNDH D MAV EIEEDH,

E(nruw ﬁ)‘j]ﬁﬂ BE

MAV%EE%#??(EUE'KLFGK?5%\%7‘3‘37)%Hﬂlﬂﬁo RO H 21— —I. ##1FIL— )L DOERHIRZ 5 E
TEEIo IL—ILICESRHENRESN TV ARWEERIE. JO0-NILREDEDIRIERAINE T,

RITOBMERR

ERTOEEENMREZTT LARITNIER S B VWERR, 1ERDOH 21— —IS#HETHRIEIL—IL
Mexecution-expiryx FEE TEF F I, JL—/LICexecution-expiry B sRE SN TUVARWSEEIX. FO—/NILERTE
MDexecution-expiry M BERHINE 7,

E(WL\L nrgj- -U-_
)T X bZESR LT MAV BIEE,

A—H—hPHEFLELE
)T b%ZEE LT MAV BIEE,

XA kL—VM (vserver)
) TR MHEEMITSENTULS SVM, D 1) —XTld. B SVM OAHLBHTR—FINET,

A—t%—HUIITR LT
DOIZAM=ERLI-DI——D1—F—%,

TERBFA)
) TR HMER S NI,
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../system-admin/audit-display-log-contents-task.html

AR S NIcFFE
)OI TR - DREHEEREAICEE ENTR,

OX> b
DI MIBEEMITENTVEOX Y K,

R hica—4—
DO IRDEREINFRESNIREORITEZEFFAISINTVWS I —H—D X b, “users-permitted’ 7’
EDHE. BYBERZFEOIRTOI—HY—IREEZRITTETED,
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System Manager

MAVERRE(F. FRUVIJIXMOFME. VIJIXMOBMEAR. VI X M EARDEISETT 70
D) VIDRBEINIXA—INZRITED £, X—ILAD) > 0% D) v 3h. System Manager
DARY hEDT>VIIRAMICRETSZIL T, BRI ATATICTIEATEET,

Requests 7 > RUld. YILFEBERIINENICHR > TVLWBRBEICERTE., 2—F—0Os 1>
ID & MAV O—JL (FFEEHNESH) ICETVTHREEZEFRDOU I IR MARTEINE T,

* JLIE
* Index (HES)
* Status (Pending. Approved. Rejected. Executed. Expired)

FREMATHLERZANTLISE. TNULDOBREZITS I CRTETREA

* Query (BRINIAMEBD/INS X—F F 13 1E)
* Requesting User

* Request Expires On
* Pending Approvers (A%%)
* Potential Approvers (AZ%)

MAVEIEE(F. DT« > FUTELDUIBXISERDONIEZHAFR. AT, BIRRTE X, 2
L. MAVEEREHERTI-—HTHB5E5. BEOEKRZHED. AT, HIIRTHZ LI TEEEA

CLI

1. ZBFEDV IV IX MDA TR ESNIZEIF. VIIR DA VT v I RES L AGRERE &%

FTRRELLETV, 10T v I XBESIE. TiED*show* £ 7zlE*show-pending* 4+ 7> 3 V& FERAL
TRRIBECHTEFET,

2. BREAREIFIEELF T,

ROREZITOHS - ANTBHAXUER
DOIXAbzERIT S security multi-admin-verify request
approve nn

DOITRAZIEETTS security multi-admin-verify request
veto nn

TARTOYIIZX M, FED)oZ T X, £ security multi-admin-verify request { show
TEEBE—DU VIR bZRRLET
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ROBEZI1TIHE !
show-pending } [nn]
{ -fields field1[,field2...]

VTR ZHIBRT S

o

ANTBIAIUR

[-instance ] }'

Fa2—KHOITRTOVIIRANERRIT DD, &
BROUVIIRAMDAHAERRICEET, 1TV
V2ABEERANTD . TOBEDBEHROADNE
TeNFET. BED T —ILRICET31EH (-
fields' /NZ X —RZFH) « £EITRTD T«
— L RICBET 315 ( -instance’ /NS X — R & 1{E
B) #RR"TEF£9,

security multi-admin-verify request
delete nn

ROBITIE. MAVEERED, 12T Vv I RBESIDERDEX - Z2RELIcHEICEREHEEBLE T,
COEKRIET TIMHFOERZER L TLE T,

clusterl:

Index Operation

3 volume delete

:> security multi-admin-verify request show-pending

Pending
Query State Approvers Requestor
= pending 1 julia

cluster-1::> security multi-admin-verify request approve 3

cluster-1::> security multi-admin-verify request show 3

Request Index:
Operation:

Query:

State:

Required Approvers:
Pending Approvers:
Approval Expiry:
Execution Expiry:
Approvals:

User Vetoed:
Vserver:

User Requested:
Time Created:

Time Approved:
Comment:

Users Permitted:
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3

volume delete
approved

2

0

2/25/2022 14:32:03
2/25/2022 14:35:36
mav-admin?2
cluster-1

julia

2/25/2022 13:32:03
2/25/2022 13:35:36



B

KOFIE. MAVEIBED, 41T v I RBESIDBERDEX—ILEZELILHCICEREIEELE T,
DERIST TICIEDORERRZEEFT L TVWETD,

(1

clusterl::> security multi-admin-verify request show-pending

Pending
Index Operation Query State Approvers Requestor
3 volume delete - pending 1 pavan

cluster-1::> security multi-admin-verify request veto 3

cluster-1::> security multi-admin-verify request show 3

Request Index:

3

Operation: volume delete
Query: -
State: vetoed
Required Approvers: 2
Pending Approvers: 0
Approval Expiry: 2/25/2022 14:32:03
Execution Expiry: 2/25/2022 14:35:36
Approvals: mav-adminl
User Vetoed: mav-admin?2
Vserver: cluster-1
User Requested: pavan
Time Created: 2/25/2022 13:32:03
Time Approved: 2/25/2022 13:35:36

Comment :

Users Permitted:

PR
el T4 SERERT

FNFFA O ERE
ONTAPHIFVEREEIC D W TESR

ONTAP 9.15 1L [ Tld. BEEIIFHFAZRE LBMELT D& T. ONTAPAD )
TE—hk 70RO EXF2) T %ZBETREEDIC. BEEOHDA—HICKDIHED
WEZERTITEI. ONTAP 915 1DENBIFFANIHIHRERPED 7 L — LT —oTHD. 1
—HICEFal) T AAT7EZND YT, ZOTHHARBERBSICEMOFRIFT Vv I%
T DD, BIEETRIHESRTTEEYT, BEEIIIL—ILOER. EEXAT7OEIDY
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T. OAX Y ROFHRZITV. A—HFONEDITEZFr £ /2IFIEE I3 31> %5
ETEXY, FNFTOEMLIZ. 7T XX EIZERIDStorage VMICXT L TITX
9,

BRIFFRI D ILEA

BREFRICIE, BEXO7 Y XTLICEDE, FFARU Y —ICRLEBEELANILZI-—FICEIDHETE
To A—HDEBELANILICIGL T, TORMFZFAXICIFET I 5D BMORAZRDBZZEHTEE I,

"BIEFRI DA R AT A X" EBBLT. EEXIT7DEACETOMOENEAEBUXEBR T 2 HEDOFMERE
LTV

EEEADTINA R

@JE@?FE?JWEFH:?*LTL\%% 1I:|$E/§37'0)T/\420)E%u:\ a— ﬂb\DbDEE/£0)1O(\: L/—C Bﬁﬁubu
ﬁﬁLTONMHUD74y?étbkﬁ%?érﬂ%Xf?o%®7A4zm\%®1 ﬂ@&ﬁﬂmté
WERBEFABELTVWSD. EHEINE T,

BRIFFRI DA

M LT, 3BDA—YHR) 2a—LDOHIRZHAATHZEZEZE T FL—TORMEEATRICIE. ThEh
DIRIDUTDELS ICFHBESNE T,

*1BEHOI—HIE. UFNHCEEILITEREEICKRB L I-EEEADT NI A 601> LE L. EDT:
. JRVIFEVWCEFIES N, BMOREARAE TIRENFTINE T,

* 2BBOI—TFIE. HENIESREICKM LI GNP REDEEEADTNA XD 607 1Y LE LT, £
DIz ) XVISHIRE CFHBS N, BIEDFFAIANICEMDERED RO 5N E T

* 3BEBHOI—TFIF. UENIESEEHICKMLILEIED BV, EREN TV AV T NI IA5AJ 1Y LEL
feo TDROH. VRVIFEWVWEFHESI N, BIFPHEEINE T,

ROFIE
BRI DB L EAIL”
BEHEONZZTA X"

ONTAP T DENRIERA] D BN £ 7o IS ERDL

ONTAP 9.15. 1L f%. BIEEIIEMERIDRTE L BMLZE. visibility 5REX T A LTS
ET—R. F£7:=13 enforced SSHIEH THESH I BCLIZ—HEIFICEREZ T VT« 71T 3
E—ROWITNHOTRITTETE T, FNERANFREICL o THFRIF. BTN
TEEYd, PERIEEMCL THREIZZFDEEED . BTBEBMICT 35EICME
HTE£Y,

‘security dynamic-authorization modify"

DEFMICDWVWTIE. link:https://docs.netapp.com/us-en/ontap-cli/security-
dynamic-authorization-modify.html ["ONTAPOAN K UTJ7L V2R
"MEBRLTETL
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72 FERNTOBRFFRIOAML

visibility E— R TEINHR 2 BT 3. I—H%EBoTOVY 7Y RS B3BEEHT OO, MEDTR
ZITZAETo COE—RTIE. IRTOFIBERNRIEETEEIAT7AFvIINEITH, BRIFEINEFE
ho TeT2 L. BIREFRI DB MRFICIER /I3 BMEEEF v L VDR E BB TR TORIENEHRINE T,
RZNTSUF4 R LT, BHOBREEBEBTZHIC. COE—RTFRMTBZIeAHERINET,

HOBMRIERE % £L/EL TVAWEATY, COFIETO THNRELAMETS %
©) To BACBDYTH SV A3 SLOOE DRONRIRELRET ST\ T
&, "BRFEIONZ L YA T EBBLT S

FIE

1. JO—=NILEREEEBHR L. EEEDIRRE% visibility ICEE$ 3 & T AIRMEE— R TEMERIIZB®IC
LFEd, “-vserver NS A—2%ZFEALABVEES. OV RIFISRAE LRNIILTERIFINET, EFNHRD
E<>EZRBICEDETEFRLTLIETV. KFEDONTA—RIINBETY

security dynamic-authorization modify \
<strong>-state visibility</strong> \
-lower-challenge-boundary <percent> \
-upper-challenge-boundary <percent> \
-suppression-interval <interval> \
-vserver <storage VM name>

2 show OVX Y REFEHLT/O-NIIERZRTL. EREEILET

security dynamic-authorization show

enforced E— R TOEIMNEFRI DB

enforced E— R CTEINEFAIZBMELTET X9, @BHE. CDE— FldvisibilityE— FTDT X MERBRICFERL
F9. COE—RTIE. TRTOFIENRIGETEEIITHF T v I IN. FIRRGICKY T IHBEICIRME
FIRANEAINE T, MFIREROERINS D, 1EE LIERFRISEMDEEF v L oA fThnEzHE A

@ COFIETIE. MFENIC “visibility' E— R THIRFFRI ZRE L TERMICLTLWB e ZriIRE LT
WET, Nz BBDHLET,

%lILE

. “enforced” E— KR TENBUEREEZ BIC T BICId. IKRE%E “enforced |[CEE L £9, -vserver /NI X—2%
ﬁmbau% CAXYRIFITRE LRILTEITEINE T, IBIIHNOE<>ZREICEHDETEHRLT
KIEEWV, KEDONTA—ARIINHBETY ©

security dynamic-authorization modify \
<strong>-state enforced</strong> \
-vserver <storage VM name>
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configure-dynamic-authorization.html
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2. show XY REFERALT/O-NILERZRTL. BEREERLET

security dynamic-authorization show

EHVEF R DL
EMLEREEEF 2 ) T R BICHE 1B E. BN 28 ETEEX Y,

FIE

1. BWROERELZ EL I B ICIE. JRAE% “disabled ICEE L TL 2TV, “-vserver /NT X —&2%ZFEHA LA L\E
By AV RV ZAZ LRILTERITINE T, IFIROBE<>FRBICEHLETEHL T I L. X
FONTA—RIINHBETY ©

security dynamic-authorization modify \
<strong>-state disabled</strong> \
-vserver <storage VM name>

2. show IV FZFERALT/O-NILERZRTL. BRZERLFT !

security dynamic-authorization show

"security dynamic-authorization show"

DEFMICDWVWTIE. link:https://docs.netapp.com/us-en/ontap-cli/security-
dynamic-authorization-show.html ["ONTAPOANY >V F UZJ77L X

"M EBRBRLTIZETL,

ROFIE
(7> ay) RRIISCT, "BNFTONRE YA X" ZBR L THOBMREEREZBMRL TIET L,
ONTAPTOEIREER] DN X EZY A X

BIEEIX. BNHFRIDOTEFIEARTEEZHAEITTIALT. BEHONTAPY S X&)
E— N TSSHER T 2OEXa) T 2m5H5NnNEzT,

X2V T4 DXL T A TOFRFAREEZNAINAXTEEXT,

* [BIMEFE S O—/NILERE DIERL]

* BIMFAIDOEEIIT IVR—%> FOER
*ARZLEERAAT 7ONA R DHRE

* FIFRETNOT Y RORE]
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configure-dynamic-authorization.html
configure-dynamic-authorization.html
configure-dynamic-authorization.html
configure-dynamic-authorization.html
configure-dynamic-authorization.html
configure-dynamic-authorization.html
configure-dynamic-authorization.html
configure-dynamic-authorization.html
configure-dynamic-authorization.html
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configure-dynamic-authorization.html
configure-dynamic-authorization.html
configure-dynamic-authorization.html
configure-dynamic-authorization.html
configure-dynamic-authorization.html
configure-dynamic-authorization.html
configure-dynamic-authorization.html

* [BFFRY L — T DERE]
BRIEFRI O — /NILERTE DB

REEXT R DStorage VM., FR5EF ¥ L > OMGIRIMGE. EEXATRERLE. BNFIOS/ O—NILEREZE
BTE£9,

"security login domain-tunnel create’
DEFMICDWVWTIE. link:https://docs.netapp.com/us-en/ontap-cli/security-
dynamic-authorization-modify.html ["ONTAPOAY VR UJ 7L VA" &2 ELET

FIE

1. BIMIEREED 7 O—NILEREZ B L £9. “-vserver /N5 X — ?%ﬁﬁﬁb@b\iﬁ &, OX >V RIZISRAE
LARITEITINE T, FBNHNOE<>ZRIBICEHLETEHRLTLES

security dynamic-authorization modify \
-lower-challenge-boundary <percent> \
-upper-challenge-boundary <percent> \
-suppression-interval <interval> \
-vserver <storage VM name>

2. EBEROREZHRBLET,

security dynamic-authorization show

BIERTN7-O7 > ROERTE

BRI ZBMICT B . COKBEICIET 7L ETHIRIAT > FOEY hAEENT T, COURMIZ—
ZEDETEETEE T, HIRATFOT 7 AIL M) R MIDOWTIE, "VILFEEEZE (MAV) DR
FaAY R EBRLTIRLTEL,

HIFRO< > RDEM
B CTHIRT 2OV RO X MO Y REBMTE XY,

"security dynamic-authorization rule create’

DFMICDWVWTIE. link:https://docs.netapp.com/us-en/ontap-cli/security-
dynamic- authorization—rule—create .html ["ONTAPOAN VK UTJ7L 2R

"M ECELRES

FIE

1. ATV RZEMLET, ENROE<SEZREBICEDETERLTLLLES ‘-vserver /NS X — X & {EH
LAVES. OY Y RIFITRE LRILTET hi?ok%mAvx QM%ET?
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security dynamic-authorization rule create \
—query <query> \

<strong>-operation <text></strong> \

-index <integer> \

-vserver <storage VM name>

2. TEHOEIPRITUR U MEERELET,

security dynamic-authorization rule show

HIBR~< > K DHIBR
BEFAICHIBR T2 AX Y FOU R DS IVY RZHIBRTE T,
"security dynamic-authorization rule delete’
DFMICDWVWTIE. link:https://docs.netapp.com/us-en/ontap-cli/security-

dynamic-authorization-rule-delete.html ["ONTAPON K UT77L VX
"M EZELREEL,

FIE

1. ATV RZHIRL 9, BINRNOE<SERIBICEDLDETEFRLE T, “-vserver /NT X—X%=FERLAL
e ANV RIZTVT XA LRILTEITINET, KFONFA—RIIWNETY -

security dynamic-authorization rule delete \
<strong>-operation <text></strong> \
-vserver <storage VM name>

2. TEHDEIRIT VR URMERERELET,

security dynamic-authorization rule show

BHIEFRI VL — T DRE
T 7 # I ETIE BREREHEBMICT R LI CICTARTOA—HF— T IIL—FITERAINE T, =720,

“security dynamic-authorization group create' AY > RZFEHE LTI/ I —7FZER L. FHEDI—HF—ICDHFH
HEEEE BAHT S CCHTEET,

BFFRI )L — T DENN
BTV IIL—TZEMTE X,
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"security dynamic-authorization group create’

DEFMICDWVWTIE. link:https://docs.netapp.com/us-en/ontap-cli/security-
dynamic-authorization-group-create.html ["ONTAPOAN >V F UT7 7L >R
"MECELREEL,

FIE

1 JIL—FERERLET, EIROESEBEICADETERL TSN, vserver /T3 X— X £
LABVEAE, XY RIETSRE LALTRASNET, AFO/NSX—KEBETT :

security dynamic-authorization group create \
<strong>-name <group-name></strong> \
-vserver <storage VM name> \
-excluded-usernames <userl,user?2,user3...>

2. ZEROBNFA I I —T =R L FT,

security dynamic-authorization group show
BHETRIJ L — T DHIBR
EEFRI V)L — T ZHIBRTE X7,

"security dynamic-authorization group delete’

DFMICDWVWTIE. link:https://docs.netapp.com/us-en/ontap-cli/security-
dynamic-authorization-group-delete.html ["ONTAPOANY VK UT77L >R

"M CELTEEL,

FIE

1. JI—T7ZHBRLET, ENADE>ZRRICEDETERLTILTE W, "-vserver /N X —4ZEFH
LBEWSE. ARV RIS RE LANILTERITEINE T AFDONSX—RIFHATTY !

security dynamic-authorization group delete \
<strong>-name <group-name></strong> \
-vserver <storage VM name>

2. BBEROEBFFRI I —TZHBLET,

security dynamic-authorization group show
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BT OFEERIT IVR—%> FOHER

AAT7EADERZREI S LT, RAAT7EEDBREZREELLD. VURT XAT7H SRHEDEEZH|
PRL7EDTEE Y,

C) RAMTISI9T4RELT. T7AIINECDORATEMMEIFTREL THEF. HEICIS L THERST
IO CHHREINET,

‘security dynamic-authorization trust-score-component

modify DEFMHICDWTIE. link:https://docs.netapp.com/us-en/ontap-
cli/security-dynamic-authorization-trust-score-component-
modify.html ["ONTAPOANY YR UT7L YA ZBRBRLTLEEL,

TS, ZEABER O VAR—R 2V NETIAIINMDRATEAELUVERS N\—E2 k) tebICRLET,

& aAVR—x> 4 FTI7AIIEOFRMIRD TI7AHILbDODN—E>T
7 DEH —JDEH

TINA ZDEFEE trusted-device 20 50

dI—YoOg 4 V5858 authentication- 20 50

i history

FE

1. ERERATOBREREZZEL T Y, HINOE<SZRBICEHLETEHRL TSIV, “-vserver /NS5
A=BZEELBWVEE. IRV RREISAFLARNILTEITEINE T, AFDONTA—FIIHETY !

security dynamic-authorization trust-score-component modify \
<strong>-component <component-name></strong> \
<strong>-weight <integer></strong> \

-vserver <storage VM name>

2. ZEHOEFEAIT AVR—R YV MREZEIALE T,

security dynamic-authorization trust-score-component show

I—HOEEXRIT7OUEY bk

A—YHRORTFLRI)O—=ICED T IR EZBERINEHOD. EDFTEFARERISES. BIEEIZFD
A—HOEFEXIT7EVEY FTEXT,
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"security dynamic-authorization user-trust-score reset’
DEFMICDWVWTIE. link:https://docs.netapp.com/us-en/ontap-cli/security-
dynamic—authorization—user—trust—score—reset.html["ONTAP:T73/F

DI 7L 1 ZCELTIEEL,

FIE

1. ATV RZEBMLES, Uty FAIEEAEFEIXDT AVR—X2 DU X MMIDWTIE. BIEFIIDE5E
237 AVKR—2> FDEREBRLTIETIV, Fl<>HDEZREICEHDE TEHFLTIEIL,
vserver NS X—AEFERALARVEE. OYVRIZITRE LRNILTEITINE T, KFDO/NTA—4
3BT ()

security dynamic-authorization user-trust-score reset \
<strong>-username <username></strong> \
<strong>-component <component-name></strong> \

-vserver <storage VM name>

EEIIT7OHE
I—HF OJ0> vy avIilEII2B70EREAAT7zHMETEE I,

Fg
1. EEXO72XRLET,

security login whoami

RDESBHADVKRRIEINE T,

User: admin
Role: admin
Trust Score: 50

‘security login whoami DFFMHICDWTIE. link:https://docs.netapp.com/us-
en/ontap-cli/security-login-whoami.html ["ONTAPOANY K UT77L 22X
"M CELTEEL,

HRARZLEFEIDT7 7ANAXDERE

T TICHMDERRADT TANAED S XATREAEEZRELTVSRHE. BINFFAREICAZIZAL 70O
NAREZEBMTEEXY,

FIgA Y B HiIC
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*ARRLEBAAT 7ONARIFISONBEZRE R TFHBD FEA. ROBXEBEGZEHILTHEDLD
D&EJ,

CEHERATZERT T4 —ILRIE BBIIERTIIBS AAT—THIUEDHD XTI,

cEFERXAT%ZIRT 74 —JLRIE. “trust_scorevalue REDRRA M EIN=T 4 —ILRICTBECHTE
£7,

° JSONIGEIZ, EHEAATOREEZRT 7 —ILRDEENTVIRBELNHBDEY, XA T TTID
T4 —ILEBEFEELBWVEEIE. COEZRTZY/N— XRT) T2 TEXT,

BT ZEIIIEERITEVRY AAT7DOVWTNHOEIEETEE T, EEIAIT7EYRY AATDEL

& BB IXEEENAEWVNEFEROT7HE <a5@Lﬁb\&%M%®§ﬂrﬁé ¥TY, lrezid. R
A7EEMNO~100TEEIIT7H0DFEE. XAAT7DEEENIEEICEVEAHBE TN, 3 .%Lata_bl]?vl/
VIURLT TR ShEd, ﬁh\z:7£l#w4mruzaz:7#%®%  UROHE
EHARIN, BEITEMFYL>IH LT HES] ShEd,

*s HZABZLEFERIT 7O/N1 X |FZONTAP RESTAPKRA T IV ATRETHAIMENH D £7°,

* hRARLEFEXIT 7°|:1/\‘>r/51‘tat\ WINHDOHR— FURINTX—F THREAETHINENRDHD
To HR—EFRBRNSTA—FZ—BICBVWREHNVBERAXZLGFEIIDT7 7AONAAIIFEATTEE A

"security dynamic-authorization trust-score-component

create OFFMHIC DWW TIE. link:https://docs.netapp.com/us—en/ontap-
cli/security-dynamic-authorization-trust-score-component-
create.html ["ONTAPOAN YR UT 7L YR~ Z2HRBL TSIV

FIE

1. ARZLEEXA77ONAMA—%BNML X, IEIRNDE<SZRIBICEHDETERLTLLIESIL, -
vserver N X—A2EZFEALABVES. OV Y RIFITRAZLARNILTERITINET, KFDNTX—2Z
BT :

security dynamic-authorization trust-score-component create \
—-component <text> \

<strong>-provider-uri <text></strong> \

-score-field <text> \

-min-score <integer> \

<strong>-max-score <integer></strong> \

<strong>-weight <integer></strong> \

-secret-access-key "<key text>" \

-provider-http-headers <list<header,header,header>> \
-vserver <storage VM name>

2. ZEBROEBAI7 7ONAAREZHRLF T,

security dynamic-authorization trust-score-component show
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‘security dynamic-authorization trust-score-component
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create.html ["ONTAPOAY VR UTJ7L YR 1 ZBBLTLIEEIL,

FlE
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WAETY :

security dynamic-authorization trust-score-component create \
<strong>-component <component_name></strong> \

-weight <initial score weight> \

-max-score <max_ score for provider> \

<strong>-provider-uri <provider URI></strong> \

-score-field <REST API score field> \
<strong>-secret-access-key "<key text>"</strong>

Bl

security dynamic-authorization trust-score-component create -component
compl -weight 20 -max-score 100 -provider-uri https://<url>/trust-
scores/users/<user>/<ip>/componentl.html?api-key=<access-key> -score
-field score -access-key "MIIBBjCBrAIBArqyTHFvYdWiOpLkLKHGjUYUNSwfzX"
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curl --request GET \

--location "https://SFQDN IP/api/cluster?fields=version" \
--include \

--header "Accept: */*" \

--header "Authorization: Bearer SACCESS TOKEN"
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cluster 12::> security saml-sp create -idp-uri
https://example.url.net/idp/shibboleth

Warning: This restarts the web server. Any HTTP/S connections that
are active

will be disrupted.
Do you want to continue? {yln}: vy
[Job 179] Job succeeded: Access the SAML SP metadata using the URL:
https://10.0.0.1/saml-sp/Metadata

Configure the IdP and ONTAP users for the same directory server
domain to ensure that users are the same for different
authentication methods. See the "security login show" command for
the ONTAP user configuration.

ONTAPRRA b XRT—RIZT VX B1cODURLAERRENET,

- 1dPRZX bH 5. ONTAPRR DX ZT—R AL TIAPZHRET 2 ZR1TLE I, EntraIDZfE

BLTW3EEIF. COFIEIETTICETLTWVWET,

AP ASREI NS, SAMLEREZBENICLET -

security saml-sp modify -is-enabled true

‘http &7lE “ontapi P FUT—2avIlT7 oI 3BEOI—HIE.
SAMLEREERICEHBIMICRESNE T,

: SAML@EE?&LC http £/l “ontapi 7V —3 > na—H%21ERT 3BEE. FRI—

DEREEAEE LTsaMLEIEE L TL 72T L\ ONTAP 9.17.1KDRION—23 > Tld, saMLE B
ijL_?éc‘_’_\ BEZD “http £7lE “ontapi  A—HIIN L TsamrOJ 1 A EEBICIER SN E
To FRRIA—FIIsaMLEBICRET 2HNELHD 9, oNTAP 9.17.1LUETIE. “password.
domain. F7cld ‘nsswitch EREEAETIER SN ITARTOI—H (L. SAMLZEBMICT 3 & IdPICXT
L CEHEMICEREESNE T,

a. SAMLDIL,\I:IE%@}EE L/Tu.%ﬁ%ﬁ.j- -U- @D?’r/ﬁ/f%{’ﬂﬁbig_o ‘User_name“l; IdPTE&L _k
NEI—H—2—RIZ3BERHD £,

C D ‘user_name fBIFANF L/ NXFHXFENE T, Entra IDZFERAL TLAEWL
@ BElE. - —2DIHFZEDH. RXALVDERIETEHBEWVWTLEE L, Entra D
EEALTVWRBEEIF. RXMYZSC I —2%ZERTEXT

. user_name@domain.com) o

security login create -user-or-group-name <user name> -application [http
| ontapi] -authentication-method saml -vserver <svm name>

Bl



cluster 12::> security login create -user-or-group-name adminl

—application http -authentication-method saml -vserver cluster 12

b. 21—H TV MUIMER TN ZRERL £,

security login show

Bl

cluster 12::> security login show

Vserver: cluster 12

Second
User/Group
Authentication
Name

Method

none
admin
none
adminl
none
adminl
none

+

“security login show @EFHAIC DUV TIE, "ONTAPOY YR U7 7 LY " &S

Application

console

http

http

ontapi

ontapi

Authentication

Method

password

password

saml

password

saml

service—processor

ssh

http

http

password

password

password

saml

Role Name

Acct

Locked

admin

admin

admin

admin

admin

admin

admin

backup

backup

7

"

N

no

no

no

no

no

no

LTLET L,
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SAMLESEED ERNL,
“\ERIdentity Provider (IdP) (Z& % ') £— bk System Manager1—4H DFRsE#21E L 7= W5E X SAMLEREE %=

ENCTBENTEXT, SAMLERREZ EMICT D & O—AJILA—HEREE. £ 7=IXActive Directory
PLDAPREDFREBAT A LI M —EXTONA AN I—HFREICERAINE T,

RIBICIGC T ROFIEZRITLET,
Bl 4. FIE

System Manager
1L MOS5R2]> REZI)vILET,
2. *SAMLESFE* T *BW* ~ IR E> 720 ) v I LET,

3. 7.!-.70‘\/3 PN ¢*SAML WL\DIE*G)*EL—ﬁ% %7 1) /7 L. *SAML DIL,\D.[E%E)JJ‘\—?%*;I /7'—.]_\‘/7
RZATICTBEHTETET,

CLI
1. SAMLD'UEE%E)‘}J‘L— L/ i 3_0

security saml-sp modify -is-enabled false
2. SAMLEBSEZ A L2 K B o TeIBEIdPZ EE T 5155 1F5. SAMLOFREZHIBRL £,

security saml-sp delete

H—RKN—FT 1 DIIPEIER T S

HRUE

ONTAPTEREES BICIE. IPOREXZEE T INENDHDIBZENHD FT, XOEI> 3> TiEk. Y R—FE
NTWBIdPsDREBIRICOWVWTEBHL X,
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Entra ID

Entra IDZERET BFIE. FILWFFUTr—> 3 >%EM L. ONTAPH SRS NI XX T — X % EH
LTSAMLY A A > HBZELET, 7TV Tr—o 3> 0ERE. 75— 3 > OSAMLERED 1B
MeoL—L) 723 ZUTORBICEDETRELET -

SR Value

Name urn:0id:0.9.2342.19200300.100.1.1
F—LRAR—2Z ZHOFF

RO URI

V=2 Bt

V—2BEM% user.userprincipalname

EntraID T/ IIL—T7Z AT 35513 RORETT I —TERZEMLET !

HE Value

Name urn:oid:1.3.6.1.4.1.5923.1.5.1.1
F—LAR—Z ZHOEE

vV —2Ek% JIIL—7ID

Entra IDIZUUIDIZE T IL— B = IRM L T Entra IDTYIIL—T =2 AT 3G EDFMICOVT
& "UUIDTYIIL—T=zEE T 2" 2B E L,

FTUr—2 3 SAMLERED TSAMLEERRZE ] £ > 3 > TR E N3 _App Federation Metadata
URL_I&. ONTAPIZA /19 3IdP URITY,

Entra ID ZEZFEIDHRE S EICDWVWTIE. "Microsoft EntraZ BEZZEF0OEMZEHE T 2"2# 8B L TL
7230,

SEMICDOWTIE, "EntralDRFa Xy MEBBLTLIEETL,

Active Directory7 7L —> 3> H—EX

Active Directory 7T 7L —> 3 H—E X (ADFS) *RET BIE. ONTAPHRIHt T 2 —EX 7O
NABARART—R2%ZFEALT. FILWI L—LXGAAEFNREEEZEMT 2HENHD £7, FH
EFREGEZERLIS. TLDAPBM%Z L —LE L TEEI 77— b2ERAL T, ERAEFA
EEEOUVL—LETRIS—IIUTOIL—LIIL—)LZEBMLET :

BEX 7 LDAPE% EEIL—LEAT

Active Directory SAM-account-name Name ID

Active Directory SAM-account-name urn:0id:0.9.2342.19200300.100.1.1

Active Directory LEIDF urn:oasis:names:tc:SAML:2.0:attrname-
format:uri

Active Directory k=o)L —7 - RXA V& TER urn:0id:1.3.6.1.4.1.5923.1.5.1.1

Active Directory sAMAccountName urn:oid:1.2.840.113556.1.4.221
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AD FS 137 )L — 71ESR = L TIRMELE T, ADFS TOHIIL—FDERICETIFMICOVLWTIE, "
ZEITCOIN—T%2EET3"22BL TV,

SEMICDOWTIE. "ADFS REa XY " EBBLTLIETL,

Cisco Duo
REBIRICDOWTIE CiscoDuo RFa Xy FEBRBLTLIEETL,

Shibboleth
Shibboleth IdP Z &3 2 R1IC. LDAPH—NZEBR L THE < BELHD £,

ONTAPTSAMLZBMICT 2ZBIE. BEINIEARI M XAEZT—E2ZXMLERIZL £, ShibbolethH¥ 1
VA R=ILENTWVWBEKRRXFT. “metadata/sp-metadata.xml' DB % . Shibboleth IdPR—LFT 1 L 2
FURDERA XX T—2ZXMLICEZERZ 9,

FFHIC DWW TIE. "Shibboleth"Z BB L T EE LY,

SAMLOREICEAT MED S TN a—FTa >0

Security Assertion Markup Language (SAML) EREEDEREICKB L 1B EIE. SAMLOREICEKK L&/ —
FzFHTEELT. BEHNSUANUTEEXT, BEOCLIDEIZ. Webtr—/N\DBEHIN. 77T+
TIRHTTPIEG X 7o ISHTTPSIESI A R I NE 9,

BATHE

SAMLEBEEDEEERFIC. ONTAPIZSAMLODERE%R / — RBEA THEBAL £ $, SAMLERGEZE®ICT S

Y. ONTAPIIEREDRHEIN HZBEICEFMNICE / —RFZEBELLSELET, WIFNH D/ — KR TSAMLD
REICEATAREDNHB3BEIE. SAMLERSEZEMNICL THSBEBMNCTZ N TEX T, SAMLEREE
BEBMICLEHETH, 1DULED/ —RICSAMLOEREXBHETEAWVGELHD £9, SAMLOREICK
ML/ —REHEHEL. O/ —REFFHTRBIETETXEI,

FIE
1. advancedt&fRL ~NJ)LicOJ—1> L E T,

set -privilege advanced
2. SAMLOEEICKB LI/ —FZRELE T,
security saml-sp status show -instance

Bl

156


../authentication/authentication-groups.html#manage-groups-with-names
../authentication/authentication-groups.html#manage-groups-with-names
../authentication/authentication-groups.html#manage-groups-with-names
../authentication/authentication-groups.html#manage-groups-with-names
../authentication/authentication-groups.html#manage-groups-with-names
../authentication/authentication-groups.html#manage-groups-with-names
../authentication/authentication-groups.html#manage-groups-with-names
../authentication/authentication-groups.html#manage-groups-with-names
../authentication/authentication-groups.html#manage-groups-with-names
../authentication/authentication-groups.html#manage-groups-with-names
../authentication/authentication-groups.html#manage-groups-with-names
../authentication/authentication-groups.html#manage-groups-with-names
../authentication/authentication-groups.html#manage-groups-with-names
../authentication/authentication-groups.html#manage-groups-with-names
../authentication/authentication-groups.html#manage-groups-with-names
../authentication/authentication-groups.html#manage-groups-with-names
../authentication/authentication-groups.html#manage-groups-with-names
../authentication/authentication-groups.html#manage-groups-with-names
../authentication/authentication-groups.html#manage-groups-with-names
../authentication/authentication-groups.html#manage-groups-with-names
../authentication/authentication-groups.html#manage-groups-with-names
../authentication/authentication-groups.html#manage-groups-with-names
../authentication/authentication-groups.html#manage-groups-with-names
../authentication/authentication-groups.html#manage-groups-with-names
../authentication/authentication-groups.html#manage-groups-with-names
https://learn.microsoft.com/en-us/windows-server/identity/ad-fs/ad-fs-overview
https://learn.microsoft.com/en-us/windows-server/identity/ad-fs/ad-fs-overview
https://learn.microsoft.com/en-us/windows-server/identity/ad-fs/ad-fs-overview
https://learn.microsoft.com/en-us/windows-server/identity/ad-fs/ad-fs-overview
https://learn.microsoft.com/en-us/windows-server/identity/ad-fs/ad-fs-overview
https://learn.microsoft.com/en-us/windows-server/identity/ad-fs/ad-fs-overview
https://learn.microsoft.com/en-us/windows-server/identity/ad-fs/ad-fs-overview
https://learn.microsoft.com/en-us/windows-server/identity/ad-fs/ad-fs-overview
https://learn.microsoft.com/en-us/windows-server/identity/ad-fs/ad-fs-overview
https://learn.microsoft.com/en-us/windows-server/identity/ad-fs/ad-fs-overview
https://learn.microsoft.com/en-us/windows-server/identity/ad-fs/ad-fs-overview
https://learn.microsoft.com/en-us/windows-server/identity/ad-fs/ad-fs-overview
https://learn.microsoft.com/en-us/windows-server/identity/ad-fs/ad-fs-overview
https://duo.com/docs/sso-netapp-ontap
https://duo.com/docs/sso-netapp-ontap
https://duo.com/docs/sso-netapp-ontap
https://duo.com/docs/sso-netapp-ontap
https://duo.com/docs/sso-netapp-ontap
https://duo.com/docs/sso-netapp-ontap
https://duo.com/docs/sso-netapp-ontap
https://duo.com/docs/sso-netapp-ontap
https://duo.com/docs/sso-netapp-ontap
https://duo.com/docs/sso-netapp-ontap
https://duo.com/docs/sso-netapp-ontap
https://duo.com/docs/sso-netapp-ontap
https://duo.com/docs/sso-netapp-ontap
https://www.shibboleth.net

cluster 12::*> security saml-sp status show -instance

Node: nodel
Update Status: config-success
Database Epoch: 9
Database Transaction Count: 997
Error Text:
SAML Service Provider Enabled: false
ID of SAML Config Job: 179

Node: node2
Update Status: config-failed
Database Epoch: 9
Database Transaction Count: 997
Error Text: SAML job failed, Reason: Internal error.
Failed to receive the SAML IDP Metadata file.
SAML Service Provider Enabled: false
ID of SAML Config Job: 180
2 entries were displayed.

"security saml-sp status show’
DFMICDWTIE. link:https://docs.netapp.com/us-en/ontap-cli/security-
saml-sp-status-show.html ["ONTAPOANY VR UTJ7L>RA" 1 ZELTIETL,

3 BENRLELK/ —RTSAMLOBREEBELET,

security saml-sp repair -node <node name>

Bl

cluster 12::*> security saml-sp repair -node node2

Warning: This restarts the web server. Any HTTP/S connections that are
active
will be disrupted.
Do you want to continue? {yln}: vy
[Job 181] Job is running.
[Job 181] Job success.

WebH —N\HBREEISN. 72U T« JHGHTTPIES: £ 7= IZHTTPSIEGS AR SN E 7,
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‘security saml-sp repair DFMIICDWTIE. link:https://docs.netapp.com/us-

en/ontap-cli/security-saml-sp-repair.html ["ONTAPOAN K UT77L >R

1B CELCREE L,

4. gRTD/ — R TSAMLA'ERICRESNIcC L ZBRAL T,

security saml-sp status show -instance

Bl

cluster 12::*> security saml-sp status show -instance

Node: nodel
Update Status: config-success
Database Epoch: 9
Database Transaction Count: 997
Error Text:
SAML Service Provider Enabled: false
ID of SAML Config Job: 179
Node: node2

Update Status:

config-success

Database Epoch: 9
Database Transaction Count: 997
Error Text:
SAML Service Provider Enabled: false
ID of SAML Config Job: 180

2 entries were displayed.

‘security saml-sp status show’

DEFMICDWVWTIE. link:https://docs.netapp.com/us-en/ontap-cli/security-
saml-sp-status-show.html ["ONTAPANY VR UJ7 7L >R " &ZZELLFEETLY,

E e E
*"ONTAPOXY >k U7 7L 2"

*"F*al)T 1 SAML-SP"

* "security login create"

ONTAP T OAuth 2.0 £7-|3% SAMLIdP 7' )l — % {#EHd 3

ONTAPIZ. OAuth 2.0535FH —/N\N—F7=IFSAMLT7 AT > T« T« 7ONA X — (IdP)
ICEDSWTIIN—TEHRETR-DOEROA T3 ERELTVWET, TOH. F
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IL—TIZONTAPH 7 VXA ZRET B 1cHICERT3O0-IILICRvEYTEINET,

ONTAP 9.17. 1%, SAML IdPHRHt S 30 )L — FIBEHRZONTAPO—/LICYwE>Y I TEET, Chick

D. |dP'C,E%*n717‘)L—7°L:go“u‘c:1—+f—L:D—)L%%IJ DYUTBZI N TEZXT, FHEMICOWVWT

Lat\ "SAML SREFDERTE"Z# BB L TL £ T L\, ONTAP 9.14.1Lf%. ONTAPIZOAuUth 2.0 4 )L — F4 585 % H
—hLTWET, ONTAP 9.16.1L4F%. ONTAPL;!:OAuth 2.00%')L— FUUIDEEEE & EI—)L? w VT mHYIR
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B —/NFETIFSAMLIAPTY IIL—TZRET % &\ %n1 & 7clFUUIDZER L TOAUuth 207 X b—7
VELIESAML7 Y =2 3 Y THAEN. ZEESNE T, ONTAPZREY BaiIC. sl Y —/NE 7 IFSAML
AP IL—T2 DX S ICNIBT ZHZIBEL TERBEDDHD I,

@ VIR =IO VICEHBDTIL—-THEENTVBRIHE. ONTAPIZ—RI B ETRIIL—T
DERZRAE T,

TJIN—T%

Active Directory 7T 7L —>3>%—EX (ADFS) ZIZLH L T5Z < DEAY—/\— & SAML IdPsiZ.
TIN—T%2a1CHAl - REBELE I, UTIE. ADFS IC& > TERIN. BHDIIIL—TE2EL JSON
OAuth2.0 772X =20 > D—ETY, FHFMICDOWVWTIE. [BEITYINL—TZEET S ZELTZEL,

"sub": "Userl TestDev@NICADS.COM",

"group": [
"NICAD5\\Domain Users",
"NICAD5\\Development Group",
"NICAD5\\Production Group"

I

"apptype": "Confidential",

"appid": "3bff3b2b-8e40-44ba-7cll1-d73c3b76e3e8",

4’ )L—UUID
Microsoft Entra ID7x &£ D—ERD 28] — /N — £ SAML IdPsi%. UUIDZFER LTI IL—F2#Bb L UREL

F9, UTFIE. EntralDIC&>TERIN. EHDT )L — 7°’Ea¢}OAuth 2070 A = D—ERT
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"appid": "4affdbd4b-8e40-44ba-7cll1-d73c3b76e3d7",

"appidacr": "1",

"groups": [
"8eadchbb0-bcad-4e66-8fle-cd395474a448",
"a8558fc2-alb2-4cb7-cc41-590d831840cc"],

"name": "adminO007 with group membership",

ZBITCYIN—T%2EE8T 3

A —/N—F1=IFSAML I[APH T IL—T %2 HR T 2 71-DIC&BI=FERA L TWLWEIBEIE. &7 I/L—FHONTAP
I RARIEBRBINTVWBR I ERRITZUNELNHDE T, EXaUTFREBICE>TIE. JIL—FHERICE
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ONTAPY I —7 % E&HTACLIOATY Y RDOHZEUTICRLET, YO TINTIOERA =0 D BEE L T-&HI
FETIN—THFEALTVWBIEICERELTLETV, TOOYY RERITTBICIEZ. ONTAPD*admin*t&FR
LARILDKBRETT,

Gl

security login create -user-or-group-name "NICADS5\\Domain Users"
—application http -authentication-method domain -role admin

SAML IdP & & T OAuth 2.0 883F Y —/\— JJL—IZIE —authentication-method ‘domain’ 7=l
‘nsswitch' Z{ERAL £,

@ ONTAPRESTApl%ﬁ%L,TCGJ%EﬁE BETBRELDHTEZXT, "ONTAPEFLRF a2 XY
R TEME BT

UUIDTY IIL—T%2BIBd 3
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ZITOSRENHD F9, ONTAP 9.16. 1L TIF. 220D v ETHBENFIBTIREICA D, EntraIDTTF X b
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—hrINTWVWET, CLIOYY REFEITTBICIE. ONTAPD*admin*fEEL NIL THINERH D £,

@ NS DOKEREIX. ONTAP REST APIZ £ ch‘“*a“% CHTEXT, FMICOVLTIE
"ONTAPEENL RF* a2 X MECELCRET

JIL—TUUIDZ T I —TFRIIRvEYT TS

UUIDEZER LTI IL—T%#R IR —/NE/-IFSAML IdPZFERA L TW3iH&ld. ZIL—FUUIDZJ L
—TRIIRVEVTTIRELRHD £9, THONTAP CLUREICDWTIFATTEREAL £ 9,
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‘security login group

create’ ANV RFZFEALT. HILWIIIL—TIIVEVITREEEETETE T, JIL—TFDuuipk
LZEE. BBAY—/N\—FfclEsaML 14dP

DEREE—HITZ2UNEHHD FFT, link:https://docs.netapp.com/us—-en/ontap-
cli/security-login-group-create.html ["ONTAPAN >V F UT7 7L 2" ] TD
‘security login group create OFMZECELTETL,

INTA—H
TIN—=—FIVvEVTDIERMICERT BN XA—RZUTICRLET,

INTA—R BE

vserver MBIZHLC Ty JIL—F%E8&E(T T % Storage Virtual Machine (SVM) D%
BZEELEX T, BT L. JIL—TIZONTAPY S AR ICEEMIT 5N
9,

name ONTAPAMER T 37 )L — T DO—ED%HI.

type CDfEIF. TIN—TFDY—RTHBTATT1T« TONAH=ZRLE
ER

uuid e —/N—F7IE SAMLIAP IC& > TRt B VI —TFDazZNN—H

-SRI FeEEL £ I,

ONTAP QU I —F%EHT S CLI AV RDHERICRLES, YO FILTIVEAN—=2>D UUID JI)L—
TEFERALTWAZEISEFELTLIETL,

Bl

security login group create -vserver ontap-cls-1 -name IAM Dev -type entra
-uuid 8eadcbbO0-bcad-4e66-8fle-cd395474a448

TJIN—THER TR E. JIL—FICH L T—EOHFARDEROBEROHBNFHERINE T,
ZODCLIMLIE

CDOAXR Y RTIE. XOKXSBBMOMNIEBLA Y R—FENET,

iGN

* BE

* HIBR

‘show #7772 a>ZFERALT. JIL—FICHLTERSINI—BDI I —FIDZBETET XY
o link:https://docs.netapp.com/us-en/ontap-
cli/search.html?g=show["ONTAPOAN K UTJ77L>VZA" 1D

“show DFFllE CEL 23 LY,
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UUID(EZERL T IL—F 2R TR — /N IZSAML IdPZ AL TWAESIE. ZIL—F20—JLICY
VI TEET, ONTAPICHITZO—IAR—=X 77 XEIEDOFEFMIC DOV TIE. "ONTAP7 7t ZHIHE O —
JIOEBBICDOWVWTENEZBRBLTLIEEIV, EAHONTAP CLEREICDODWTIZUA T TEHEELE T, OXY >V R%E
R1TIBICIE. ONTAPD*admin*HER L RIL THZHREHHD £9,

FTTIN—TUUDZET I —THICRvEXT TS50 FI—TICRH L TERSINI—RDOEKID
(D) =BBETa8BIBDET, CODE. JL—TEO-LICRYEYITBL0IUBIAD
=7

ERY

"security login group role-mapping

create ' AY Y REMHALT. HHILLWO—IIIVYEVIEZEETETF XY, link:https://docs.n
etapp.com/us-en/ontap-cli/security-login-group-role-mapping-

create.html ["ONTAPOAN VK UTJ77L>2A" 1D “security login group role-
mapping create OFFlZ CEL LTV,

INTA—H
IN—T%=0O—=)LICRVEYTTB=DICERTEINTIA—2EZLUTICRLET,

INTA—R BiE

group-id < > K “security login group create’ Z{FH L TH IIL— I L TER ST
Tc=—EOD ID #8EL X7,

role TJIL—TDT Yy EVTHDONTAPO— )L D%,

l

security login group role-mapping create —-group-id 1 -role admin

Z DD CLULIE

DAYV RTlE. ROLSBEBMOMNIEBLA Y R—FETNET,
‘EE
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WebAuthn MFA%@E}EE L 1c DIL.\D.I-.E Z Eq:__[

ONTAP System Manager 11— —[a]lT DWebAuthnZ EZRFREEIC DV TESR

ONTAP 9.16. 1L [ Tld. BIEEIZ. System ManagericO7 1 > 51 —HIIRL
TWebAuthnZEHRREE (MFA) ZBMICT B W TETF X, Chick D FE208EE
FiEE LTFIDO2F— (YubiKey%: &) %Z{#H L 7=System ManagerO 2 1 > H\"EMIC%:
DET, 77T FRE L UVBIFEOONTAPI—HIIx L TWebAuthn MFA I3 £
’;jJLC@O—CL\i?o

WebAuthn MFAIZ. %1@wunﬁjj_/ﬁc-—/xo)a’r7o)uunE€fﬁFﬁ_§-%1 ‘U‘EFJJQU?)I/ 7°—C'U-/—J—\ I\‘éhi
ERS

* 1—1 [ password. domain. ZF7clEnsswitch

* ' )L—7 . domain & 7= lZnsswitch

A—HDE2DFREHE L L TWebAuthn MFAZBICT 3 & £D1—H|ESystem Managerh.l:lﬁ*( DAY
EZICN—FRI 7RI - ROERZROSNE T, TEERE. WERIGEREE DI — RICKEWI . LR
ISONTAPICHEMENE T,

ONTAPIZ. 21— ﬂU\L_oﬂHoa)WebAuthno1/7‘-‘“/9«7)L%ﬂa°i’ FLET, A—HYHEBIEI— REH#pk
L. SBEfO0— RETHBTIANENRH DIES. ONTAPEEEZIZZDI—HFDWebAuthnZ LF > vILZHIBR L
T, A—¥HREoOF 1 VEICH LW O—REFRTEDILIICTEIHNELNHD FT,

WebAuthn MFA%Z2DBDFRFEAEL L TEMICL TWB 1 —H—|&. System ManageriZ 72
TRTBIC. IP7RL R (] : "<a href="https://192.168.100.200""

@ class="bare">https://192.168.100.200"</a>) Ti3% < FQDN (ff : "<a
href="https://myontap.example.com"" class="bare">https://myontap.example.com"</a>) % f&FH
TRIMBENHD T, WebAuthn MFARBRICHE > TWRI—H—DIFE. IP7 KL X% ER
L TSystem ManageriCAZ 1 > L&D TR EETINET,

%NTAP System Manager® 11— £ 7= )L — 1% L TWebAuthn MFAZ B3IC 9

ONTAPEIEE|Z. WebAuthn MFAZ 7> a>Z=BMICLTHLWI—F T IL—7
ZEBMT2H. BBFEOI—HXEETIL—TICH L TEDOA T a>ozxzBWITE L
T. System Manager® 1 —1 £ 7=i32 /)L — 71X L TWebAuthn MFAZ BRICTE £
ER

1— -'j-it.‘g:ﬁ)[/ 7@%2@mu\ul-£7]_/£t L,'CWebAuthn MFA%ﬁ)JJk?’% 2:\ d— -U- (it.‘g
ZFDTIN—TAHDITARTHOI—Y) |ESystem ManagerlZR[EIOS 1 > LIz SITN—KRD T

() 7FDO2F/ 1 20BRERDSNET. COBREI—HFOO—HIL FRL—F1 > S
TLICE>TUESIN, BEIEEXFa2) T F—DHFA. NXF—DE/M. EXxa)7+a F—
DRYyF (HR—FINTWBIHEE) THEERINED,

FLLWIA—HY XX IL—FDIEREFICWebAuthn MFAZ BMICT %

System Manager & 7=(ZONTAP CLI%ZfEH L T. WebAuthn MFADX'EXIARFT L WA —Y £ /23T )L —TEER
TEE7,
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System Manager
. *Cluster > Settings* %= ERL £ 9,

*Users and Roles*DH&EICH D KRENT 1 A2 ZFIRL £,

*A—H—*THEM EEIRLE T,

A—H—ZFIFTIN—TE%ZIEL. *Role* D ROy FH T XZa—TAO—LE&ERLET,
A—HFEFIN—TOOT1 >V HELNRT—REIBELE T,

—_

a > W DN

WebAuthn MFATI&. OJ 1 > AZEe LT, A—HDHEIF Tpasswordl « Tdomainy « F£7c
I Tnsswitch) « ZIL—7Di5EIE Tdomainy F£7z1F nsswitch] ZHR—KLTWET,

6. HTTP @ MFA 3| T. B%h Z3&IRL 7,

7. "R %EIRLE T,

cLI
1. WebAuthn MFAREZIBEFH LW —H FIx7IIL—F = ER L £ T,

ROBITIE. E20FREEAHZEL LT Tpublickey] %3#E3IR L TWebAuthn MFAZBZIICL TWE T,

security login create -user-or-group-name <user or group name> \
—authentication-method domain \
-second-authentication-method publickey \
—application http \

-role admin

"security login create’

DFMICDWVWTIE. link:https://docs.netapp.com/us-en/ontap-
cli/security-login-create.html ["ONTAPON K UTJ 7L VX
"M CELCTEEL,

BFEOI—Y£7IE7I)L— 7% L TWebAuthn MFAZ EXMICT %
BEFEOI—H 1137 )L— A5 L TWebAuthn MFAZBZHICT 3 e TE 9,
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System Manager
1. *Cluster > Settings* % &R L £ 9,
2. *Users and Roles*DH&ICH B RENT A >V = ERL £ 7,
3. ;L_—‘b“‘c‘:ﬁ‘}lx—jd) JZRT BETZ2I—FELIFTIN—TDA T3y XZa—%E&RLF

WebAuthn MFATIE. O 4 Y AZEE LT, A—HFDIHFEIE Tpassword) « Tdomainy « 7z
& Tnsswitchl « ZIL—7D3FEIF Tdomainl F£7=l% nsswitchy ZHR—FLTWET,

4 ZO1—H—D HTTP O MFA 5IT. B3 Z&RLE 7,
S MRIFEFERLEY,

CLI

1. BEOI—YFHIETI—TFEZZTELT. FDA—H X135 )L—FIx L TWebAuthn MFAZ B
IcLEd,

ROBITIE. B2DFREEAHZEL LT Tpublickey] % 3#E3IR L TWebAuthn MFAZBZIICL TWLWE T,

security login modify -user-or-group-name <user or group name> \
—authentication-method domain \
-second-authentication-method publickey \
—application http \

-role admin

‘security login modify"

DFMICDWVWTIE. link:https://docs.netapp.com/us-en/ontap-
cli/security-login-modify.html ["ONTAPOAN K UT7 7L 22X
"M EBRL TSV,

ONTAP System Manager1—(CXf L TWebAuthn MFAZ #%fIC 9 %

ONTAPEIEE (. System Manager£ 7-IZONTAP CLITA—H X3V I —T%RmET
BT A—FFLIFTIL—FISx L TWebAuthn MFAZEMICTE X 9,

BFEOI—HY X137 )L — 1% L TWebAuthn MFA%Z #XIZ 9 3

BEFEOI—HFETIIL—FICxF L TWebAuthn MFAZ WD THEMICTET X7,

BRESILTS S vILEENICL T, LTV vLREENET, HETILT Y
(D) vorBEEMICLESE. ALILFY S v LAERSNE L. 1—4A05 1 VEICE
BRTSVEEHD Ft A
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System Manager
. *Cluster > Settings* %= ERL £ 9,

2. *Users and Roles*DI&ICH B KEN 71 AV = ERL £ 9,

3 A—HII—TDIVRLT, RETDIA—H XTI —TZBRLET,
4. ZOIA—H%—O HTTP ® MFA 5T, &% =& RL £,

S MR EEIRLE T,

—_

CLI

1. BEFEOI—FHIZTIL—TZEZELT. EOA—HFIET)L— A0 L TWebAuthn MFA% ££51
IcLEd,

ROFITIE. B2 HE£2 LT Thoney %iER L TWebAuthn MFAZENICL TWE T,

security login modify -user-or-group-name <user or group name> \
-authentication-method domain \
-second-authentication-method none \
—application http \
-role admin

‘security login modify’

DEFMICDWVWTIE. link:https://docs.netapp.com/us-en/ontap-
cli/security-login-modify.html ["ONTAPOAN K UTJ 7L 22X
"1 EBRLTLIEE L,

ONTAP WebAuthn MFASREDRTE I LTV vILDER

ONTAPEIEE|X. 75 X XL{EDWebAuthn MFASRE % R~ L. WebAuthn MFAD 11—
HELVTINL—TDIOLToovIIL2BEBTEET,

WebAuthn MFAD ¥ 5 X 2R TEDRT

ONTAP CLIZfER L T. WebAuthn MFAD Y S5 A ZB{EEZRLTTCETET,

FIE

1. WebAuthn MFA DU S AR —BEZRLTLET, A>3 > T. vserver 5|#EFEHLTRMNL—
VM %ZIEET D EHTEFXT,

security webauthn show -vserver <storage vm name>
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‘security webauthn show DFFMHICDWTIE. link:https://docs.netapp.com/us-

en/ontap-cli/search.html?g=security+webauthn+show ["ONTAPOAY >V I
DI77LYRA" M Z BT,

HR— kTN TL\3WebAuthn MFAQ AR T LT X LDERR
Storage VM % 72130 5 A X THR— TN TL 3 WebAuthn MFAORRRE7IIL I X LEZRRTEXT,

FIE

1. HR— TN TVBLFHEWebAuthn MFA7 LU X L%Z—EBERRLE T, 77> 3> T, ‘vservers|#
EERALTRANL—VMEIEES R EHTETET !

security webauthn supported-algorithms show -vserver <storage vm name>

"security webauthn supported-algorithms show"

DFMICDWVWTIE. link:https://docs.netapp.com/us-en/ontap-cli/security-
webauthn-supported-algorithms-show.html ["ONTAPON K UT77L V2R
"MECELREEL,

i EAWebAuthn MFAY L 7> v ILDERR

ONTAPEIEHEIZ. IR TOIA—HDOEEFEEFAWebAuthnZ L 7> v ILEZRRTEFET, BEZEMNOI—H
. COFIEZFERLT. BDDEFEEAWebAuthnZ LT vILDAERRICEET,

Fig
1. ZEEFFAWebAuthn MFAZ LTS vIILZRRLET,

security webauthn credentials show

‘security webauthn credentials show’
DEFMICDWVWTIE. link:https://docs.netapp.com/us-en/ontap-cli/security-
webauthn-credentials-show.html ["ONTAPOAY VR U7 7L >R " 1 ZTELEEL,

B35 H»WebAuthn MFAZ L 7> v JLDHIRR

EiAEAWebAuthn MFAZ L 722 v LZRBIBRTE £ 9. Chld. 2—HDN—FT 7 F-DHRLTc
D BENLD, ARSNGB 27D LIFEICERNTY, Ffcs A—FHmON-FI 7880 —F%
FoTLW3bDD, HLLWBLDICKELIEWERICH, BRAAILT VIV ZHIRT S D TEET,
LTIV ZRIRT B e I—HIIHAFREI— FOBRERDSNE T,
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A—H—DFEFEADRIIERZHIFRL TH. TDOI—H—DWebAuthn MFAIZEMICHRD £

C) Hho A—H—DN—RIT T T7ERIAT/NA R %=HEL. KEFICOT 1 VT INENHZ5E
3. LUFOFIBICHE > TEREEBHRZHIFR L. "WebAuthn MFAOENL" 21— —ICN L THE
TT2RELHDET,

System Manager
1. *Cluster > Settings* %= &R L £,

2. *Users and Roles*D#&EICH B KENT7A AV EFEIRL £,

3. A—HLIIN—TDURLT, JLTUIvILZHIRTZ1—HEFZIIL—TDF T3> X
1—ZERLET,

4. HTTP BH1&I5RD MFA = HIFR = BIRL £ 7,
S *HIBREFEIRL £,
cLI
1. BFBEAILTUIOVILEZEIBRLET. XOBITEELTLIEEL,

* WEICIGC T, A=Y DStorage VMZIEETEE T BETIL. IF5XZ LANLTILTY
Ty ILDHIBRENE T,

cWMEBICHL T, JLT Yo vIILZHIRT 21— D1I—TJR2HEETETEI, BRI . T
DA—FDIL T vILHHIRENE T,

security webauthn credentials delete -vserver <storage vm name>
-username <username>

‘security webauthn credentials delete’

DEFMICDWVWTIE. link:https://docs.netapp.com/us-en/ontap-
cli/security-webauthn- credentials—delete.html["ONTAPZ]?‘/P
DI77LYRA" 2 CEBLREE

Webt —E X DEIE

Webt —E ZDEIR - &

25 2R 7| Storage Virtual Machine (SVM) OWebYH —E X =B = I3EwNL
L7=D. WebH—ERDHREERRLIED. O—JLOI—H—HWebH—ERICT It
ATEZIHDESHEFIELIEDTEET,

75 AZE1IFSVMDWeb Y —E X IFRDAETEETETE I,

* BEDWebt—EXEBM L E-ISEMLT S
* WebH—EZADT I AEEE(INIHTTP (SSL) OHAIRETINE SHEIEET S
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* Webt—E XD AMERTT S
s HZO0-ILDOA—DOWeb—EIXANDT7 IV R%ZFHAT5. £-I3EIETS
* Web—EZXADT7 IV EIDHFATNTWVWEARO—IL%ERERT D

I—HHBHBIWebT —EINT IR TBICIE ROKHETATHLL TV BLBLHD £,
P RIESNEI-FTHET Lo

fcE 2 Web—EXN B A—HTHELIUNRT—RFOANZRO SNIIHZE. I—HFIFERERTHD
Y hDOEREANTBIHEDNHD £,

s A—HICIELWFIERAENRETNTVEZ .
SREEIE. FEIN/I-Web—ERICHTBRELWTIERFEZEZFHOI—HICH L TOAEINL £

o ONTAP APl Webt—E X “ontapi' DiFH. 1 —H(d ‘ontapi' 7V L R FEZR > TLWBHELH D F
o TDMDIARTDOWebH—EZADIFE. I—HE http 7OV RAEZF > TVWIHRELHD I,

(D ‘security
login' ANV RZFEALT. A—H—D7 IV RAFECRAELEZEELF T,
* Webt—EXNA—HFDT7 7 ABIHO—IILZHFATEILIICKESINTWVWEZ L.

@ ‘vserver services web access AY Y RZEFERALT. O—JLD
Web—EXADT7 X =ZHIHL XTI,

T7AT D= ILHEMIHE > TWVWBIGEEIE. Webthr—E RXICERITABLIFOT7 747 04—l RS —%5%
ELT. HTTPEX IZHTTPS%Z R T3 MEBEHLAH D £,

Webt—E X7 It XU HTTPS ZEA T 2% 51E. Web—EXZRMTE IS X XX/ IE SVM D SSL H
BHICTIRERDHD. V7R FTF SYM OT P 2ILitAZEZRME T IHNERHD £,

ONTAP Webtt—EXAD 77X = EET S

WebH —E X &, HTTPX7=IZHTTPSZHERA L TA—YNR 70X TE3 7 ) 5—
32T, VZAXREEBEIIWeb7O I IO >%ty b7 v L. SSLEEE
L. WebtF—EXZE®MICL. O—JILOIA—FHWebtF—ERICT7I9EZXATETEL5IC
LX9,

ONTAP 9.6 LA P& TlE. RDWebH—E XN R—FSINET,
cH—EXFOLYHA VTSRS F ¥ (spi)

COY—ERIF. VSRAEBELIFE/IZ/ —RBELFZNLT. /—kFoOsd. 74> 7 &
UMIB7 71 ILEHTTPE 2IZHTTPST 7 X TE3&LSICLFET, T 7 2L FEREIL "enabled T,
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ONTAP API (ontapi)

DY —ER%ZFEATBE. ONTAPAPIZET L TUE— OIS LH S EBEEEARTTETE T, T
T # )L EREIE “enabled T,

—ERDNEREIRY —ILICIZC DY —EIDRETT, =& ZIE. System Managerz AT 3158 I1E.
DH—EXZBMCLTELBELRHD £,

Data ONTAP#% i (disco)

COY—ERICED. ATRYIVRBEEBT7 S 5—2a>hxy I —0RND IS X2 E2EHETESD LS
ICHDFET, 774 FEREIL "enabled T,

HR— FE2Wi(supdiag)

CDH—EXRIE. BEODITEEREELZERTDDIC. PXATLALEORERIBEANDT 7L A ZHIEL £
To T 7FIMEREIL disabled TFo COY—EXRIF. TIZAITER— D BSIEBREINIIZEICDH
BMmicLT TV

System Manager(sysmgr)

C DY —E XIE. ONTAPICE £M5System Manager®O Af A% FIHIL £9, 77 2L FEREIE
‘enabled" T, CCD“U’—I:ZL377Z’57’C®<77ﬂ7J‘\ FENFT,

T7—L7x7 R—R—RFEEI>+O—-3F (BMC) 7w 77— (FW _BMC

COY—EXZFERATDE. BMCT7—LT T 7 77MIILEAd O O—RTEEXET, 774 REIE
‘enabled" T9,

ONTAP R a2 X k(docs)
CDH—EXIZONTAPRF a XY MADT7 IR ZRELET, T 7 2L FEREIL "enabled T,
ONTAP RESTful API (docs_api)

ZDH—E XIE. ONTAPRESTfUlAPIRF a XY hADT7 L2 %BHLET, 774/ FREIE
‘enabled T9,

Z7AIILOT Yy FO—REA T >O— R (fud)

COY—EXTIF. 77007y 7O—REAT>O—RHPAGETY . 77 4J)L FFREIF "enabled’ T
ER

ONTAPXwt—< > (ontapmsg)

COY—ERIF. AIRNEYITRISATTR3OHONT )y abITRISATAVR—T 11— %
HR—FLTWET, T74J)L FREIT enabled T,

ONTAPR—% )L(portal)



COH—ERIF F— bz AZREY—N—ICERELEXT, 77 4L MREIF enabled TY,

* ONTAP Restful Interface(rest)

COY—ERIF VFRZAVITZANITIVFYvDINTDERZ Y E— b TEIEY 37O DRESTul-
VR—=T =R R—ELTVWET, T7 )L FFREIL 'enabled TT,

* Security Assertion Markup Language (SAML) H—E X 7O/NA X —17KR— b (saml)

COH—EXIE. SAMLY—EXFONAM S —% B R—r$27-00)Y - =M LET, 774K
HE L "enabled T,

* SAML H—E X 70O/\1 4 —(saml-sp)

CDH—EXRIE. SPXAT—ART7H -3 0 a—<IH—EXREDY—EREH—EXTONAT
RICRHELET. T7 4JL MEREIT "enabled T,

ONTAP Q.7LUBETIE. THICRDY—EZXDNHR—FEINET,
BNy Ty T 74 )(oackups)

COY—EXRZFERATDE. REDNYITY T I 7NN EADO—RTEET, T 74 MEREIIE
‘enabled” T,

* ONTAP ZF+ 2 ) 7 (security)

O —EXRIZ FEiFEELTB-HICCSRF— o VBEEBEHYR—FLTWVWET, T 74/ FEEIE
‘enabled T9,

ONTAPTWeb ORI I VPV %Z2EETS

ISR ETWebZ7ORIIL IV V%HBEL. Web7 7R ZFRTEINESIH. &
FOEDSSLON—2 3 UQMERRIED ZHIEHTET X, £/oo Web7O ML TV
VOB EREERRIDEHTETET,

WebZOFIJIL TV UIE. ROALETISTAR LRI TEETEXT,

* “system services web modify' Y > R(C -external NS XA —REIBET ST, VE—RIZA4T7 2 H

PWebT—EX DAV TUVICT IR T BBICHTTPEICIFHTTPSO Y5 5 ZFRTE S\ 2 EETE &
ER

* “security config modify’ 1< > K % “-supported-protocol' /NT X —R & E HICERAT B & T BLHBWeb
T RICSSLV3ZFEHAT I ESHZIBETT LI, 774/ Tl SSLv3IFERICE>TWET,

FSYRR—FEBEFa2UT1.0 (TLSVI.0) IFBEMICHESTED. BEISLCTEMCTEZLHNTE
9,

‘security config modify DEFFMHICDWTIE. link:https://docs.netapp.com/us-

en/ontap-cli/security-config-modify.html ["ONTAPOANY >V F UT77L X
"M EBRL TSV,
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cUSRREEOI MO TL—2WebtT—EX 14 >&Z—7 4 ZABIZ. Federal Information
Processing Standard (FIPS) 140-2#E#E— REBMICTZ N TEET,

@ FIPS 140-2Z#E#ME— R, T 7 4L FTIFEMICH>TWVWE T,

° FIPS 140-2 ##LE— RHERNDIHE “security config modify' I > KD “is-fips-enabled /N 5 X —& %
‘true ICEXAE L. “security config show A > RZFER L TA > 0 VIKEZHEE TS T, FIPS
140-2 ZEHE— RZBMICTET X7,

° FIPS 140-2ZEHLE— RABMICHE > TWVWBIHE

* ONTAP 9.11.1L4F%. TLSv1. TLSv1.1. SSLv3IFEICA D, TSLV1.2LX TSLVI.3DAHDEMD £
FICBEDFRT, CNIFONTAP OIDRERE K UNBOMD L R T LEBEICKEL £9, FIPS 140-
2EHLE— RZBAMI L THLEMICLIHEE. TLSvI. TLSv1.1. SSLV3IFEMD X FICHD £
o UBIDREICIGE L Ty TLSVI2E 7ZIETLSVI 3D WTNADERD EFICHRD £,

* ONTAP 9.11.1& DEID/N— 3 > Tld. TLSv1 ESSLV3DmADERNICAR >TH O TLSv1.1
ETLSVI2OHADBMDEFE TT, ONTAPTIE. FIPS 140-28EHE— RABMICHR>TWDIH
B. TLSVIESSLV3OmAZBMNICT D EIFTEEFH A, FIPS 14028 E— REBMICLTH
SEMICLTIHE. TLSVIESSLVIIFERD X XTI A URIOREICIHLC T, TLSV1.2F 7
IETLSV1.1 ETLSVI 2DEADENICHED £95,

* “system security config show X > RZEHAL T, 75X ZLE0EFa) T DREZRRTITET,

‘security config show DEFMICDWTIE. link:https://docs.netapp.com/us-
en/ontap-cli/security-config-show.html ["ONTAPOAN K UTJ7L VX
"M EBRL TSV,

T7AT7 I A= IILHBERCHE > TVBIERIE. Webt—ERICHEARATIHIEBANVH—T 14X (LIF) DT 7
AT 04—l RS —%FJEL T, HTTPE/IFHTTPS7 U X ZFFR] § 3MHELH D £9,

Webtr—E X 72Ut RICHTTPSZ AT 215815, Webt—E X ZRMH T 50 S5 XX £ 7zIEStorage Virtual
Machine (SVM) DSSLEBMICL. TDI T RAAEIEISVMD T R ILIFERE IR T IHNELHD £,

MetroClustert§ Tld. 75 XX LDOWeb7O R TV Y DREICHTIZEERNRIZ. N—hF— 55
ARICIEL T = RSN EH A,

Web7O I TV EEBITZ/-HOONTAPOTY R

‘system services web ' AN¥ Y RZMEHAL Tweo7ORINIVCVEZEBEBLEY, “system
services firewall policy create ' AN¥ 2R ¥ ‘network interface

modify ANV RZEAL T, Wweb 7V L RERD T 747U+ —ILZBBTEELIICLET,
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wR ERTZaT VR

V72— LR TWeb7OMIJL TV V%A system services web modify
LEd:

* USRXZ—DWebZO I IV VZEME
TolFEHICT B

* UTRB—D SSLV3 ZBMEXTIFEMICT B

* X217 WebH—E X (HTTPS) @ FIPS 140-2
EIEBMEITEMICT S

53X LANJILTOWeb 7O RIJL TV VD system services web show
BRERRL. 73522 T Web 70O b J)LHERE
LTWBHQESHZERSE L. FIPS 140-2 ZERA BN

B> TVWTA YA UDESIDZERRLET

J—=RLARILTOWeb7ORIINIVS VDB Y. system services web node show
IS ZARZ—AD ./ —RDwebH—E RNIBDT7 U T«
Erosz&RRLET,

T7A7 74— R)—%ERT2h. BEIEDT system services firewall policy create

7AT A=)V R S—ICHTTP £7cIE HTTPS 7

AL H—EX%ZEMLT. Web7 7t ZERHN

T7AT A= EBBTESLSICLET, -service /NTX—H% “http ETold
‘https ICERET D & Web7 7t XAERD
T7AT7 04— INZBBTETELDICEDF
3_0

T7AT 74— LR > —%LIFICEEENITS network interface modify

"—-firewall-
policy INTAXA—RZFEALT. LIFDT 7
A7 74— RU—%2ZETETET,

FEIEIR
* "network interface modify"

ONTAP Webt —EZXADT7 IV XAEZHRET S

Web—EZANDT7 IV RZRET D& HFHSINIIA—FDHTTPX/IFHTTPSZ
B LT. 75 X42FfI|FStorage Virtual Machine (SVM) EQOH—EXA>FIVICT
JERATEBELDICBEDFET,

FIE
1. 77477 4—ILDBEMTHE>TVBRIFEIF. WebT—ERIZERINBLIFO T 7470 4—ILKRI S
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— CHTTPRICIIHTTPS 7 V£ RAARESTNTWS e Z B L £ T ¢

"system services firewall
(D show ARVEEBALTI 71 7Y+ —LAEMHE>TVBHE S hERRT
TEJ,

a J7PAT7I4—)L RS —THTTP £7=ld HTTPS A/EINTVB Z ¥ 2R T 3I21E. system
services firewall policy show AN Y RZFEHRALET,

“system services firewall policy create ANV R®D -
service ' /NTX—R%Z “http  £7IF “https ICREL T, AU —H
Web 7 I RX%ZHR—bTEBZL5ICLET,

b. HTTP F7cld HTTPS ZH K — F 3771 77— )L KIS —h. Web #—E &R T3 LIF I
BhETT 5N TWVWS Z EEHEERT BICIE. -firewall-policy /N T X — R #387E L 7= “network interface
show OY Y RZERAL X,

‘network interface show’
DEFMICDWVWTIE. link:https://docs.netapp.com/us-en/ontap-cli/network-
interface-show.html ["ONTAPOANY VR UTJ 7L >R " ZBBLTLIEEL,

‘network interface modify AN FIC “-firewall-
policy /NTXA—RZIEEL T, LIFICH LTI 7AT7 04— ILR) > —ZBMLET,

‘network interface modify"
DEFMICDWVWTIE. link:https://docs.netapp.com/us-en/ontap-cli/network-
interface-modify.html ["ONTAPOAY VR UTJ 7L >R ZBBLTLIEETL,

2. P RZ—=LARNILOWeb7ORINIVIV%ZEBE L. WebP—EXAVTIUVIZTIERATESDLDIC
9 3ICIE. “system services web modify AV REFEHEL £,

3. X217 Web H—EX (HTTPS) %ZERT 3 FENHEIE. SSLZHBRICL. security ssl modify 1<
VREMEHELTISRARZFRIEFSYM OF RIS BHRZIRHEL £ T,

‘security ssl modify DFMICDULTIE. link:https://docs.netapp.com/us-
en/ontap-cli/security-ssl-modify.html ["ONTAPOANY VK UT77L 22X
"M CELTEEL,

4 S XAFTILSVM D Web H—E XZBRICT BICIE. “vserver services web modify' A7 > R & A
L,

174



IIRAZFLIESYM IR LTEMCT B —ERI LIS, COFIEZEDRIBENHD XTI,

PO SARXFETESYM ED Web H—ERICT7 78R TEAO0—IL%EEET BICIE. vserver services
web access create AY Y REFERALEI,

TOERZFHTEZO0-ILIBLICEEL TWBRHENH D £, security login role show I<X > K = fFH
LTEEFEOO—ILEZRRI BH. “security login role create' ¥ Y REFHAL THLLWO—-ILEZERTE
79,

‘security login role show &Y “security login role
create DFFMAICDWTIE. link:https://docs.netapp.com/us-en/ontap-

cli/search.html?g=security+login+role["ONTAPOAN >V F UT7 7L >R
"M CELTEEL,

- Web—EZXADT7 7 ZANFFAIINTVSO—/LDIFEIE. “security login show' AX¥ > FOHEN%ZF
Ty VLT FEQI—HHIELWIIVERAETHRESN TV L ZzHELET,

ONTAP APl Webtr—E X “ontapi ICT7 V7t X B, I—HIC ‘ontapi’ 7V £ A FEERET ZHEH
HDFEFT, ZOMDIRTOWeb—ERIZTIERXTBICIE. I—HIC http TV RAEZRET S
RELHD £,

‘security login show DFFMICDWTIE. link:https://docs.netapp.com/us-
en/ontap-cli/security-login-show.html ["ONTAPOAN K UT77L 22X
"M EBRL TSV,

"security login

create ' ANX YV RZFERALT. A—HDF7 IR AEZEMLEX Y, link:http
@ s://docs.netapp.com/us-en/ontap-cli/security-login-

create.html ["ONTAPOAN VK UTJ7L>2A" 1D “security login

create DFlIZREEEL TSZEL,

Webt —EXZEETZ7HDONTAPIY Y R

‘vserver services web AV Y RZFHALT. 5 XX FTldstorage Virtual
Machine (SvM) OwWebH—EXDEIAM%*EEL XY,  vserver services web
access AY Y RZEFERALT. O—J/LOWeb—EZXAD 77X %=HEHL XTI,
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vserver
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web
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access show

access delete
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"ONTAPONY >k U7 7L 2R"

ONTAP T®DSSLOEE

‘security ssl ANV RZFEALT. 9 XARFELIFIANL—URETS Y (svM) D
ssLZARINZEELE T, ssL7AMILIE. TORILGERAEZFEHA L Tieb—N— T 5D
RO INIIERZEILTAZE T, Web7 7 ADEF a2 )T Z#LLET,

2 2 AR £1-|FStorage Virtual Machine (SVM) DSSLIFXDHETEERTETE T,

* SSLZBMICT B
* TURINGRAEZER LTI XA h=—ILL. 5 R XTIISVMEEE[ TS
* SSLREZRT L TSSLABEIHESH ZMHR L. BIReI5 S IISSLARAE R Z R T %

* OSRZFLWESVMD T 7474 —)L RIS —ZHRELT. Web7 7 RERNBEBTETELSICT
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*EETE3SSLON—2 3V EEET D
* Webt —ERDHTTPSERDAICT IV XZHIRT %

SSLOEEAIOTY VR

‘security ss1 AV RZEMHRALT. V5 XA£ldstorage Virtual Machine (SVM
) DssL7ORINEBERLET,

R ERTZITVR

DS RARAETIISVMDSSLZBMIC L. TUXIEE  security ssl modify
BRE CBEEMITS

U7 AR ETIFSVMDSSLERE L iEFAESZR ™Y security ssl show
=

‘security ssl modify KT “security ssl show’
DFMICDWVWTIE. link:https://docs.netapp.com/us-en/ontap-
cli/search.html?g=security+ssl["ONTAPOANY YR UTJ 7L YRA" 1 ZTELEEL,

ONTAP Webt —E X ICHSTS %= T %

HTTP Strict Transport Security (HSTS) (&, 7O JJILA D> F L — RIHEXCookie/\
Ay VWO T-HREIBERED SWebt 1 2 RET D /-HDWebtzF a2 ) TR
Y—ANZZXLTT, HTTPSOERZEHIT 5 & T, HSTSIZA—H—DTSUHL
T—NEADIXRTOBENESLEIND ZCZRIL FF, ONTAP 9.17.114
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1. “system services web show A< > R%&EFH L T. HSTSEREZ STCIREDWebt —E AR ERTLET

cluster-1::system services web*> show

External Web Services: true
HTTP Port: 80
HTTPS Port: 443
Protocol Status: online
Per Address Limit: 80
Wait Queue Capacity: 192
HTTP Enabled: true
CSRF Protection Enabled: true
Maximum Number of Concurrent CSRF Tokens: 500
CSRF Token Idle Timeout (Seconds): 900
CSRF Token Absolute Timeout (Seconds): O
Allow Web Management via Cloud: true
Enforce Network Interface Service-Policy: -
HSTS Enabled: true
HSTS max age (Seconds): 63072000
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system services web modify -hsts-enabled true -hsts-max-age <seconds>
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system services web modify -hsts-enabled false
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Online Certificate Status Protocol (OCSP) IZ& D. Transport Layer Security (TLS) &
EEERATB0ONTAPTY T — 3 id. OCSPHAEMICE > TWBIGEICT X ILAE
BAEXRT—RRXAZRETETET, JFEDV7 TV T7—2 3 ICxXid 520CSPEERAZE R T —
RAFTYIIE. WOTHEMIRIFEMICTEXRY, 77 4JL FTlE. OCSP:EEHE
AT—RRAF TV IIFERNICHE>TWVET,

BAA S BRiIC
CDARVERERITTBICIE. advancedt&RLNILD T It AENKBETT,

R EE
OCSPIF. RODT7 IV r—> 3> THR—FEINTVLET,

 AutoSupport

* ARV NEES X7 L (Event Management System (EMS) )
* LDAP over TLS

* Key Management Interoperability Protocol (KMIP)
cBEENOY
 FabricPool

* SSH (ONTAP 9.13.1L4p%)

FIE

1.
2.
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MERRL NIV EFFRICEREL XY | set -privilege advanced

BEDT7 ) — 3> TOCSPICKBIFAED R T—R X F v I EBNEIFEMCTDICIE. XD
ZYITZAYVREFEALE Y.

—B8DT T r—2 321X LT OCSP fEAT3IYUR

EAERT—H R FI v I ERITTBHEIE...

B security config ocsp enable -app app
name

i3] security config ocsp disable -app app
name

KD IR > RiE. AutoSupportd K TU'EMSDOCSPHR— hEBMICLE T,

cluster::*> security config ocsp enable -app asup,ems

OCSPZBMICT DR . 7TV T—>aviFROVWTNHADEEZZELET,



° Good - SEFAZIZERNT. BERIEELIRETY,

° Revoked - SEFAZIFITITDORIEE/IC K > TAGRICEETE RV CHITEN TS D, BIEARAIEL
RETI,

° Unknown - F—/\HEERRZICEAT 3 XA T — X XEREF > TULEWH., BIEFRRIEELIRRET T,

> OCSP server information is missing in the certificate - TLSX&(S3#:1T L TWLWE A, H—/NTOCSPH
ENTHZ EHIINTVWBRH. AT—RX FyvIIEFRTINFEFzLE A

> No response from OCSP server - 7 7 ) 7 —> 3 Y RITTEITRUVVRETI,

3. TLSZFARTAIIARTDT S Ir— 3 TOCSPICKBFFAZD R T—R R FT v o EBME-IZEDD
ICTBICIE. RDZYE TS AT REFEALE T,

IARTOT7 TV r—2 3>k LT OCSP RT3 ITUE

SEFAER TR FI v I ZRITTBHEE...

B3 security config ocsp enable
-app all

i) security config ocsp disable
-app all

COMEEZBMICLIBEIE. IRTOFT TV T—2 a3  TAHED X T—3X X (good. revoked. F7c
Idunknown) MEBAINIGEZRELFT, sEAZRD X T—&X X hlrevokedDIHZEIE. 7TV r— 3
VIEER[TTEEHA. 7FVT—23 > HOCSPH —/N\H' SIS EZETIT AL, £7IF0OCSPH—/NIC
TORATERVWEED. 7TV —>a VIERTTEEE A

4. “security config ocsp show AY > REFHAL T. OCSPEHR— LT3 IRTDT I ITr—3 > 8D
HR—F 72 XERTLET,

cluster::*> security config ocsp show

Application OCSP Enabled?
autosupport false

audit log false
fabricpool false

ems false

kmip false

ldap ad true

ldap nis namemap true

ssh true

8 entries were displayed.
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* "security config ocsp enable"
* "security config ocsp Exh1L"

* "security config ocsp show"
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ER

R EE

RE. V747> e LTHBEL. SEFAZEDRKREIZHE L T57 S 1) —2 3 »IidAutoSupport. EMS

. LDAP. B5Z& 04/, FabricPool. & KMIP TY,

SEEAZ DBEMERNINS £. A —F —ICFAIRZ DHIFZ BRI SEMSX v =AU HENE T, T7
FI)L b DFEERE . ERIERL ANILTOHHIBFRTE X,

(D T7 I bDFEREZHIRT 5 & —EBOONTAPY FUr—> 3> (AutoSupport®E&EOY
BE) DHARFEEDICHKEEL < B3R B D XY,

FIE

1. BESVMICA Y A h—ILENTWVWBT 7 #)L FDIEAAEZ KRR T BICIE. security certificate show 1< >
RzERALET,

security certificate show -vserver -type server-ca

clusterl::> security certificate show

Vserver Serial Number Certificate Name
Type

vsO0 4F4E4DTB www.example.com
server

Certificate Authority: www.example.com
Expiration Date: Thu Feb 28 16:08:28 2013

"security certificate show’

DEFMICDOWVWTIE. link:https://docs.netapp.com/us-en/ontap-cli/security-
certificate-show.html?g=show ["ONTAPOANY >V F UT7 7L >R

"M EBRL TSV,
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VSRR ENEF—TR—T ¥ (Key Management Interoperability Protocol (KMIP)
—N7RY) ZMHESFET AL Ty ¥F—IYR—C vIISSLIEADKMIPZER LTI Z X
REBETETBELDICBDFET, Chld. 7V Tr—>a > FRIIFEDORE (REL

ESLEEERY) D BeBT— R 7V R ZREBET B HICEEBF—ZHEL
TRHBEIITVWETD,

ONTAP TU S RAADIRAZEEXERZ LT S

¥ 21 7 5EBHZE ‘generate-csr A< > REFERAL T, SIBHEELEKR (CSR) =&
RTEET, EXRMNUIETNS &, AR (CA) ARBRINIT P RILGEAZE Z1XE
L¥J,

FI%AY B HIC
CDRRVZ2RITIBICIE. 7S RFZEEEXIISVMERETHIVENHD XTI,

FIE
1. CSRZEML £

security certificate generate-csr -common-name <FQDN or common name>
-size 51211024]11536]|2048 -country <country> -state <state> -locality
<locality> -organization <organization> -unit <unit> -email-addr
<email of contact> -hash-function SHAl|SHA256|MD5

"security certificate generate-csr’
DFMICDWVWTIE. link:https://docs.netapp.com/us-en/ontap-cli/security-
certificate-generate-csr.html ["ONTAPOAY YR UTJ 7L YA 1 EZZELTETLY,

ROAT > RiE. SHA256/\v > 2B TERM TN 32,048 v FREZFERAL T, CSREIEMRL X7,
COIERAZEIE. KEAY 7 HIIL=ZTMNOHZ—R—=)LICHZTE (hRXZLTLE
%server1.companyname.com) DITEFIDY 7 bDx7 JIL—FHMERAL XY, SVMEHEEEDEX—
JL 7 R L ZiX\web@example.comT ¥, HAICIEICSREMEBRARTINE T,
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clusterl::>security certificate generate-csr -common-name
serverl.companyname.com -size 2048 -country US -state California -
locality Sunnyvale -organization IT -unit Software -email-addr
web@example.com -hash-function SHA256

Certificate Signing Request :

Private Key :
24 | Administrator Authentication and RBAC

Note: Please keep a copy of your certificate request and private key
for future reference.

2. CSRENDIAZEERZ FUZIFR EX—ILARY) TEETEEZH—R/INA—F 1 DCAICEEL. B%
EROET
BRAMUIBINZ . BLEADT S RXILIIBENCAN SEEINE T, WERL CABL T U & LIFH
EZDOAF—%5RETINELBD ET,

ONTAPY S X ZFHDCAZEL T —/\SFAE%* 1 VX =L T3

SSLt—/\H'U 5 X% F F=|dStorage Virtual Machine (SVM) %#SSLZ 147> k&L T
EECEBRELDICTBRICIE. ITRAREXIESVMICO ATV b 24 FD T X ILEERR
ExAVRAL=ILLE T, RIC. SSLYF—/NEEE | client-cailFAZ iR L. H—/NIC
AAR=ILLTHLVET,

FEa Y B a0l
‘server-ca sFAE XA TEFEAL T, 753 XX X =ldsvmic
SSLHY—/N\DIL— FEEBEN T TICA VA R =ILTNTUVIRELH D £9,

FIE

1. 9547V FRELCECERT D RIVGERREZER T 3(1CIE. “type client /N X—2ZIBEL T
“security certificate create’ A< > RZFERAL £,

‘security certificate create’
DFMICDWVWTIE. link:https://docs.netapp.com/us-en/ontap-cli/security-
certificate-create.html ["ONTAPOAY VKR UIJ7L YR %#ZZEBELIEETL,

2. 54TV EREHCCABRT P RILGEAE Z A 3101 ROFIEZETLET :
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a. security certificate "generate-csr A< > RZFERL T, TP XILGEBHEELERK (CSR) #EML
ERS

ONTAP &, FEFREEREMEF -2 3T CSR HNZRT L. FROSRBAICHNZ T 7LICAE
—9B3LDITBAMLET,

b. CSR A1H' 5 DIEEAZEERZEFHR (EFX—ILAY) TEBTET S CAICXEL. ELZEKREL
9,

FROBRAIC. WEF—C CAELMPEO I —Z2REL THEHBENHD XTI,
ERMNIBEIND . BRBEADTCRILGEBENCANSEEINE T,

a. “-type client /N5 X — & %57E L 7= “security certificate install A< > REFEH L T. CABLIFAEZ % 1
\/Z |\ _)I/ L/ i j_o

b. 7OV T MHARRINTSEREZEMEF—EZ AL, *EnterrF—%HL £,

C OV EHRREINISEMDIL— FEEAE X 7IIPEEEAEZ AL, *Enter* ¥ —ZHL £ 7,
BEINTIL— RCADSIEED .. BEFRICKITSNI-SSLAAE TROZIAEF = — > ICHRIEEH
ENBVEEIE. T RXFXIISYMICHERAZEZ I VXA M—I)LLE T, PREEEEREIF. TV RFI
T4 T —NEREZHEITIT B OICEBEINTIL— FCAICK > TRITINZWEEIHETY,

T ORER. EEINIIL— FCADSIRE D FEGIAZE AL T, EFRICHITSNI-SSLIAZE
THROBZAREF T —VIMER TN T T,

3. U5 R FT1E SVM D “client-ca' iFBAZ % SSL H—/N\—0OEBEHICRHEL. —N—IC1> X b=JLL
THE5LVET,

‘—instance KXY “-type client-ca /INTA—RZEIBEL T security certificate
show AY Y RIE. ‘“client-ca ifRAZEEHRERTLE T,

REER
* "security certificate install"

* "X al) T EEREDORTR"

ONTAPICKMIPH —NN—HOCABLNZ US4 7Y MERAER MV XA =)L T 5B

Key Management Interoperability Protocol (KMIP) ®DIEEBEH 721 7 (-subtype kmip-
cert/N\Z X—4&) (& clientds & Userver-ca® 1 T &H I, FEEAEN Y T XX EKMIPH
—NBREDAIBF— ¥R —C v EOMEBEGEHCERINS CEZIBELEF T,

2R Y=
KMIP SEBBE% 1>V X F—JILLT. KMIPH—N\—% 05 XAZD SSL Y —N\N— L TEREEL £,

FIE

1. "-type server-ca’$ & U “-subtype kmip-cert /N5 X — X % $57E L 7= “security certificate instal’ I< > R %= f#
BLT. KMIPY—/N—OKMIPEEEBE%Z 1 VXA h—JLL X T,

2. 7OV7 EOREEINLS. EIRAEZASNIL. Enterk—Z L XY,
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ONTAP |E. ¥R OBBAICGIBAZD I —%2RELTHELL LS ICBENL T,

clusterl::> security certificate install -type server-ca -subtype kmip-
cert

-vserver clusterl

Please enter Certificate: Press <Enter> when done

You should keep a copy of the CA-signed digital certificate for future

reference.

clusterl::>

BEIEEHR
* "security certificate install"
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