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Prepare for SnapCenter Server installation.
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Log in to SnapCenter Server,
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Generate and configure CA Certificate,
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Configure Snaplenter Servers for high
avallability using F5
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Optionally, configure RBAC
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Add storage system
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Add licenses.
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Provision storage.

Optionally, configure secure connecticn
to naplenter Repository.
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Identify two existing SnapCenter Servers,
or install SmapCenter Server {SC1) on
hostl and SnapCenter Server (SC2) on

host2,

.

Export SnapCenter certificates for SC1
and 5C2.

.

Configure F5 Load Balancer for
SnapCenter Servers and disable the 5C2
node member.

.

Impart SnapCenter certificates into F5
Load Balancer,

.

Configure an F5 cluster in SnapCenter
between 5C1 and 5C2.

.

Enable 5C2 node member,
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* FIE

1. L= XFLATROAIR Y RZAALT, FILLWO—ILEERL £,

I securitylogin role create <role_name\> -cmddirname | [ command | -access all — vserver
<svm_name\> | DELSICIEELET

* svm_name (. SVM I—HDHFITT, ZHDEFRICT D L. T7HILFTOSAZEBREDIE
EINZET,
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* role_name |&. O—JLICIEE T B ERITI,
* command IX. ONTAP D¥&EET T,

I
bl

C) COOAX Y RISHERSCICEKRITIBAMELNHDEF T, ZIT77ELRAT U RIF. §
AIDEAITVROBICI A T EIHERDHD £,

RO X MMIDOVWTIE. ZBRLTLIET W "O—I)LOERE L UHERDE D HTICERAY 2
ONTAP CLI IR > R

2. AT REAALT, A—H&%=ERLE T

I securitylogin create -username <user_name\> -application ontapi -authmethod <password\> -role
<name_on_role_in_step_1\> — vserver <svm_name\> -comment "user_description"

* user_name |&. ET 21— DHBITI,

* <password> (&, /NAT—RTY, NAT—FRZIEELHVWE. NAT—RODANZRHZ OV
TEHRRRINE T,

* svm_name (&, SVM I—H DRI TT,
3. ROIARYREAALT, A—HICO—LEEIDLETET,

I securitylogin modify username <user_name> — vserver <svm_name> -role <role_name\>
-application ontapi -application console -authmethod <password\> | DR TIEEL 9

* <user_name> (&, FlB 2 TERLII—FDEEITY, COIAX Y RTlE. O—JLICBEEMITS
1—H%ZZETETFT,

* <svm_name> |& SVM DE&ET T,
* <role_name> |&. FIE1 TERL7cO—ILDOHHFI T,

* <password> (&, NAT—RK T, NAT—FRZEELHBVWE. NAT—RFDANZRHZ OV
ThDBRREINET,

4. ROIARYRZEANLT. A—UDRELLKERE NI e ZzHERL £ 7,
I securitylogin show — vserver <svm_name> -user-or -group-name <user_name\>

user_name |&. FIB 3 TER LI —HFDEEITI,

R/IVERZIZFD SVM O— L= ERKL £ ¢

ONTAP TH LUL SVM 2I—H0O—ILZ{ER T 23Ba. EI1TI I3HNENDH S ONTAP
CLI AR Y RHAWVK DN HD £9, ONTAP D SVM % SnapCenter TERT B K D IC
FHEL. vsadmin O—J)LZFERALIKHRWVES. COO—-IILDBANETT,

* FIE
1. ZL=US T LT, O—ILZEfL. £0O—ILICIRTOERZEIDEHTET,

I security login role create — vserver <svm_name> -role <svm_role_Name\> -cmddirname
<permission\>
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() coavy REHERCLICETTIRENBD ET,

1. A—H%ZERL. 2O2—HICO—-ILZBDETET,

I security login create -user <user_name\> -vserver <svm_name> -application ontapi -authmethod
password -role <svm_Role_Name\>" | D& SICRELET

2. 31—y oz ERLEY,

'security login unlock -user <user_name\> -vserver <svm_name\>’

SVM O— /L DER S K UHERRDEID HTICEAT S ONTAPCLI YR

SVM O—I)LZ1ER L THERRZE|D YT AIZIE. W< DD D ONTAPCLI OAX Y REE{TITIMRERHD £

ER

I'security login role create -role sym_SVM_Role_Name -cmddirnamel 'snapmirror list -destinations
-vserver sym_name -access all] ZIEELFT

I'security login role create -role SVM_SVM_SVM_Role_Name -cmddirname] event generate-
autosupport-log| -vserver svym_name -access all

I'security login role create -vserver svm_name -role SVM_SVM_SVM_Role_Name -cmddirname job
history show l-access all

I'security login role create -vserver SVM_name -role SVM_SVM_SVM_Role_Name -cmddirname] ljob
stop] -access all

I'security login role create -vserver svm_name -role SVM_SVM_SVM_SVM_SVM_Role_Name
-cmddirname "LUN"-access all] ICERESNTWVWET

I security login role create -vserver svm_name -role SVM_Role_Name -cmddirname | lun create
-access all

I security login role create -vserver sym_name -role SVM_Role_Name -cmddirname 1 lun delete
-access all ZIEEL XY

I security login role create -vserver svm_name -role SVM_Role_Name -cmddirname | lun igroup add T
-access all

I security login role create -vserver sym_name -role SVM_Role_Name -cmddirname | lun igroup create
I -access all

I security login role create -vserver sym_name -role SVM_Role_Name -cmddirname | lun igroup delete
I -access all

[ security login role create -vserver svm_name -role SVM_Role_Name -cmddirname J T lun igroup
rename ] -access all

[ security login role create -vserver svm_name -role SVM_Role_Name -cmddirname | lun igroup show
I -access all

I security login role create -vserver sym_name -role SVM_Role_Name -cmddirname | lun mapping add-
reporting-nodes [ -access all |

I'security login role create -vserver svm_name -role SVM_SVM_SVM_Role_Name -cmddirname] lun
mapping create l-access allJ
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* T security login role create -vserver svm_name -role SVM_Role_Name -cmddirname J lun mapping
delete [ -access all

* T security login role create -vserver svm_name -role SVM_Role_Name -cmddirname ] lun mapping
remove-reporting-nodes [ -access all

[ security login role create -vserver svm_name -role SVM_Role_Name -cmddirname ] lun mapping
show [ -access all

* T security login role create -vserver svm_name -role SVM_Role_Name -cmddirname ] lun modify T
-access all

* [ security login role create -vserver svm_name -role SVM_Role_Name -cmddirname 1 lun move-in
-volume | -access all

* T security login role create -vserver svm_name -role SVM_Role_Name -cmddirname "LUN offline"
-access all

* [ security login role create -vserver sym_name -role SVM_Role_Name -cmddirname "LUN online "
-access all

* [ security login role create -vserver sym_name -role SVM_Role_Name -cmddirname "LUN resize "
-access all

* [ security login role create -vserver svm_name -role SVM_Role_Name -cmddirname "LUN serial" -access
all

* T security login role create -vserver svm_name -role SVM_Role_Name -cmddirname ] lun show I
-access all

* Tsecurity login role create -vserver sym_name -role SVM_SVM_SVM_Role_Name -cmddirname
1 network interface T-access readonly ]

* T security login role create -vserver svm_name -role SVM_Role_Name -cmddirname ] snapmirror policy
add-rule -access all

* T security login role create -vserver svm_name -role SVM_Role_Name -cmddirname ] snapmirror policy
modify -rule T -access all

* T security login role create -vserver svm_name -role SVM_Role_Name -cmddirname ] snapmirror policy
remove-rule I -access all

[ security login role create -vserver svm_name -role SVM_Role_Name -cmddirname | snapmirror policy
show [ -access all

* [ security login role create -vserver svm_name -role SVM_Role_Name -cmddirname "snapmirror restore"
-access all

* T security login role create -vserver svm_name -role SVM_Role_Name -cmddirname "snapmirror show "
-access all

* [ security login role create -vserver svm_name -role SVM_Role_Name -cmddirname "snapmirror update”
-access all

[ security login role create -vserver svm_name -role SVM_Role_Name -cmddirname | snapmirror
update Is -set [ -access all

* [ security login role create -vserver SVM_name -role SVM_Role_Name -cmddirname 1 [ version |
-access all

* T security login role create -vserver SVM_name -role SVM_Role_Name -cmddirname ] volume clone
create [ -access all
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[ security login role create -vserver sym_name -role SVM_Role_Name -cmddirname 1 volume clone
show [ -access all

I security login role create -vserver SVM_name -role SVM_Role_Name -cmddirname | volume clone
split start [ -accessall | ICERETNTVWET

I security login role create -vserver sym_name -role SVM_Role_Name -cmddirname | volume clone split
stop l-accessall | ICRRESNTVWET

I security login role create -vserver svm_name -role SVM_Role_Name -cmddirname | volume create 1
~ > K -access all

I security login role create -vserver sym_name -role SVM_Role_Name -cmddirname | volume destroy
-access all

I security login role create -vserver svm_name -role SVM_Role_Name -cmddirname | volume file clone
create [ -access all

I security login role create -vserver SYM_name -role SVM_Role_Name -cmddirname | volume file show
— =S

-disk -usage [ -accessall | ICEREINTUVET

I security login role create -vserver sym_name -role SVM_Role_Name -cmddirname | volume modify 1
N>k -access all

I security login role create -vserver svm_name -role SVM_Role_Name -cmddirname 1 volume offline T
-access all

I security login role create -vserver svm_name -role SVM_Role_Name -cmddirname | volume online
-access all

I security login role create -vserver sym_name -role SVM_Role_Name -cmddirname | volume qtree
create [ -access all

I security login role create -vserver sym_name -role SVM_Role_Name -cmddirname | volume qtree
delete I -access all

I security login role create -vserver svm_name -role SVM_Role_Name -cmddirname | volume gtree
modify [ -access all

[ security login role create -vserver svm_name -role SVM_Role_Name -cmddirname | volume gtree
show [ -access all

I security login role create -vserver sym_name -role SVM_Role_Name -cmddirname 1 volume restrict T
-access all

I security login role create -vserver sym_name -role SVM_Role_Name -cmddirname | volume show J
<> R T-access all |

I security login role create -vserver svm_name -role SVM_Role_Name -cmddirname | volume snapshot
create [ -access all

I security login role create -vserver sym_name -role SVM_Role_Name -cmddirname | volume snapshot
delete [ -access all

I security login role create -vserver sym_name -role SVM_Role_Name -cmddirname 1 volume snapshot
modify [ -access all

I security login role create -vserver SVM_name -role SVM_Role_Name -cmddirname | volume snapshot
rename [ -access all

I security login role create -vserver svm_name -role SVM_Role_Name -cmddirname | volume snapshot
restore 1< > K -access all
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* T security login role create -vserver svm_name -role SVM_Role_Name -cmddirname ] volume snapshot
restore -file [ -access all

* T security login role create -vserver svm_name -role SVM_Role_Name -cmddirname ] volume snapshot
show [ -access all

* [ security login role create -vserver svm_name -role SVM_Role_Name -cmddirname | volume unmount
I -access all

* T security login role create -vserver svm_name -role SVM_Role_Name -cmddirname ] vserver cifs share
create [ -access all

* [ security login role create -vserver svm_name -role SVM_Role_Name -cmddirname ] vserver cifs share
delete I -access all

* T security login role create -vserver svm_name -role SVM_Role_Name -cmddirname ] vserver cifs share
show [ -access all

* [ security login role create -vserver svm_name -role SVM_Role_Name -cmddirname | vserver cifs show
I -access all

* T security login role create -vserver svm_name -role SVM_Role_Name -cmddirname | vserver export-
policy create [ -access all

I security login role create -vserver sym_name -role SVM_Role_Name -cmddirname | vserver export-
policy delete T -access all

I security login role create -vserver svm_name -role SVM_Role_Name -cmddirname | vserver export-
policy rule create I -access all

I security login role create -vserver SVYM_name -role SVM_Role_Name -cmddirname | vserver export-
policy rule show [ -access all |

I'security login role create -vserver SVM_name -role SVM_name_Role_Name -cmddirname vserver
export-policy show T-access all “*'security login role create -vserver SVM_name -role
SVM_SVM_Role_Name -cmddirname] vserver iscsi connection show [-access all

I security login role create -vserver SVM_name -role SVM_Role_Name -cmddirname | vserver
-access readonly

I security login role create -vserver svm_name -role SVM_Role_Name -cmddirname | vserver export-
policy I -access all

I security login role create -vserver sym_name -role SVM_Role_Name -cmddirname | vserveriscsi I
-access all

* Tsecurity login role create -vserver sym_name -role SVM_SVM_SVM_Role_Name -cmddirname
1 Tvolume clone split status] -access all

=/I\EDOMERET ONTAP 7 5 X XO—I)LZERRLET

&/ \BREDMEFR T ONTAP 2 5 X20O—)L%Z{ER L CT. SnapCenter M admin O—)LZ &
FAL T ONTAP THLIEB%ZRIT I ZIHREBEHNBVWKSICTEIHELHD £, ONTAP DL
DHDCLI ATV FEETLT. ONTAP 75 XZO—I)L%Z{ER L. &/\EDOMHERZE|
DHTBZENTEFXT,

* FIE

1L ZRL—UYZF LT O—LEERL. ZOO-LICTNTOERER DL TEY,
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I security login role create — vserver <cluster_name> -role <role_name\> -cmddirname <permission\>"
J

(D) CoavyREMRCLICRTTBUELNBD T,

1. A—H%ZERL. 2021—HICO—-ILZEDETET,

I securitylogin create -user <user_name\> -vserver <cluster_name\> -application ontapi -authmethod
password -role <role_name\> | D& SICED FT

2 3a—YHvoOvo=#ERLES,

I securitylogin unlock -user <user_name\\> -vserver <cluster_name\\> | D& SIZHD £

73 Z22O0—)LDOENE K UHERDEID S TICEAT S ONTAPCLI YR

5 22O0—=)L%ER L THERZZIDHTSICIE. W<DHD ONTAPCLI ARV REETIZIHNELHD
ER

®* security login role create -vserver Cluster name or cluster name -role
Role Name -cmddirname "metrocluster show" -access readonly

®* security login role create -vserver Cluster name or cluster name -role
Role Name -cmddirname "cluster identity modify" -access all

®* security login role create -vserver Cluster name -role Role Name -cmddirname
"cluster identity show" -access all

®* security login role create -vserver Cluster name -role Role Name -cmddirname
"cluster modify" -access all

®* security login role create -vserver Cluster name -role Role Name -cmddirname
"cluster peer show" -access all

® security login role create -vserver Cluster name -role Role Name -cmddirname
"cluster show" -access all

® security login role create -vserver Cluster name -role Role Name -cmddirname
"event generate-autosupport-log" -access all

« security login role create -vserver cluster_name -role Role_Name -cmddirname " job history show " -access
all”

« security login role create -vserver cluster_name -role Role_Name -cmddirname "job stop " -access all
* [ security login role create -vserver cluster_name -role Role_Name -cmddirname "lun" -access all
* security login role create -vserver cluster_name -role Role_Name -cmddirname "lun create " -access all

* security login role create -vserver cluster_name -role Role_Name -cmddirname "lun delete " -access all

* [ security login role create -vserver cluster_name -role Role_Name -cmddirname | [ lun igroup add |
-access all

[ security login role create -vserver cluster_name -role Role_Name -cmddirname 1 I lun igroup create
1 -access all

* [ security login role create -vserver cluster_name -role Role_Name -cmddirname 1 T lun igroup delete
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1 -access all

I security login role create -vserver cluster_name -role Role_Name -cmddirname | T lun igroup modify
1 -accessall | ZBRLTLETWV

I security login role create -vserver cluster_name -role Role_Name -cmddirname | [ lun igroup rename
1 -access all

I security login role create -vserver cluster_name -role Role_Name -cmddirname 1 lun igroup show 1<
> K -accessall ] ZBRL TV

I security login role create -vserver cluster_name -role Role_Name -cmddirname | [ lun mapping add-
reporting-nodes 1 -access all

I security login role create -vserver cluster_name -role Role_Name -cmddirname | [ lun mapping create
1 -access all

I security login role create -vserver cluster_name -role Role_Name -cmddirname | I lun mapping delete
1 -access all

[ security login role create -vserver cluster_name -role Role_Name -cmddirname 1 I lun mapping
remove-reporting-nodes 1 -access all

I security login role create -vserver cluster_name -role Role_Name -cmddirname | lun mapping show T
-access all

security login role create -vserver cluster_name -role Role_Name -cmddirname "lun modify " -access all

I security login role create -vserver cluster_name -role Role_Name -cmddirname | lun move-in -volume
"-access all ] ZERLTLZTWV

I security login role create -vserver cluster_name -role Role_Name -cmddirname "LUN offline" -access all

I security login role create -vserver cluster_name -role Role_Name -cmddirname J [ lun online |
-access all

I security login role create -vserver cluster_name -role Role_Name -cmddirname | [ lun persistent-
reservation clear | -access all

I security login role create -vserver cluster_name -role Role_Name -cmddirname | lun resize [ -access
all

I security login role create -vserver cluster_name -role Role_Name -cmddirname 1 T lun serial J
-access all

security login role create -vserver cluster_name -role Role_Name -cmddirname "lun show " -access all °

I security login role create -vserver cluster_name -role Role_Name -cmddirname J network interface
create IY > I -access readonly 1 ZEBRL T EEW

I security login role create -vserver cluster_name -role Role_Name -cmddirname | network interface
delete [ -access readonly |

I security login role create -vserver cluster_name -role Role_Name -cmddirname | network interface
modify [ -access readonly

I security login role create -vserver cluster_name -role Role_Name -cmddirname | network interface
show [ -access readonly |

security login role create -vserver cluster_name -role Role_Name -cmddirname "security login" -access
readonly

security login role create -vserver Cluster name -role Role Name -cmddirname
"snapmirror create" -access all



security login role create -vserver Cluster name -role Role Name -cmddirname
"snapmirror list-destinations" -access all

I security login role create -vserver cluster_name -role Role_Name -cmddirname | snapmirror policy add
-rule I -access all

security login role create -vserver cluster_name -role Role_Name -cmddirname "snapmirror policy create "
-access all

security login role create -vserver cluster_name -role Role_Name -cmddirname "snapmirror policy delete "
-access all

security login role create -vserver cluster_name -role Role_Name -cmddirname "snapmirror policy modify "
-access all

I security login role create -vserver cluster_name -role Role_Name -cmddirname 1 snapmirror policy
modify -rule [ -accessall | ZBBLTLETWV

[ security login role create -vserver cluster_name -role Role_Name -cmddirname 1 snapmirror policy
remove-rule I -access all

security login role create -vserver cluster_name -role Role_Name -cmddirname "snapmirror policy show "
-access all

I security login role create -vserver cluster_name -role Role_Name -cmddirname "snapmirror restore"
-access all

security login role create -vserver cluster_name -role Role_Name -cmddirname "snapmirror show " -access
all”

I security login role create -vserver cluster_name -role Role_Name -cmddirname | snapmirror show
-history T -access alll

security login role create -vserver cluster_name -role Role_Name -cmddirname "snapmirror update"
-access all

I security login role create -vserver cluster_name -role Role_Name -cmddirname | snapmirror update Is
-set [ -access all

[ security login role create -vserver cluster_name -role Role_Name -cmddirname | system license add
I -access alll

I security login role create -vserver cluster_name -role Role_Name -cmddirname | system license clean-
up [ -access all

security login role create -vserver cluster_name -role Role_Name -cmddirname "system license delete "
-access all

I security login role create -vserver cluster_name -role Role_Name -cmddirname | system license show
I -access all

I security login role create -vserver cluster_name -role Role_Name -cmddirname | system license status
show T-accessall] ZBRBRLTLEETL

I security login role create -vserver cluster_name -role Role_Name -cmddirname | system node modify
Y >k -access all *

I security login role create -vserver cluster_name -role Role_Name -cmddirname | system node show I
-access all | ZEZBLTLLZTL

I security login role create -vserver cluster_name -role Role_Name -cmddirname | system status show
lM-accessall ] ZBRLTETL

security login role create -vserver cluster_name -role Role_Name -cmddirname " version " -access all °
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I security login role create -vserver cluster_name -role Role_Name -cmddirname | volume clone create
Y >k -access all *

I security login role create -vserver cluster_name -role Role_Name -cmddirname | volume clone show
l-accessall ] ZBBLTLETWV

security login role create -vserver cluster_name -role Role_Name -cmddirname " volume clone split start "
-access all

I security login role create -vserver cluster_name -role Role_Name -cmddirname | volume clone split
stop [ -access all

[ security login role create -vserver cluster_name -role Role_Name -cmddirname | volume create < >~
I -access all *

security login role create -vserver cluster_name -role Role_Name -cmddirname " volume destroy " -access
all”

security login role create -vserver cluster_name -role Role_Name -cmddirname " volume file clone create "
-access all

I security login role create -vserver cluster_name -role Role_Name -cmddirname | volume file show
-disk -usage [ -accessall | ZBRLTLEETL

security login role create -vserver cluster_name -role Role_Name -cmddirname " volume modify " -access
all”

security login role create -vserver cluster_name -role Role_Name -cmddirname " volume offline " -access
all”

security login role create -vserver cluster_name -role Role_Name -cmddirname " volume online " -access
all”

I security login role create -vserver cluster_name -role Role_Name -cmddirname | volume gtree create
dY >k -access all *

security login role create -vserver cluster_name -role Role_Name -cmddirname " volume qtree delete "
-access all

security login role create -vserver cluster_name -role Role_Name -cmddirname " volume gtree modify "
-access all

I security login role create -vserver cluster_name -role Role_Name -cmddirname | volume gtree show
I -access all

security login role create -vserver cluster_name -role Role_Name -cmddirname " volume restrict " -access
all”

security login role create -vserver cluster_name -role Role_Name -cmddirname " volume show " -access all

I security login role create -vserver cluster_name -role Role_Name -cmddirname | volume snapshot
create <Y > I -access all

security login role create -vserver cluster_name -role Role_Name -cmddirname " volume snapshot delete "
-access all

I security login role create -vserver cluster_name -role Role_Name -cmddirname | volume snapshot
modify 1~ > K -access all *

I security login role create -vserver cluster_name -role Role_Name -cmddirname | volume snapshot
promote [ -accessall ] ZBRL TV

security login role create -vserver cluster_name -role Role_Name -cmddirname " volume snapshot rename



"-access all

security login role create -vserver cluster_name -role Role_Name -cmddirname " volume snapshot restore

"-access all °

I security login role create -vserver cluster_name -role Role_Name -cmddirname |
restore -file [ -access all

volume snapshot

security login role create -vserver cluster_name -role Role_Name -cmddirname " volume snapshot show "

-access all °

I security login role create -vserver cluster_name -role Role_Name -cmddirname |
-access all

I security login role create -vserver cluster_name -role Role_Name -cmddirname |
all

[ security login role create -vserver cluster_name -role Role_Name -cmddirname |
-access all

I security login role create -vserver cluster_name -role Role_Name -cmddirname |
-access all

I security login role create -vserver cluster_name -role Role_Name -cmddirname |
-access all

I security login role create -vserver cluster_name -role Role_Name -cmddirname |
modify [ -access all

I security login role create -vserver Cluster_name -role Role_Name -cmddirname |
create [ -access all

I security login role create -vserver cluster_name -role Role_Name -cmddirname |
delete I -access all

I security login role create -vserver cluster_name -role Role_Name -cmddirname |
modify [ -access all

I security login role create -vserver cluster_name -role Role_Name -cmddirname |
show [ -access all

[ security login role create -vserver cluster_name -role Role_Name -cmddirname |
-access all

I security login role create -vserver Cluster_name -role Role_Name -cmddirname |
-access all

[ security login role create -vserver cluster_name -role Role_Name -cmddirname |
create [ -access all

I security login role create -vserver cluster_name -role Role_Name -cmddirname |
delete I -access all

[ security login role create -vserver cluster_name -role Role_Name -cmddirname |
rule create I -access all

I security login role create -vserver cluster_name -role Role_Name -cmddirname |
rule delete T -access all

I security login role create -vserver cluster_name -role Role_Name -cmddirname |
rule modify [ -access all

I security login role create -vserver cluster_name -role Role_Name -cmddirname |

volume unmount T

[ vserver | -access

vserver cifs create T

vserver cifs delete T

vserver cifs modify

vserver cifs share

vserver cifs share

vserver cifs share

vserver cifs share

vserver cifs share

vserver cifs show T

vserver create [

vserver export-policy

vserver export-policy

vserver export-policy

vserver export-policy

vserver export-policy

vserver export-policy
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rule show [ -access all

* T security login role create -vserver cluster_name -role Role_Name -cmddirname | vserver export-policy
show [ -access all

* [ security login role create -vserver cluster_name -role Role_Name -cmddirname 1 vserver iscsi
connection show [ -access all

* T security login role create -vserver cluster_name -role Role_Name -cmddirname | vserver modify
-access all

[ security login role create -vserver cluster_name -role Role_Name -cmddirname | vserver show [
-access all
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clusterl::> license show
(system license show)

Serial Number: 1-80-0000xx
Owner: clusterl

Package Type Description Expiration

Serial Number: 1-81-000000000000000000000000xx
Owner: clusterl-01

Package Type Description Expiration
NF'S license NFS License =
CIFS license CIFS License =
iSCSI license 1SCSI License =
FCP license FCP License =
SnapRestore license SnapRestore License -
SnapMirror license SnapMirror License =
FlexClone license FlexClone License =
SnapVault license SnapVault License =

SnapManagerSuite license SnapManagerSuite License -

C DB TIE. SnapManagerSuite 1> X%&A VA —IL T S7=8%. SnapCenter DENZ 1 2>
RIHBEDHD FH A

aA>bO—Z02 UT7IINESERELEY
a2 hO—SR—=XADTFAELRADI)T7IESZEEIT3ICE. > rO—-ZD ) F7ILESHHBET
9, ONTAP OAXY YV RSAV%FERTD . A bO—5D U T7ILESEZRETEF XY, FAS £7-IX AFF
SRATLDYUSARBEBETHDUNELHD X,
* FE *
1. ONTAP OX VRS vaERLTCOY FO—ZICOJ 1> LET,

2. system show -instance AY Y RZ AN L. HAZHERELTCIA> bO—FDO2 ) 7IINBESZHERLE
ED
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clusterl::> system show -instance

Node: fas8080-41-42-01
Owner:

Location: RTP 1.5

Model: FAS8080

Serial Number: 123451234511
Asset Tag: -

Uptime: 143 days 23:46
NVRAM System ID: XXXXXXXXX
System ID: XXXXXXXXXX
Vendor: NetApp

Health: true

Eligibility: true
Differentiated Services: false
All-Flash Optimized: false

Node: fas8080-41-42-02
Owner:

Location: RTP 1.5

Model: FAS8080

Serial Number: 123451234512
Asset Tag: -

Uptime: 144 days 00:08
NVRAM System ID: XXXXXXXXX
System ID: XXXXXXXXXX
Vendor: NetApp

Health: true

Eligibility: true
Differentiated Services: false
All-Flash Optimized: false
2 entries were displayed.
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3. BIREABF T, YUTILES A=y bOBEICHZES) NBERETNTVSezmRL. OV
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2DO0DAR) 2a—LDERBEABREDEHN 5TB RETH 7D, 5TB DT —REZ IR TRET 3B
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HY—/NGEBRE. 7747 Y hERE. BXUF—T 7 MILICER I3 HLERDEI.

(D CAGIEREICERAINAIHBLDELRELZVENHD 9, HBELDEHIFELHZE.
OpenSSL ZEA L TAYNAILENIcY —N—DIERECF— T 7 1ILIFEKBL F
ER

*RAMTIZOT70 R *H—=NiHAEOHER E LT, ¥—/\D Fully Qualified Domain Name (
FQDN ; T2BHi R X1 >8) ZFEALTIEIL,

2. SSLEIFAZ Y ¥—7 77 JL% MySQL Data 7 #)LAICIE—L £9,

T 7 #J)L k@ MySQL Data 7 # /LA /Y XIE. C : \ProgramData\NetApp\SnapCenter \MySQL
Data\Data\"" T9,

3. MySQL H—/\#EH 7 7L (myin) T. CAMBEZE. Y—N\NT Uy IFRE. V517> XD
)y JEEERE. Y —/1\MEBH#E. LIS T7 > M BERO/NIAZEHFLET,

T7A4ILED MySQL =N\ 7 7L (myin) D/NXIE TC :
\ProgramData\NetApp\SnapCenter \MySQL Data\my.ini* 1 T9,

@ MySQL H—/\#&R 7 7 1)L (myin) @ [mysqld] €2 3> T. CAGEBAZE. H—N
INT )y OSERE. H—N\WEBONAEZIBETIHNENHD £,

MySQL H— /R 7 7 )L (myin) @ [client] &> 3> T. CAIAE. 451 7> XTU Yy
VEAE. LUV I A7 MBEBERERDNAZIBE T 2HELNHD £,

ROFIE. myini Z 7LD [mysqld] £ > aICOAE—SNIEERE X —T 7ML ET T 4L+
7 # )4 T C : /ProgramData\NetApp/SnapCenter /MySQL Data\Data] IC7R L TWE T,

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-

cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

ROFIUE. myini 771D [client] E7 > a Y TEHINTNRZRLTVWET,

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/client-

cert.pem"
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ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
key.pem"

4 47—y b2V T A= 3% —/N— (lIS) T SnapCenter h—/\—D Web 7 TV —> 3>
ZELELET,

5. MySQL H—EXZHBEELF7,
6. web.config 7 7 -1 JL T MySQLProtocol ¥ —DE%ZEFH L £,

RDAE. web.config 7 7 1 L TEH Sz MySQLProtocol F—DEZETRL TWVWE T,

<add key="MySQLProtocol" value="SSL" />

7. my.ini 7 7LD [client] Y2 3 VICIEE S NT-/NZAT web.config 7 71 ILEZBHFL X7,
ROFIE. myini 777D [client)| E7 >3 Y TEHINZNRERLTVWET,

<add key="ssl-client-cert" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-cert.pem" />

<add key="ssl-client-key" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-key.pem" />

<add key="ssl-ca" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/ca.pem" />

1. 1IS T SnapCenter —/N\— Web 7 U —> g3 o %RBILE T,

HA BB RICE*277% MySQL #H5i2RELET
SnapCenter #r—/N& MySQL H —/N\HDBEZRET 3HFEIE. NTTFRIFEUTr (HA) /—FOAE
7 IZDWT Secure Sockets Layer (SSL) FFFAZC F—TJ 71 IILEERTE X9, AAZCF—T7 71/l
MySQL #—/S¥ HA / — R CRET 3 4B 0 £ 5
ROFEBENERINE T,

* CAGEEEE

WINHD HA / — R T CASFRRENER TN, D CAFFFAERLS—AHDHA /—RICOP—&hZF
XS
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*HWADHA /—RDOHY—NNT )y IiBRE e Y —NOMERT 71
*HADHA /—RDISATRNT )Y IIERREE VSAT7 Y BRI 711
* Fg*

1. RFID HA / —RIZR LT openssl ¥ > RZEAL T, Windows £D MySQL H—N\B LTV TS
AT7>bDSSLEEAE X — T 7MLy b7y FLET,

HEMICOVWTIX. ZBBLTLIETWV "MySQL /N\—2 3> 5.7 & openssl Z{EMA L7 SSLIEBAEH &£
UF—D1ER"

HY—/NEEBRE. 77472 MERE. BXUF—T7 7 7ILICER IS HLERDEIR.

@ CAGERREICER NS HBRDELRLBZIHVEDHD T, B RDEHNFELCIHE.
OpenSSL ZEAL TOVNTIL SN —N—DRBEF—T 71 ILIFKML F
ER

*RANTZ9T74 R *H—N\FEAZEOHBESL L LT, T —/\OD Fully Qualified Domain Name  (
FQDN ; T2k X1 %) ZFERAL TSI,

2. SSLEFFAZ Y ¥—7 77 JL% MySQL Data 7 #)LAICIE—L £ 9,

MySQL DT 7 #IL kDT #JLA/NRIE. C : \ProgramData\NetApp\SnapCenter \MySQL
Data\Data\Data\Data\Data\Data\Data\Data\Data\Data\Data\Data\Data\Data\Data\C ¢ .

3. MySQL —/\#p7 7 )L (myin) T. CAZERRE. U—N\NTUYIEIRAE. I514 7> rNT
)y JEERE. Y —/\RER. BLUVI 172 MIBERONIZEHRLE T,

T7A4ILED MySQL =R 7 7L (myinl) D/NXIE. C
\ProgramData\NetApp\SnapCenter \MySQL Data\my.in T3

C) MySQL H#—/\#&R 7 7 1)L (my.in) @ [mysqld] €2 3> T, CAGEBAZE. H—N
INT )y UERE. Y—N\WEBONAZIBETIHNENHD £,

MySQL H—/\#8R 7 7-1JL (my.in) @ [client] Eo > 3> T, CASERRAE. V547> bNT )y
VRS, BLUVISAT Y M BRONZAZIEET BHENDHD £T,

ROFIE. myini Z7 7LD mysqld £ > aVICOAE—CNIEERRZE X — T 71 ILERLTULE
To COTT7AI LT AILAIEC : /ProgramData\NetApp/SnapCenter /MySQL Data\Data T9,

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"
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ROFIE. myini Z77ILD [client)| EI >3 Y TEHINZNRERLTVWET,

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
key.pem"

4. 2 OBOHA /—RICDWT. CAiFEEZEZIF—L. H—NONT Vv UiBRE. Y —N\OWRiE
T774I. 92547 bDONT )y IiRE, LV ISA T FOMBRT 71 ILEERL X,
RDOFIEZEITLET.

a. 12D HA /—RTERIN CASEFEZEZ. 2 DB®D NLB / — R ®D MySQL Data 7 # LA
]E_Lxgzg_o

MySQL DT 7 #IIL bD T # LR /NRIE. C : \ProgramData\NetApp\SnapCenter \MySQL
Data\Data\Data\Data\Data\Data\Data\Data\Data\Data\Data\Data\Data\Data\Data\C ¢ .

HBE CAIRAEZENTE LRI TEREA. EHT3DIE. —NONTU v D
() B 45172 FOATU SRR, S NOWERT 7L, 5LV
17 OWERT 7 LEFIC LTS W,

b. JR#D HA / —RIZXF LT, openssl AY > R%&ERL T. Windows £ MySQL #r—NE LT
D247 hDSSLEBE L F— T 711l y 7Yy FLET,

"MySQL /N\—<3 > 5.7 . openssl Z{ER L 7= SSL sEFAZE & & U F — DIER"
T—NEERE. 75472 MERE. 8LUF—T 7MIILICER TN 32 HBRDIE
@ 3. CASIAZICFERINIHBLOELERIVENDHD T, HBRZHDENE

C#HE. OpenSSLZFRALTAYNAIILENIY—N—DIAZECF—T 7 1)L
IFRELFT,

H—/NEERAEDOHBEZLE L TH—/NFQDN ZfEAT3 e ZzHEL X T,

C. SSLEFBAEZE ¥ —7 7 JL% MySQL Data 7 # LA —L £,
d. MySQL —/\#8R 7 7 1)L (my.in) T. CAERAZ. H—N\NT VU v IiEE, 751472+
INT VU ORRE. H—N\WE#. BLUIF147 Y MIBERONIAZEFLET,

@ MySQL H—/\#Em 7 71 JL (my.in) @ [mysqld] €2 > 3> T, CAMBAZE. #
—N\NTF) Yy UERE. Y—/\MERDNIAZIBEETIHNELNHD £,

MySQL H—/\#8 7 71J)L (myin) @ [client)| o> 3> T, CASEEHE. V3147V ~NT )
wURERE. XUV IS 7Y MERONRAZIEET DIHBENHD £7,


https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html

ROFIE. myini 77 7LD mysqld £ > avicaAE—SniEEBRE X —TJ 71 I)LERL TV
£9, COTT7#IETHILAIEC ¢ /ProgramData\NetApp/SnapCenter /MySQL Data\Data T
EP

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-—
key.pem"

ROFIE. myini 777D [client)| Eo > 3 Y TEHINZNRERLTVWETY,

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

CHEADHA S —RDA VR —FY b2 T A= 3> —/\ (IIS) T. SnapCenter H—/\ Web 77
FVr—=a aFEELET,

- WADHA /—RTMySQL H—E X% B8 L £,
- EmADHA J—RIZDWT. web.config 7 7 -1 JL T MySQLProtocol ¥ —DEZEH L £,

ROBIL. web.config 7 7 1 JLTEHF S/ MySQLProtocol F—DEZRL TWE T,

<add key="MySQLProtocol" value="SSL" />
CWADHA J—RIZDWT. my.ini Z71JLO [client] £ > 3 > THEE L 72/V X T web.config 7 7
1TINZEHFLET,
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<add key="ssl-client-cert" wvalue="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-cert.pem" />

<add key="ssl-client-key" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-key.pem" />

<add key="ssl-ca" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/ca.pem" />
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