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> Sguid = [guid]::NewGuid () .ToString ("B")
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v

Enable 5C2 node member.
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B @ SnapCenter O—JLICIIZ T, MBOO—ILZ1EKL THRZ WX ZIYAXTE
F9o

I SnapCenterAdmin | A—J)LTAJ 1> F23HRBHLHD ET,
* Flig

1. ElOFESX—>3oRAVT, *RE* 27V vILET,
2. RER—IT, *®RE*ZVVvILET,
3.E8IUYILET 4o

4. [Add Role] R—ST. HLLWO—LOLE CMEZIEELE T,

SnapCenter 4.5 Tld. A—HRHETIN—TRIZRDFHRXFOAHEFRTETET, X
R=Z2 () NA7> (=) . 7YZ=237 (_) . 2> (:) - TNHORHX
@ FHEEA L TUBID!) ) — XD SnapCenter TR L7-O—ILEFERET 3IHEI3.
SnapCenter WebApp h'-f > X b—JLENTULS web.config 771JLT T
isableSQLInjionValidation 1 /NZ X—&DfE% true ICEE T 5 Z & T, O—ILEADIRIE
ZEMITTET, EZZEBELIHGE. T EXZBREETIVEIIHD £ A

S. ZOO—IIDIRTDAYN=IF DXV N—DA TSI b ERRTIET *ZBIRTDL. €
DOA—ILDMDXA U N—IE. VY =XV FDEFHFRICKR) 2—LPEIAMBED)Y —XZ2ERT
TEY.

OXN—=DEDHTENTWVWBRA TSI b ZZOO-IILDAYN—ICRTLEWVWKSICTBIC
& SDA T g HEIRERTZ2HELRHD XY,
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COFT>avERMICTRE. ATV MERIFUY —REERLIA—FERLO
C) —UCA—YHRBLTVWBIBAIL. ATV bERRIY —INOT IR ZI—HIC
BDHTHIRENBBD XS,

L[ TICRHFAIR=J T, 2OO-IICEIDY TR T IV RFAEERTZIH. [IRTER]|ZY
Jw I LTEDO=ILICITRTOD TV RAFAEHFEL T,
2. [Submit (XfE) 122Uy o LFET,

security login Y > R%Z{EHA L T. ONTAPRBAC O—/LZEMLFXT

A ML =22 X7 LT clustered ONTAP #3217 L TUWSIHE. security login A< Y K%
£ LT ONTAPRBAC O—/LEEBMTE X9,
* REREHD *

* clustered ONTAP #E{T L TWA X L — 2 X F LAIC ONTAP RBAC O— /L= ER S D RIIC. XDIE
BICDOWTHSRLTEKHBRELHD £,

°c RITIBHRY
c INS5DRRTZRITY BTDHICHELHER
* RBAC O—ILZRET BICIE. ROBEZRTIIHLEDHD T,

c AR YVRB LUV ATV RTFTaL I M), FIZEFOHRAICHERZGSLE T,

ARYRBLIVARURTFTA LI MIDOTIERICIE. TILT IR EHARDERD 2 DOLANJL
rHbEd,

ZIWT7 O XERIZ. BICRAICEID B TEREDHD £,

c A—HICO—IILZEODHETEY,

° SnapCenter 72714 VH IS ARXLED I T A AEEE IP ICEHSNTVLSED. £FHIEITIAER
D SVM ICEEEFHEINTVSIMIG LT BREIFEBD FT,

* CDRRTICOVWT

RBAC User Creator for Data ONTAP VYV —JLZERB L T. CNS5DOO—ILDRA ML —C O ATFLNDREZE
TR EDTEET, COV—=ILIE. XYy by FPAZIa T4 74— LICEBEINTLET,

DY —JLIF. ONTAP tERDEY LR EZ BERVICAIEL FF, fc& XX Data ONTAP 7I)L7 Ut X1
ROEMICRTEIND L SIC. EEVPBEBNICELWVWIEFR TEMEINE T, HidID EZRERZRIICIEN
L. RICTILT VL ZXMERZEMT B . ONTAP (FTILT IV AERZEEITBDDLTI—F 2T L.
#EHLE I,

SnapCenter £7zI& ONTAP ZdH & W 57w FJ L — K3 31551 RBAC User Creator for
Data ONTAP V—ILZBERTLT. UAEICER LI I—HO—IILZ2EHII3HBENH D X

@ 9o LUETD/N— 3 > D SnapCenter £7-1& ONTAP BICER L 7ca—HO0—ILik. 7v 7o
L—REBON—C 3> TIREBICHELEFEA. V—IZBRETID L. 7vTJL—FHE
BIMIBINE T, O—IILZBERTI3REITHD £ A

ONTAP RBAC O—I/LDEREDFMICDOWVWTIE. BB L T /ET L) "ONTAP 9 BIEESIEE Y RBAC /N —
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HA R

SnapCenter D RF¥ 2 XY FTIFO—JLICEID Y TIER%® MR tMUFET
@ H. OnCommand > X T LY X— v GUITIE. _privilege Tld7 <. TERM_ attribute_ H'{FH
ENnFEd, ONTAPRBACO—I/LZHRET BmEIF. CD2DDOAFEIFFRILEKRTY,

* FIE *
1. L= XFLATROOAR Y RZAALT, FILLWO—ILEERL X,

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_ name\>

* svm_name (&, SVM I—HODHFI T, ZHDXRICT D L. T 7 I M TS AZEEREDIE
EINZET,

* role_name |&. O—JLICIEET B EEITY,
* command (. ONTAP DH#&EET 9,

il

C) COARV IR CICKETIBHENHDET, ZILT7IEXITUFIE §
AFMODEAITYROFEICU X T R2HENRHD FT,

ERDU X MMIDOWTIE, #B8BLTLLETVW"O-IILOERS K OMERDEID Y TICFEHRT S
ONTAP CLI <> R",

2 RDIARYFZEAALT, I—HEBZEHRLEFT,

security login create -username <user name\> -application ontapi -authmethod
<password\> -role <name of role in step 1\> -vserver <svm name\> —comment
"user description"

* user_name (&, ENT 21— DHBITY,

* <password> (. /NAT—R T, NAT—FRZIEELHVWE. NAT—RODANZRHZ 7OV
ThHRRRINZE T,

* svm_name (. SVM Z—HDEZEI T,
3RDAR Y REAALT. A—HICO—ILEEDYTET,
security login modify username <user name\> -vserver <svm name\> -role

<role name\> -application ontapi -application console -authmethod
<password\>

* <user_name> |&. FIE2 TER L /cI—HDEEITY, COOAYY RTIE. O—ILICBERITS
1-—H%2EETEEY,

* <svm_name> |3 SVM D%FEI T,
* <role_name> (&, FlE1 TERLO—IILDEEITT,

* <password> (&, NAT—RTY, NAT—RZIBEELBEWVWE. NAT—ROANZRKDHZ 7OV
TEORRRINET,

4 XOARYEZAALT, A—HHELLIERENIZEZBRBLFT,
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security login show -vserver <svm name\> -user-or-group-name <user name\>

user_name &, FIE 3 TER L7 I—HDHBITI,

R/IVERZIZFEDSVM O— /L= ERKL ¢

ONTAP TH LW SVM 2I—H0O—ILZ{ER T 35S, ER1TI 3HNENDH S ONTAP
CLIOXY > RHAWVWLK DhHD £9, ONTAP D SVM % SnapCenter TERT B &L S I

FREL. vsadmin O—JLZFERA LK ARVGE. COO—IILHARETT,

* FIE

L ZRL=U2 7 LT A—LZERL. €OA-ILICTRNTOERZEIDETET,

security login role create -vserver <svm name\>- role <SVM Role Name\>
-cmddirname <permission\>

(D) coavy REHERCLICETTABNBD £ T,

1. I—HZERL. 201—HICO—-ILZEDHTEY,

security login create -user <user name\> -vserver <svm name\> -application
ontapi -authmethod password -role <SVM Role Name\>

2 a—-HoOvoEBERLES,

security login unlock -user <user name\> -vserver <svm name\>

SVM O—JLDIERE K VHERDE|D Y TICEHT S ONTAP CLI OY > R

SVM O— /L= {Ef L THERZEID Y TBICIE. W< DH D ONTAPCLI OY Y RERTITINENRHD F

ERS

destinations" -vserver SVM Name -access all

autosupport-log" -vserver SVM Name -access all

security login role create
"job history show" -access

®* security login role create
"job stop" -access all

®* security login role create
"lun" -access all

®* security login role create
"lun create" -access all

®* security login role create
"lun delete" -access all
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—-vsServer

all

—-vsServer

—-vserver

—-vserver

—vserver

SVM Name

SVM Name

SVM Name

SVM name

SVM name

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

security login role create -role SVM Role Name -cmddirname "snapmirror list-

security login role create -role SVM Role Name -cmddirname "event generate-

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



security login role create -vserver SVM name
"lun igroup add" -access all

security login role create -vserver SVM name
"lun igroup create" -access all

security login role create -vserver SVM name
"lun igroup delete" -access all

security login role create -vserver SVM name
"lun igroup rename" -access all

security login role create -vserver SVM name
"lun igroup show" -access all

security login role create -vserver SVM name
"lun mapping add-reporting-nodes" -access all

security login role create -vserver SVM Name
"lun mapping create" -access all

security login role create -vserver SVM name
"lun mapping delete" -access all

security login role create -vserver SVM name
"lun mapping remove-reporting-nodes" -access

security login role create
"lun mapping show" -access

-vserver SVM name
all

security login role create
"lun modify" -access all

-vserver SVM name

security login role create -vserver SVM name

"lun move-in-volume" -access all

security login role create -vserver SVM name
"lun offline™ -access all

security login role create -vserver SVM name

"lun online" -access all

security login role create -vserver SVM name

"lun resize" -access all

security login role create -vserver SVM name

"lun serial" -access all

security login role create -vserver SVM name

"lun show" -access all

security login role create -vserver SVM Name

"network interface" -access readonly

security login role create -vserver SVM name
"snapmirror policy add-rule" -access all

security login role create -vserver SVM name
"snapmirror policy modify-rule" -access all

security login role create -vserver SVM name

-role

-role

-role

-role

-role

-role

-role

-role

-role

all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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"snapmirror policy remove-rule" -access all

security login role create -vserver SVM name
"snapmirror policy show" -access all

security login role create -vserver SVM name
"snapmirror restore" -access all

security login role create -vserver SVM name
"snapmirror show" -access all

security login role create -vserver SVM Name
"snapmirror show-history" -access all

security login role create -vserver SVM name
"snapmirror update" -access all

security login role create -vserver SVM name
"snapmirror update-ls-set" -access all

security login role create -vserver SVM name

"version" -access all

security login role create -vserver SVM name

"volume clone create" -access all

security login role create -vserver SVM name

"volume clone show" -access all

security login role create -vserver SVM name

"volume clone split start" -access all

security login role create -vserver SVM name

"volume clone split stop" -access all

security login role
"volume create" -access all

create -vserver SVM name

security login role create -vserver SVM name
"volume destroy" -access all

security login role create -vserver SVM name
"volume file clone create" -access all

security login role create -vserver SVM name
"volume file show-disk-usage" -access all

security login role create -vserver SVM name
"volume modify" -access all

security login role create -vserver SVM name
"volume offline" -access all

security login role create -vserver SVM name
"volume online" -access all

security login role create -vserver SVM name
"volume gtree create" -access all

security login role create -vserver SVM name

"volume gtree delete" -access all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



security login role create -vserver SVM name -role
"volume gtree modify" -access all

security login role create -vserver SVM name -role
"volume gtree show" -access all

security login role create -vserver SVM name -role
"volume restrict" -access all

security login role create -vserver SVM name -role
"volume show" -access all

security login role create -vserver SVM name -role
"volume snapshot create" -access all

security login role create -vserver SVM name -role
"volume snapshot delete" -access all

security login role create -vserver SVM name -role
"volume snapshot modify" -access all

security login role create -vserver SVM name -role
"volume snapshot rename" -access all

security login role create -vserver SVM name -role
"volume snapshot restore" -access all

security login role create -vserver SVM name -role
"volume snapshot restore-file" -access all
security login role create -vserver SVM name -role
"volume snapshot show" -access all

security login role create -vserver SVM name -role
"volume unmount" -access all

security login role create -vserver SVM name -role
"vserver cifs share create" -access all

security login role create -vserver SVM name -role
"vserver cifs share delete" -access all

security login role create -vserver SVM name -role
"vserver cifs share show" -access all

security login role create -vserver SVM name -role
"vserver cifs show" -access all

security login role create -vserver SVM name -role
"vserver export-policy create" -access all
security login role create -vserver SVM name -role
"vserver export-policy delete" -access all
security login role create -vserver SVM name -role
"vserver export-policy rule create" -access all
security login role create -vserver SVM name -role
"vserver export-policy rule show" -access all
security login role create -vserver SVM name -role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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"vserver export-policy show" -access all

®* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"vserver iscsi connection show" -access all

* security login role create -vserver SVM name -role SVM Role Name -cmddirname
"vserver" -access readonly

° security login role create -vserver SVM name -role SVM Role Name -cmddirname
"vserver export-policy" -access all

° security login role create -vserver SVM name -role SVM Role Name -cmddirname
"vserver iscsi" -access all

° security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"volume clone split status" -access all

° security login role create -vserver SVM name -role SVM Role Name -cmddirname
“volume managed-feature” -access all

=/\EDOMERT ONTAP 7 5 X ZO—ILZ{ERRLET

&/ \BRDMEFR T ONTAP 2 5 XZ0O—)L%Z{ER L CT. SnapCenter M admin O—)LZ &
FAL T ONTAP THLIB%ZRIT I ZMREBEHNBVWKSICTEIHELHD £, ONTAP DL <
DHD CLI ATV FEREITLT. ONTAP 75 XZO—I)L%ZER L. R/\EDOMHERZZ|
DHTBZZENTEFXT,

* FIE*
1L ZbL—=Y2 X7 LT A—LZERL. £OO—ILICIRTOERZEIDETEY,

security login role create -vserver <cluster name\>- role <role name\>
-cmddirname <permission\>

() coavy REFERCLICETTIABNBD £ T,

1. A—H¥%ER L. FOA—HIcO—IILZEDYTET,

security login create -user <user name\> -vserver <cluster name\>
-application ontapi -authmethod password -role <role name\>

2 a—HoOvoEBERLES,

security login unlock -user <user name\> -vserver <cluster name\>

5 Z220—)LDERS K UOHERDEID HTICFEAT S ONTAPCLI OY >V R

5 22O0—-)L%EEHR L THERZZIDHTSICIE. W<DHD ONTAPCLI IRV REETIINELHD
XS

®* security login role create -vserver Cluster name or cluster name -role
Role Name -cmddirname "metrocluster show" -access readonly
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security login role create -vserver Cluster name or cluster name

Role Name -cmddirname "cluster identity modify" -access all

security login role create -vserver
"cluster identity show" -access all
security login role create -vserver
"cluster modify" -access all
security login role create -vserver
"cluster peer show" -access all
security login role create -vserver
"cluster show" -access all

security login role create -vserver

"event generate-autosupport-log"

Cluster name -role Role Name

Cluster name

Cluster name

Cluster name

Cluster name

—-access all

security login role create -vserver Cluster name
"job history show" -access all

security login role create -vserver
"job stop" -access all

security login role create -vserver
"lun" -access all

security login role create -vserver
"lun create" -access all

security login role create -vserver
"lun delete" -access all

security login role create -vserver

"lun igroup add" -access all

security login role create

"lun igroup create"

security login role create

"lun igroup delete"

security login role create

"lun igroup modify"

security login role create

"lun igroup rename"

security login role create

—-vsServer

—-access all

—vVsServer

—-access all

—vsServer

—-access all

—-vserver

—-access all

—vserver

"lun igroup show" -access all

security login role create

—vserver

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

"lun mapping add-reporting-nodes" -access all

security login role create -vserver Cluster name

"lun mapping create" -access all

security login role create -vserver Cluster name

"lun mapping delete" -access all

security login role create -vserver Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-role

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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"lun mapping remove-reporting-nodes" -access all

security login role create
"lun mapping show" -access

-vserver Cluster name
all

security login role create
"lun modify" -access all

-vserver Cluster name

security login role create -vserver Cluster name

"lun move-in-volume" -access all

security login role create -vserver Cluster name
"lun offline"™ -access all

security login role create -vserver Cluster name

"lun online" -access all

security login role create -vserver Cluster name
"lun persistent-reservation clear" -access all

security login role create -vserver Cluster name

"lun resize" -access all

security login role create -vserver Cluster name

"lun serial" -access all

security login role create -vserver Cluster name

"lun show" -access all

security login role create -vserver Cluster name
"network interface create" -access readonly
security login role create -vserver Cluster name
"network interface delete" -access readonly
security login role create -vserver Cluster name
"network interface modify" -access readonly
security login role create -vserver Cluster name
"network interface show" -access readonly
security login role create -vserver Cluster name
"security login" -access readonly

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

security login role create -role Role Name -cmddirname

-vserver Cluster name -access all

security login role create -role Role Name -cmddirname

destinations" -vserver Cluster name -access all

security login role create -vserver Cluster name
"snapmirror policy add-rule" -access all

security login role create -vserver Cluster name

"snapmirror policy create" -access all

security login role create -vserver Cluster name

"snapmirror policy delete" -access all

security login role create -vserver Cluster name

"snapmirror policy modify" -access all

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

"snapmirror create"

"snapmirror list-

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname



security login role create -vserver Cluster name
"snapmirror policy modify-rule" -access all

security login role create -vserver Cluster name
"snapmirror policy remove-rule" -access all

security login role create -vserver Cluster name
"snapmirror policy show" -access all

security login role create -vserver Cluster name
"snapmirror restore" -access all

security login role create -vserver Cluster name
"snapmirror show" -access all

security login role create -vserver Cluster name
"snapmirror show-history" -access all

security login role create -vserver Cluster name
"snapmirror update" -access all

security login role create -vserver Cluster name
"snapmirror update-ls-set" -access all

security login role create -vserver Cluster name
"system license add" -access all

security login role create -vserver Cluster name
"system license clean-up" -access all

security login role create -vserver Cluster name
"system license delete" -access all

security login role create -vserver Cluster name
"system license show" -access all

security login role create -vserver Cluster name
"system license status show" -access all

security login role create -vserver Cluster name
"system node modify" -access all

security login role create -vserver Cluster name

"system node show" -access all

security login role create -vserver Cluster name

"system status show" -access all

security login role create -vserver Cluster name

"version" -access all

security login role create -vserver Cluster name

"volume clone create" -access all

security login role create -vserver Cluster name

"volume clone show" -access all

security login role create -vserver Cluster name

"volume clone split start" -access all

security login role create -vserver Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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"volume clone split stop" -access all

security login role create -vserver Cluster name
"volume create" -access all

security login role create -vserver Cluster name
"volume destroy" -access all

security login role create -vserver Cluster name
"volume file clone create" -access all

security login role create -vserver Cluster name
"volume file show-disk-usage" -access all

security login role create -vserver Cluster name
"volume modify" -access all

security login role create -vserver Cluster name

"volume offline" -access all

security login role create -vserver Cluster name

"volume online" -access all

security login role create -vserver Cluster name

"volume gtree create" -access all

security login role create -vserver Cluster name

"volume gtree delete" -access all

security login role create -vserver Cluster name

"volume gtree modify" -access all

security login role create -vserver Cluster name

"volume gtree show" -access all

security login role create

"volume restrict" -access all

-vserver Cluster name

security login role create -vserver
"volume show" -access all

Cluster name

security login role create -vserver Cluster name
"volume snapshot create" -access all

security login role create -vserver Cluster name
"volume snapshot delete" -access all

security login role create -vserver Cluster name
"volume snapshot modify" -access all

security login role create -vserver Cluster name
"volume snapshot promote" -access all

security login role create -vserver Cluster name
"volume snapshot rename" -access all

security login role create -vserver Cluster name

"volume snapshot restore" -access all

security login role create -vserver Cluster name
"volume snapshot restore-file" -access all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



security

"volume snapshot show"

security

"volume unmount"

security

"vserver"

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security

login role create -vserver
—access all

login role create -vserver
—access all

login role create -vserver
—access all

login role create -vserver

cifs create" -access all

login role create -vserver

cifs delete" -access all

login role create -vserver
cifs modify" -access all

login role create

cifs share

-vserver
modify" -access

login role create -vserver
cifs share create" -access
login role create -vserver
cifs share delete" -access
login role create -vserver

cifs share modify" -access

login role create

cifs share

-vserver
show"

create -vserver
—-access all

login role
cifs show"

login role create -vserver
create" -access all

login role create -vserver

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name
all

Cluster name
all

Cluster name
all

Cluster name
all

Cluster name

—-access all

Cluster name

Cluster name

Cluster name

export-policy create" -access all

login role create -vserver

Cluster name

export-policy delete" -access all

login role create -vserver
export-policy rule create"

login role create -vserver
export-policy rule delete"

login role create -vserver
export-policy rule modify"

login role create -vserver

Cluster name
-access all

Cluster name
-access all

Cluster name
—access all

Cluster name

export-policy rule show" -access all

login role create -vserver

Cluster name

export-policy show" -access all

login role create -vserver

Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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"vserver iscsi connection show" -access all

® security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver modify" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver show" -access all

Activie_?irectory DA DIEREBMNCTZELSICNS 7V 5= 3> F—IL %R
EL

SnapCenter M Active Directory & HEX D 1ERZEIC T 2 BN H 2% E1E. Windows
Server TA VA=Y FM YT AX—= 3> —EX (IS) 28 L T. B XZLDT
TV —=2a3> T—=ILT7hHIoY b Z2ERTE XY,
* FE*
1. SnapCenter ' > X k—JLETNTWL3 Windows H—/N\N—T IS v —J v —ZRAT X9,
2 FOFETSF =23 RA VT, *TIVr—oa3 > T=IL* 20Uy LET,

3 [7FU4—>a>F—)L] URKT [SnapCenter] #FEIRL. [7o>3>] Ra4>T [*
HMERE] 2OV ILED,

4 [ID] &=FRL. [*..]1%Z 21Uy LTSnapCenter 7 S r—>a>7—)LIDZRELEFT,

S [ARBLTHIYE]Z74—ILRIC. Active Directory DFAHEDMERZIFDOR X1 21—t —F 7=
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* ARL=CY AT LBIE—ETHILEDHD T,

SnapCenter Tld. BR 2V T XZICELEAFDR ML -SSP ATLEERRBEIT S CigR— SN
TWEHA. SnapCenter THR—FINBA ML= AT AICIE. ENEN—BOEZAISLIUVT—X
LIFDIP 7 RLRAZEDETEIHENRHD FT,

* CDHERTICDOWVWT*

* ARL—Y Y RTFLEHRET BEIC. Event Management System (EMS ; 1RV MBI XTF L) &
AutoSupport DIEEEEBRNICT B HTEE T, AutoSupport V—JLId. SR TFLOBEMICEETZT
— A% NEL. TDT—ER%EXATLDNS TN a—FTaVIRBICRY W Ty FITF I ZAILYR—KIC
BERICEELE T,

CNSDOEEEEBMCTHE. DY —ZADNFRESINCE. VR NTEREFEI7O-ZVJUEBNIEREICSE
TLIEE, FIFNEBEHEBL - FIC. SnapCenter B'5 X kL — 2 X7 AIC AutoSupport 5%k
M. L= XF LD syslog IC EMS XwE—IJHRESTNE T,

* SnapMirror ¥ X7« %— 3 > £7=1F SnapVault 7 X7« %*—> 3 >|Z Snapshot AE—% L )7 — K
T358IE. TRATA =23V SYM EXLIFITRARZEY—RASYM XRIF VT AEZADA L=
AT LERZEY T YT ITIRENRHD T,

A=Y T LDNRT—REZZBET R, XATTa—Ichizad. 77TV RN
C) woT7vT BXUU I MTUEBNERT BHBEDNHBDET, A bL—2 « DXFTLD/INRT
—REZEL/%. Storage (XL —) 2T T *Modify (BEE) *%Z Iy I LTINAD
—RZEHTEET,
* FlE *
1. EROFES—> a3 R4 VT, * A=Y XF L%y ILET,
2 [APL=USRTLIR=JT. [FRIER1ZIVYILET,
3. Add Storage System (X FL—T 2 XFLDEM) R—IT. XOBEHRZANDLET,
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Z14—ILEF
ARL—=U2 T L

d—4%/INRT—R

FIE

A=Y RTLDOEEIERIFIP 7 RLR%
ANLET,

®

®

RXAVBEFEBVWR LD
« D RATL%&IF. 15 XFUAT,
LHIZBRTETZIVENHD X
To 15 XFZBRBBAIDA ML
— OV RT LR T DI
l&. Add-
SmStorageConnectionPowerShell
IR>YRLy bZERALET,

MetroCluster #p% (MCC) %*f&F
HTBA3ARL—UO AT LTI
I VAR YTARL =3 ER
HI30ICO-NILISRELE
E7OVSAZOMmMAEETRT S
CEWERELET,

SnapCenter Tld. ER 375X RICHBE L%
IO SVM (FEH Y R— SN EH
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Ja4—ILR FE

Event Management System (EMS ; /XY~ (REEHB. VI MT7RIEDORT.. FHIFWEDK
BIEY XT7L) KU AutoSupport DERTE D781 AutoSupport X vt —HE I ML=
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AutoSupport B Z BMIC T B IC1E AutoSupport
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LISEETD*] FIvIRYIREFVICTS
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SVM BNy o7y TREROEHAVA I L= X T LDHBEIE. * Secondary * F v 77K
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ZREIRLET,
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f.[1®7F (Save) 1Z2UwoLFd,
S. [Submit (XfE) 122Uy I LFT,

* RER

Storage Systems (R FL—J Y XF L) R=JD*Type (ZA47F) * ROy TFLIUH 6. ROWThhH
DIREEERITLET,

*BIIENIcIARTD ONTAP Z2RR9 33%5(1F. [*SYMSVM* | ZZFRL T,

FSX SVM ZEBIL7=H&lE. TZICFSXSVM BRTRINF T,

* EMENTEIRTOISIRRZZRTTBICIE. T*ONTAP VS5 R& * ) Z&RLE T,

fsxadmin ZEEAL TFSX 7 X2 %ZBMLT-HBE. FSX VS REANTZICRREINET,

VSRABBEI Vv ITBE VFRARIEFNBEINRTDO SYM B SYM I a3 VICRFEINE T,
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ONTAP @ GUI ZfEFR LT ONTAP 7 S X ZICFH L LY SVM ZENM L =% 8%, * Rediscover* #27)w &
T3, FILSEML: SYMBRRINE T,
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autosupport trigger modify -node nodename -autosupport-message client.app.info
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MEBR A ADFMICOVTIE. 28R LT ET V) "SnapCenter T 11> 2"
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A=Y XTLEHFELED TEEX Y, SnapManager A1 —rDS1E VR TSIV ML=
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@ FASETzIFAFF 21T 1) A b L—T 2 X7 LlZSnapManager Suite 71 2> XH1 > X b+
—lLEThTVWARWCEZRLET,
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* FE*
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clusterl::> license show
(system license show)

Serial Number: 1-80-0000xx
Owner: clusterl

Package Type Description Expiration

Serial Number: 1-81-000000000000000000000000xx
Owner: clusterl-01

Package Type Description Expiration
NF'S license NFS License =
CIFS license CIFS License =
iSCSI license 1SCSI License =
FCP license FCP License =
SnapRestore license SnapRestore License -
SnapMirror license SnapMirror License =
FlexClone license FlexClone License =
SnapVault license SnapVault License =

SnapManagerSuite license SnapManagerSuite License -

C DB TIE. SnapManagerSuite 1> X%&A VA —IL T S7=8%. SnapCenter DENZ 1 2>
RIHBEDHD FH A

aA>bO—Z02 UT7IINESERELEY
a2 hO—SR—=XADTFAELRADI)T7IESZEEIT3ICE. > rO—-ZD ) F7ILESHHBET
9, ONTAP OAXY YV RSAV%FERTD . A bO—5D U T7ILESEZRETEF XY, FAS £7-IX AFF
SRATLDYUSARBEBETHDUNELHD X,
* FE *
1. ONTAP OX VRS vaERLTCOY FO—ZICOJ 1> LET,

2. system show -instance AY Y RZ AN L. HAZHERELTCIA> bO—FDO2 ) 7IINBESZHERLE
ED
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clusterl::> system show -instance

Node: fas8080-41-42-01
Owner:

Location: RTP 1.5

Model: FAS8080

Serial Number: 123451234511
Asset Tag: -

Uptime: 143 days 23:46
NVRAM System ID: XXXXXXXXX
System ID: XXXXXXXXXX
Vendor: NetApp

Health: true

Eligibility: true
Differentiated Services: false
All-Flash Optimized: false

Node: fas8080-41-42-02
Owner:

Location: RTP 1.5

Model: FAS8080

Serial Number: 123451234512
Asset Tag: -

Uptime: 144 days 00:08
NVRAM System ID: XXXXXXXXX
System ID: XXXXXXXXXX
Vendor: NetApp

Health: true

Eligibility: true
Differentiated Services: false
All-Flash Optimized: false
2 entries were displayed.

3 YUTFNESERHRLET,

A RO—SR—ADSTAEADI)T7ILEESZRELET

FAS £/l AFF X kL —2% R L TUW335A. NetApp Support Siteh'5 SnapCenter 1> fO—S5~R—2X
DALV AZEIFELTHS. ONTAP AV RSAVEFERALTA YA M=ILTEEXT,

* WERBHD
* B¥7ENetApp Support Site AT A > I LT vILHARETT,

BN ILT OOV ZEANLABVE, BRERIGREhEFE A

A MA—FZOIVITINEBSZHERL T BELRHD £,
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* FIE

1. NetApp Support SitelCO%/ 1 > L £ 9 "mysupport.netapp.com"s
2. [YRFL]. [*VYIRITTSAEVR | DIEICHELET,

3. BIREABF T, YUTILES A=y bOBEICHZES) NBERETNTVSezmRL. OV
FO—5D2VT7IESZANLT. *Gol* 20 ) v I LET,

Software Licenses

Selection Criteria

Choose a method by which to search

» [Serial Number (located on back of unit) v| Enter Value: I:I Gol|

Enter the Cluster Serial Number value without dashes.

-0R -
» Show Me All: | Serial Numbers with Licenses v| For Company: |:| :“Gp!.:

¥BELZODFO—ZDOT14EYRAD) X MARERINET,

1. SnapCenter Standard % 7z(% SnapManagerSuite 51 > X %#1EL TEHL £95

O bO—SR—ADZ1 1> %1EBN

FAS £7:I3 AFF > X7 L EEA L TLWT. SnapCenter 124 5 + t2 > X & 7=|& SnapManagerSuite 51t >
AW H3HEIE. ONTAP AX > RS0 U %EHAL T SnapCenter I FO—SR—X SV XEZEBIMTSE

9,

*WELHO

* FAS £7zl3 AFF SR T LDV S RAXEBETHIVENHD £,

* SnapCenter Standard % 7z|d SnapManagerSuite D51t > AHBRE T,
* CDRRTICOVWT™

FAS £7cl& AFF X L —2%(FHR L 7= SnapCenter OFBRrZ 1 > X b—IL T %3HE1E. Premium Bundle
FESA o AZBELTCIAY FO—FICA YA M—=ILTEET,

SnapCenter ZEHARE L TA VX F—ILT3BE1E. BEBYUFICEHMUVEHEWVLIEE. Premium
Bundle sElZ AV XZEELTIAY FO—FICA YA F=ILLTL T L,

* FIE

1.ONTAP XY R4V ZFERALTRY b7y U SR2ICO1 Y LET,
2. SnapManagerSuite 51tz XX —%EBML £7,
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MySQLT—ZR 7 #ILADT 7 )L bD/NZIETY C:\ProgramData\NetApp\SnapCenter\MySQL
Datal\Data\o

3. MySQL H—/\#R 7 71 )L (myin) T. CAZEAZE. T—N\NTU Y IEAE. V517> N7
Uy JEERAE. Y —N\WER. BLVIF47 Y M BRONIZEFLE I,

MySQLHY —NDT 7 # )L b DT 71 )L (my.in) ONRIFTY
C:\ProgramData\NetApp\SnapCenter\MySQL Data\my.inio

@ MySQL H—/N\# 7 77JL (myin) D [mysqld] &> 3> T. CAGAZ. H—N
INT )y UFIRE. H—N\WBERDOD/NIEIEETIHELHD £,

MySQL H—/\#8 7 7 1)L (my.in) @ [client] EZ > 3> T, CASERRZE. V347> bNNT )y
VIAE. BLUVISAT Y M BRBONZAZIEET 2HELHD £,

ROBIE. TTHILED T AIRZICHZmy.ini7 71 I D[mysqld| o> 3 VICOAE—Sh-iREE

F—T 714l ZRLTWET C:/ProgramData/NetApp/SnapCenter/MySQL Data/Datao

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"
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ROFIE. myini 77 7LD [client)| E7 > 3 Y TEHINZNRERLTVWET,

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
key.pem"

4 42—y b > T+ X— 3 8% —/\— (lIS) T SnapCenter H—/N\—®D Web 7 S r— 3>
ZELELFT,

5. MySQL H—EXE=BEEL £,
6. web.config 7 77 -1 JL T MySQLProtocol ¥ —DEZEH L £

RDAFE. web.config 7 71 )L TEFH iz MySQLProtocol F—DfEZRLTWVWE T,

<add key="MySQLProtocol" value="SSL" />

7. my.ini 771 IL®D [client] T > 3 VICEEINTZ/VXT web.config 7 71 ILZEFH L £,

ROBIE. myini 77D [client)| Zo > 3 Y TEHINZ/NREZRLTVET,

<add key="ssl-client-cert" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-cert.pem" />

<add key="ssl-client-key" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-key.pem" />

<add key="ssl-ca" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/ca.pem" />

1. 1IS T SnapCenter Ht—/\— Web 7 U —> 3 > %EEILE T,
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ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

ROFINE. myini 771D [client] T2 > a > TEHINTNRZRLTVWET,

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/client-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
key.pem"

4. 2 DHOHA /—RIZDWT. CASAZZIF—L. H—NONT U wISEE, H—NOWRE
T74I. 9547 rDONT ) wIHBRE, BLUVISAT7VNOMBRBI 71IL2ERL £,
ROFIEZERTLET,

a. 1 DHDHA /—RTER SN CASERAZE%R. 2 DE® NLB / — R ® MySQL Data 7 # /LA (C
JE—LZE9,

MySQL DT 7 #IL kDT #JLA/NRIE. C : \ProgramData\NetApp\SnapCenter \MySQL
Data\Data\Data\Data\Data\Data\Data\Data\Data\Data\Data\Data\Data\Data\Data\\C 9 .

HE CAIRAEZER T2 I TEEFEA. BRI B30I T—NONTV v o
() R 45172 FOATU SRR Y- NOWERT 7 1L, 5LV
A7 bOMEBERT 7AILIZIFICL TS L,

b. ZHFID HA / — RIZ L T. openssl A REMALT. Windows ED MySQL H—N\& K,
9547 D SSLAEBE  F—T 717zt y b7y TLET,

"MySQL /N\—<3 > 5.7 © openssl Zf£MH L 7= SSL SEEAZE & &K U+ —DIER"

H—NERE. V517V MEAE 8LU0F—T 7 MILICERINZHERDE

@ ¥, CAFIFAZEICERATNAIHBRDELRERIVENHD T, HBERDEDNE
CimE. OpenSSLZERALTOVNASILENIT—N—DFEREEF—T 71 )L
FRELFT,
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H—/NEAEDOHBEZLE L TH—/NFQDN ZfEAT3 e ZHEL X T,

C. SSLEFBAEZE ¥ —7 7 JL% MySQL Data 7 # LA —L £,

d. MySQL #—/\##K 7 7 )L (myin) T. CASEAZE. U—N\NT Vv IGHHEE. /517> +
NTVw UFERE. Y—/\WER. 5LV I 7172 MBERONIAZEHRLE T,

(D MySQL H—/\# 7 77JL (my.in) @ [mysqld] £&> 3> T. CAGIERAE. #
—N\NINT ) JFEEE. Y— N\ MWERD/NAZIEETI2HELNHD £,

MySQL H—/\#8 7 7-1JL (my.in) @ [client] TS 3> T, CASERRAZE. 547> b/INT)
YRR, XUV IS4 7Y MRBRONIAZIEETIHERDHD T,

ROFIE. myini Z7 7LD mysqld Eo > avicaAE—SNiEEBRE X — T 71 I)LERL TV
£9, COTT7#ILETHILAIEC ¢ /ProgramData\NetApp/SnapCenter /MySQL Data\Data T
EP

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-—
key.pem"

ROFIE. myini Z 7LD [client)| Eo > 3 VY TEHINZNRERLTVWET,

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

S.WMADHA /—RDAVE—y b > T+#X—> 38 —/\ (lIS) T. SnapCenter %+ —/\ Web 7
FVr—=a zEELED,

6. MADHA/—RTMySQL Y —EXEBEEHL F T,
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7. WAHD HA / —RICDWT. web.config 7 7 1 JL T MySQLProtocol ¥ —DE%ZEH L £,

RDAE. web.config 7 7 1 )L TEH S fz MySQLProtocol F—DEXTRLTWVWE T,

<add key="MySQLProtocol" value="SSL" />
8. WADHA /—RIZDWVWT. my.ini 77D [client] T < 3 > THEE L7=/SX T web.config 7 7
IINEEFHLET,
ROFNE. myini 77 AILD [client] EI >3 Y TEHINTNIZRLTULWET,

<add key="ssl-client-cert" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-cert.pem" />

<add key="ssl-client-key" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-key.pem" />

<add key="ssl-ca" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/ca.pem" />

1. @ADHA / —R®D IS T SnapCenter H—/\— Web 77U —> 3> %EELE T,

2. WD D HA / — R T Set-SmRepositoryConfig-RebuildSlave -Force PowerShell Y > KL v b %
FRALT. MADHA/—RTEFa7BMySQLL U —>a> =B LET,

LAV —2 a3 Y RAT—R2ANEETH>TH. -Force 77> a>xFRLTAL—TURIS NI %
BEETETE,

1 > X b= JLHIZ Windows R X b THEMIZAR B 1#8E

SnapCenter Server ¥ Y X b —Z % RT3 . 1> X F—JLHIZ Windows 7R X kT

Windows DH&REX O—ILAABMICHED £, cNSDEHRIFZ. ST a—FTa>T
PRANSZATFLDAYTF Y RBILDHEEDHD £,
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