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Prepare for SnapCenter Server installation.

v

Install Snaplenter Server.

v

Log in to SnapCenter Server,

v

Generate and configure CA Certificate,

v

Optianally, register an untrusted demain

R

Configure Snaplenter Servers for high
avallability using F5

E

Optionally, configure RBAC

y

Add storage system

.

Add licenses.

b

Provision storage.

Optionally, configure secure connecticn
to naplenter Repository.
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16.
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18. [Claim rule]* D% FIZ AL £7,
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1. ROAT YV REFERALT. ADFSICHLWZ U =2 3> d )L —T%=ER L £9,

New-AdfsApplicationGroup -Name $ClientRoleldentifier
-ApplicationGroupIdentifier $ClientRolelIdentifier

ClientRoleldentifier 7 74— 3> JIL—FD4%H]
redirectURL FFRAJRDUA A LU 3 > DEREURL

2. ADFSY—NT7FIVr—2 3>z EfRL. 951470 ho—0Ly hZERBLET,
Add-AdfsServerApplication -Name "S$ClientRoleldentifier - Server app"
-ApplicationGroupIdentifier $ClientRoleIdentifier -RedirectUri $redirectURL
-Identifier $identifier -GenerateClientSecret

3. ADFS Web API7 V)7 —2 3 2 1kpliL. ERIBRIS—LZRELE T

Sidentifier = (New-Guid) .Guid

Add-AdfsWebApiApplication -ApplicationGroupIdentifier S$ClientRoleIdentifier
-Name "App Web API"

-Identifier S$identifier -AccessControlPolicyName "Permit everyone"

4 USAT7 DY TIAT Y =Ly MIMEILARTEINAWVSD, ROOAT > ROHIH SEIE
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"client id = $Sidentifier"
"client secret: "$(SADFSApp.ClientSecret)
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@RuleTemplate = "LdapClaims"
@RuleName = "AD User properties and Groups"

c: [Type ==
"http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname",
Issuer ==

"AD AUTHORITY"]

= issue(store = "Active Directory", types =
("http://schemas.xmlsoap.org/ws/2005/05/identity/claims/upn"), query =
";userPrincipalName; {0}", param = c.Value);
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Open-SmConnection —-Credential <PSCredential> [-SMSbaseUrl <String>] [-Port
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REST APIL. CLI. GUIDSnapCenter MFAKBEZ BN X/ ISEMICLET
« GUI *
* FiE
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* PowerShellf > &% —7 =1 X*
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Set-SmMultiFactorAuthentication -IsGuiMFAEnabled -IsRestApiMFAEnabled
-IsCliMFAEnabled -Path

path/¥5 X —4 . AD FS MFAXZF—4XML7 7 LDIEFEIEEL £75
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aARYEL Y b,
* SCCLIM >R —T A R*
* FE*

1. # sccli Set-SmMultiFactorAuthentication -IsGuiMFAEnabled true
-IsRESTAPIMFAEnabled true -IsCliMFAEnabled true -Path
"C:\ADFS metadatalabc.xml"

2. 4 sccli Get-SmMultiFactorAuthentication

« RESTAPI *
1. GUI. RESTAPI. PowerShell. SCCLITMFAZBZNICT ZICIE. RDOPOSTAPIZETL X T,

INT A=A ffE

ERENT-URL /api/4.9/settings/multifactorauthentication
HTTP XYy K Rk

DOIRARRT { "IsGuiMFAEnabled" : false.

"IsRestApiMFAEnabled" : true.
"IsCliMFAEnabled" : false.
"ADFSConfigFilePath" : "C
:\ADFS_METADATA\abc.xml" }

22



INEAX { "MFAConfiguration" : { "IsGuiMFAEnabled"
. false. "ADFSConfigFilePath" : "C
:\ADFS_METADATAW\abc.xml".
"SCConfigFilePath" : null.
"IsRestApiMFAEnNnabled" : true.
"IsCliMFAEnabled" : false. "ADFSHostName" @ "
win-adfs-sc49.winscedom2.com } }

2. UTFTOAPIZER L TMFARBRD A T —R A REXHEL X9,
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EREN7=URL /api/4.9/settings/multifactorauthentication
HTTP XV w R 2y b

INEAX { "MFAConfiguration" : { "IsGuiMFAEnabled"

. false. "ADFSConfigFilePath" : "C
:WADFS_METADATA\W\abc.xml".
"SCConfigFilePath" : null.
"IsRestApiMFAEnabled" : true.
"IsCliMFAEnabled" : false. "ADFSHostName" : "
win-adfs-sc49.winscedom2.com } }
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v LET,

2. [RFTY T VDEBMEHIBR] U+ > RUT, [Certificates] %:EIRL. [Add| 27w LFT,
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7. TPersonal | Z#IAICDOWVWT. FIES5 ##DIRL F7,

CAZFFREDHY LTIV b ZEISLET

SERRE DY LT Y ME. FERREZHAI T D 16 EMDOXFFH T, T LT > M.
L) 7TV LZERL CTEEHEDARBH OHBEINE T,
FIig
1. GUI TROFIBEZEFLE T,
a MEAEEZTINIUv I LET,
b. [(FFAE | 41 7OS Ry IRT, [*HM*12T%IUvILET,
C. 74 —)LROURFEZZO—/LL. [Thumbprint] 22U v s LET,
d Ry o205 16 EXFEIC—LET,
e 16 MDD I R— X EHIEL £ 3,

feezld. Y LFU > A TA909 502D d8 2a 14 33 €6 F8 38 86 b0 0d 42 77 A3 2a 7b | DIFHE.
AR—RzZHIFRT S . [a909502dd82ae41433e6f83886b00d4277a32a7b | £ 740D X7,

2. PowerShell TRXDOFIEEEITLE T,

a XAV RERITLT. A1 YRAM=ILEINTWVWRIIBBZDH LT Y b E—EBR L. BIFTV X
F—ILENI-EERREEHATHAILE T,

Get-Childltem - /N ZFEBAZE : \localmachine\My

b. L7 bEIE—-LZFT,

Windows 'R X b SS9 4> —EXZFERAL T CABBEXHRET D
CAZEBAZ(Z Windows R A R 5914 > H—EXZHREL T A1 A M=ILEN=T>



ZIERAEZ T VT« LT 2REDNBHD T,

SnapCenter  —/\H KUV CASEFAZEN T TICEAINTVWERI TR TD TS ST 1 YRR T, ROF|E%R ET
LFT,

FI@
1. XDOAVYY REETLT. SMCore DT 7 #JL h7R— bk 8145 IZ/N1 > RENTWBEZDEEREE % IR
LEd,

> netsh http delete sslcert ipport=0.0.0.0: <SMCore Port>

Bl

> netsh http delete sslcert ipport=0.0.0.0:8145
L RDOAR VR ERITLT iL<A VA M—JLLTEEHE % wWindows
RANTIZTA D —ERIINA Y RLEFET,

> Scert = “ <certificate thumbprint> ”
> Sguid = [guid]::NewGuid () .ToString ("B")
> netsh http add sslcert ipport=0.0.0.0:
appid="$guid"

_<SMCore Port> certhash=$cert

Bl

> Scert = “a909502dd82ae41433e6f83886b00d4277a32a7b”

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="s$guid"
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2. EDFEF =2 aoRAVT, *FER 20 )vILET,
3 H—N—%k *Sites* ZRBHALZX I,
4. SSLEERAZE%* 1 > X b —JL 9§ 3 SnapCenter Web 1 F & EIRL £,
5. >[H 4 bORENEEIL. NIV RI'EIUYILET,
6. NA2T142IR=IT, Thitps* DA > T« 27 ZFIRLF T,
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7. [fR&E (Edit) 1220w LET,
8. [SSL certificate] KO w FH TV X H 5. REA VR— kL7 SSLEEFAEEEIRL X T,
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ER
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TCEET,
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BETEET, £k, Z8BL T SnapCenter V7 F Oz 7 ATV Ly )T 7 LY 204 R T
LYo
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1T RER—IJT. *RE*>*JO—/NLERE *>* CAGIASZRTE * LEHF T,
2. [FIREDREIZEMICT B | ZFRLE T,
3. @A (Apply) 122U voLET,
CRTR:
BIEWRKRA N TDRI MMIIIEHRRTIN. SnapCenter —NETFZ5 41 VKRR FDREIDEHD X T —
AN EREDETRINE T,
CC S BRICEOTVBD T TT A YRR MIRID HTSNTVSCAREN BV EETRLET,
* B3 CARERAENERICRI S ZRLET,
* @ lE. CASIRREZRGETE AL ol ZERLET,
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SnapCenterty —N\N& 7554 VEIOHB@EEZRET 57-DHIC. WHASSLBEZHE
TRIRENHD FT,

* IR BHEIIC*
c HR—FEINZF—DRNENZ072DCASEIBECSR7 7ML ZEH L THE < HBELRBHD £,
* CASFFRETH —N\EBEEC 751 7 > REREENH R— RSN TVWAHRELRH D £,
s MEBBR Y L) Y S OFMADEE SN T-CASEBBENNETT,
* —HMSSLEREZBMICL THEIBELRHD £,
FHHICOWVWTIE. ZBRBRL TSIV CATIAZEDHRELZ >3 V"
CIRTDTZT 4 VKRR SnapCentertf —/ N\ TWARSSLEEZENC L TELBELRHD XY,
—WOFR F E T — N TIRAESSLEEAEMNICH > TOWHEVEBIEH R— F ThE Ao
* Flg *
1. R=brZNA>2FTBICIE. PowerShell 1< > Rz L T. SnapCenter IIS Webt —/\7R— ~8146
(F7#ILE) BXUV'SMCorerR— 8145 (F7 #JL k) DSnapCenterty —/\7R R k TRDF|E% X
TLEY,

a. xMPowerShell A< > R%&EFERA L T. BIZDSnapCenterE S ELEEAZ DR— F/N1 > REHIRR
LF¥d,

> netsh http delete sslcert ipport=0.0.0.0:<SMCore port/IIS port>
f
> netsh http delete sslcert ipport=0.0.0.0:8145
> netsh http delete sslcert ipport=0.0.0.0:8146

b. %7 L < HY48 L 7=CAZFBAZ % SnapCentertt —/\ ¥ SMCore’R— M C/N1 > R L £ 95
> Scert = “<CA certificate thumbprint>"
> Sguid = [guid]::NewGuid () .ToString ("B")
> netsh http add sslcert ipport=0.0.0.0: <SMCore Port/IIS port>
certhash=$cert appid="$guid" clientcertnegotiation=enable
verifyclientcertrevocation=disable
> netsh http show sslcert ipport=0.0.0.0:<SMCore Port/IIS port>
B

> Scert = “abcl23abcl23abcl23abcl23”

32


https://docs.netapp.com/us-en/snapcenter/install/reference_generate_CA_certificate_CSR_file.html
https://docs.netapp.com/us-en/snapcenter/install/reference_generate_CA_certificate_CSR_file.html
https://docs.netapp.com/us-en/snapcenter/install/reference_generate_CA_certificate_CSR_file.html
https://docs.netapp.com/us-en/snapcenter/install/reference_generate_CA_certificate_CSR_file.html
https://docs.netapp.com/us-en/snapcenter/install/reference_generate_CA_certificate_CSR_file.html
https://docs.netapp.com/us-en/snapcenter/install/reference_generate_CA_certificate_CSR_file.html
https://docs.netapp.com/us-en/snapcenter/install/reference_generate_CA_certificate_CSR_file.html
https://docs.netapp.com/us-en/snapcenter/install/reference_generate_CA_certificate_CSR_file.html
https://docs.netapp.com/us-en/snapcenter/install/reference_generate_CA_certificate_CSR_file.html
https://docs.netapp.com/us-en/snapcenter/install/reference_generate_CA_certificate_CSR_file.html
https://docs.netapp.com/us-en/snapcenter/install/reference_generate_CA_certificate_CSR_file.html
https://docs.netapp.com/us-en/snapcenter/install/reference_generate_CA_certificate_CSR_file.html
https://docs.netapp.com/us-en/snapcenter/install/reference_generate_CA_certificate_CSR_file.html
https://docs.netapp.com/us-en/snapcenter/install/reference_generate_CA_certificate_CSR_file.html
https://docs.netapp.com/us-en/snapcenter/install/reference_generate_CA_certificate_CSR_file.html
https://docs.netapp.com/us-en/snapcenter/install/reference_generate_CA_certificate_CSR_file.html
https://docs.netapp.com/us-en/snapcenter/install/reference_generate_CA_certificate_CSR_file.html
https://docs.netapp.com/us-en/snapcenter/install/reference_generate_CA_certificate_CSR_file.html
https://docs.netapp.com/us-en/snapcenter/install/reference_generate_CA_certificate_CSR_file.html
https://docs.netapp.com/us-en/snapcenter/install/reference_generate_CA_certificate_CSR_file.html
https://docs.netapp.com/us-en/snapcenter/install/reference_generate_CA_certificate_CSR_file.html
https://docs.netapp.com/us-en/snapcenter/install/reference_generate_CA_certificate_CSR_file.html
https://docs.netapp.com/us-en/snapcenter/install/reference_generate_CA_certificate_CSR_file.html

> Sguid = [guid]::NewGuid() .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8146 certhash=$cert appid="S$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> $guid = [guid]::NewGuid() .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=$cert appid="S$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:8146
> netsh http show sslcert ipport=0.0.0.0:8145

2. CASEFRZEDMERRIC T 7 X T3I121E. RDFIEZRITL TH L KBS L/CASEBEIZ 77t R
L. SnapCenter® 5 7 #JL b DIIS Webt—/N\1—1 T [IS AppPool\SnapCenter *) % SEBHE D1ERR
DR MIEMLET,

a. Microsoft 2>V —JL (MMC) IZ8EL. [7 71 /L]>*[SnapinDEM BRI %= 2 ) v LE

ED

b. [ RFvTA>DBMEHIFR] T« > KT, [Certificates] Z3&RL. [Add]Z2 ) v oL F
ED

C.[EEEE | R+ v 1> T4V RUT. [Computeraccount] 7 7> 3> %&RL. [T %27
Jw o LET,

d [OyvY—=JLiL—F] > [EEZE-O0—A/)LaA>Ea—%2—] > [{BA] > [FIBEE] DIEICI U Y
JLET,

e. SnapCenterslfFAEZEZERL £ 9,

f. A—H—/ERDBMD « ' — RZFIRT 3I1CIE. CASERBEZEZ /I U v I L. [TRTDRRIY
WERRBOEEZERLE T,

g pEMPZEIVY I L. [A—T - IL—TFOERV«F—FTHRZO-NILIEa1—%% (
fEBDRLENM) ICEBELETY,

h. 1IS AppPool\SnapCenter1—H#'ZEBML. 7)Y FO—JLIERZFEL £,

3. CASFERZIISHERR*DIZE. RD/NZAH 5SnapCenterthr —/N\—ICHFLVLWDWORDL X k) F—T > k
JzEBML £,

WindowsL P X M ITF 4 2T, MONRICHEELEX T,

HKey Local Machine\SYSTEM\CurrentControlSet\Control\SecurityProv
ders\SCHANNEL

4. SCHANNELLZZ hURRED IV TF AT, HILLWDWORDL PR M F—IT > bUZERL &
ER

SendTrustedIssuerList = 0

ClientAuthTrustMode = 2
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WA ESSLEES A DSnapCenter Windows 7545 1 VR ELE T

SnapCenter Windows 7> % 1 > |&. PowerShell < > RZER L TWARSSLEEAICKRET 2HEHLHD
9,

* WR& BB *
CAGEFREY LT > bHMEARIRETH D e xR L £ 9
* Flig*

1. R—bZENAVRTBICIE. Windows TS5 1 >R X K TSMCorerR— 8145 (F 7 #J)LE) ICRL
TROBIEERITLE T,

a. JXMDPowerShell Y > REFEHAL T. BIfFDSnapCenterB 2 EBLEHEDR— F/N1 > REHIRR
L,

> netsh http delete sslcert ipport=0.0.0.0:<SMCore port>

fl
> netsh http delete sslcert ipport=0.0.0.0:8145

b. 3 L < BX{8 L 7=CASFFAZ%# SMCore’R— MMCNT Y R L X,

> Scert “<CA certificate thumbprint>”

> Sguid [guid] : :NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=S$cert
appid="S$guid" clientcertnegotiation=enable
verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:<SMCore Port>

B

> S$cert = “abcl23abcl23abcl23abcl23”

> Sguid = [guid]::NewGuid() .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=$cert appid="$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:8145

WA ASSLEEZBMCLET

PowerShell ¥ > R Z{ER L TWARASSLBEZBMICT D &, SnapCentertf —/N& 7~/
ZJ41DEDOHEEBEZFRETETET,
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s th& B BIIC *

IRTDTZTA4>ESMCoreT—2 Y FOOAR Y RERAICETL. RICH—NOAT Y REETLE
ER

* FE~

1. WABSSLEEEBMICTBICIE. TS50V, H—N— BLUWAHAESSLEEHNMRELRZT—
T2 MIX LT, SnapCenterty —\—TXRDIAY Y REETLE T,

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName <Plugin HostName>

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
—-HostName localhost

> Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="true"}

1. ROAT Y REFEAL T, lISSnapCenter7 TV — 3> F—ILDUH A V)LigEERITLET,
> Restart-WebAppPool -Name "SnapCenter"

2. Windows 7545 1 > DigEIE. RDPowerShell Y > R%#E{TL TSMCorett—E X #Hifcd L
ER

> Restart-Service -Name SnapManagerCoreService

WA FESSLBEEZEMICLET
PowerShell <Y > RZFERAL T. WHRESSLEBEZEMICTAI DN TEF X,

* CDORRTICDOVWT

CTRTDTST AV ESMCoreT—J Y DAYV REBIICETL. RICH—NDITY REETL
x93,

* WHMESSLBEZHEMIC L TH. CASIFAZ L ZDOREIFHIFREINEE A

* SnapCentertf —/NICHTLWR X R ZEBIIT BICIE. IRTD TS50 VRA M TNARSSLZ ENICT S
RENHD £7,

* NLBEF5IEHR—hENEH A,
* FiE *

1. WA BSSLEEEEMICT BICIE. TRTD TS5 1 >7RR bk ESnapCenteri X MMIXL
TSnapCenterty =\ TXRDIAT>Y RERTLET,

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="false"}
-HostName <Agent HostName>

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="false"}
-HostName localhost

> Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="false"}
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1. ATV REEA LT, ISSnapCenter7? PV r—> 3> F—ILO )Y U I)LigEERTLET,
> Restart-WebAppPool -Name "SnapCenter"

2. Windows 7541 > Dig&IE. RKDPowerShell 1Y > R%EE1T L TSMCoretr —E X ZHicg) L *
ER

> Restart-Service -Name SnapManagerCoreService

EIEEH%/\“_Z@WL\DIE% EE L/ i’é’

SnapCentertf —/\h'558:5EF (CA) SIFAEA TV XR—LLET

MicrosoftEI 21>V —JL (MMC) %Z{FRL T. SnapCentertf—/\Hh'5FS5 1 VKR
MCCASEFAEZ TV RAR— S R3RELHD £,

ER =B Y BH0IC
WAMSSLZHE L TESBERDHD X9,

* FIE

1. Microsoft BE Y —JL (MMC) ICBBIL. [* 77 AIL*]. [ RF v T > DEMLEIRR] DIBICY
DwoLET,

[ ZFy TAVDBMEBIR] Y« > R™T. [Certificates] Z5&IRL. [Add] &2 v o LET,
EERRER Y A NIV ROIT*F T a>EFERL. RT1E22UvILET,
SEERRZE-O—A/IL OV Ea—2P[EAPEEREZ 7)) v I LE T,

SnapCentertty —/N\—TEHRA NI FHECAIIRAZEZHI U w I L. [TRTDER I [TI AR— K]
ZERLTCIVRAR— b I —RZHBLET,

6. T4 — R TROBIEZRITLET,

o &~ W BN

T7Foay R1T9 3018
WERE TV AR—FLET EERL. (RAEZI2UYvILET,

IV RR—rT771IHR (Export File Format ) T~ *) #oU0woLEY,

774 I)L% (File Name) 0 ) v L. iBREZREFT ST 71 ILIN X%z
ELTRANI'Z0UyILFET,

ARAEDI IV AR— b T —RFDRET BEZzERL. "7 2y I LTIIRR—-F
ZRImLE T,

@ SEBAZENR— X MEREEIE. SnapCenter HAMERL & & UFSnapCenter Plug-in for VMware vSphere T
IEHR—FrEINEHA,
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sustfE (CA) FEFAEZWindows 750 A Vi RA MIAYR—bELET

T2 A7R— k L7cSnapCenterty —/\CAGERAE Zf£A 9 3 (CI&. MicrosoftEIE]>Y —
)L (MMC) %fERL T. BE 9 BEFEE % SnapCenter Windows 757 1 V7R X kA
VIR—bhTRIRENRDHD £,

* FIE

1.

o &~ W BN

Microsoft EX 2> Y —J)L (MMC) ICBEIL. [* 771 *]. [RTYTA U DEMLHIER] DIEICY
w2 LET,

[RFYTALUDEBMEHIBR] Do >~ RUT. [Certificates] ZiEIRL. [Add]| 22w o L%,
EERRERFTY ANV ROTF T a>zFRL. RTT1%ZI7UvILET,
SEERRZ-O0—AIIL OV Ea—RPHEAPEERZEZ 2 U v I LE T,

MEAANL Z#NEZHEIVY I L. IRTOERI>*A VR—MEZERLTAVR— b —F%Z
ML E o

6. U f— R TRDBEEERITLET,

A=V EITI 038

2 N7 DB T*RA*] ZOVYILET,

AVR—FTBT771)L HhERF.cer T#&4> % SnapCenterty —/\iERAE % &R
LY,

FFEAE R k77 T~ *1 Z0UwOILET,

SFRAZED T U AR— b D4 HF—RDTET BMEEZRESEL. [T 1%22)vILTAVR— %
BBl £,

CASFEAZZUNIXRRA NSS4 ICA VR— b L. JL— NEEFRZE & f- I3 PRISERRE
#SPL trust-storelCREL £

CASEFAEZUNIXT ST A Y RA MIAYR—bLET

CASEFAZE ZUNIXT ST A VIRA MIA VY R— T R3RELRHBD X7,

* ZDRRTICOVWT
*SPL¥F—XMTPDNRT—F, BELMEAFDCAZBLF —XRTDIA VT AZEBETETET,

*SPL¥—X M T7D/INRT—RE, WMBREBICEERMITENTWVWRZIARNTOIA ) 7RNZAT—RIFEILTH
BZREHRHD X,

* FIE

1.

2.

SPLZAONTA 7 7AIHDS5 SPLE*F—XLT7DTTHILENRT—RZEUFTEE T, F—ICHET
%fETY SPL_KEYSTORE_ PASS,

F—ARTPONRT—R%ZZELEXYT, $ keytool -storepasswd -keystore keystore.jks
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F—IATHOMERIVEIDIRTOIA)TADNRT—R%E, F—IMTIZEAINATVS
NRAT—=REBEUENRT—RIZEELEFY, $ keytool -keypasswd -alias "<alias name>"
-keystore keystore.jks

SPL_KEYSTORE_PASS INF— | DWTHRLHBZEH L £ spl.properties’ 771 ),
INATD—RZZBELS. T—EXZBEHL TV

JL— NEERBE £ /-3 EEEEEE % SPL DEEEA M PICRELET
JL— NEEBRZE & 7o I3 RISERAE % spl trust-store ICERE T DHENH D £9, JL— bk CA

FERAE. R CAGEFRZDIEICEN T ZHENHD £7,
* FE*

1. SPLE—X R 7HEMEINTWVWBE T+ ILAICBEIL ET, /var/opt/snapcenter/spl/etco

2. 774NV %EHRLET keystore. jkso

B F—RTICEBMEINTFBAEERTLET, $ keytool -list -v -keystore
keystore.jks

4. )L— FEEERZE F /- IXPRIEEEEE X BML £9, $ keytool -import -trustcacerts -alias
<AliasNameForCerticateToBeImported> -file /<CertificatePath> -keystore
keystore.jks

5. SPL DR h 7IC)L— MEEFAE £/ IFHFBEEIRRE ZREL 6. H—EXZBEEHL £7,

CAEZLFX—R7% SPLOEFEIANFICHRELET

SPL trust-storelCCABRZ I X —RT7EHRETI2HNEHLHD £,

* FIE

1.
2.
3.

SPLOF—X M T7HRMINTWVWB T AL AICEENL £J /var/opt/snapcenter/spl/etco
774 %ZE L £T keystore.jks o

F—ZAMTICEMINGREZRTLEFT. $ keytool -list -v -keystore
keystore.jks

WERC N FHEROMAZ2L CASIBBEZEML 9, $ keytool -importkeystore
-srckeystore <CertificatePathToImport> -srcstoretype pkcsl2 -destkeystore
keystore.jks —-deststoretype JKS

F—ZAMTICEMINFREZRTLET. $ keytool -list -v -keystore
keystore.jks

F—RARTIS F—RTIZEMEINIFH LWV CASERREZEICHR T2 TV T ANZFENTVBR L
=L E T,

CAGFEEZRICEMINIMEBONRAT—REX—IMT7ONRAT—RIZEELE T,

T7AIEFDSPLF—X F7/NRXT—RI&E. SPL_KEYSTORE_PASS IN¥*—D{ETTY
spl.properties 771 Jlo

S keytool -keypasswd -alias "<aliasNameOfAddedCertInKeystore>" -keystore
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keystore.jks"

1. CASERZD I A U 7 RBHR. AR—IAFLRBFEHUXF (T2 1) HEFATVBHEER.
ITA)T7 Rz BMAAEIcEELEXY, $ keytool -changealias -alias

"<OrignalAliasName>" -destalias "<NewAliasName>" -keystore keystore.jks’

2 |CHBDF—XANTHEIANTABERELET spl.properties 770/ T DfE%F— SPL
D certificate_alias ICEH L £9,

3. CABELEAHF—RTZSPLEBANTFICRELLS. T—EXRZHBEHLFT,

SERRER—X DRI EBMICLES

SnapCenter Serverd &K OWindows 757 1 V7R X MMIX L TREFAER— X DEREEZ B
ICF BICIE. XDPowerShellAY Y RLw hZERITLET, LinuxFZTA4VRXKT
WHASSLZBMICT B L. sEFAEAN—XDFREENBEMICHKRD X7,

* ISAT Y MERAERN—RDFREEZBRICT BICIF -

Set-SmConfigSettings -Agent -configSettings
@{"EnableClientCertificateAuthentication"="true"} —-HostName[hostname]

* USAT Y MEAEN— X DFREEZ EIICT DI -

Set-SmConfigSettings -Agent -configSettings
@{"EnableClientCertificateAuthentication"="false"} -HostName [hostname] "

Active Directory . LDAP. LDAPS #s&2EL X9

88T Z 720\ Active Directory R X1 V% ZEEELET

FREINTULARWERD Active Directory R X1 > DR b, A—H, BLXVTIL—T%
BIR G BI(CIE. Active Directory % SnapCenter ' —/NICEEFRTIHNELHD X9,

ERZ B H0IC
* LDAP XU LDAPS YO~ JJL *

* LDAP F7:I3 LDAPS 7O b J/LZfEA L T, EREINTULIAL) Active Directory R X1 > ZE|RTE X
ER

* 75404 VKRX M SnapCenter —/N\BOWNAFABEEZEDNICL THEIBELRHD £,

* DNS f#&#l&. SnapCenter H—N\DS5F T4 VKRIA M, BLUVEFDOHEICEY N7V TFT23HELHD X
ERR

* LDAP O ROJL*

* Fully Qualified Domain Name ( FQDN ; ST2f&8fi K X > %) % SnapCenter % —/\H SRR T T 24
ENHDET,

FBHEINTUVAEVR XA VIZFQDN ICEEFTEEXT, FQDN % SnapCenter Hf —/\H' SR T ETRVEE

IE. RXA>a>bO—5DIP7RLAEZFEALTERTEF XY, CNlE. SnapCenter t—/\H R
TEBIRENHBDFT,
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* LDAPSZO kOJL*

* Active Directory BETI> FY—IT > FOES{tZITOICIE. LDAPS T CAGERRENKETT,
"LDAPS D CA VA7 > hitFAZEZREL £9"

* RXA>a>bO—5DKRX M4 (DCHostName ) (Z SnapCenter H—/N\HD5 77X TEZ3HELDH
DEI,

* ZDRRIIZDOVT*

CEHEINTULVARVRXAL EFEIRT SICIE. SnapCenter 11—+ >4 —7 1 X, PowerShell <>
RLw bk, £7IZ RESTAPI ZERAL XY,

* Flig
1. EROFESF—>a3>oRAVT, *RE* ZIVVILET,
2 RER=TJT, *JO-NILBRE*ZIUvILET,
3 [JO—NILEBE|R—JT. FRXAIVERE 12OV ILET,
4 Oy LTHLULRXS D EZERLET,
S. [HLWRXA>DESF] R—IT. LDAP F7zl3 *LDAPS * OWLWFNHZFIRL £ T,
a. T*|dap* 1 ZFEIRLIBEIE. LDAP OEBEINTULERWVWR XA V2 FRT 3 OICRERIFR
ZHEELF T,
Z14—ILR FIE
KX >% (Domain Name ) KX >®D NetBIOS &% EEL £7,

FQDN %#3#8E L. *resolve*Z w2 L ZF
ERS

kX > FQDN

K X~ >~ FQDN % SnapCenter H —/\H' 5 f#iR
TERWVWERIF. RXr>a>hO—-Z0DIP
TRLR%E1DULEIBELET,

X422 O-ZDIP7EFLX

SMICOWTIE, 2BBLTLLETL"GUI D
SEHETIAVRXASIYORXM>YOY O—
ZIP=EBMLEDT"

b. T*LDAPS* | %#ZERL7-HBEIE. LDAPS OEFEINTULWAEWVWR X1 Y OFERICHELRIERE
BELEY,

TJa4—ILF
KX >% (Domain Name )

kX > FQDN
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RX>d>bO—5DIP7RLR KXo >a> bO—>%7h SnapCenter H—/\
DNOBRTETHRVIZEIF. DNS RZEET
BRENHBD XY,

6. [OK|ZZUwvILZFT,

LDAPS D CAUSA 7> MNEFBEZSREL X

Windows Active Directory LDAPS |C CA SERBEDERE SN TV SIFEIE. SnapCenter
H—/NTLDAPS D CAUSA 7> hEFAEZRE T 2WEBNHD T,

* FIE

1. Microsoft EI2>Y —JL (MMC) ICBEBIL. [* 771 *]. [RTv TV DEMLHIBR] DIEICZY
w2 LET,

2. [ RFYv A DEBIMEHIBR] T« > RUT. [Certificates] %:&IRL. [Add|Zo v o LET,

3. [EEBRZ | RFT v 1 >U+4 > RUT, [Computeraccount] 7 S>3 >%EFEIRL. [T %27y
JLFT,

4. [* AV —=JLIL—Fr>EE-O—A)LOAYEa—4 >EEINT-)L— NEEERRLRS > SFERE < % o 1
v LEYd.

S. [fEEENTIL— MR | DAL EZHRI Vv L. [TRTDARRY >*Import ] Z3EIRL T1 >
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Identify two existing SnapCenter Servers,
or install SnapCenter Server (SC1) on
host1 and SnapCenter Server (SC2) on
host2.

.

Export SnapCenter certificates for SC1
and SC2.

.

Configure F5 Load Balancer for
SnapCenter Servers and disable the 5C2
node member.

v

Import SnapCenter certificates into F5
Load Balancer.

;

Configure an F5 cluster in SnapCenter
between 5C1 and 5C2.

v

Enable 5C2 node member.
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SnapCenter WebApp h'-1 > X b—JLENTWLS web.config 7 77JLT T
isableSQLInjionValidation 1 /X5 X—XDfE% true ICEE T3 & T. O—ILADIKREE
ZEMITITEYS, BEZEELIEE. T—EXZBREETIHVREITHD £ A

S. ZOO—IIDINRTDRAYN=IE, MDA YN—DATP I b ZRTTIFT *ZBIRTD L. €
DA=ILDHD XY N—=IE. VY =XV X FDEFHRICK) 2—LPEIALBED)Y —RXZBRT
TFET

HOXN=DEDHTENTWVWBRA TSI b ZZOO—IILDAYN—=ICRELEWVWKSICT SIS
&, CDF T a aEIRBRT 2HRELHD XY,

COFATLIAVEBMCTHE. ATV FERLEU Y —REERLEZI-—FLALD
C) —LZA—YPBLTVBBEIC. ATV TV FEREFIY —IADT I/ EI—HIC
BDYTRIHED B BED XD,

L[ T7OERHFAT | R—I T, ZOO-IICEID Y TR 7V ERFARBIRTEIH. [IRNTHEIR]| 27
w2 LTEOO=IICTRTOT7 7 2FTE2HELE T,
2. [Submit GXfE) 122 UwoLEY,

security login <> RZ{#EH L T. ONTAPRBAC O—/LZEML XY

AL =22 X7 LT clustered ONTAP Z3E1TL TW3EH. security login ¥ > K%z
£ LT ONTAPRBAC O—/L%=EBMTETE Y,

ERZRIRY BHIC
* clustered ONTAP ZR1TLTWB X L —2 2 X7 LFIC ONTAP RBAC O—ILZ{ER§ B HiIC. RDIA
BICOWTHESEL TEKHERHD FT,

°c RITTBRRY
°o INBEDARRYEERITT DT-DICHERIER
* RBAC O—I/L%Z&ET BICIE. ROBRIEERITIIHNELNHD £,
c ARV RBLUV ATV RTFa LI M), FHIZZFOMAICHERZNELFT,

ARYRELVIATURTA LI MIDOTIERICIE. TILT IR EHFARDEBRAD 2 DOLANJL
HHOxEd,

TINT O XERIZ. BICRAICEIDHTERENHD £,

o A—HICO—-IILEEDOYTET,

° SnapCenter 7551 VH U T RRLED T T AZEEE IP ICEHREINTVWSED. FRIEFTITIXEZA
D SVM ICEHEEHINTVEIMIEL T REFERD ET,

* CDERTICDOWVWT*
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RBAC User Creator for Data ONTAP YV —JLZfERAL T. CNS5DOO—ILDX ML= AT LANDERESR
BHRIETBEHDTEET, COV—ILIF. Ry NPy AT a =T 74— LICEBEINTULET,

CDY—ILiF. ONTAPERDBEYIREEZ BEMNICAIEL £9, 7o XX, Data ONTAP 7IL7 Ut X1E
RAVEIICKRTREINS & SIC. EENBFNICIELWVIEF TEMINE T, SiaElD ERERZ&ZIICIEN
L. RICTILT I ZAHERZEMT B . ONTAP IFTILT I/ AERZEEITBDHD L TI—F 2T L.
BmEALET,

SnapCenter £7zIZ ONTAP ZH & Hh 67 v FJ L — R 9355 IE. RBAC User Creator for
Data ONTAP ¥V —)LZzBERTL T UAICER L eI - O—-IILZ2EH T 24BN HO &

@ T UETD/N— 3 > D SnapCenter £7-1& ONTAP BICER L 7=2—5O—ILik. 7v Y
L—REBEON—2 a3V TRERBICEELEFEA. V—ILZBRTITZI . 7y SIL—FHBE
FHIIETNE T, O—IILZBIERTA3BEITHD FH A

ONTAP RBAC O—I/LDEREDFEMICDOWVWTIE, 2B LT /ET L "ONTAP 9 EIEEEIEE Y RBAC /NT —
AR

SnapCenter D RF¥ a2 XY FTIFO—JLICEID Y TIER%® MR tMUFET
@ H. OnCommand > XA T LY X— v GUITIE. _privilege Tld7: <. TERM_ attribute_ h'{FEH
TNFd, ONTAPRBACO—I/LZHRET BHEIF. CD2DDOMAEIFRILEKRTY,

* FIE *
1. L=V XFLATROOAR Y RZAALT, FILLWO—ILEERL X,

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_name\>

* svm_name (. SVM I—HDEEITT, ZHDFFRICT R L. T7FI TS RAXERBEDIE
EEINET,

* role_name |&. O—JLICIEET B EEITY,
* command |&. ONTAP DH#EET 9,

ct

@ COOARVFIBERCCICKETIBHENHDE T, 777XV FIE §
AFMODERAIT Y ROFEICU X T 2HENRHD FT,

MERD Y X MMZDWTIE, #BBLTLLETVW " O—)LOERS K UERDEI D Y TICFERT S
ONTAP CLI <> K"

2. RDIARYFZEAALT, —HEZEHRLET,

security login create -username <user name\> -application ontapi -authmethod

<password\> -role <name of role in step 1\> -vserver <svm name\> -comment
"user description"

* user_name |&. ET 21— DHBITY,

* <password> (. /NAT—RTY, NAT—FRZIEELBHVWE. NAT—RODANZRHZ 7OV
TEHRRRINZE T,

* svm_name (. SVM Z—HDEZREI T,

50


http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-adm-auth-rbac/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-adm-auth-rbac/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-adm-auth-rbac/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-adm-auth-rbac/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-adm-auth-rbac/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-adm-auth-rbac/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-adm-auth-rbac/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-adm-auth-rbac/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-adm-auth-rbac/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-adm-auth-rbac/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-adm-auth-rbac/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-adm-auth-rbac/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-adm-auth-rbac/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-adm-auth-rbac/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-adm-auth-rbac/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-adm-auth-rbac/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-adm-auth-rbac/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-adm-auth-rbac/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-adm-auth-rbac/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-adm-auth-rbac/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-adm-auth-rbac/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-adm-auth-rbac/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-adm-auth-rbac/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-adm-auth-rbac/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-adm-auth-rbac/home.html

B XOIATYRZAHALT, A—HicO—-IILZzEOYTET,

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>

* <user_name> (&, FlE2 TER LI —HDHRITY, COOAY> FTIE. O—JLICBEEMITS

I—HEZZEETEET,
* <svym_name> (& SVM D&EI T,
* <role_name> (&, FIE1 TERL7cO—ILDOHHFI T,

* <password> (. /NAT—RKTY, NAT—RZEELHBVWE. NAT—RFDODANZRHZ OV

ThEHRRREINZET,
4. AT REAALT. A—UHELLLIER NI e =R LF 9,

security login show -vserver <svm name\> -user-or-group-name <user name\>

user_name |&. FIE 3 TEHRL7=I—HD&FITY,

=/VERZFHFD SVM O—ILZER L £

ONTAP T#H LW SVM I—H0O—ILZER T 255 RI1TTIHENHS ONTAP
CLI AT Y RHAWVK DHH D £9, ONTAP D SVM % SnapCenter TERT B LS IC
FHEL. vsadmin O—I)LEFERLE<L<AHRWVES. COoO—JLHARETT,

* FIE
1L ZRL—YYZFLT O-LEERL. TOO-LICTATOERER DL TET,

security login role create -vserver <svm name\>- role <SVM Role Name\>
-cmddirname <permission\>

(D) coavyREMRCLICRTTAUELNBD ET,

1 1—EERL. 201—FICO—LEZDLETET,

security login create -user <user name\> -vserver <svm name\> -application
ontapi -authmethod password -role <SVM Role Name\>

2. 1400V I ERRLET,

security login unlock -user <user name\> -vserver <svm name\>

SVM O— L D1ERRE K VIERDEID HTICEAT 3 ONTAPCLI O<Y >V R

SVM O—/LZzfEf L THERZZID HT3ICIF. W< DHD ONTAPCLI ARV FZRITIBHENHD X
ER

° security login role create -vserver SVM Name -role SVM Role Name -cmddirname
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"snapmirror list-destinations" -access all

security login role create -vserver SVM Name
"event generate-autosupport-log" -access all

security login role create -vserver SVM Name
"job history show" -access all

security login role create -vserver SVM Name
"job stop" -access all

security login role create -vserver SVM Name
"lun" -access all

security login role create -vserver SVM name
"lun create" -access all

security login role create -vserver SVM name
"lun delete" -access all

security login role create -vserver SVM name
"lun igroup add" -access all

security login role create -vserver SVM name
"lun igroup create" -access all

security login role create -vserver SVM name
"lun igroup delete" -access all

security login role create -vserver SVM name
"lun igroup rename" -access all

security login role create -vserver SVM name
"lun igroup show" -access all

security login role create -vserver SVM name
"lun mapping add-reporting-nodes" -access all

security login role create -vserver SVM Name
"lun mapping create" -access all

security login role create -vserver SVM name
"lun mapping delete" -access all

security login role create -vserver SVM name
"lun mapping remove-reporting-nodes" -access

security login role create
"lun mapping show" -access

-vserver SVM name
all

security login role create
"lun modify" -access all

-vserver SVM name

security login role create -vserver SVM name

"lun move-in-volume" -access all

security login role create -vserver SVM name

"lun offline" -access all

security login role create -vserver SVM name

"lun online" -access all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

all

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



security login role create -vserver SVM name

"lun resize" -access all

security login role create -vserver SVM name

"lun serial" -access all

security login role create -vserver SVM name

"lun show" -access all

security login role create -vserver SVM Name

"network interface" -access readonly

security login role create -vserver SVM name
"snapmirror policy add-rule" -access all

security login role create -vserver SVM name
"snapmirror policy modify-rule" -access all

security login role create -vserver SVM name
"snapmirror policy remove-rule" -access all

security login role create -vserver SVM name
"snapmirror policy show" -access all

security login role create -vserver SVM name
"snapmirror restore" -access all

security login role create -vserver SVM name
"snapmirror show" -access all

security login role create -vserver SVM Name
"snapmirror show-history" -access all

security login role create -vserver SVM name
"snapmirror update" -access all

security login role create -vserver SVM name
"snapmirror update-ls-set" -access all

security login role create -vserver SVM name

"version" -access all

security login role create -vserver SVM name

"volume clone create" -access all

security login role create -vserver SVM name

"volume clone show" -access all

security login role create -vserver SVM name

"volume clone split start" -access all

security login role create -vserver SVM name

"volume clone split stop" -access all

security login role create -vserver SVM name

"volume create" -access all

security login role create -vserver SVM name

"volume destroy" -access all

security login role create -vserver SVM name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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"volume file clone create" -access all

security login role create -vserver SVM name
"volume file show-disk-usage" -access all

security login role create -vserver SVM name
"volume modify" -access all

security login role create -vserver
"volume offline" -access all

SVM name

security login role create -vserver
"volume online" -access all

SVM name

security login role create -vserver SVM name

"volume gtree create" -access all

security login role create -vserver SVM name

"volume gtree delete" -access all

security login role create -vserver SVM name

"volume gtree modify" -access all

security login role create -vserver SVM name

"volume gtree show" -access all

security login role create -vserver SVM name

"volume restrict" -access all

security login role create -vserver SVM name

"volume show" -access all

security login role create -vserver SVM name

"volume snapshot create" -access all

security login role create -vserver SVM name
"volume snapshot delete" -access all

security login role create -vserver SVM name
"volume snapshot modify" -access all

security login role create -vserver SVM name
"volume snapshot rename" -access all

security login role create -vserver SVM name
"volume snapshot restore" -access all

security login role create -vserver SVM name
"volume snapshot restore-file" -access all

security login role create -vserver SVM name
"volume snapshot show" -access all

security login role create -vserver SVM name
"volume unmount" -access all

security login role create -vserver SVM name
"vserver cifs share create" -access all
security login role create -vserver SVM name
"vserver cifs share delete" -access all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name
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-cmddirname
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° security login role create -vserver SVM name -role SVM Role Name -cmddirname
"vserver cifs share show" -access all

* security login role create -vserver SVM name -role SVM Role Name -cmddirname
"vserver cifs show" -access all

* security login role create -vserver SVM name -role SVM Role Name -cmddirname
"vserver export-policy create" -access all

* security login role create -vserver SVM name -role SVM Role Name -cmddirname
"vserver export-policy delete" -access all

®* security login role create -vserver SVM name -role SVM Role Name -cmddirname
"vserver export-policy rule create" -access all

®* security login role create -vserver SVM name -role SVM Role Name -cmddirname
"vserver export-policy rule show" -access all

®* security login role create -vserver SVM name -role SVM Role Name -cmddirname
"vserver export-policy show" -access all

®* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"vserver iscsi connection show" -access all

®* security login role create -vserver SVM name -role SVM Role Name -cmddirname
"vserver" -access readonly

® security login role create -vserver SVM name -role SVM Role Name -cmddirname
"vserver export-policy" -access all

®* security login role create -vserver SVM name -role SVM Role Name -cmddirname
"vserver iscsi" -access all

® security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"volume clone split status" -access all

° security login role create -vserver SVM name -role SVM Role Name -cmddirname
"volume managed-feature" -access all

=/IEDOMERT ONTAP 7 5 X XO—ILZERRLET

&=/\RDIEPR T ONTAP 2 5 XZ0O—)L%Z{EE L T. SnapCenter @ admin O— L%z f&E
FIL T ONTAP THIEZRITT DIHMNEINBWVWELSICTIHNENHD F9, ONTAP DLI<
DHD CLI OX Y REFEITLT. ONTAP 75 XRZO—/L%ZER L. &/RDIERZ Z|
DYUTBZEHTEET,

* FE*
1L ZRL=UYRF LT O—LEERL. 2OO-LICTRTOEREED L TET,

security login role create -vserver <cluster name\>- role <role name\>
-cmddirname <permission\>

(D) coavy REHERCLICETTIRBNBD ET,

1. J_ﬁ%{lﬁﬁi L/\ %CD:L—'U“CI:I-)LE’%U D %—C 353_0
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security login create -user <user name\> -vserver <cluster name\>
-application ontapi -authmethod password -role <role name\>

2 3a—HoOvo=FERLES,

security login unlock -user <user name\> -vserver <cluster name\>

IS RAO—ILDERRE K OIERDENID ¥ TICFEAT S ONTAPCLI AT VR

5 22O0—)L%EH L THERZZIDHTSICIE. W<DHD ONTAPCLI ARV REETIINELHD
XS

®* security login role create -vserver Cluster name or cluster name -role
Role Name -cmddirname "metrocluster show" -access readonly

®* security login role create -vserver Cluster name or cluster name -role
Role Name -cmddirname "cluster identity modify" -access all

®* security login role create -vserver Cluster name -role Role Name -cmddirname
"cluster identity show" -access all

® security login role create -vserver Cluster name -role Role Name -cmddirname
"cluster modify" -access all

® security login role create -vserver Cluster name -role Role Name -cmddirname
"cluster peer show" -access all

° security login role create -vserver Cluster name -role Role Name -cmddirname
"cluster show" -access all

® security login role create -vserver Cluster name -role Role Name -cmddirname
"event generate-autosupport-log" -access all

® security login role create -vserver Cluster name -role Role Name -cmddirname
"job history show" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"job stop" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"lun" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"lun create" -access all

®* security login role create -vserver Cluster name -role Role Name -cmddirname
"lun delete" -access all

®* security login role create -vserver Cluster name -role Role Name -cmddirname
"lun igroup add" -access all

uri i -V v u - - i

® security login role create server Cluster name -role Role Name -cmddirname
"lun igroup create" -access all

®* security login role create -vserver Cluster name -role Role Name -cmddirname
"lun igroup delete" -access all

®* security login role create -vserver Cluster name -role Role Name -cmddirname
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"lun igroup modify" -access all

security login role create -vserver Cluster name

"lun igroup rename" -access all

security login role create -vserver Cluster name
"lun igroup show" -access all

security login role create -vserver Cluster name
"lun mapping add-reporting-nodes" -access all

security login role create -vserver Cluster name
"lun mapping create" -access all

security login role create -vserver Cluster name
"lun mapping delete" -access all

security login role create -vserver Cluster name
"lun mapping remove-reporting-nodes" -access all

security login role create -vserver Cluster name

"lun mapping show" -access all

security login role create -vserver Cluster name

"lun modify" -access all

security login role create -vserver Cluster name

"lun move-in-volume" -access all

security login role create -vserver Cluster name

"lun offline" -access all

security login role create -vserver Cluster name

"lun online" -access all

security login role create -vserver Cluster name
"lun persistent-reservation clear" -access all

security login role create -vserver Cluster name

"lun resize" -access all

security login role create -vserver Cluster name
"lun serial" -access all

security login role create -vserver Cluster name
"lun show" -access all

security login role create -vserver Cluster name
"network interface create" -access readonly
security login role create -vserver Cluster name
"network interface delete" -access readonly
security login role create -vserver Cluster name
"network interface modify" -access readonly
security login role create -vserver Cluster name
"network interface show" -access readonly
security login role create -vserver Cluster name
"security login" -access readonly

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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security login role create -role Role Name -cmddirname

-vserver Cluster name -access all

security login role create -role Role Name -cmddirname

destinations" -vserver Cluster name -access all

security login role create -vserver Cluster name
"snapmirror policy add-rule" -access all

security login role create -vserver Cluster name

"snapmirror policy create" -access all

security login role create -vserver Cluster name

"snapmirror policy delete" -access all

security login role create -vserver Cluster name

"snapmirror policy modify" -access all

security login role create -vserver Cluster name
"snapmirror policy modify-rule" -access all

security login role create -vserver Cluster name
"snapmirror policy remove-rule" -access all

security login role create -vserver Cluster name
"snapmirror policy show" -access all

security login role create -vserver Cluster name
"snapmirror restore" -access all

security login role create -vserver Cluster name
"snapmirror show" -access all

security login role create -vserver Cluster name
"snapmirror show-history" -access all

security login role create -vserver Cluster name
"snapmirror update" -access all

security login role create -vserver Cluster name
"snapmirror update-ls-set" -access all

security login role create -vserver Cluster name
"system license add" -access all

security login role create -vserver Cluster name
"system license clean-up" -access all

security login role create -vserver Cluster name
"system license delete" -access all

security login role create -vserver Cluster name
"system license show" -access all

security login role create -vserver Cluster name
"system license status show" -access all

security login role create -vserver Cluster name
"system node modify" -access all

security login role create -vserver Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

"snapmirror create"

"snapmirror list-

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



"system node show" -access all

security login role create -vserver
"system status show" -access all

security login role create -vserver

"version" -access all

security login role create -vserver
"volume clone create" -access all

create
—-access all

security login role
"volume clone show"

—-vsServer

create -vserver
start"

security login role

"volume clone split -access a

create -vserver
stop"

security login role

"volume clone split —access al

security login role create -vserver

"volume create" -access all

security login role create -vserver

"volume destroy" -access all

security login role create -vserver

"volume file clone create" -access a

security login role create -vserver
"volume file show-disk-usage" -acces

security login role create -vserver
"volume modify" -access all

security login role create -vserver
"volume offline" -access all

security login role create -vserver
"volume online" -access all

security login role create -vserver
"volume gtree create" -access all

security login role create -vserver
"volume gtree delete" -access all

security login role create -vserver
"volume gtree modify" -access all

create
—-access all

security login role
"volume gtree show"

—vVsServer

security login role create
—access all

-vserver
"volume restrict"

security login role create -vserver

"volume show" -access all

security login role create -vserver

"volume snapshot create" -access all
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security login role create -vserver Cluster name

"volume snapshot delete"

—-access all

security login role create -vserver Cluster name

"volume snapshot modify" -access all

security login role create -vserver Cluster name

"volume snapshot promote”

—-access all

security login role create -vserver Cluster name

"volume snapshot rename"

—-access all

security login role create -vserver Cluster name

"volume snapshot restore"

—-access all

security login role create -vserver Cluster name

"volume snapshot restore-file" -access all

security login role create -vserver Cluster name
"volume snapshot show" -access all

security login role create -vserver

"volume unmount"

—-access all

security login role create -vserver
—access all

"vserver"

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
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security
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security
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security
"vserver

security
"vserver

security
"vserver

security

login role

cifs create"

login role

cifs delete"

login role

create -vserver
—-access all

create -vserver
—-access all

create -vserver

cifs modify" -access all

login role
cifs share

login role
cifs share

login role
cifs share

login role
cifs share

login role
cifs share

login role
cifs show"

Ccreate
modify" -access

—-vsServer

create -vserver
create" -access
create -vserver
delete" -access
create -vserver

modify" -access

create -vserver

show"

create -vserver
—-access all
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all
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Cluster name
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all

Cluster name

—-access all

Cluster name

login role create -vserver Cluster name

create"

—-access all

login role create -vserver Cluster name

export-policy create" -access all

login role create -vserver Cluster name
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"vserver export-policy delete" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy rule create" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy rule delete" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy rule modify" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy rule show" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy show" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver iscsi connection show" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver modify" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname

"vserver

show" -access all
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@ BEQY FO—IR—IAD TV AEREINBHNICIRHEINE T, SnapManagerSuite =
1> R SnapCenter BED I FO—5R—XADSA U RIFALCEKRTHERAINE S
M. BTt R%ZEELET,

FIE
1. EROFETF—>3>RAVT (A= R T L ZEIRLE T,

2 ZRL—=S Y RTFLR=JOD*AATRAY TR TN S, BIMLIETARTO SVM £35S X 4%%K
TIB3NESHEBIRLET,

c BIETNI=IARTD SVM ZRRTBICIE. *ONTAPSVM * Z3&8IRL £ 9
c BIMEINIZIARTDISARAERTTBICIE. *ONTAP VS AR * #EIRL X T,

VS RABTERT B L. TDUFARICEEFNS TRTDSVMAY[Storage Virtual Machine]z 7 < 5
JNICRRINEFT,

3 ZAFL—CHEFEVINT, A bO—-33531EY R ZRLET,

Controller License FJICld. MDORXT—RANKRTEINE T,

o

v FAS. AFF. £7=I3ASATZ 1<) X kL —2 2 X7 LlZSnapManager SuiteZ 1 2 > A H A
VAR=ILThTWBZeZRLET,

2 FAS. AFF. F7cIFASATZ 1<) A L —T 2 X7 LlZSnapManager Suite 5 -1 7> A DA
YAR=ILENTWAWZ EZRLET,

o U LAWESIE. AL —3Y FO—5H Cloud Volumes ONTAP . ONTAP Select . 7zt
WAL=y T 4—LEICHB7-8. SnapManager 1 — DS54t XISBEAS
NExtAo

Flg2: A>bFO—FJICA VA M=IILETNTVWERSA VA ER/ELET
ONTAP OAY YV RSAVEFERTD . A>FOA—ZICA VA M=ILETNTVWERITRTOSAIEYAERRT
FFJ, FAS. AFF. F7-IZASAV R T LD YU SRAAEBETHINENRHD 9,

@ SnapCenter DIZEI Y FO—SRX—XDZ1 > XH. SnapManagerSuite 71> & L
T hO—JICRRINET,

FIE
1. ONTAP OV RSV EFERAL TRy r7y Oy bcO—-ZiICcOJ 1> L £ 9,

2. license show A< > R&Z A L. HA3%Z KR L T SnapManagerSuite 51 2> XH 1 VX b—)LENTL
ANESHERERLET,
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H75)

clusterl::> license show
(system license show)

Serial Number: 1-80-0000xx

Owner: clusterl
Package

Serial Number: 1-81-000000000000000000000000xx

Owner: clusterl-01

Package Type

NF'S license
CIFS license
iSCSI license
FCP license
SnapRestore license
SnapMirror license
FlexClone license
SnapVault license
SnapManagerSuite license

NFS License

CIFS License

iSCSI License

FCP License
SnapRestore License
SnapMirror License
FlexClone License
SnapVault License

SnapManagerSuite License

Expiration

Expiration

CDFITIE. SnapManagerSuite 1> X% 1> X =)L B7=6. SnapCenter QBT 1t > &

BEDHD EFEA.

FIE3: OO0 D T7ILEESZEELET

a2 hO—5R—=ADTFAELRADI)TIESZEEITICIE. > rO—-ZD D TF7ILESHHBET
9, ONTAP AV YV RSAV%=FERTD . A bO—5D ) 7 ESZ#EIFTETEI, FAS. AFF. 7=
IZASAS AT LDY S AABBETHINENHD ET,

Fig

1.ONTAP OX Y FSAr=fFALTIY FO-3ICAJ1 Y LET,
2. system show -instance AY Y FZ AN L. HAOZHEREL IO bO—-ZDO2 U 7INESZHZRELET,
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H75)

clusterl::> system show -instance

Node: fasxxXX—-XX—XX—XX
Owner:

Location: RTP 1.5

Model: FAS8080

Serial Number: 123451234511
Asset Tag: -

Uptime: 143 days 23:46
NVRAM System ID: XXXXXXXXX
System ID: XXXXXXXXXX
Vendor: NetApp

Health: true

Eligibility: true
Differentiated Services: false
All-Flash Optimized: false

Node: fas8080-41-42-02
Owner:

Location: RTP 1.5

Model: FAS8080

Serial Number: 123451234512
Asset Tag: -

Uptime: 144 days 00:08
NVRAM System ID: XXXXXXXXX
System ID: XXXXXXXXXX
Vendor: NetApp

Health: true

Eligibility: true
Differentiated Services: false
All-Flash Optimized: false
2 entries were displayed.

3. YUTFNESERHRLET,

FlE4 : 2> bO—SRX=XSAMEVROI IV T7INESZEFLET

FAS £7l3 AFF X L —2% R L TUW335A. NetApp Support Siteh'5 SnapCenter 1> fO—5RX—2X
DALV AZEIFELTHS. ONTAP AV RSAVEFERALTA YA M=ILTEFET,

EEZFIR Y SHIIC
* B%h7%NetApp Support SiteDOT 1 I LTV v ILHBRETY,
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BB ILT UYL EANLBEVWE, BERERIEINEFE A
A—ZS0O ) T7IINESZERL TEHBELNHBDFT,
FlE
1.12O4 1 > LE 9 "NetApp Support Site"s
2 [YRATL]. [*VYIhDzT751E R DIBEICEHLET,

3. [Selection Criteria]#81% T. [Serial Number (located on back of unit) [hhZ&ERINTWVWE Z e =S L. O
>hO—ZD2UTINESZEANLTGo ! '&Z:#ERL £,

Software Licenses

Selection Criteria

Choose a method by which to search

» |Serial Number (located on back of unit) v| Enter Value: : Gol|

Enter the Cluster Serial Number value without dashes.

-0R -
» Show Me All: | Serial Numbers with Licenses v| For Company: |:| :__G_p!_:

BELEOYFO—5SOS1E XD A MARTREINET,

4. SnapCenter Standard & 7zI& SnapManagerSuite 51> X %#E L Taeixk L £9

FIE5: A bFO—SR—IADSA L RAZEEMT D

FAS. AFF. F7:I3ASAY X7 L% R L TWLWT. SnapCenter Standard % 7z|&SnapManager Suite® 5 1 2
VAW HBHEIE. ONTAPOATY Y RS0 V& fEAL TSnapCenterd> FO—SR—XSA 2V XZEBINTE
£7,

R % B S BR0IC
* FAS. AFF. E£7=I3ASA R T LD Y S RAAEEBETHINELHD 9,

* SnapCenter Standard % 7z|& SnapManagerSuite D 51> AHBRE T,

CDHERTICDOVT

FAS. AFF. F7cI3ASARX kL —|ZSnapCenterDitAhkZ 1 > X k=)L 9§ 3155 I&. Premium Bundle D3
RS AERELTIY FO—JICA YA M=IILTEE T,

SnapCenter ZE AR L TA Y X b=/l T 3H5E1F. BEEEHEFICSHEVEHOEWVELE. Premium
Bundle fHES 1 > A ZEBEL T FO—FICA VXA F=)LLTLIEE L,

FIE
1.ONTAP XY R4V ZFERALTRY b7y 7o SR2ICO1 Y LET,
2. SnapManagerSuite 51 tZ> XX —%BML £7,

system license add -license-code license key
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COOAXRVRIE. admin tERLARILTEHATE XY,
3. SnapManagerSuite Z 1 2> AN VXA F=)ILETNTWVWB e R LE T,

license show

2Ty 76l It A EHIBRLET
> bAO—5~R—2Z®D SnapCenter iZE StV XAZFERALTVWT. BEXR—ADABRZI X (U7

ILESIE 1501 TEDLZ ) ZHIRRT ZHENH35EIE. MySQL AT RFzEHAL T SBAR> 12X
EFHTHIBR T Z2UELHD X9, SnapCenter GUI TrSAT7ILSA Y AZEHIRTZZCIETETEE A

ESATINSA A EFETHIRT 2B HZDIE. SnapCenter DIZEIY fO—5 AN

@ —ZADZA1 A7 FERL TVWBRIHEDHTY, SnapCenter @ Standard BEN—XD T 1 2
Y 2%EFZEL. SnapCenter ® GUI ISEBMT 3. HARS MY ANBEFNICEESEINE
ER
Flig

1. SnapCenter Y —/\T. PowerShell U« > RU%ZRAET. MySQL NXXT—R%Z v LZEd,

a. Open-SmConnection AY > RLw b%ZHE{TL T. SnapCenterAdmin 77177 > b ® SnapCenter 1t —
NeDEHRtEy>a>zELET,

b. Set-SmRepositoryPassword #3217 L T. MySQL/NXXT—R%J)twv cLZE9d,

ATV RLy bOFERICOWVWTIE. ZBRBLTLEE W SnapCenter YV 7 b7 7aA<X Y RLwy U
77 LY RAA R

2. A R7OYF+%BE. mysql-uroot-p #ETFLTMySQL IcAOT 1> LET,

NZAT—RDANERDZTOY T FH MySQL B S5RTFENE T, NXAT—FDUE Y MEFICIEELT
IJLTrov Il ATILET,

3. F—AN—ADBHART £ REHIRLFT,

use nsm; DELETE FROM nsm License WHERE nsm License Serial Number='510000050";

SnapCenter O Standard Z=EX— XD Z 11> Xz EN

ONTAP Select ZE2RE S 1 7> XlE. Cloud Volumes ONTAP 75w k7 #— L&
SnapCenter 75w k7 A —LDT— A ZRETH-OICHERALET,

)

BEFAEVRIZIEIRO LS BEELHD £,
* 51xxxxxxx DFERD 9D ) 7 ILE S THERINE T

SnapCenter GUI ZFB L TS1 Y AEBMCTBICIE. Z1E XD 7ILES B NetApp
Support SitedAT 1> I LT v I)ILZEBLET,

cBRIDKFET IR LTIRHIN., FRABEAX N —CBEXIIMFRET I T RO IDLTN
MNEWAICEDCOR M. T7—2IE SnapCenter ICK>TEBEINET
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* TIOINA LHI=DOFARIEERE
T ZiE. 1TB. 2TB. 4TB BEDBENR—AD A AERETE T,
* 100TB OREHNMEATIEEL 90 HREIOZBRS 1> X TY

REBRSAEYXDFEFEHICOVWTIE. ZBRL T LTV "SnapCenter 512> 2"

SnapCenter |3, BIERHRD ONTAP Select & & Tf Cloud Volumes ONTAP X kL —2 ET. 1 HIC1[EL F
g0 BRHIFRREZBEFMNICGHEL XY, Standard BEZ 1Y XZFERALTWVWS5HE. SnapCenter (3.
SAE ATHFASINEEHABTEDS. IRTOR) 2a—LDFEREABTEZELIIC ZIC&>T. KEH
DAREXFHELEYT, FRAREN AV ATHAINILBEZBRHE. SnapCenter # v > a7 Rh—RI(C
EEHNKRRIEINE T, SnapCenter TEED L T WMBLBHZREL TWEHEIE. FHA=EIEELZLE
WMEISET B L E X—ILHREINET,

27y BBERREHAT S

SnapCenter DRER—XAD S A%EE T 380IC. SnapCenter TEE T IR NDBERFTET I N
EABHBDET,

Cloud Volumes ONTAP F 7-l& ONTAP Select Y XA F LD YU S A AEBBETHINELRHD £,

CDRRATICDOWVWT

SnapCenter |3, FHBRAREZHABELEFT, 77TV RATLERIEIT—EZR—IXDH A XN 1TB T. FH
ZAR—ZH 500GB DIiFE. SnapCenter |3 500GB DFEABEXHBE L EFJ. EEHIRCEMBODH IR
a—LBREVFHEIN. R a—L2EOFERREICEOVWTEEINET,

Fig
1. ONTAP AR Y RSV EFERL TRy 7y >y rO—3ic0J01>LE 9,
2. FHBAR) 2a—LAREERTTSICIE. AV REANLET,

select::> vol show -fields used -volume Engineering,Marketing

vserver volume used

AVASH Engineering 2.13TB
VSl Marketing 2.62TB
2 entries were displayed.

2DO0DHR) 2a—LOFEREHBEDEHN S5TB KA TH 7D, 5TB DT —RZ IR TURET 35S
I&. SnapCenter DREXR—XADR/NT A > XEMHIL 5TB T,

7=2L. G5t T5TB DEFEABTED S5 2TB LHMMFRELABWVGEEIE. 2TB DBRER—XA TV X ZHIE
TEE9d,

Flg2 : BEXR—XAZAE RO ) T7IINESZERFLET

SnapCenter DRENR—ADZAEZVZADI ) 7ILESIE. FXDOHEERRFa XY bNyTr—JICRH#H TN
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TWET, COTUTILESH R WEEIE. NetApp Support Site N SEIF TE X9,
B NetApp Support SiteAT A VI LTV v ILHMETT,

FiE
1.12a7 1 > LE 9 "NetApp Support Site"s
2. [YRFL]. [*YIRITTSAER ] DIBICEELE T,
S EBIREE |HEET. [INTERT  DUTIIBSESAEYRI ROy TRTIIAZa—h5
SC_standard #3&RL £7,

Software Licenses

Selection Criteria
Choose a method by which to search

» |Serial Number (located on back of unit) v| Enter Value: 1 Go!

Enter the Cluster Serial Number value without dashes.

-0R -
»  Show Me All: |Serial Numbers with Licenses v| For Company: |:| Gol

4. 2B %E AL, *Go ! *E&ERL £,
SnapCenter 712> XD 9 HTD T ) 7ILESH 51xxxxxxx DIER TRRSINE T,
S. T IINESZEERLET,

2ATYT3 . XY NTYTSAEIRT7AIEERTS

NetApp Support Site D2 L 7> v )L & SnapCenter 512> XD 1) 7 )LES % SnapCenter DGUIICA ]
LA UL5EX. SnapCenter H*5NetApp Support Site IC1 V2 —%y R 77V IATITHRVSEEIE. Ry b7V
T4 ZXT74)L (NLF) ZEHTEET. €DK, SnapCenter KX MMNS TV X TE3HMICT 7
ANEATO—RLTEMTEET,

TEEZRRT BHiIC
* SnapCenter % ONTAP Select % 7zI& Cloud Volumes ONTAP TR T3 MBI H D £9,
* B NetApp Support SitedOAT 1 > I LTV v ILHBRETT,
CSAEYADIMDI I TILES%E 5lxxxxxxx DIER THEL TEBRELHD £,
FIE
1L ICBEBLET "Ry Ty IS4V RT7AILT R —&"
2. WERIEREANILET,

B [HRASAY ] 74—IRT. FIAD >V X=a1—hH5 SnapCenter Standard (capacity based-) % %#iR
L£9d,

4 [RGZ ) F7ILES ] 7+ —ILRIC. SnapCenter SAEYADIUT7ILESEANLET
S. XY TPV TIDT—RTSANY—R) O —%HATREL. *EEEBRLET,
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6. SAEVRT7AINEZREL. 77 MILDBARZRELET,

FlE4 : BEXR—ADZA1 2 XZEMT S

SnapCenter % ONTAP Select 7> b 7 #— /L %715 Cloud Volumes ONTAP 75w b 7 #—LTHEHEL T
W3EEIE. 1 DU LED SnapCenter BER—XD AV RAEA VA M=ILTIHRELNHD £,

EE%FIMR T B HIC
* SnapCenter BEIEEEI—H L TAJA >V TIHNENHD £,
* B NetApp Support Site AT 1 > I LTV v ILHBRETY,
CTAEVADIMDI I TILEES%E 5S1xxoxxx DICR TAHEL THEKBELHD X T,
XY RTYTSAEVZAT7A4IL (NLF) ZFEBEL TSIV AEEBMTEERIE. 182X 774
DG ZHERL TELKBELRHD XY,
CDRRAIICDWT
RER—TTIE. RDRARAVEERITTEET,

* SAEREEMLETY
*SAEVRADFMEZRTLT. BV RICHT 3 ERzERICHERBTIT I,

* TAEVRBREBEEHLIED. LEWVMEBHIOREZZEELILDTBHERYL. BIFEOSIt VX z2EE
MRBEEICTA LV REEBLET,

*BEOSAE R ZESMIBGBEPCTA LY ANFRBICL STHEIF. SV XZHIBRLE T,

ESATILSAEVR (50 TRHB) 7ILES) 1&. SnapCenter GUI TIFHIBRTE %
@ Ao, BEA L7 SnapCenter Standard BEXR—XDTA Y AZEBMT D . AR T
O ZNEFWICEESTTINET,

F&E
1. ERDOFTEF—>3>RA VT REZERLE T,

2. [REIR—V T VI DT %E&ERLEY,

3. [Software] R— D[License]z 7> 3 >~ T, *[Add]*ZBIRL £,

4. SnapCenter 71 2> XADBINT « F'— R T, XOWTNHDAEEZEIRLT. BINTZ351E X%
BLET,
Ta4—ILR F&E
SAtER%EA ‘/71'3\— 9°%I213. NetApp Support @ NSS DA—HEZASILET,
itg“ (NSS) oOI1>ILTryvlEABL NSS A2 T— R&EAH L £ 7

C. A hrO—SR—ADTAEVRADI)T7ILE
SEANLET,
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Ja4—ILR Fia

XY RTVTSAERT A a SAtEYRT771ILDGFrESEBL. #ERLE
ER

b. T*BI< *1 ZBRLFT,
S. BHINR—TT. SnapCenter ' E X—JL. EMS. & U AutoSupport BN ZXETI2B2D L T LME%E
ABDLET,
FT7AIEDOLEFVMEIX90% TI,

6. EX—)Li@FICER T B3SMTPH —N\EZRET B ICIE. [FREP>SPEMY —/N\ERE % EIRL. XOFEH%
ASLET,

J4—JLR Fig

E X—IJLEXE M*Always * | £7z1& T *Never* ] O\WgFhh %z
EIRLET,

EX—IILOREZIBELET FEIC* (Always*) 1ZERLIEBEIE. XD &K

SICEELET
*EXFEEDE X—ILT7RLR
*ZEEBEDEAXA—-ILT7FLR
ATV I TIFIN DGR ERELET

T 74 bDHERIE T SnapCenter 712> X
AE@I TY,

7. SRR L 7237812 Event Management System (EMS ; ARV MEEBY X TL) XvE—J%Z
L—IY X7 LD syslog 10EfE. £7218 AutoSupport X w2 —J% A ML —U S AT LISEET BIC
. ZYITB3FTv IRy I REREIRLET, AutoSupport ZBENICT D . HETIAREED H B RRE
DrZ TN a—FTa Y TICRIIDIEZHRELE T,

8. T*x~A*] ZBRLET,

O WMIEZMERL. "IRTI=EFERLE T,

A= RTFLETOES 3 Z VY
Windows R X F TR ML —S% O 3 =240 93
LUNXhL—C%RELET

SnapCenter ZfEA L T. FC ### LUN F7=13 iSCSI i LUN #RE TS £
¥, SnapCenter ZfEA L T. BIZD LUN Z Windows KRR M T B HTEF
ERS
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LUN |, SAN #BRICHITR A ML —SOEXRBEA T, Windows RX k. X F L ED LUN Z{RIET
A AV LTEEELET, EEMICOVWTIE. ZEBL T L "ONTAP 9 SAN #8RLH1 R'
iSCSItwy>a>aEEILET

iSCSI ZfEF L T LUN IC#EFi 9 25 81E. LUN Z{Ep L CTBIEZBMICT BAIIC. iSCSIty >3 > =ML
TRINELRHD XTI,

* BRSO BHIIC *

CAML—=UORFTLD/—R%EISCSIZ—4 Y b LTERLTELHBELRHD XTI,

* AML—=UPRAFTLTISCSIH—ERZHIBL THELKBELRHD X, "l BE5, "

c ZDRAVIZDWVWT *

iSCSI v avid. IPv6 & IPv6 DEBESH. £/ IPv4 £ IPvA DEIL IPN—2 3 > DR TOHRMEILT
TF9,

iSCSI v a>YDEE, BLUVRA M=y FOBOBEICIE. MALRICT Ty FRICHZIZBSIC
DH. V>oO—hILIPve 7RLAEFERATEFET,

|SCSI 1T — DGR ZEET DL, ISCSIFZ—TY bADTIERICRKELE T, LrIzEELS
CHLVWERIDESE NS L SIS, 12T — 5’75\771223’%5’ Ty b DBFE be" \BICRD DD
'9 i'ﬂ'o iISCSI 1 =2 IT—2DEFIZEELIHE. FA Mz dHEESL TS

RAMIERDISCSI M1 >R —T 14 AN H 355, RIDAVRX—T A ATIP7RLAZFEALT
SnapCenter AND iISCSI 2y a vz LIHET. IO IPPRLAZFEHRALTHDOA X —T 14 XD
5iSCSItw>ar MBI IFTEEzE A,

* FiE *
1. EROFES —> 3> _RA YT *Hosts* (KX k) #Z2)vwoLET,
2. Hosts (KRR k) R—IT. *iSCSISession (iSCSItw>3Y) *&#oUvwoL%ET,
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ROFIE. myini 77 7LD [client)| E7 > 3 Y TEHINZNRERLTVWET,

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
key.pem"

4 42—y b > T+ X— 3 8% —/\— (lIS) T SnapCenter H—/N\—®D Web 7 S r— 3>
ZELELFT,

5. MySQL H—EXE=BEEL £,
6. web.config 7 77 -1 JL T MySQLProtocol ¥ —DEZEH L £

RDAFE. web.config 7 71 )L TEFH iz MySQLProtocol F—DfEZRLTWVWE T,

<add key="MySQLProtocol" value="SSL" />

7. my.ini 771 IL®D [client] T > 3 VICEEINTZ/VXT web.config 7 71 ILZEFH L £,

ROBIE. myini 77D [client)| Zo > 3 Y TEHINZ/NREZRLTVET,

<add key="ssl-client-cert" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-cert.pem" />

<add key="ssl-client-key" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-key.pem" />

<add key="ssl-ca" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/ca.pem" />

1. 1IS T SnapCenter Ht—/\— Web 7 U —> 3 > %EEILE T,
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ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

ROFINE. myini 771D [client] T2 > a > TEHINTNRZRLTVWET,

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/client-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
key.pem"

4. 2 DHOHA /—RIZDWT. CASAZZIF—L. H—NONT U wISEE, H—NOWRE
T74I. 9547 rDONT ) wIHBRE, BLUVISAT7VNOMBRBI 71IL2ERL £,
ROFIEZERTLET,

a. 1 DHDHA /—RTER SN CASERAZE%R. 2 DE® NLB / — R ® MySQL Data 7 # /LA (C
JE—LZE9,

MySQL DT 7 #IL kDT #JLA/NRIE. C : \ProgramData\NetApp\SnapCenter \MySQL
Data\Data\Data\Data\Data\Data\Data\Data\Data\Data\Data\Data\Data\Data\Data\\C 9 .

HE CAIRAEZER T2 I TEEFEA. BRI B30I T—NONTV v o
() R 45172 FOATU SRR Y- NOWERT 7 1L, 5LV
A7 bOMEBERT 7AILIZIFICL TS L,

b. ZHFID HA / — RIZ L T. openssl A REMALT. Windows ED MySQL H—N\& K,
9547 D SSLAEBE  F—T 717zt y b7y TLET,

"MySQL /N\—<3 > 5.7 © openssl Zf£MH L 7= SSL SEEAZE & &K U+ —DIER"

H—NERE. V517V MEAE 8LU0F—T 7 MILICERINZHERDE

@ ¥, CAFIFAZEICERATNAIHBRDELRERIVENHD T, HBERDEDNE
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H—/NEAEDOHBEZLE L TH—/NFQDN ZfEAT3 e ZHEL X T,

C. SSLEFBAEZE ¥ —7 7 JL% MySQL Data 7 # LA —L £,

d. MySQL #—/\##K 7 7 )L (myin) T. CASEAZE. U—N\NT Vv IGHHEE. /517> +
NTVw UFERE. Y—/\WER. 5LV I 7172 MBERONIAZEHRLE T,

(D MySQL H—/\# 7 77JL (my.in) @ [mysqld] £&> 3> T. CAGIERAE. #
—N\NINT ) JFEEE. Y— N\ MWERD/NAZIEETI2HELNHD £,

MySQL H—/\#8 7 7-1JL (my.in) @ [client] TS 3> T, CASERRAZE. 547> b/INT)
YRR, XUV IS4 7Y MRBRONIAZIEETIHERDHD T,

ROFIE. myini Z7 7LD mysqld Eo > avicaAE—SNiEEBRE X — T 71 I)LERL TV
£9, COTT7#ILETHILAIEC ¢ /ProgramData\NetApp/SnapCenter /MySQL Data\Data T
EP

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-—
key.pem"

ROFIE. myini Z 7LD [client)| Eo > 3 VY TEHINZNRERLTVWET,

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

S.WMADHA /—RDAVE—y b > T+#X—> 38 —/\ (lIS) T. SnapCenter %+ —/\ Web 7
FVr—=a zEELED,

6. MADHA/—RTMySQL Y —EXEBEEHL F T,
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7. WAHD HA / —RICDWT. web.config 7 7 1 JL T MySQLProtocol ¥ —DE%ZEH L £,

RDAE. web.config 7 7 1 )L TEH S fz MySQLProtocol F—DEXTRLTWVWE T,

<add key="MySQLProtocol" value="SSL" />
8. WADHA /—RIZDWVWT. my.ini 77D [client] T < 3 > THEE L7=/SX T web.config 7 7
IINEEFHLET,

ROFIE. myini Z77ILD [client)| EI > 3 Y TEHINZNREZRLTVWETY,

<add key="ssl-client-cert" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-cert.pem" />

<add key="ssl-client-key" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-key.pem" />

<add key="ssl-ca" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/ca.pem" />

1. @ADHA / —R®D IS T SnapCenter H—/\— Web 77U —> 3> %EELE T,

2. WD D HA / — R T Set-SmRepositoryConfig-RebuildSlave -Force PowerShell Y > KL v b %
FRALT. MADHA/—RTEFa7BMySQLL U —>a> =B LET,

LAV —2 a3 Y RAT—R2ANEETH>TH. -Force 77> a>xFRLTAL—TURIS NI %
BEETETE,

1 > X b= JLHIZ Windows R X b THEMIZAR B 1#8E

SnapCenter Server ¥ Y X b —Z % RT3 . 1> X F—JLHIZ Windows 7R X kT

Windows DH&REX O—ILAABMICHED £, cNSDEHRIFZ. ST a—FTa>T
PRANSZATFLDAYTF Y RBILDHEEDHD £,
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