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Prepare for SnapCenter Server installation.

v

Install Snaplenter Server.

v

Log in to SnapCenter Server,

v

Generate and configure CA Certificate,

v

Optianally, register an untrusted demain

v

Configure Snaplenter Servers for high
avallability using F5

-

Optionally, configure RBAC

y

Add storage system

.

Add licenses.

b

Provision storage.

Optionally, configure secure connecticn
to naplenter Repository.
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Sidentifier = (New-Guid) .Guid

Add-AdfsWebApiApplication -ApplicationGroupIdentifier S$ClientRoleIdentifier
-Name "App Web API"

-Identifier S$identifier -AccessControlPolicyName "Permit everyone"

II3AT7RDETSAT Y =T Ly MIIEILATRREINZVH, ROAY Y FOHAHNSEIF
LE9,

"client id = Sidentifier"

"client secret: "$(SADFSApp.ClientSecret)

5. AD FS7 74— 3 viallatclaimst&[R & OpenIDiER =5 L £,
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Grant-AdfsApplicationPermission -ClientRoleIdentifier $identifier
-ServerRoleldentifier $identifier -ScopeNames @ ('openid')

Stransformrule = @"

@RuleTemplate = "LdapClaims"

@RuleName = "AD User properties and Groups"
c: [Type ==

"http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname",
Issuer ==

"AD AUTHORITY"]

= issue(store = "Active Directory", types =
("http://schemas.xmlsoap.org/ws/2005/05/identity/claims/upn"), query =
";userPrincipalName; {0}", param = c.Value);

ll@



6. THI—ILT7AILZEZFHLET,

Stransformrule |Out-File -FilePath .\issueancetransformrules.tmp -force
-Encoding ascii $relativePath = Get-Item .\issueancetransformrules.tmp

7. Web API7 V) /r— avilgaiztid. A7 7ML 2FERLTEDORITE SV AT+ —LIL—ILZE
#ZLEY,

Set-AdfsWebApiApplication -Name "S$ClientRoleIdentifier - Web API"
-TargetIdentifier

Sidentifier -Identifier $identifier, $redirectURL -IssuanceTransformRulesFile

SrelativePath

TVORZA = OBEMIRZEFRLET

TOEZA =0 >DBEREARIZ. PowerShell XY RZEB L TEHTETET,

* CDHERTICDOWVWT*

*TIOEAN=OVIE A= IFAT Vb BLUVVY—XDFEDHEAEGDLEICK L TOHEAT
TEJ PIOER =T VIZEMCTEHLIFTETT . BMEARIYINZ ZTHEIM T,

* TIAIERTIE. 7R b= >OERERIF60D TY . COR/NEDBEMHARIZ T+ THD. RS
NTWET, ESXRI VT AILES I THERNICEELEVE SIS, TR RMEEZIRET IHNED
HOET,

c ATFTv S

TIVr—=23 2T IIL—TWebAPIOT7 VX b—0 > OBEMEARZEH I BICIE. AD FSH—NTXROIVY
YRZEERALET,

+ Set-AdfsWebApiApplication -TokenLifetime 3600 -TargetName "<Web API>"

AD FSHh*5Bearer cr— 27 VS LE 9

RESTZ 547>k (PostmanZiE) TUTDNSX—RZANTIHERHD. I—HFILTUIvILEA
NITBEDICKOENFET, THIC. RTT—h—=TVZEIETBICIE. B2ERFBREA(HRBRIHEF->TWVWSD
DEBRBRIEDWVWBRED)ZANTIBENHD £,

tRTS— b= OBMEREIG. 7TV —2 3> TEICADFSY—N\DSHRETETET. T74/ILEDE
ZhERREIZ603 T 9%

Ta4—ILEF &
5214~ AR —R
J—JL/NwZURL d—JLINYy ZURLD WG EIE. 7TV r—3>

DR—IRURLZAADLET,

SREEURL [ADFS-domain-name]/ADFS/OAuth2/authorize
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7Ot XA +—2>2URL [ADFS-domain-name]/ADFS/OAuth2/token

Z4F7 > KD ADFSUZA4 7> bMDZANLEFY

9247 b=y bk ADFSU A7 =Ly b ZASILET

1 AR EE OpenlD

247> hESE BEARRFNANY R —C L TEELET

)y —2 [BEA 7> 3227 T [O—ILNYZURLIEEL

BzHFHINY—X]T7r—ILRZEMLET, CDIE
iE JWT—2 > Tid TAUD] fEE L TRRENE
ERS

PowerShell. SCCLI. REST API%Z £ L TSnapCentertf —/\TMFAZFHREL £9

SnapCenter ServerTld. PowerShell. SCCLI. XU RESTAPIZ{#EH L TMFAZEE
TEEI,

SnapCenter MFA CLIZZ:

PowerShell SCCLITI&. BfFD T KL w b (Open-SmConnection) % [lAccessToken] W5 H 51D
D714—ILRTHEL. RT7Z— b= Z2FERLTCA—H%ZELET,

Open-SmConnection -Credential <PSCredential> [-SMSbaseUrl <String>] [-Port
<String>] [-RoleName <String>] [ —-AccessToken <string>]

FEROOATURLY b ERITITZE. TNZENDOI—HHSnapCenterAY > KL w hERTTESLS5ICE
wa YHMERINE T,

SnapCenter MFA REST APIZZE

REST <access token>% -1 7 > k (PostmanX>swagger’i &) CBearer bk — %7 > % _Authorization = Bearer _®D
X THERAL. Ny A —IC1—1RoleNameZEE S 3 . SnapCenterh* S5 DHEHRINL £,

MFA REST API7—2 70—

MFAA'AD FSTREIN TV 3HE. RESTAPI%Z{ER L TSnapCenter? 7 U7 —> 3 VIC 7 72X T 3IC
. 721X (Bearer) b—20 > % ERLTERHMTIHNELRHD XTI,

*c ZDRRVICDODWT
* Postman. Swagger Ul. FireCampZ & EEDRESTI A4 7> b ZFERATET XY,

C TUERM—=UVEEIEL. TNEMERL TURDER (SnapCenter RESTAPI) %#EREL. H5D DA
BERTLED,

* Fig *
* AD FS MFAZ ' L CERREY 2 155*
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ER

REVERLTCTZ IV r—2a> 070X =0 EBIET 5. AD FSSSO/\—/‘L_'JQ‘/rl/ﬁ
l\*h ADV LT > v L% AL TMFATERREES 20BN H D £J, 1.[AD FS SSO1R—
. [Username]7TF X bRy I R A—HHFIEEFX—ILEANLET,

+I1—H&E. user@domain % 7=lddomain\usersX TIEE T 2 HEHLH D £9,

1 SZT—RIFF X MRy 2 KR T— REAHLET,

2 OG0 % Iy I LET,

B [HA YAV F T avftessarT, REATSavEERL. (BREICHLT) RELET.
- Ty BEMICEEING Ty L 1 BNERRLET.

* QRO—F:AUTHPoOItENAIIL 77U RERALTQRI—KRZ XX ¥ L. 7FIVICRTINDZER
SEOd—READLET

s DVARAALINRAT—R: =T >DITVRAALINAT—REANLET,
4. FREFARRIN G D &« Access. ID. & L URefresh TokenZZ LRy 7w THET F I,
TOERA =2 >%IE—L. SnapCenter RESTAPIT{EA L TiEERTLE I,

5. RESTAPITIE. A"NwA—t o3> TT7IoRA =02 O—-IEEEIHNENHD £,
6. SnapCenterid. ADFSHh 5 D7 IR =0V ERIELF T,

BN b= THBHBE. SnapCenteridFNETI—RL. I—H—RZEELZXT,
7. SnapCenterld. I—HHO—)L%ZFEAL T, APIERTDHICI—HZEREL £,

SOEEIC AN L 7= a8, SnapCenterldfERZRL X9, ML AN>TFEEIE. TT7—Xvt—IUh%k
ATy IF- S IS

REST APL. CLI. GUIDSnapCenter MFAKREZ BZN 7o ISEMICLET

« GUI'*
* FliE

1. SnapCenter&i2#& ¢ L TSnapCentertr—/N\icOJ 1> L9,

2. >[4’ O—/N)LE&E]>[MultiFactorAuthentication (MFA) RE]*Z27 ) v I LET

3. A1 #—T x4 X (GUIIRSTAPI/CLI) %ZERL TMFAOY 1 Ve B TIFEMICL £ T,
* PowerShell-f > X2 —7 =1 R*
* FiE

1. PowerShell£7z1&CLIOY > F#3EfTL T, GUI. RESTAPI. PowerShell. SCCLIOMFAZB%ICL
9,

Set-SmMultiFactorAuthentication -IsGuiMFAEnabled -IsRestApiMFAEnabled
-IsCliMFAEnabled -Path
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path/¥5 X —4 . AD FS MFAXZF—4XML7 7 LDIBFEREL £75

IBELIAD FSXZT—3R7 74 )LINZ%ZER L TERE S ifzSnapCenter GUI. REST API.
PowerShell. & U'SCCLIOMFAZE®ICL £35

1. A< RLy b ZEALT. MFAORERT—R A CREZHZE L ET Get-
SmMultiFactorAuthenticationo
* SCCLIM X —T 14 R*
* FlE*

1. # sccli Set-SmMultiFactorAuthentication -IsGuiMFAEnabled true
-IsRESTAPIMFAEnabled true -IsCliMFAEnabled true -Path
"C:\ADFS metadatalabc.xml"

2. 4 sccli Get-SmMultiFactorAuthentication
« RESTAPI *

1. GUI. RESTAPI. PowerShell. SCCLITMFAZBZHICT BIciE. RDOPOSTAPIZETL X T,

INTA—=H &

ERENT=URL /api/4.9/settings/multifactorauthentication
HTTPXY w K 1515

JOITRMRT 1 {"IsGuiMFAEnabled" : false

. "IsRestApiMFAEnabled" : true
< "IsCliMFAEnabled" : false
. "ADFSConfigFilePath"
: "C:\ADFS_METADATA\abc.xml"}

DB {"MFAConfiguration" : {"IsGuiMFAEnabled "
. false. "ADFSConfigFilePath" : "C
- WADFS_METADATAW\abc.xml". "SCConfigFileP
ath"  null. "IsRestApiMFAEnabled" : true
. "IsCliMFAEnabled" : false. "ADFSHostName"
. " win-adfs-sc49.winscedom2.com}

2. LTOAPIZERAL TMFARBRBID XA T -2 XA EREZHRBL £,

INT A= &
BER T /-URL /api/4.9/settings/multifactorauthentication
HTTPXY w g



INEAX {"MFAConfiguration" : {"IsGuiMFAEnabled "
. false. "ADFSConfigFilePath" : "C
- \ADFS_METADATAW\abc.xml". "SCConfigFileP
ath" : null. "IsRestApiMFAEnabled" : true
. "IsCliMFAEnabled" : false. "ADFSHostName"
. " win-adfs-sc49.winscedom2.com}

SnapCenterty— /XD > X +—JL

SnapCentertf —/\1 > A =S DRITAIGET 7 1 )IL%Z3E1TL T. SnapCenterty —/\%
’I"/Z F—)L—Cf*ij'o

HEIZIELC T, PowerShell Y KLy b EFEHALT. WOH DA YR M—ILEREDFIEEZERTTE X
ER

@ A Y RSAUh5DSnapCentertf — /XY ALY b VXA M—=JLIFHR—FEINTVEE
Ao

HIRY B HIIC

* SnapCenter # —/\7R X b &, REHF DS X7 LOBICEIH AL Windows 7w 77— M TRIIDIREICAR
S2TVWARENRHD XY,

* SnapCenter Y —/\&E 1A VXA F—JL BRI M MySQL H—N\DA VX F=ILTNTVWARWI & ERESR
LTHELBENHD X,

* Windowst YA =S DT Ny I ZBHLTELRBELHD XY,

EBMICT BHEICDWVTIE. MicrosoftdWebt -1 kZEBB L T "Windows ¥ YA F—50O7"< f£&
Lo

@ SnapCenter 17 —/\I&. Microsoft Exchange 1 —/\. Active Directory #—/\. F7zlFF X
AR =—LY—=N\DEESNTCARIMIEA YA M=)LLABWVWTIZEL,

* FIE

1. hr5SnapCentertf —/N\4 Y X b= LNy r—2% A > O— R L "NetAppthAR— bH 1 R £,

2. govO—RLTcexe7 71 EATILY) w2 LT, SnapCentertt —/N\D1 VX b—)LZFAL F
ERF

(VR R—LEBIAT B L. TATOFMBRIEGTIN. RIOEHEBLLTOENEAR, KXY
TBTS—FREEX Y E—IHRRENE T,

EEAXAvE—VRBERLTA VA M-I ZHIITETEIN. T MEBETIXUENRDHD X,

3. SnapCentertf —/\D 1 > X b —JLICHEBREHLRHSHLEDHDANTINTWVWS e =2ER L. BHEICHL
TEELZY,

MySQL Server J/ R R F—ZR—=XD/INAT—REZIBEETIHEIIH D £H Ao SnapCentertf —
NDA VR E=ILHIC, NAT—RHPABEFICERTNE T,
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@ INRICHHXE %1 D& EN% " is not supported in the custom path for the repository
database. If you include " TW3 &, 1 VX M—ILHKRELF T,

4 [BFTEAVRAR—IL]BIUYILET,

BUWMEZIEE LIBRIE. ZETEIS—Xyt—IUHREENET, EZBAALTHSTUX
b—IlZzRaL TSEE L,

@ [Cancel] * RE > D) wIFTDL. RITHRDORATY THTET L. O— LNy JREH
BB I NEJ, SnapCenter H—N\HKRX D SZLICHIRINE T,

7=72L. T SnapCenter y—/\trf FDB#2EN F7:ld T SnapCenter H—/\DECE = fFHEF ) DAL
BARTINTVWRETIC "yt 200w o33, LEBIEFy O EILEINTICTI VX b
— LB TEINE T,

A7 7 70IILIEBIC. BIEEI—HTD%temp% 7 #IILRAIC (HVWDHDHSIEIC) RREINFET, OJ D5
FREUAACL Y FT3581F. O RO M5O OT Y RERE{TL TSnapCenterty — /XD >
Ab—)LZMELE T, C:\installer location\installer name.exe /log"C:\"

RBACEFA] %M L 7=SnapCenterAd O 5 1 >

SnapCenter Ti&. Role-Based Access Control (RBAC ; O—ILR—X 7 2t X HlH

) B R—EINTUVWET, SnapCenter EIEEH. SnapCenter RBAC ZFEHRALT. O
=)LV —=R%ET—0J)L—TF |3 Active Directory RD 1 —1f £ 7=13& Active
Directory IDZ JL—FICEID HTFEd, RBAC 1—HiF. B HTE5NIO—ILEEA
L T SnapCenter (cOJ 1> TE3LDICBD X LT

HIRY B HIIC

* Windows Server Manager CWindows 7Ot X 7V 7«1 71t —E X (WAS) ZBMICTIHRENHD £
ER

* Internet Explorer % 7' 5 74 ¥ L TfER L T SnapCenter H—/\ICOJ 1 > § %35 & 13, Internet Explorer
DIFREE— RHEMCAR>TVWR I EZERITZIBENHD £7,

* CDHERTICDOWVWT*

A4V X b=)LHIZ. SnapCenter f—N\N—a VA r—=I)LTsHF—RIZ&>T>a— Ay bHMERR S
SnapCenter B’ 1 VA F—JILENTWBRA DT AV EY FE[REZ—F ] XZa—IIRT-ENET, £
oo AVAR—IDERTTRE AVAM=ILTHF—RIZ. A VR M=LERHIIEE LEBRICEDOWVWT
SnapCenter ® URL B"RIRENET, COURLIE. UE— I RTLNSAOJ4C4 VI 3HRICAE—TEE
ERR

Web 7SO TERBRORZ TV TWSI5EIE. SnapCenter 7S IHDRITEI1TZHLTH

@ SnapCenter "5 1x04 7 kN FH Ao, SnapCenter ¥ DIFHEIRT TBICIE. 17
Dh*VREED) YT TBEH. Web TS5 TH2EZE L T, SnapCenter 50O 77 b
TEIRELHD XTI,

*RAM IS 9T4 R 2Fxa) 70 LOEBRADLS. TZTH T SnapCenter /NXT—REREFELBVWC L%
WELEY,
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77 #)L F@DGUI URLIZ. SnapCentertf—/\h'A > X b—=)LENTWBH—/\ (https:/server:8146).) DT
T+ )L bR— £ 8146A Dt F 1 7 123E#HE T SnapCenter D1 > X b—LEFICRID Y — /N R— M EIEE L35
BlE. EOR— RO DICEREINE T,

NTTRAZEUT«o (HA) BRBETIE. KRB S X X\https://Virtual_Cluster IP_or FQDN:8146_.ZfFA L
TSnapCenteriC 7 7t 29 2% EHH D % 7 Internet Explorer (IE)
T_\https://Virtual_Cluster_IP_or_FQDN:8146_|_#&) L THSnapCenter UD KRR INBWEEIF. T FF
AVERAMDIETREI S ZAZDIPT7 KL XX TISFQDNZEEEAT A FE L TEMS 2D ET5T51>
RAMTIEQELF 2 T8tz \BICTIHBENHDFT, FHICOVTIE. ZBRBRLTILETV "AEE=
D= HhBIZRRIPTRLRICTIERATERWN,

SnapCenter GUIICIIZ T, PowerShellAX > RLw rZEAL TR U bR L. FHE. NvIT7 v
7. VAN T7OZRNEBEERITTEE T, —BBDIY> KL w k. SnapCenterd® ) 1) —X T ICEEINT
WBIBEDHD T, FMICDOWVWTIX. % "SnapCenter VI bz 7 ARV RLy R T 7 LY 2AAR"&
BLTLIETL,

@ SnapCenter ADHIEIOY 1 VEFE. A VXA M=IL7OCVRATIRELLILT OO vILZFERL
TOJA >V 32RELRHBD £,
* FE *

1. O—ANLKRIMDTRI by ACH B a— b Ay bl A= ILOBRTERICRIINI/Z URL. F
7z1% SnapCenter BEI2EH SR E 7z URL 15, SnapCenter ZHCEI L £ 9,

2. A—H-BRBERZANDLET,

IEET HIEHE ERT 3R
KXo VERE * NetBIOS\1—H'4

* A—HH@UPNY 71 v IR
i : username@netapp.com

* FXA2FQDN\1—4%

O—hILERE d—H4
3. |HEOO—IILHMEIDHTOSNTWVWSHEAEIR. [O—L]RYyIXT, ZondrrteysavIlERY
Z0-LZBRLFT,
OJ4>93c, WEODI—HFrZDO—)LH SnapCenter DHF EICKRTEINE T,
* RER
[Dashboard| R—JHRRENE T,

B MIBETETHRVEVWS IS —PRRTNTAOF > IDRKRL -5 EIE. SSLEEFAZE % SnapCenteriC ¥
wEYITTRIRENHD £, "FHE"

C TR

SnapCenterty —/NICHIH TRBACA—Hr LTOJ 1> LicH. UY—RUXLEBEFHLET,
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1T BER—UT, *B/E*>*FO—/NILHRE *>* CAIHAERRTE * LA,
2. [SIRZ ORI EMICT S | ZRIRL £ T,
3. [#A (Apply) 1E22UwILET,

CHRTRY

[BENRKZMNETORI MIIEERENKR TSN, ERIEDEIESnapCentertt —/NE TS5 1 VRZ M
DEFEHFDRT—RAAETRLET,

SR BRMICBRSTVWBRD T ST VRIAMIBIDETONTWVWBCATEREN W e ZRLE T,
* M B ld. CASIFHEN ERICKREE SNl e 2R LT,
B lE. CARSEFREZRAICE A ol ZERLEF T,
B E BREREEISETE A ol ZRLET,

(D)  zF—saxrEEFEROBAE. F—XRELEFERICET LTVET,

WHESSLBEZHZEL TEMICLET

WA ESSLEEZHREL XY

SnapCenterty —N\N& 7554 U EDHEBEBEZRET 27-HIC. WAHRSSLBEZRTE
TRIMRELHD FT,

* WS BE0IC

* HR—FEINBZF—DORNENB072DCAGEAAECSRT 7ML ZER L TEKBENHBD £,
* CASFRRE TH —N\ERREE 7 51 7 > hERAED R — F TN TV IRENH D £7,

* MERCY LT D COFEENEEH SNI-CASIRENBETT,

* —AHRSSLEREZBMCL TELBELHD FT,

FMICOVWTIE. ZB8RLTLIETV, "CATIFREDSRELZ >3 "
* IRTDTZT 4 YRRk &SnapCentertt —/N\ TWARSSLEEZBEMCL TELHBELRHD £,
—EBDRR b FE T —/NTRARSSLEBEEIBEMICE > TLWAWREIFYR— S EtH A

* FIE

1. R—bZENA Y RT3ICIE. PowerShell A< > R fEH L T. SnapCenter IIS Webt —/\7K— ~8146

(T7#IE) BEXUSMCorerR— +8145 (T 7 #JL k) DSnapCentertr—/\7R R b TRDF|E% X
TLEY,

a. JXDPowerShell ¥ > REFEHAL T. BIfFDSnapCenterB 2B EHEZEDR— /N1 > REHIRR
L,

> netsh http delete sslcert ipport=0.0.0.0:<SMCore port/IIS port>
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> netsh http delete sslcert ipport=0.0.0.0:8145

> netsh http delete sslcert ipport=0.0.0.0:8146

# L < BYZ L 7=CAZERBZ % SnapCentertt —/\ ¥ SMCore7R— M /N1 >V R L £ 95

> Scert = “<CA certificate thumbprint>”

> Sguid = [guid]::NewGuid() .ToString ("B")
> netsh http add sslcert ipport=0.0.0.0: <SMCore Port/IIS port>
certhash=$cert appid="$guid" clientcertnegotiation=enable

verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:<SMCore Port/IIS port>

BRI
> Scert = “abcl23abcl23abcl23abcl23”
> Sguid = [guid]::NewGuid() .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8146 certhash=$cert appid="S$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> Sguid = [guid]::NewGuid() .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=$cert appid="S$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:8146

> netsh http show sslcert ipport=0.0.0.0:8145

2. CASEFRZDMERRIC T 7 X T3I21E. RDFIEZRITL TH L KBS L/CASEBEIZ 77t R
L. SnapCenter® 7 7 #JL b DIIS Webtr—/N1—1 T IS AppPool\SnapCenter *) % SEBHE D1ERR
DR MIEMLEY,

a.

e.

f.

MicrosoftE¥ 2> —JL (MMC) IZB# L. [7 71 /L]>*[SnapinDEMEHIRI %22 ) v L%
ER

[RFY AL VDEMEHIR] T« > RUT. [Certificates] Z3&RL. [Add]Zo U v o LF
ER

[EEEAZE | R F v 1> T« > RUT. [Computeraccount] # 7> 3 >EFERL. [T &7
Jw o LET,

[O>Y—ILIL—F] > EEBRZ-O0—A)La>Ea—4—] > [{AA] > [GERRE] DIEICo )y
JLET,

SnapCenteriFEAZ ZERL £ 7,

I—H—/HERDEMY « F— FZfIR T 3ICI13. CAEEREZHE I U v I L. [TRTDRR I
MERBOEE ZERL T T,



g pEmMres )y oL, [A—H—JIN—TOER IV« F—FTHFAZO—NILIAYE21—5%% (

BEED& L) ICEELET,
h. 1IS AppPool\SnapCenter1—H#'ZEBML. 7)Y FO—IJLIERZFEL £,

3. CASFERAZIISHERR*DIZA. RD/NZAH 5SnapCenterthr —/N\—ICH LLWDWORDL X R F—T > k

ZEBMLED,
WindowsL P X b ITF 4 2T, MONRICHEELEX T,

HKey Local Machine\SYSTEM\CurrentControlSet\Control\SecurityProv
ders\SCHANNEL

4. SCHANNELLZZ FUBRED IV TF AT, HILLWDWORDL X M F—IT > bUZERL &

ERS

SendTrustedIssuerList = 0

ClientAuthTrustMode = 2

WA FESSLEEHDSnapCenter Windows 7545 1 V& RELEF T

SnapCenter Windows 7> %' 1 > |&. PowerShell < > RZER L TWARSSLEEARICKRET Z2HENHD

x99,
* BRSO BHIIC *
CAGERRZEH L) > bHMERRIRETH S e xR LT,

* FIE -

1. R—bBZNA Y RTBICIE. Windows S50« 7R X b TSMCorerR— 18145 (F 7 #JL k) ICRL

TRDEEFERITLET,

a. JxDPowerShell Y > R%ZFEHAL T. BIfFDSnapCenterB 2 ELIHEDR— F/N1 > RZEHIBR

L&,
> netsh http delete sslcert ipport=0.0.0.0:<SMCore port>
B Z1E
> netsh http delete sslcert ipport=0.0.0.0:8145
b. #7 L < EXf8 L 7=CAZERAZE Z SMCore R— MMINA Y R LE T,
> Scert = “<CA certificate thumbprint>”"

> $guid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert

appid="$guid" clientcertnegotiation=enable
verifyclientcertrevocation=disable
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> netsh http show sslcert ipport=0.0.0.0:<SMCore Port>

Bz I
> Scert = “abcl23abcl23abcl23abcl23”
> Sguid = [guid]::NewGuid() .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=S$cert appid="S$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:8145

WA ASSLEEZBMCLET

PowerShell ¥ > K Z{ER L TN ARASSLBEZBMICT D . SnapCentertf —/N& 7~/
ZJ1VDEDOHEBEEEZRETETET,

s WR& B BEIC *

IRTDTZIA4>ESMCore L=z FOOAR Y RERAICETL. RICH—NDOAT > R%EETLE
XS

* FIE

1. WAHRBSSLEEZEMICT BICIE. T30 H—N—. BLUWABASSLEEHNBRELRZT—
T MZX LT, SnapCenterty —N\—TXRD ATV REETLE T,

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName <Plugin HostName>

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName localhost

> Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="true"}

1. x0T REFHAL T, IS SnapCenter7 U r—>a > F—ILOUHA U )IEEERITLED,
> Restart-WebAppPool -Name "SnapCenter"

2. Windows 754 1 > D& &, XKDPowerShell 1< Y R%#E1TL TSMCoretf —E X ZHEicE# L *
ER

> Restart-Service -Name SnapManagerCoreService

WHEESSLBEZEMICLET
PowerShell Y > REFEAHAL T, WAHRSSLEEXEWNICIZ N TEET,

* CDHERTICDOWVWT*

*IARTDTSTA>VESMCoreT— Y OO Y RERIICEITL. RICH—NDOIOTY REERITL
£9,
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* WHMRSSLEEZHEMICLTH. CASIBBZ X ZOHRTEITHIBRINEE Ao

* SnapCentertf —/NICHFTLWER R R ZEBINT BICIE. TRTD TS5 4V RA M TRAMESSLZ EHICT S
REBEHLRHD £7,

* NLBEFSIETR— b FEH Ao
* FE~

1. WA RBSSLEEEEMNICT BICIE. TRTDTSZ5 1 >KRX k ESnapCenter i X MMIXL
TSnapCenterthy —/NTXDIAXY Y RZERITLE T,

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="false"}
-HostName <Agent HostName>

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="false"}
-HostName localhost

> Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="false"}
1. kDO Y R%EFEREL T, IS SnapCenter7 TUr—> 3> =LA JILigEERITLED,

> Restart-WebAppPool -Name "SnapCenter"

2. Windows 7547 1 > D& &, RDPowerShell Y > K% E{TL TSMCoretr—E X = HBifcdi L
ER

> Restart-Service -Name SnapManagerCoreService

EIEEH%/\“_Z@WUDIE% EE L/ i?’

SnapCentertf—/\HN'553:EE (CA) FIFBZA TV XRKR—LLET

MicrosoftE¥ 23>V —JL (MMC) ZfEFR L T. SnapCentertf —/\H'5FZ T 1 >R
NMCCASERAZEZ TV AR— T 23HRBLABHD £,

IR B H0IC
WHRESSLEHREL THELRELRHD £,

* FIE

1. Microsoft B>V —JL (MMC) ICBEIL. [* 771 *]. [RFTY A VDEBMLHEIR] DIEIZY
w2 LET,

[RFTYTAODBMEHIBR] Y« > RUT, [Certificates] Z3ERL. [Add] 22 v oI LET,
GERER Y TA VT Y ROT*A T a>EFRL. T2V v o LES,
SEERE-O—A/IL AV Ea—F2PMEAPEERE Uy LET,

SnapCenterty —/N\—TEBR SN FECAERRZEZHT U w I L. [TRTDERIPITI AR—K*
EFERLTIVRR— b0 F—RZREIBLET,

6. V4 —RTROBIEZERITLET,

a &~ W DN
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FTrav 1B1E

MEF—DIYV AKR— bk ZERL. [INI'ZI Uy I LFET,

IVRR=bT7AIILER P*RN*1 Z0)vILET,

T71I% Z0Uy oL, iAEZRET S 77 1ILNR%ZEE
ELTRAIZI v LET,

AAEDIT YV AR— I —RFDRET WMEZREEL. "7 27 )Y I LTIVRR—F
ZRIBLET,

@ SERAZE AR — X DEREEIX. SnapCenter HAREEL & & U'SnapCenter Plug-in for VMware vSphere T
IFHR—rINEHA

iR (CA) EEBAZE%Windows 750 A4 VRAMIAVR—bMLET

I A7R— bk L7zSnapCenterty —/N\CAGERAE Z A 9 5 (CI&. MicrosoftEIEQ>Y —
JL (MMC) %{EB L T. B#Ed BiFAZ % SnapCenter Windows 754 1 7R X A
VIR—FTRIRENHD £,

* FlE*

1. Microsoft B>V —JL (MMC) ICBEIL. [* 771 *]. [RFTYTAVDEBMLHEIR] DIEICY
Jw I LET,

2 [RFTYTALVDEBMEHIBR] T« > KRUT, [Certificates] #3&IRL. [Add]| 27w LFT,
3. [EEBRERFT Y TSI VT4 Y ROT* AT a>EBRL. [RTIZI7UvILET,
4 SEFRZ-O0—AIL IV Ea—RPHEAPEERZ %22 v o LT,

5. MEAA) 7ANEZEI )T L. IRTDRRAI>*A ViR—MEZIRLTA VYV R— b4 —R%E
L E .

6. V4 — R TROBIEZEITLES,

VA= 1R1E

A T DGR F*~N*1 #zo)voL%EY,

AVR—bTBT71) YLBEF.cer T#&1> % SnapCentertt — /\EFBAE % &R
LFd,

SERER L7 FmA*1 #0)voLET,

SABDTY A~ k1 F— RDRT HBEREL. [T 152Uy LTHoR— %
FBL £,
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CAGFBAZZUNIXTR A N ST A1V R— bk L. JL— FEFBAZE F /- I3 RIEERRE
#SPL trust-storelcREL T

CASEREZUNIXT ST 1 YRR oA Y R—hLET
CASEFAZEZUNIXT S A VIRZA MIA VR— I B3RENDHD £,

* CDERTICDOWVWT*
*SPL¥F—XMTPDNRT—FR, BLMERAFDCAZBLF—XRTDIA VT A ZEBETETET,

*SPL¥—X R T7D/INRT—RE, MBRBICEERMITENTWVWRZIARNTOIA ) 7RNZAT—RIZFEILTH
BZREHRHD X,

* FIE

1. SPLE—X R T7DTF 7 FILENZAT—RIF. SPLZONT 1 7 7AIIHDEEIETEE T, F—IIHIE
Y BMETY SPL_KEYSTORE_PASSo

2 X—ZART7DNRAT—RZZEELFYI, $ keytool -storepasswd -keystore keystore.jks

3. F—XNTHOMBERIYFJDIRTODIAITRAONRAT—R%Z, ¥F—X LT ERELNZXT—R
ICEELFY, $ keytool -keypasswd -alias "<alias name>" -keystore
keystore.jks

4. 771 JLDOSPL_KEYSTORE_PASSF—ICDWTHRELKNBZEH L spl.properties’ £9o
S NRAT—REZZELH. Y—EXZBESHLZET,

spl trust-store(ZX1 9 3 )L — NEERAE £ 7o (3 BEEEAZ DRE

JL— NEEERZE F 7o ISHRISERAZ % spl trust-store ICERE T AHELH D £9, JL— FCASE
BHEDH L ICHREICASERRE Z BT 2 WENHD FT,
* FE*
1. SPLEF—X R 7HEHETNTVWE T AL RICBE L FT /var/opt/snapcenter/spl/etco
2. 77140 %ZRLET keystore.jkso

B F—RMTICEBMENTARAEE—ERTLET, $ keytool -list -v -keystore
keystore.jks

4. )L— MEEFRE X/ I3PRIGIFEEZEML £9, $ keytool -import -trustcacerts -alias
<AliasNameForCerticateToBeImported> -file /<CertificatePath> -keystore
keystore.jks

S. spl trust-storelZJL— FEERRE F /- IFHMEEAEZREL 5. H—EXEBEFH L XTI,
SPL trust-store N\ODCAZEZFEHF— T DHE
SPL trust-store(CCAB R EF —RTFZHRET IHENHD £,
* FIE

1. SPLOF—X R 7HIBININTUWVS 7 A LA ICFEN L “Ivar/opt/snapcenter/splletc’ £ 9,
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2. 7714 %ELET keystore.jks o

3 F—XMTITEBMINTEIREE—EBERTLET, $ keytool -list -v -keystore
keystore.jks

4 WERCNHBOMADRESNI-CAIIBEZEMLET, $ keytool -importkeystore
-srckeystore <CertificatePathToImport> -srcstoretype pkcsl2 -destkeystore
keystore.jks -deststoretype JKS

S F—RMT7ICEBMENTGIHEZ—ERTLE T, $ keytool -list -v -keystore
keystore.jks

u,uL,aié‘o
7. CASEERE ICBI L /-MBRBDNZAT—RZFXF—I M TONZAT—RIZEBELET,
T7AINEDSPLEF—ZX R T7/INRT—FRIE. 771 ILADF —spl_keystore_passDETY

spl.propertieso

S keytool -keypasswd -alias "<aliasNameOfAddedCertInKeystore>" -keystore
keystore.jks"

1. CAuEEHEUDI’fU 2R, AIR=ZFLIIFHRF (. " "\ ") DEEFNTVBRHEEIF. T
T AR BB AEICEELEX Y, $ keytool -changealias -alias

"<OrignalAliasName>" -destalias "<NewAliasName>" -keystore keystore.jks’

2 J7AINICHZF—ARTHEIA )T AA%ZHREL spl.properties £9, ZDIE
% SPL_CERTIFICATE_ALIASF —ICX L TE#HLEX I,

3. SPL trust-storeiCCABZF —R7ZHRELS. Y —EX=BESHLFT,

gEEH%/\“_ Z 0) n/u\nﬁ%ﬁﬁ‘\b Lt_ L/ i 3'

SnapCenter Serverd & UWindows 72 1 ~ 7R X MMIX L TRERAENR— X DEIEEZ B

ICF BICIE. ZRDPowerShell A¥ > RLw b EZETFTLET, LinuxFZ5940 2RI MTN

AESSLZBHMICT 5 &\ AAENR—XDEREEDBEMICED £

* ISAT Y MEAERN—RDREEZBRICT BICIFE -

Set-SmConfigSettings -Agent -configSettings
@{"EnableClientCertificateAuthentication"="true"} —-HostName[hostname]

¢ 75’(7\/ FEEE}%%/\\_ZOJWL\HIE%E b‘:?é‘:‘i .

Set-SmConfigSettings -Agent -configSettings
@{"EnableClientCertificateAuthentication"="false"} -HostName [hostname]

Active Directory. LDAP. LDAPSD:EE
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ST N TULVA L Active Directory K X1 > D&%

FBREINTULARWVERDACve Directory R X1 VDR by A—%, ELUVTIL—TF%
BIE$ BICIE. Active DirectoryZ SnapCentertf —/N\ICE IR T Z2HELH D £7,

FAtA T ZR0IC
* LDAP 8L T LDAPS 7O k)L *
* ST TULA L Active Directory K X -1 i, LDAPZ7zIZLDAPSZO F J)LEFERAL TEBRTEET,
* IS4 2Rk &SnapCentertf —/NORBIOWNAEDBEZEMCL TERBELHD £,

* DNSIC & 2f#RI%. SnapCenterty —\H'5 TS5 4 VKA A (FFIEZTDY) RETIHENHD &
ERS

* LDAPZO L OJL*

* SELERT R X >% (FQDN) %SnapCenterty —N\H' SR TEINRENHD £,
FRERINTULEWVWR XA VIFIFQDNZFERA L TEHRTE £9, FQDN%ZSnapCentertt —/\HQ SR TE 74
WEEIF. FXA>OYbO—-5DIP7FLRZERALTERTETE T, D7 KL XIFSnapCenterth —
INDSRERTEZIHRELNHD XY,

* LDAPSZO kOJL*

* CASFEAZ|Z. Active Directorys@{EHICLDAPSTIY RY—I Y ROBES{t IR T I HICHETT,
"LDAPSH®MDCAY 54 7> MEBEZEDRE"

* RX4>a>y rA—5MDKRAX M (DCHostName) (ZSnapCenterthr —/\H'SEZETEZ2HREBHLHD £
ER

*c ZDRRUICDODWT

CEHEINTULARVR XA I, SnapCenter1—H4 >R —7 x4 X, PowerShellAY > RLw bk, £
ISRESTAPIZERL TERTEXY,

* Flig *
1. EROFES—>a > R4V T, *RE*ZIVVYILET,
2. RER—I T, *JO—-NILKRE*®ZIVYILET,
B [JO—NILEBRE]R—TJT. P RAXAAVEE* 12UV ILET,
4 Oy I LTHLULRXI VD EZRLET,
5 [HLORXA>DEE ] R—2 T, LDAP £7zlE *LDAPS * DLWThh EFIRL £,
a. T*idap* ] ZERL/BERIE. LDAP OEEINTUVRVWR XA > ZBRT 2 1-DICHELRIBR

ZIRELET,

Ja14—ILR 121E

R XA 2% R XA > DNetBIOSEZIEEL F T,

K X >FQDN FQDN %#3#8E L. *resolve* &I w2 L ZE

ERS
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LDAPSAHMDCAZY 51 7> NEBAZDERE

Z14—ILEF
X2 bO—=ZDIP7 FLXR

b. T*LDAPS* | ZZERLTIBEIF.
BELFT,

Z4—ILE
BXA 2%

kX >FQDN

[N Se@gm D7 m b i e

X2 bO—=ZDIP7FLXR

6. [OKI'22 Vv LFT,

1R(F

K X-f > FQDN % SnapCenter t—/\h 5 fi##
TERWERIZ. RXq>a>+O—-50D IP
TRLZAZ1DULEEELE T,

FRICOWTIE, #BBLTLLETV"GUI D
SEHETIHRVRXAIYORXr>dy O—
JIPEEMLET"

LDAPS OEFETNTUVARVLWR X1 Y OERICHERIEHRZ

1B1E
KX > DNetBIOSE%ZIEEL £7,

FQDNZEL £,

1 DFIFEHORXr> > bO—S4%E
EFL. *Resolve* %o )woL%7d,

K X4 >3aY bO—>%%SnapCentertt —/\h
SEERTETRVEEIL. DNSOEREZIEIET 3
WMELHD T,

Windows Active Directory LDAPSICCAGERAZE N ERE SN T L\ B35 5(1E. SnapCenterth —
IN\TLDAPSDCAY A 7> MNEFAEZHRTE T Z2HENH D 7,
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* FIE

1. Microsoft B>V —JL (MMC) IZBEIL. [* 771 *]. [RFTvT1 U DEBMEHIR] DIEICY

VI LET,

2. [RFTYTAVDEBMEHIBR] T« > RUT, [Certificates] Z:&IRL. [Add]| 27w LFT,
. [FRAE | RF v T1 >4 > RIT. [Computeraccount] 7 7> a3 EFEIRL. [TT %27V

A% ER

4. [*aVV—JLIL— bk >ERAZE-O—AH)a>vEa—4 > E@EINf)L— MEEERERS > SERRZE %20 1)

v LET,

S. [fEfEINTIL— NEERB#RI | 7 A IIAEHF IV I L. [TRTDHE XY >*Import] Z:EIRL T >

R—bosF—RZHEBLET,
6. ROFIETI4H—FZTTLET,
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Identify two existing SnapCenter Servers,
or install SmapCenter Server {SC1) on
hostl and SnapCenter Server (SC2) on

host2,

.

Export SnapCenter certificates for SC1
and 5C2.

.

Configure F5 Load Balancer for
SnapCenter Servers and disable the 5C2
node member.

.

Impart SnapCenter certificates into F5
Load Balancer,

.

Configure an F5 cluster in SnapCenter
between 5C1 and 5C2.

.

Enable 5C2 node member,
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CLIOAT > R",

2. AT REAALT, 2—H&%=ERLE T

security login create -username <user name\> -application ontapi -authmethod
<password\> -role <name of role in step 1\> -vserver <svm name\> -comment
"user description"

* user_nameld. fERT 31— DHAITY,

* <password> (&, NAT—RKTY, NAT—RZEELHBVWE. NAT—RFDODANZRHZ OV
ThBRRREINET,

* svm_namellid. SVMDE&RIZIEEL £,
3RDIAYYREANDLT, A—HICO—-ILEEDHTET,

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>

* <user_name> |&. FlIE2 TER LI —HDEZREITY, COOAVT> RTIE. O—JLICBEEMITS
A—H%ZZTETTET,

* <svm_name> | SVM DE&EI T,
* <role_name> (&, FlE1 TERLZO—IILDEEITT,

* <password> (&, /NAT—RFTY, NAT—RZEELLZVWE. NAT—ROANZKRDZ O
TEHBRRFEINF T,

4 ROARYRZANLT. A—FHPELLERSNIC BB L E Y,
security login show -vserver <svm name\> -user-or-group-name <user name\>

user_nameld. FIESTERL 71— DEFITY,

&/ ROIERTSVMO— L Z1EKT %

ONTAP TH LUV SVM 2—H0O—IL%Z{ER T 23HBE. EK1TI I3HUNENDHS ONTAP
CLI AR Y RHAWVK DD HD £9, ONTAP D SVM % SnapCenter TERT B K DI
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security login role create -vserver <svm name\>- role <SVM Role Name\>
-cmddirname <permission\>

() coavy REHERCLICRDETAENBD E7,

1. A—HZERL. 201—HICO—-ILZEDHTET,

security login create -user <user name\> -vserver <svm name\> -application
ontapi -authmethod password -role <SVM Role Name\>

2. 1—HoOv I ERRLET,

security login unlock -user <user name\> -vserver <svm name\>

SVMO— )L DERL CAERDED Y THDONTAP CLIOTY Y K

ONTAPOO—/LE{ER L TIERZEID Y TBICIE. WS DD DCLIOAY Y RERTTINELRHD £,

° security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"snapmirror list-destinations" -access all

° security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"event generate-autosupport-log" -access all

° security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"job history show" -access all

° security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"job stop" -access all

* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"lun" -access all

* security login role create -vserver SVM name -role SVM Role Name -cmddirname
"lun create" -access all

* security login role create -vserver SVM name -role SVM Role Name -cmddirname
"lun delete" -access all

®* security login role create -vserver SVM name -role SVM Role Name -cmddirname
"lun igroup add" -access all

®* security login role create -vserver SVM name -role SVM Role Name -cmddirname
"lun igroup create" -access all

®* security login role create -vserver SVM name -role SVM Role Name -cmddirname
"lun igroup delete" -access all

®* security login role create -vserver SVM name -role SVM Role Name -cmddirname
"lun igroup rename" -access all

®* security login role create -vserver SVM name -role SVM Role Name -cmddirname
"lun igroup show" -access all

® security login role create -vserver SVM name -role SVM Role Name -cmddirname
"lun mapping add-reporting-nodes" -access all
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security login role create -vserver SVM Name
"lun mapping create" -access all

security login role create -vserver SVM name
"lun mapping delete" -access all

security login role create -vserver SVM name
"lun mapping remove-reporting-nodes" -access

security login role create -vserver SVM name

"lun mapping show" -access all

security login role create -vserver SVM name

"lun modify" -access all

security login role create -vserver SVM name

"lun move-in-volume" -access all

security login role create -vserver SVM name
"lun offline" -access all

security login role create
"lun online" -access all

-vserver SVM name

security login role create
-access all

-vserver SVM name
"lun resize"

security login role create
"lun serial" -access all

-vserver SVM name

security login role create
"lun show" -access all

-vserver SVM name

security login role create -vserver SVM Name
"network interface" -access readonly

security login role create -vserver SVM name
"snapmirror policy add-rule" -access all

security login role create -vserver SVM name
"snapmirror policy modify-rule" -access all

security login role create -vserver SVM name
"snapmirror policy remove-rule" -access all

security login role create -vserver SVM name
"snapmirror policy show" -access all

security login role create -vserver SVM name
"snapmirror restore" -access all

security login role create -vserver SVM name
"snapmirror show" -access all

security login role create -vserver SVM Name
"snapmirror show-history" -access all

security login role create -vserver SVM name
"snapmirror update" -access all

security login role create -vserver SVM name

-role

-role

-role

all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



"snapmirror update-ls-set" -access all

security login role create -vserver SVM name

"version" -access all

security login role create -vserver SVM name
"volume clone create" -access all

security login role
"volume clone show"

create -vserver SVM name
—access all

security login role
"volume clone split

create -vserver SVM name
start" -access all

security login role create -vserver SVM name

"volume clone split stop" -access all

security login role create -vserver SVM name

"volume create" -access all

security login role create -vserver SVM name

"volume destroy" -access all

security login role create -vserver SVM name

"volume file clone create" -access all

security login role create -vserver SVM name
"volume file show-disk-usage" -access all

security login role create -vserver SVM name
"volume modify" -access all

security login role create -vserver SVM name

"volume offline" -access all

security login role create -vserver
"volume online" -access all

SVM name

security login role create -vserver
"volume gtree create" -access all

SVM name

security login role create -vserver
"volume gtree delete" -access all

SVM name

security login role create -vserver
"volume gtree modify" -access all

SVM name

security login role create -vserver
"volume gtree show" -access all

SVM_ name

security login role create -vserver
—access all

SVM name
"volume restrict"

security login role create -vserver
"volume show" -access all

SVM name

security login role create -vserver SVM name

"volume snapshot create" -access all

security login role create -vserver SVM name

"volume snapshot delete" -access all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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security login role create -vserver SVM name
"volume snapshot modify" -access all

-role

security login role create -vserver SVM name -role
"volume snapshot rename" -access all

security login role create -vserver SVM name -role
"volume snapshot restore" -access all

security login role create -vserver SVM name -role
"volume snapshot restore-file" -access all
security login role create -vserver SVM name -role
"volume snapshot show" -access all

security login role create -vserver SVM name -role
"volume unmount" -access all

security login role create -vserver SVM name -role
"vserver cifs share create" -access all

security login role create -vserver SVM name -role
"vserver cifs share delete" -access all

security login role create -vserver SVM name -role
"vserver cifs share show" -access all

security login role create -vserver SVM name -role
"vserver cifs show" -access all

security login role create -vserver SVM name -role
"vserver export-policy create" -access all
security login role create -vserver SVM name -role
"vserver export-policy delete" -access all
security login role create -vserver SVM name -role
"vserver export-policy rule create" -access all
security login role create -vserver SVM name -role
"vserver export-policy rule show" -access all
security login role create -vserver SVM name -role
"vserver export-policy show" -access all

security login role create -vserver SVM Name -role
"vserver iscsi connection show" -access all
security login role create -vserver SVM name -role
"vserver" -access readonly

security login role create -vserver SVM name -role
"vserver export-policy" -access all

security login role create -vserver SVM name -role
"vserver iscsi" -access all

security login role create -vserver SVM Name -role
"volume clone split status" -access all

security login role create -vserver SVM name -role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



"volume managed-feature" -access all
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security login role create -vserver <cluster name\>- role <role name\>
-cmddirname <permission\>
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security login create -user <user name\> -vserver <cluster name\>
-application ontapi -authmethod password -role <role name\>
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security login unlock -user <user name\> -vserver <cluster name\>
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* security login role create -vserver Cluster name or cluster name -role
Role Name -cmddirname "metrocluster show" -access readonly

* security login role create -vserver Cluster name or cluster name -role
Role Name -cmddirname "cluster identity modify" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"cluster identity show" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"cluster modify" -access all

®* security login role create -vserver Cluster name -role Role Name -cmddirname
"cluster peer show" -access all

®* security login role create -vserver Cluster name -role Role Name -cmddirname
"cluster show" -access all

®* security login role create -vserver Cluster name -role Role Name -cmddirname
"event generate-autosupport-log" -access all
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security login role create -vserver Cluster name
"job history show" -access all

security login role create -vserver Cluster name
"job stop" -access all

security login role create -vserver Cluster name
"lun" -access all

security login role create -vserver Cluster name
"lun create" -access all

security login role create -vserver Cluster name

"lun delete" -access all

security login role create -vserver Cluster name

"lun igroup add" -access all

security login role create

"lun igroup create"

-vserver Cluster name

—-access all

security login role create

"lun igroup delete"

-vserver Cluster name

—-access all

security login role create -vserver Cluster name

"lun igroup modify" -access all

security login role create -vserver Cluster name

"lun igroup rename" -access all

security login role create -vserver
"lun igroup show" -access all

Cluster name

security login role create -vserver Cluster name
"lun mapping add-reporting-nodes" -access all

security login role create -vserver Cluster name
"lun mapping create" -access all

security login role create -vserver Cluster name
"lun mapping delete" -access all

security login role create -vserver Cluster name
"lun mapping remove-reporting-nodes" -access all

security login role create -vserver Cluster name

"lun mapping show" -access all

security login role create -vserver Cluster name

"lun modify" -access all

security login role create -vserver Cluster name

"lun move-in-volume" -access all

security login role create -vserver Cluster name

"lun offline" -access all

security login role create -vserver Cluster name

"lun online" -access all

security login role create -vserver Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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"lun persistent-reservation clear" -access all

security login role create -vserver Cluster name

"lun resize" -access all

security login role create -vserver Cluster name
"lun serial"™ -access all

security login role create -vserver Cluster name

"lun show" -access all

security login role create -vserver Cluster name
"network interface create" -access readonly
security login role create -vserver Cluster name
"network interface delete" -access readonly
security login role create -vserver Cluster name
"network interface modify" -access readonly
security login role create -vserver Cluster name
"network interface show" -access readonly
security login role create -vserver Cluster name
"security login" -access readonly

-role

-role

-role

-role

-role

-role

-role

-role

security login role create -role Role Name -cmddirname

-vserver Cluster name -access all

security login role create -role Role Name -cmddirname

destinations" -vserver Cluster name -access all

security login role create -vserver Cluster name
"snapmirror policy add-rule" -access all

security login role create -vserver Cluster name
"snapmirror policy create" -access all

security login role create -vserver Cluster name
"snapmirror policy delete" -access all

security login role create -vserver Cluster name

"snapmirror policy modify" -access all

security login role create -vserver Cluster name
"snapmirror policy modify-rule" -access all

security login role create -vserver Cluster name
"snapmirror policy remove-rule" -access all

security login role create -vserver Cluster name
"snapmirror policy show" -access all

security login role create -vserver Cluster name
"snapmirror restore" -access all

security login role create -vserver Cluster name
"snapmirror show" -access all

security login role create -vserver Cluster name
"snapmirror show-history" -access all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

"snapmirror create"

"snapmirror list-

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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security login role create -vserver Cluster name
"snapmirror update" -access all

security login role create -vserver Cluster name
"snapmirror update-ls-set" -access all

security login role create -vserver Cluster name
"system license add" -access all

security login role create -vserver Cluster name
"system license clean-up" -access all

security login role create -vserver Cluster name
"system license delete" -access all

security login role create -vserver Cluster name
"system license show" -access all

security login role create -vserver Cluster name
"system license status show" -access all

security login role create -vserver Cluster name
"system node modify" -access all

security login role create -vserver
"system node show" -access all

Cluster name

security login role create -vserver
"system status show" -access all

Cluster name

security login role create -vserver
—access all

Cluster name
"version"

security login role create -vserver
"volume clone create" -access all

Cluster name

create
—-access all

security login role
"volume clone show"

-vserver Cluster name

security login role create -vserver Cluster name

"volume clone split start" -access all

security login role create -vserver Cluster name

"volume clone split stop" -access all

security login role create -vserver Cluster name

"volume create" -access all

security login role create -vserver Cluster name

"volume destroy" -access all

security login role create -vserver Cluster name

"volume file clone create" -access all

security login role create -vserver Cluster name
"volume file show-disk-usage" -access all

security login role create -vserver Cluster name
"volume modify" -access all

security login role create -vserver Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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-cmddirname
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"volume offline" -access all

security login role create -vserver
"volume online" -access all

security login role create -vserver
"volume gtree create" -access all

security login role create -vserver
"volume gtree delete" -access all

security login role create -vserver
"volume gtree modify" -access all

security login role create -vserver

"volume gtree show" -access all

security login role create -vserver

"volume restrict" -access all

security login role create -vserver

"volume show" -access all

security login role create -vserver
"volume snapshot create"

security login role create -vserver
"volume snapshot delete"

security login role create -vserver

"volume snapshot modify" -access all

security login role create -vserver

—-access all

—-access all

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

"volume snapshot promote" -access all

security login role create -vserver

"volume snapshot rename" -access all

security login role create -vserver

Cluster name

Cluster name

"volume snapshot restore" -access all

security login role create -vserver

Cluster name

"volume snapshot restore-file" -access all

security login role create -vserver
"volume snapshot show" -access all

security login role create -vserver

"volume unmount" -access all

security login role create -vserver

"vserver" -access all

security login role create -vserver
"vserver cifs create" -access all
security login role create -vserver
"vserver cifs delete" -access all
security login role create -vserver
"vserver cifs modify" -access all

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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° security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver cifs share modify" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver cifs share create" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver cifs share delete" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver cifs share modify" -access all

®* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver cifs share show" -access all

®* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver cifs show" -access all

®* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver create" -access all

®* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy create" -access all

® security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy delete" -access all

® security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy rule create" -access all

®* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy rule delete" -access all

° security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy rule modify" -access all

° security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy rule show" -access all

° security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy show" -access all

° security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver iscsi connection show" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver modify" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver show" -access all
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6. (AF>3>) JE—bsyslogh —N\ADELXEEOT ZEMIC L. syslogh—/NDFFMZE AL F
ER

TLS1.27A ~JLDFG. syslogh—N\M5 MEEITNIIL— b ISABAEZ 1 V7 R— h T 308N
HOFET,
a. syslogth—/\7"R X kDA S
b. syslogtt—/N\7"R— b DA S
C. syslogt—/\7OKJILDAS
d. RFCRZZLD AN
7. [1R17F (Save) 1Z0UwoLE,
8 EEEBEMF v ILT A RUVMBEF v UIF. *Monitor>Jobs * 20 ) w I THERRTEET,

A=Y RTL%ZENMT S

T—RIREETOED 3 Z VT DAIBZRITI 578IC. SnapCenterh* SONTAP X ~
L — £ 7zIZAmazon FSx for NetApp ONTAPAD 7 7 X %ZHFRI T3 A ML —J O X7
Lzty b7y TTIRERHBD X7,

ZAYRT7OYDOSVMEZEBINT 2 CH. EBRDOSVMTHERINZ VS XREZBMTZcHTEE
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Bt B HIIC
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* TSTAYDA YA —IIDRITRTHRVWC C 2B L TS IES LY,
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SnapCenter Tld. BB 23V X RICALAFDR ML= R T LAZERREIT S CiEHR—FEN
TWEHA. SnapCenter THR—FINBX ML =IO XTFTALICIE. TNEN—EORFTIHELUVT—X
LIFDIP7RLRAZEDEHTEIHENRHD FT,
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TLIEE, £RIFNIEBHKLBKLI-C FIZ. SnapCenterh5 X kL — > X F LZAutoSupporti&ERh.
AL =Y XFT LDsyslogiCEMS X wE—J AR EESNE T,

* SnapMirrorT X 7« %—> 3 >V £ 7ldSnapVaultT X 7« £ — 3 »IZSnapshotz L U r— ~ 358
iE. TRATAFZ—=2aYSYMERWEETRATAR—>23a VI T RAREY —ASVMEFIET T AEZADR ML
—JURATLESE LY TV T IRIRELRHD T,
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BEIFTIAIEDR— M43ZERTETET,
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DIRIEZEERITLET,
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* BIMENIIARTDISRAEERTITBICIE. T*ONTAP VS RA* )] Z&RLFT,
fsxadminZ A L TFSxZ S A2 ZEBM LB EIE. CIICFSXI T AARKRREINE T,
DSARGmI) I TRE VSARICEEFNZIARNTOSYM A SVM IS avicRREINET,

ONTAP @ GUI ZfE L T ONTAP 7 5 X ZIZ# L LY SVM ZEM L 7235 E (3. * Rediscover* 220 ) v &
IBE. FILEMLEE SVMARRENET,

FASE7-IZAFFR FL—U Y ZF L% A —ILSANT LA (ASA) 7y 7HL—RLIEHEE
@ I&. SnapCentertf —/N\MD R b L — it 2 BH L T. SnapCenterd#H LVWA FL—2 XA
ZRRT BZHENHD FT,

cRRTERY
SnapCenterhB’ 7 7 XA TEZIARTDRA ML= XTALADSEX—LIBRZXRET BICIE. VT RAXEEE
MERAML—I P XFT L/ — R TAutoSupportZ BMIC T DMRELRHD £, £D®HICIF. AFL—IUD X
TLADAR Y RZAUHIBRDAR Y RZERITLET,

autosupport trigger modify -node nodename -autosupport-message client.app.info
-to enable -noteto enable

@ Storage Virtual Machine (SVM) BEIE#&|ZIZAutoSupport\NDT7 It XtEIEH D £H Ao

SnapCenter Standard 1> FO—SRX—X 51> X %I1B10

FAS. AFF. F£7cldZ#—JLSANT7 LA (ASA) XbL—oO>bO—Z%FALTVS
BAIF. > bO—5~R—XDSnapCenterS 1 ADKRETT,

AV PO—SR—IASAEVRICIITRDO LS BEELAHD £,

* Premium Bundle £7z|& Flash Bundle (R—XX Ny ZICIFEENFEA) DEEAIC SnapCenter Standard
D1 IDEENET,

* EHIROX ML —DfFERE

* ONTAP System Manager£7zIZX L =05 XZ2DATY RS0 & EAL T, FAS. AFF, 7
IFASAD R ML —2 Oy FO—ZICEHZEMLTEMICLET

@ SnapCenter > bO—SRX—=—XADZA 2 AICDWVWTIE. SnapCenter GUI ICTZ 1> X
BHRZANTLFEA

> hO—Z0 UT7IIBESICAOYIEINTVETY

REBERSAEYXDFEFEHICOVWTIE. ZBRL T LTV "SnapCenterz 1 2> 2"

?JIIEA : SnapManager Suite 51TV ANRA VX b=ILEINTVEIHESHEREEL X
SnapCenter GUI%Z £ L T. SnapManager Suite 5 1 7> X HFAS. AFF. X7IFASATSAIUVA L=
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SRATLICA VA R=ILENTVWBEHE SHhZHESE L. SnapManager Suite 71 > AWMREBERIA L —
AT LERETEE Y, SnapManager SuiteS 1> Xld. 54T X ML= X7 L EDFAS,
AFF. ASASVMZ 7130 Z A RICOIHBEREINE T,

> kO—>IZSnapManager Suite5 1 7> AHD Y TICH 3355 1E. SnapCenter Standard 3>
@ FO—SR—=XZAE Y IANEHWICREINE T, SnapManagerSuite 71> &
SnapCenter ZZZED I FO—SR—XAD AV RXIFRLEKTERASINE IO, ALST1t
VAEBLET,
Fli&
1. EROFES =23 RA VT [ AMNL=U AT L ZERLET,

2 AbL=UPRTLR=ID* AT ROV TEATINE BIMLIEIRTD SYM F7ld T 5 X2 %R
TIBNESIHZERLET,

c BIETNIZITARTD SVM ZRRTBICIE. *ONTAP SVM * Z38IRL £ 9
cBMINIZIARTDISAEAERTTBICIE. *ONTAP VS AR * #FEIRL X T,

VSRABZERT B L. TDUTARICEEFNSE TARTDSVMA[Storage Virtual Machine]z 7 < 3
VICRTINEFT,

3 ZAFL—CHEEVRNT, A2 bO—-53531EYRFZRLET,

[Controller License]FICI&. RDRAT—RAHNKRINE T,

o

v FAS. AFF. F7cIFASAT 1<) A L —T 2 X7 LlZSnapManager Suite 5 -1 7> DA

YAL—IEThTWBZeZRLET,

@ FAS. AFF. F7cIFASATZ 1<) XA L —T 2 X7 LlZSnapManager Suite 5 -1 7> DA
YZh=)LENTVWARWI EZERLET,

° [Not Applicable]id. X kL —<3> kO—3>5HCloud Volumes ONTAP. ONTAP Select. 73t A
JHANVRANL—=UTF TSy T A —LEICH B8, SnapManager Suite T 1 2> AHEAE I NG W
tZzmLET,

Flg2 : A>FO—JICA VA M=IILETNTVWEI A VA E/ELET

ONTAPOVY Y RS & FEALT. AV FO—SICA YA P—ILETNTVWERTARTOSAEVAERRTE
F9, FAS. AFF. FT7=IZASA R T LD YU S AIXAEEBETHINELHD £9,

@ d> O—7TIl&. SnapCenter Standardd > fO—5~X—2X 5 1 2 > XH'SnapManagerSuite
ZAEVRELTRREINET,

FlE

1.ONTAP XY RSV ZFERALTxYy b7y O bO—-3iICO0J 1> LFT,

2. license show ¥ Y RZ A L. HA%EFRRLT. SnapManager Suite 51 > AN A VX k—=JLENT
WBDESHZRERLET,
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H75)

clusterl::> license show
(system license show)

Serial Number: 1-80-0000xx
Owner: clusterl
Package Type Description Expiration

Serial Number: 1-81-000000000000000000000000xx

Owner: clusterl-01

Package Type Description Expiration
NF'S license NFS License =
CIFS license CIFS License =
iSCSI license 1SCSI License =
FCP license FCP License =
SnapRestore license SnapRestore License -
SnapMirror license SnapMirror License =
FlexClone license FlexClone License =
SnapVault license SnapVault License =

SnapManagerSuite license SnapManagerSuite License -

CDFITIE. SnapManagerSuite 1> X% 1> X =)L B7=6. SnapCenter QBT 1t > &
MEHD FE A

FIE3: OO0 D T7ILEESZEELET

A bO—5R—=XASAEL ROV TZILESZEHIFEISICIE. A bO—502 ) FILBSHURET
9o, ONTAPOY VRS VR FERLTCIOMO—ZDI U T7IINESZEIFTEE9, FAS. AFF. 7=
IZASAS AT LDY S AABEBETHINELHD ET,

FlE
1. ONTAPOR VY RZa & FERLCOY FO—ZICcOJ 1> LE T,

2. system show -instance XYY RZAAL. HAZHRL T FO—ZDO2 U T7IILBESZRHELEFT,
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H75)

clusterl::> system show -instance

Node: fasxxXX—-XX—XX—XX
Owner:

Location: RTP 1.5

Model: FAS8080

Serial Number: 123451234511
Asset Tag: -

Uptime: 143 days 23:46
NVRAM System ID: XXXXXXXXX
System ID: XXXXXXXXXX
Vendor: NetApp

Health: true

Eligibility: true
Differentiated Services: false
All-Flash Optimized: false

Node: fas8080-41-42-02
Owner:

Location: RTP 1.5

Model: FAS8080

Serial Number: 123451234512
Asset Tag: -

Uptime: 144 days 00:08
NVRAM System ID: XXXXXXXXX
System ID: XXXXXXXXXX
Vendor: NetApp

Health: true

Eligibility: true
Differentiated Services: false
All-Flash Optimized: false
2 entries were displayed.

3. YUTFNESERHRLET,

FlE4 : 2> bO—SRX=XSAMEVROI IV T7INESZEFLET

FAS £7l3 AFF X L —2% R L TUW335A. NetApp Support Siteh'5 SnapCenter 1> fO—5RX—2X
DALV AZEIFELTHS. ONTAP AV RSAVEFERALTA YA M=ILTEFET,

FtRS ZaEiIC
* NetApptR— b bOBEMHABOT AV ILT VI vILBARETY,
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FlE

1.1CO7 4 > L "NetApptR— k4 &9,

2 [YRFL]. [*YIRITTSAEYR ]| DIEBCEELET,

3. [Selection Criteria]#81% T. [Serial Number (located on back of unit) [hhZ&ERINTWVWE Z e =S L. O
>hO—ZD2UTINESZEANLTGo ! '&Z:#ERL £,

Software Licenses

Selection Criteria

Choose a method by which to search

» |Serial Number (located on back of unit) v| Enter Value: : Gol|

Enter the Cluster Serial Number value without dashes.

-0R -
» Show Me All: | Serial Numbers with Licenses v| For Company: |:| :__G_p!_:

BELEOYFO—5SOS1E XD A MARTREINET,

4. SnapCenter Standard & 7zI& SnapManagerSuite 51> X %#E L Taeixk L £9

FIE5: A bFO—SR—IADSA L RAZEEMT D

FAS. AFF. F7:I3ASAY X7 L% R L TWLWT. SnapCenter Standard % 7z|&SnapManager Suite® 5 1 2
VAW HBHEIE. ONTAPOATY Y RS0 V& fEAL TSnapCenterd> FO—SR—XSA 2V XZEBINTE
£7,

HIR Y B HIIC
* FAS. AFF. E£7=I3ASA R T LD Y S RAAEEBETHINELHD 9,

* SnapCenter Standard % 7z(&SnapManager SuiteD 5 1 7 > XHNE T,

BRI DAB

FAS. AFF. F7cI3ASARX kL —|ZSnapCenter®idAhkZz 1 > X b —IL 9§ 315 & (&, Premium Bundle D
RS AERELTIY FO—JICA YA M=ILTEET,

SnapCenter ZE AR L TA Y X =L 3H5E1F. BEEEHEFICSHEVEHLEWVLEE. Premium
Bundle fHES /> A ZEBEL T FO—FICA VXA F=)LLTLIEE L,

FIE
1.ONTAP XY R4V ZFERALTRY b7y 7S R2ICO1 Y LET,
2. SnapManager Suite5 1 Z> XX —%BML £9,

system license add -license-code license key
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COOT > R, admin¥ERL NIV THERTE XY,
3. SnapManager Suite 71 ZY ADNA VA F—=ILENTVWE =R LF T,

license show

2Ty 76l It A EHIBRLET
> bAO—5~R—2Z®D SnapCenter iZE StV XAZFERALTVWT. BEXR—ADABRZI X (U7

ILESIE 1501 TN ) ZHIRTIHENRHZHFEIE. MySQL OAX Y RZFEHAL T, Bkt
EFHTHIR T Z2URELRHD £9, SHARS 1t X, SnapCenter GUITIZHIFRTE £t Ao

ESATINSA A EFETHIRT 2B HZDIE. SnapCenter DIZEIY fO—5 AN

@ —ZADZA1 A7 FERL TVWBRIHEDHTY, SnapCenter @ Standard BEN—XD T 1 2
Y 2%EFZEL. SnapCenter ® GUI ISEBMT 3. HARS MY ANBEFNICEESEINE
ER
Flig

1. SnapCenter Y —/\T. PowerShell U« > RU%ZRAET. MySQL NXXT—R%Z v LZEd,

a. SnapCenterAdmin7 7177 > k MSnapCentertt —/\& DFEFitz v > 3 >V EBIART % 1CIE. Open-
SmConnectondIY > RL v FZEITLE T,

b. Set-SmRepositoryPasswordz 21T L TMySQL/XXT—R%Z v cLE T,

ATV RLy bOFERICDOWVWTIE. ZBRBLTLEE W SnapCenter YV 7 b7 X RLwy R
77 LY RAA R

2. A R7OY 7 +%FE. mysql-uroot -pZEER{TL TMySQLICAT 1> LET,
INZAT—RDAAZRODENET, NRT—RDULy MFICIEELILT VO vILEAALES,
3 FT—ER—ZANSHABRZT T RXZHIBRLET,

use nsm; ~DELETE FROM nsm License WHERE nsm License Serial Number='510000050";

SnapCenter StandardB=X—X 51t > XAz 1B/

ONTAP Select® & UCloud Volumes ONTAP 75w b 74— L EDT— X EZIRET DI
I&. SnapCenter StandardBE2 71V XA =ZFERAL £,

BRESTEIVRTIEIRD LS BEFELHD F9,
* 51xxxxxxx & WSTHERDMTD ) 7IILBS THEBEINE T,

SnapCenter GUI 2L TS XA EBMCTBICIE. STV RDT ) 7ILES EEHNetApp
Support SitedAT 1 > LT v I)ILZEBLET,

cERDKEET TR LTRHIN, FRBEAA N —VREFIIFRETDZIT 20T IDVTH
MNEWHICED<COAR MY, T—&IL SnapCenter IC& > TEEBINET
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(D MySQL H— /#8777 JL (myin) @ [mysqld] &> 3> T. CAGAZ. H—N
INT ) URIRE. Y—N\WERD/NAZIBETI2HELHBD £,

MySQL H—/\#8 7 7-1JL (my.in) @ [client] o> 3> T, CASERRZE. V547> bNNT )y
JEERAE. BLV IS 7Y M BEBDONIAZIEET 32HENHD XTI,

ROBITIE. T7AILETHILARDmy.Ini7 70 IILD[mysqld]Zo > 3 VIEERRZE X — T 71 IILD

JE— &M "C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data’ TLVE 9,

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

ROFNE. myini 771D [client] E7 > a Y TEHINTNRAZRLTVWET,

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-—
key.pem"

4 42—y b > T+ X— 3 % —/\— (lIS) T SnapCenter HF—/N\—D Web 7 SV r—> 3>

ZEIELET,
S MySQLY—EXZBEHL X7,
6. web.configZ 77 - JLDMySQLProtocolF —DE%Z EFH L £,

RDAE. web.configZ 7 1 )L TEH S 117=MySQLProtocolF¥ —DEZ R L TWLWE T,

<add key="MySQLProtocol" value="SSL" />

7. my.ini 7 71 IL®D [client] TV > 3 VICIEESNT/VRXT web.config 7 71 ILZEHL £,

ROFIE. myini 777D [client)| EI > 3 Y TEHINZNRERLTVWET,
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<add key="ssl-client-cert" wvalue="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-cert.pem" />

<add key="ssl-client-key" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-key.pem" />

<add key="ssl-ca" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/ca.pem" />

1. 1IS T SnapCenter H—/\— Web 7 U —> 3 > %EIL X9,

HABE A Dt F 2 7 B MySQLIEF DR E
SnapCentertt —/N\ X MySQLY —/N\EDBEEZRE T 555 IF. SN (HA) /—FOEAICHL
TSecure Sockets Layer (SSL) FFFAZC ¥ —T7 7 M ILEERTET X9, AAZECF—7 77 /LIE. MySQLY
—NCHA/ —RTRETIHELHD X7,
ROFEAEDEREINE T,

* CAGEFRE

—HDHA/ — R TCASEFHENER TN, H5—ADHA/ —RICOE—ThE T,

*HADHA/ — ROY—NNT )y ISEREZC Y —N\WERT 71)L

*WAHADHA/ —RDUISA T RNT VY JEERREC IS4 T7 > FRERT 71U

* FE *

1. 1DB®DHA/ — KR T. opensslAY > R%ZFEHL T. Windows®OMySQLHY —/\& oS540 7> ~DSSLAE
BECF— 7717 ERELEXT,

FELLIE. #BBRBLTLIEETWL, "MySQL /N\—2 3> 5.7 © openssl #fEA L7 SSLEIFAZEHS LU+
—DER"

H—NFERRZE. 754 7Y MIEEE, $LUF—T 7 IILICERTN 3 HEBRDIEIZ.

@ TNENCAIERREZICFERAINIHBERDECERIVENHD T, HBLDOEHE
Cima. OpenSSLEFER L COVNTILENT-H—NDIEREEr +— 7 71 ILIFKH
L9,

*RRANTZUT74 R0 *F—N\GEERAEOH@ERL & LT ¥ —/\D Fully Qualified Domain Name  (
FQDN ; 288 R X1 %) ZFERALTIEIL,
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2. SSLEAFRE L ¥ —T7 77 ILZEMYySQLOT—R 7 A LAICOAE—L £ 7,

MySQLOT—R 7 # ILEZ DT 7 # )L b/XRIFE. C : \ProgramData\NetApp\SnapCenter\MySQL
Data\Data\C 9,

3. MySQLY —/\#p 7 71 )L (my.in) T. CASEBRE. U—N\NT Uy JERAE. /517> bNTY
v USERRE. U—/N\MWEBR. XUV I517 2 M RERONIZEHL I,

MySQLY— /#7717 JL (my.in) OF 7 #IL FD/IXXIE. C
. \ProgramData\NetApp\SnapCenter\MySQL Data\my.in T3,

@ MySQL H—/N\# 7 77/l (myin) D [mysqld] o> 3> T, CAGAZ. H—N
INT )y UFRE. H—N\BERDOD/NIEIEETIHELHD £,

MySQL H—/\#B 7 77JL (myin) @ [client)j o> 3> T. CASIBRE. /547> rNT )y
UERRE. LV I A7 M EBDNZAZIEET 2HELNHD £,

ROFE. myini 771D mysqld o> a3 ICOAE—SNEERE X — T 717 ILERLTULE
To CDTT7AIETAILAIEC  /ProgramData\NetApp/SnapCenter /MySQL Data\Data T 9,

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-—
key.pem"

ROFIE. myini Z 7LD [client)| EI > 3V TEHINZNRERLTVWET,

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
key.pem"

4. 22BHDHA/ — R T, ROFIEICHE > TCAGEREZ IE— L. T—/NN NTU v IFAE. —/\WE
BO7AIN. 95472 NTVYIEAE. LV 7 MBRT 71 L2 LE T,
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a. 1DEDHA/ — R TEM I NT-CAGEREZ%2DB®DONLB./ — ROMySQLOF—42 7 # LA
- Lij_o

MySQLOT—R 7 # ILEZ DT 7 # )L b/NRIFE. C . \ProgramData\NetApp\SnapCenter\MySQL
Data\Data\C 9’

CASERRE IESRIEM L BVWTL T Ve H—=N\NT U v IFEAE. 751472 b
() TUvsEER. v \WERT 7 1. BETT ST NERT 71 LOS
BT ZUBN DD £ T

b. 1DE®DHA/ — KT, openssld~¥ > RZEAL T, WindowsDMySQLY —/N& IS4 7 > b+
DSSLAFAEZE L F—T 7ML ZREL £T,

"MySQL /N\—<3 > 5.7 © openssl Zf#£/H L7z SSL SEEAZE & &K U+ —DIER"
H—NEERRE. V517> MIERE. BLUF—T 71ILICERAINZ HBEBLDE
@ IF. ENENCASEREICFERASNILBRDECERIVENHD FJ, HBEHLOD

ENE LIBE. OpenSSLEFRAL TOVNAIL SN —N\DIERAZ X —T 71
ILIFKRBL £ 9,

H—/NABAZEDOHBZLE L TH—/NOFQDNZERAT3 e ZzHRLF T,

C. SSLEFAZE L F— T 71 ILZMySQLOT—H 7 A LA ICOE—L F T,

d. MySQLT—/\#8p 7 7 1)L (my.in) T. CASERRE. T—N\NTU v IEAE. 75172 NN
Ty UsERE. Y—\RER. 8LUVIF1 7Y M RERONIZEHLET,

@ MySQL H—/N\# 7 77JL (myin) @ [mysqld] £o> 3> T. CAGIRRZE. #
—N\INT ) JFEEE. Y— N\ MWERD/NAZIEET 2HELNHD £,

MySQL H—/\#r 7 7 1)L (my.in) @ [client] 7> 3> T. CASRAE. V547> c/INT
VAR, XUV IS4 72 MRBRONIAZIEET IHEDRDHD T,

ROFIE. myini 771D mysqld o> a3 iCOAE—SNEEBE X — T 71 IL%ERL TL
£9, CODTT7HILETHILAIEC ¢ /ProgramData\NetApp/SnapCenter /MySQL Data\Data T
ER

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

ROFIE. myini Z 7LD [client)| Zo > 3 Y TEHINZNREZRLTVWET,
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ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

-WADHA —RDA VR =y b YT X—2 3% —/\ (IIS) TSnapCentertf—/\Web77 1)

=3 EEIELEY,
. WHDHA/ — R TMySQLY —E X Z B L £ 75
. WA DHA/ — K Dweb.configZ 7 -1 JL TMySQLProtocol ¥+ —DIEZBHF L £ 9

RDFE. web.configZ 7 1 )L TEH S 17=MySQLProtocolF¥ —DfEX R L TWLWE T,

<add key="MySQLProtocol" wvalue="SSL" />

CHEADHA J—RIZDWT. my.ini 771D [client] £ > 3 > TIEE L7=/V X T web.config 7 7

TILZEHLET,

ROFIE. myini Z77ILD [client)| EI > 3 Y TEHINZNREZRLTVWETS,

<add key="ssl-client-cert" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-cert.pem" />

<add key="ssl-client-key" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-key.pem" />

<add key="ssl-ca" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/ca.pem" />
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