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SnapCenter Plug-in for PostgreSQLD 1 > X k—JL T—2 70—

PostgreSQLY 5 X 2 %= 1R#& 9 335 &%, SnapCenter Plug-in for PostgreSQL% -1 > X k
—ILLTEY b7y T TRIRELRHD FT,
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| Lag in to the SnapCenter Server using a web browser. |

.

| Idunitify storage types supportad, |

v

Review installation prerequisites and
install plug-in package for Linux or Windaows.

v

Set up credentials.

v

Install and configure the plug-ins

v

Add databases and assign them to users.

v

Configure and enable CA Certificate.

Zé k % 3&/0 L TSnapCenter Plug-in for PostgreSQL%* -1 > X k—J)L§ 3 7= D7z
S

RAMZEMLTTSZITA Ny r—2% A4 A =)L 381IC. IRTOEHZHT
LTHELLHBEIRHD £9, SnapCenter Plug-in for PostgreSQLIE. Windows & LinuxX 5
SORIBETHFEATETET,

cJava MZRAMIAYVAM=ILLTHELRELHD £,
@ IBM Java I Windows & & T Linux R X kTl R— b ENTULEE Ao

* Windows D&, 755404 ) IT—%— H—E XIF. “LocalSystem” Windows 21—t —%{FEH L TX
TIZRELHD FT, k. PostgreSQL AT ST A VD RAXAAVEEBE LTI VYA M=ILETNT
WBEEDT 7+ EDEETT,

* Windows RX MMZT ST A4 VA —ILTBE #BARAATHEWVWI LT VO vILZEET 3HEP.
A—HAO—HI T—0TIL—FICBLTWVWBREHEEIE. KRR MDUACZEMICT IHENHD £
Fo Windows R kICPostgreSQLT S5 1 > %41 > X b—JL§ % &. SnapCenter Plug-in for Microsoft
Windows® 77 #JL k TEA TN F T,

* SnapCenter ServerH'. Plug-in for PostgreSQLR X k D81457R— M X 7lF AR AL R— M7V XTE
BRENHD XY,

Windows’Kk X ~

C O—HUEEEERSBD. UE—F AXMIHLTO—AL OF1 Y OF 2L IHTNBS R X1 >
A—HHBETT,

* Plug-in for PostgreSQL%Z Windows’K X kZ1 > X b—JL§ % & . SnapCenter Plug-in for Microsoft
WindowsH'BEIMICT > X b—ILEINET,

* rootL—H £z ldroot AN D 1 —F T L TINRT— K R—XDSSHEF =B L THE L HBELHD £
ER

* Java 11ZWindows R X MMCA YA —ILLTHE L BRELRHD 7,

"IRTDARL—FT 14 VI AT LADIAVAZ S > O—R"
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"NetApp Interoperability Matrix Tool"

Linux’h X k

* root1—H £z ldroot AN D 1 —FIC L TINRT— K R—XDSSHEFZBMICL THE L BELHD £
ER

* Java MZLINUXRA MMIA YA R=)ILLTHELBELRHD £,
"INRTDARL =T« VIS RTLEADIAVAZ R D > O— R
"NetApp Interoperability Matrix Tool"

* LinuxZR X k TPostgreSQLY 5 X X %ZE17 L TWLW3IFHIE. Plug-in for PostgreSQLD - > X b — LEf
IZSnapCenter Plug-in for UNIXA'\BEIBNICA > A =ILENF T,

* TSTAVDAVRA=ILCIE TT AL EDITILE LT bash ZER T B3HENDHD £7,

mEa<w >R

SnapCenter7> 41 > for PostgreSQL THEIX Y FZEITTBICIF. €DV FZ
allowed_commands.config 7 7 1 JLICEOHZRELH D £7,

* Windows R X k EDFT 7 # )L k DI5FR: C:\Program Files\ NetApp\ SnapCenter\Snapcenter Plug-in
Creator\etc\allowed_commands.config

* Linux R X b ED T 7 # )L k DIFFR: /opt/ NetApp/snapcenter/scc/etc/allowed _commands.config
TS594Y RAMTHEIY Y REHFAT 3. IT5T 12— T allowed_commands.config 7 7 )L %Rl S
9, AV RZHADITICAALEFT, OAVY RTRAXF U N FIFRAINEFEA. TEIEMM/NI%
ZIEL. NRAICAR—ZADFENTVIIFEIEEI AR (") THATLESIL,

Bl ZIE

ONX > F:mount O¥ > F:umount ¥ > F: "C:\Program Files\ NetApp\SnapCreator commands\sdcli.exe" 1
¥ > I myscript.bat

allowed_commands.config 7 7 1 LHFEELBWES. OV RFLIFAZV I MOETIE7OVY IS, 7
—J70-I3ROITS—TREBLET,

"[/mnt/mount -a] DEITIXHFRT INTUL X A, Authorize by adding the command in the file %s on the plugin
host. |

AR Y R FRIERT )T D allowed _commands.config ICIFFEL R WSS, OX Y RELIIR IV T RDOR
TiF7Oovosn, 7—o70—3ROTS—TERELZET,

"[/mnt/mount -a] DERITIFFT TN TULEHE A, Authorize by adding the command in the file %s on the plugin
host. |

()  IRTOARVEEHTTHICE. TAUEA—K IV R () EEALAVTRE L,

12


https://imt.netapp.com/matrix/imt.jsp?components=121069;&solution=1259&isHWU&src=IMT
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
https://imt.netapp.com/matrix/imt.jsp?components=121069;&solution=1259&isHWU&src=IMT

LinuxZR X k Droot AN D 1 —H A Dsudot&ERDEEE

SnapCenter. 3EJL— bk I —H—»H' Linux B®DSnapCenter 754> Ny ir—SH A VA R—=ILL. 7355
1> 7OCRZHRTEET. 777102 7O REEMBrootUADI—HF & L TEITINET, LD
DDONRRIZTIERATED LS ICrootAND 1 —H (CsudotEfR % RE T IHNELH D £,

BELZHD

* sudo/N—<0 3 >1.8.7LU0%

* umask 1t 0027 DIBE. java 7 A ILE— L ZOHRDIRTD T 71 LI 555 DIERHIH 3 Z r #HER L &
o E5LBVE. TSTA>DA VA M=ILHKKTZEIEMENHD £,

* rootAND I —HICDWVWTIE. rootANDI—HFDEEIE A —HF DT IL—FHREILTHZZ e xR L T
<FETLY,

* /etc/ssh/sshd_config 7 71 L ZiREL T, Xwvt—T88Ea— R 7J)L31) X L (MAC hmac-sha2-256 &
& T MAC hmac-sha2-512) Z#5%E L £ 95
COWBRT7 7 ZBFH LIS, sshdh—EXRZBESL X7,

Bl

#Port 22

#AddressFamily any

#ListenAddress 0.0.0.0

#ListenAddress

#Legacy changes

#KexAlgorithms diffie-hellman-groupl-shal
#Ciphers aesl28-cbc

#The default requires explicit activation of protocol
Protocol 2
HostKey/etc/ssh/ssh host rsa key

MACs hmac-sha2-256

ZDRRTIZDWT
RDINZINICT IV RATEB LS ICroot AN D 1 —H |CsudotEf R Z RETRAMERHD FT,

» /home/LINUX_USERI.sc_netapp/snapcenter_linux_host_plugin.bin
« /custom_location/NetApp/snapcenter/spl/installation/plugins/uninstall

 /custom_location/NetApp/snapcenter/spl/bin/spl
FIE

1. SnapCenter Plug-ins Package for Linuxz - > X b —JL§ BLinux kX bMcAd 1> LE T,
2. visudo Linux1—7« U7« ZfERA L T, /letc/sudoers 7 7 1 JLIZRDITZEML £9,
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Cmnd Alias HPPLCMD = sha224:checksum value== /home/

LINUX USER/.sc_netapp/snapcenter linux host plugin.bin,
/opt/NetApp/snapcenter/spl/installation/plugins/uninstall,
/opt/NetApp/snapcenter/spl/bin/spl, /opt/NetApp/snapcenter/scc/bin/scc
Cmnd Alias PRECHECKCMD = sha224:checksum value== /home/

LINUX USER/.sc netapp/Linux_ Prechecks.sh

Cmnd Alias CONFIGCHECKCMD = shaZ24:checksum value==

/opt/NetApp/snapcenter/spl/plugins/scu/scucore/configurationcheck/Config
Check.sh

Cmnd Alias SCCMD = sha224:checksum value==
/opt/NetApp/snapcenter/spl/bin/sc_command executor

Cmnd Alias SCCCMDEXECUTOR =checksum value==
/opt/NetApp/snapcenter/scc/bin/sccCommandExecutor

LINUX USER ALL=(ALL) NOPASSWD:SETENV: HPPLCMD, PRECHECKCMD,
CONFIGCHECKCMD, SCCCMDEXECUTOR, SCCMD

Defaults: LINUX USER env_keep += "IATEMPDIR"

Defaults: LINUX USER env_keep += "JAVA HOME"

Defaults: LINUX USER !visiblepw

Defaults: LINUX USER !requiretty

LINUX_USER |&. fEp¢ L7z3E root 21— —DHAEI T,

checksum_value |&. RDIHFRICH 3 sc_unix_plugins_checksum.txt 7 7 1 ILHSEE TE £ I,

« _C:\ProgramData\ NetApp\ SnapCenter\Package Repository\sc_unix_plugins_checksum.ixt _ (
SnapCenter Server ' Windows "X MMM Y X F=ILEINTVBREHER).

» _/opt/ NetApp/snapcenter/SnapManagerWeb/Repository/sc_unix_plugins_checksum.txt _ SnapCenter
Server ' Linux RX MMIA YA M=ILETNTWVWBHE,

() cofiik BEDF—SEERTSEOBRL LTOAEALT LS,

SnapCenter Plug-ins Package for Windows%* - > X k—JL§ 37K X FDEH

SnapCenter Plug-ins Package for Windowsz -1 > X b —JL 9 38IIC. RA L S XFTLD
AR=RCYADVTICET2EANLGEHFZIER L TEHBENHBD X T,

=] =! B
ARL—=Fa 2T O RT L Microsoft Windows

HR—bETNTVBEN—T 3 VICEAT ZRFIERIC
DWWTIE. "NetApp Interoperability Matrix Tool" o

KRR & EDSnapCenter 755 1 Y ICEB%R&/NRAM 1 GB
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T5H 24

AR~ EdSnapCenter 7554 VICBHRA VA~ S5GB
=L 0OJDRNAR—R

+PHT 4RI AR—ZAEFEDYT
T, OF 7AINHAICEBRAL—H
BRERTINENDDEFT, BER
C) A ZAR—X (. FRETFROI> T+
T4 O T —2FRENIBDEEIC K
STERBDET, 98T XU AR
—ZADBWVBEIE. HAERTLIAE

OAOTHIMERTNEH A
MBRY I N7 Nubh— * ASP.NET Core 5> & 1 L 8.0.12 (B LUVENIL
BEOINRTD 80X /INYF)RATa4 VT NUR

L
* PowerShell Core 7.4.2

HR—EINTVWBN—T 3 VICET 2 RFTIERIC
DWWTIE. "NetApp Interoperability Matrix Tool" o

SnapCenter Plug-ins Package for Linuxz 1 > X k=)L 93K FDEMH

SnapCenter Plug-ins Package for Linuxz -1 > X F—JL 9 B8], FAF Y XTLDR
R=REHYAPVIICETI2ERANLGEHZIBEL TEKBELRHBD ET,

(=] 24
ARL—T4 >0 O RT L * Red Hat Enterprise Linux
* SUSE Linux Enterprise Server (SLES)

HR—bTNTVBEN—U 3 VICEET ZRFIERIC
DWTIE. "NetApp Interoperability Matrix Tool" o

AKXk EdSnapCenter 754 1 VICBAE&/I\RAM 1 GB

R~ EDSnapCenter7S5 014 VICKBRA VX~ 2GB
—ILEXVOTDRNAR—X

+HDHBT 4RI AR—IAEED YT
T. OF 7AINHAICEBRAML—TH
BLXEHTINENHD FT, BEA
C) O AR—XE. RERMROI> T+
T 1 DT —RIFENIBOEEIC K
2TCEADEYT, +98BT1RT AR
— AN RVEEIE. BERITLNIE
oOJPMERINEE Ao
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HH EH
WMEBRY) T NIIT NviTr—o Java 11 Oracle Java$ & U'OpenJDK

JavaZE BFIN—2aIc T v I L—RLIHE

&< /var/opt/snapcenter/spl/etc/spl.propertiesic &

3JAVA HOME# 7> 3 UH'EL Wava/N\—> 3 >
CIELWNARICRESINTWVWE L ZHERT 2 HE
HHDEFT,

HR—FETNTVBEIN—T 3 VICET ZRFIGRIC
DLTIE. "NetApp Interoperability Matrix Tool" o

SnapCenter Plug-in for PostgreSQLD 7V L 7> > v JLDKE

SnapCenterid. 7L 7> v I)L%fERE L TSnapCenterDLIB%# E1T9 51— %583
LZ%9J, SnapCenter7S 5104 >DA VA M=ILILERTZILToIvILE. VFRA
PWindows 7 7 1 ILY AT LTDT —XRELIBICHER T DEMDI LTI vILZEE
NENERT IBELHD 9,

RRAUIE
* Linux’h X k

Lnux KA MCTSTA 0B AV RAM—=ILTBICIE. LTI VILERETIHNELRHD £,

CDUVLTUIYILIE rootd—Y. FIETS T4 A=)l LTFOE X% Bsudot&ElR
HH Broot AN D I —HFICH L TERELEF T

RANTS9T74R: KA ETTOALTTSTA4>0%FA A M—=)LLT=ETH Linux OREEHRZE
BMTEFEIH. RXM TS5 9F70 R LTI SVM ZEBMLE. "X EF7OALTTST1 0%
AR M=ILF BENICEREEERZER L £9.

* Windows’Kh X
TS594>D4 X —ILENIICWindowsZ L T > v ILZRETDIHELRHD T,

COI7LTrIvILICIE. BEEER (VE—F RIMINT2EEEERZIT) Z2REITIHENLD
D&,

BRDVY—RTIN—=TDILTYIvIIZRET BHET. I—FRICEELABadmintERHAEID HTS5NT
WERWEEIE. DB EHD VY =R TI—TFeNv I T7 v TOMRZEID HTEINELHD £7,

FlE

1. ElloFESX—> 3> RAVT,. [EBE| 2V v I LET,

2. [REIR—T T, [BERERIEZEV VY I LET,

3R EIUYILET,

4. [Credential| R—C T, LTV vILOREICHELRIBRZIEELET,
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Z14—ILEF
ENRIFHRG

1%

NXT—F

Authentication Mode

Use sudo privileges

5. [OKZo ) wo LET,

121
LTIy IIlORFEIZEATILET,

SELICER Y 31— RENXT—RFZASLZF

* RXAVEBEXIEEESIL-TOEED

X N—

R XA U EBE X /IFSnapCenter 755 1 V%
AVAN=ITBRATLOEEBETIL—TD
ARDOAYN—ZEELET, I—HBT1—
ILROBEMBERIFRDEED T,

° NetBIOS\1—H—%,
o RXA YFQDN\1—H—%
O—HILEEE (D—0JIL—TDHEaDH)

D=0 IN—TICBT 3> RAT LDHZE

|&. SnapCenter7Z 514 >%1>AL—=)LT 3
AT LICHARAADOO—HILEBEZIEEL
9, A—H 7HU Y MIERINIERLH
35a. ¥R > XFLTOA-Y T

T A HIEERENEINICE > TUVWBIHEIE. O—
HIILEEBESI—-FICETSO0—HIL 21—

THOY R ZEETEET, AI—HF—%T1—
ILRDEMBERISRO & HD TI: UserName

NZAT—RIZIEZES BT (") PNy I T +—
b O)ZFERLBEVWTLIEETV, XEKEsS (<)
CRRERT () ZHAEHETHERLED LAV
TLIEE LW, Tt zIE. lessthan<!10

. lessthan10<l\ NY I T4 w1272 T
3_0

SELICERTANAT—FZANLE T,
ERY B E— FZZRLE T,

JE root A —H—DERIBHRZER T 2513
[sudo HERZER TR FTvIRYIREAIC
LExd,

() Linux 21— DAY L F T,

ILTUIvIILDREDTT LIz5. BEIZIG L T[User and Access|R—Y TA—H1—4 JI)IL—FI1C0
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LFEYSvILEBDY TR N TEET,
Windows Server 20164[% TDgMSAD R E

Windows Server 20164 Tld. ERL 7T IL—TEBY—EX 7HDU >~ (gMSA)
ZEBELT. BENRRXAAY THAOEDST—EX T7AHVFDODNZAT— RZEHE8HE
BHTEET,
FtRS ZaEiIC

* Windows Server 2016 AfED K X1 > O> bO—SHHRETT,

* RXA DA IN—Td 3Windows Server 2016 A FD R b HHETT,
FlE

1. KDSIL—k ¥—%EM L. gMSARDF T T b TUIL—BD/INRT—REERLE T,

2. ERXAVIZDWVWT. Windows KX > O hO—5H5RDIT Y RERITL £ 9: Add-KDSRootKey
-Effectivelmmediately

3. gMSAZ{ERL L CTEREL £ 9
a xoOFRTA—H IIN—FF7hoo bEERLET,

domainName\accountName$
. AYEa—&2 ATz oM ETIL—FITEMLE T,
o ERRLTa—Y JI—T=ERL TogusazERR L £ 9,

RIH 2R LET,

New-ADServiceAccount -name <ServiceAccountName> -DNSHostName <fgdn>
-PrincipalsAllowedToRetrieveManagedPassword <group>
-ServicePrincipalNames <SPN1, SPN2,.>

.. D ‘'Get-ADServiceAccount H—EX AUV M ERER TSI IV R,

4. KR FTgMSAZZE L £ 7

a. gMSAT7 AU > rEEAT 57K X kT Windows PowerShellFDActive Directory ¥ 2 — L= B
LEd,

NETSICIE. PowerShellh 5 XD AY Y REEFITLED,
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PS C:\> Get-WindowsFeature AD-Domain-Services
Display Name Name Install State

[ ] Active Directory Domain Services AD-Domain-Services Available

PS C:\> Install-WindowsFeature AD-DOMAIN-SERVICES

Success Restart Needed Exit Code Feature Result
True No Success {Active Directory Domain Services,
Active ...

WARNING: Windows automatic updating is not enabled. To ensure that your
newly-installed role or feature is
automatically updated, turn on Windows Update.

a RA+zBEFHLEI,

b. PowerShell AY > K 7OV EHERODOATY RERTLT. RAMIgMSAZA VX —ILLEF
¥, Install-AdServiceAccount <gMSA>

CROOANVRZEITLT. gMSAT7HU Y hZzHE8LE T, Test-AdServiceAccount <gMSA>
5. KRR~ LDFKREEBAGMSAICEIREMEREEIDHTE I,
6. SnapCenter Server CERERHDIMSAT U > hEIEE L TWindows KX EEBAML £ 95,

SnapCenter ServeriC & D BIRLI=TFSTA VD RAMIA VI N=ILEN. TS3TA1>DA VR b—
ILBFICIFIEE LTcgMSAY Y —E RO A Y 7AD Y b LTERINE T,

SnapCenter Plug-in for PostgreSQLD 1 > X ~k—)L
RAMDEMEVE—F RRAMDTZTAY Ny Tr—2D1 >R =)L

SnapCenter®[Add Host)IR—J ZFER L THRX M EEBIML. 7353599042 Ny ir—S%A
VAN—ITBRRERHDEFT, TSZTAM I BEICUE—F RAMIAVRA M=
IWENExd, RAMDEME TSI Ny T—2DA A M=)LIE. RARIEICE
TTEEY,

IR B HIIC

* SnapCenter Server’RX FDARL —F 1 V5 2 X7 LHWindows 2019T. ST 1Y RAMDARL
— T4 27 AT LHWindows 2022015 E1E. KROFIEZRITIIHENHD 9,

> Windows Server 2019 (OSE'JL K17763.5936) LUf&ICT7 v L —R$3
> Windows Server 2022 (OSE'JL K20348.2402) LUFEICT7 v T L—R$3

* COMIEIE. SnapCenter AdminO— LB, TS A VDAV RAM=ILET VAV ZAM—ILOM¥ERDH
ZO0-IHEDETONTVWRI—FHRTIIHRELNHD £,
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* Windows R A MITFSTA 0 EA VA R—=ILT BB HAAATHEWILT VOO VILEIBET 3HBEP.
dA—9HAO—AIL 7—0FIIL—TICBLTWAI5EIE. "X MDUACEEMICTIHNENHD £,

CAytE—T Fa—-HP-EINRITRTHE L 2HRI X EN DD X,

* RZAPOEBICOVTIE, BIEICEAIT B FFa XY FZERLTIREE L,

*JIN—TEEY-EXTAUYE (QMSA) ZEAY 35513, BEEERE TIMSAZRE T 3HENDH
DEJ,

"Windows Server 2016 LA T PostgreSQL DT I —FEEBY—EX 7HO > b ZERT 3"

RRUE
* SnapCenter Serverz 7574 > /RX k& L THIDSnapCenter ServerlZiBINT 3 Z I TEEH A

FlE

1. EOFEF =23 RAVT [RAMZIU YOI LET,

2. FEBO*EERREZA NI INBERINTVWS R LET,
3 EmMrEIUYILET,

4. [Hosts]R—T T, RDREZRITLET,
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e. 16 EMDED ZAR—Z%HIBFELE T,

e &, 3BEDAS Ta9 09 50 2d d8 2a e4 14 33 €6 8 38 86 b0 0d 42 77 a3 2a 7by DIFH. AR—X
ZHIBRS % & a909502dd82ae41433e6f83886b00d4277a32a7b) 70D £7,

2. PowerShellT. XOF|IEZETLE T,

a RODIAVYRZRITLT A VAM—IILENTVWBHREOT LTI Y b ERTL. ATV ~—
IWENTEIRREZY T2 bBTHAMLE T,

Get-Childltem -Path FEBAZ :\LocalMachine\My

b. y LX) rEIE—LET,
Windows’ kX b 75454 > H—E X THOCAFRRZDHRTE

AVAR=ILENTWVWB T RILEERRZER 77 T4 719 3ICIE. Windows EX k 75
JA4Y H—EXZERAL TCASIRAZEZRE T A2NENHD £,
SnapCenter Server® . CASERAZEN T TICEBAINTWVWRIARTD TSI 1Y KRR MT. ROFIEZRITL
x99,
FlE

1. xDIAX Y REEFTLT. BFEOHEE Y SMCore DT 7 # )L b R— 81458 DNA > REHIBRLE T,

> netsh http delete sslcert ipport=0.0.0.0: <SMCore Port>

Bz

> netsh http delete sslcert ipport=0.0.0.0:8145
L RDAR Y RZERITLT $iLKA VA M= JLLTEEBAEZE ZWindows R A b 3010
HT—EXENAVRLET,

> Scert = “ <certificate thumbprint> ”
> Sguid = [guid]::NewGuid () .ToString ("B")
> netsh http add sslcert ipport=0.0.0.0:
appid="$guid"

_<SMCore Port> certhash=$cert

B zIE
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> Scert "a909502dd82ae41433e6£83886b00d4277a32a7b”

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="$guid"

Linux7k X k T®DSnapCenter PostgreSQL Plug-insth —E X DCAGERBE DRE

AVAR=IENETIRIVEREZ 7V 71 719311, SnapCenter 7545 1 >
H—EXEZFRALT. 73742 F—XANFLEQFMBAEONZIT—RZEEL. CA
SFRAE AR L. 7571 SR MR RTICIL— NEEBRE £ /3P RIGERAZE 18R
L. 75942 FSAMANTICCAZBAFT— RTZERTIHRELHD XY,

T304 EBEIANTEF—XNTDEA E LT, /opt/ NetApp/snapcenter/sccletc \Z&H 2 7 71
)L Tkeystore.jks] ZfEHAL X9,

TS50A4F—ANTDNRAT— REFERAFDCABELF—RTDIA )T XZzEERT S

FIE

1. 7304 =2z b 7aNnNT« TF7AUDS T304 F—ATDOT T I b NZT—RZE
/FTEEY,

F*— TKEYSTORE_PASS] ICXf59 BT,
2. F—ZAMTPONRT—RZZEELET,
keytool -storepasswd -keystore keystore.jks

. F—RATAOMEF—
IVRVDIRTOIA )T RADNRT—R%ZE, F—X T LERAULNRT—RIZEELET,

keytool -keypasswd -alias "alias name in cert" -keystore keystore.jks

agent.properties 7 71 )LD F— KEYSTORE_PASS HEHRICEFHF L £,

3 NRT—RZZEBELES. H—EXZBEHLE Y,

C) T3040 F—=AMTPONAT—RE, MBFXF—ICEERITOENTEIRTOIA) TR INAD
—RIZERIL THIRELHD X7,
JL— NEEBAE - IZRREIAE R TS5 1 VEEA M TICHRET B

BEANTZTST74>F3ICE MEBEFXF—RLTIL— MIEBRE X IFPRRAS 2B T 2H4ENRHD F
ER

FIE
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1

3

4

TSI F—RNTHEENSZ T LA —ICFE L £ /opt/ NetApp/snapcenter/scc/etc,
2.

lkeystore.jks] 7 71 ILZIRL £,

- F-RMTISEMSNIGEERAZEO—EZXRRLE T,

keytool -list -v -keystore keystore.jks

- L— FEERRE D FRIEERRE 2B M L £ 96

keytool -import -trustcacerts -alias myRootCA -file
/root/USERTrustRSA Root.cer -keystore keystore.jks

L— MEEAZE X CIIHPBEEIRAE Z 7571 VEREA M VICREL IR, Y—EXZBESHLET

o

(D A—rcAEmBEEML TS, RREICATERBEENT 3 UENHD %7,

T304 UVEBRANTICCAZLF —RTZHEHT 3

CAZBRF— RV ZTSTAUVEEIANTICKREST 2HBHHD XT,

FIE

1

. TZ494 > ¥—X 7 lopt/ NetApp/snapcenter/sccletc W& N2 7 LA —ICBEIL £,
2.

3

keystore.jks] 7 71 ILZIRL £7,
F—RAMTZICEMENIGEIRAEO—EZRRLF T,

keytool -list -v -keystore keystore.jks
MWEEX—E RNAF—DOmANRESNICASIEAZS ZEML £ I,

keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx
-srcstoretype pkcsl2 -destkeystore keystore.jks -deststoretype JKS

F—XLTIEMENIGIRED—BZRRLET,

keytool -list -v -keystore keystore.jks

F—AMTZICBMENEFH LVWCASERREZICHIG TR I AV 7AD, F—RAMFICEFEFNTVWBR I E %2

L&,

. CASFERZICEBMLI-MRET—DNRT—RE, F—XA S T7D/NRT—RICEBELE T,

TI7ANNDTST4> F—X 7 INZAT— RiE. agent.properties 7 71 JLDF — KEYSTORE_PASS

DFETT,
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keytool -keypasswd -alias "alias name in CA cert" -keystore

keystore.jks
. CA HIFAZDIA VT REGHNRL. AR—ZPEHXE (1. T1)
HREENTVRBEIE. T ) 7 AREBMABERICEELEY,

keytool -changealias -alias "long alias name" -destalias "simple alias"

-keystore keystore.jks
. agent.properties7 7 ILDCARIBEN ST A 7 REZHELF T,

CDfE%. ¥ —SCC_CERTIFICATE_ALIASICX L TEH L X,
8. CAZBLAX— RT7ETSTAY FSRAM RAMTICHELIH. U —EXE=BREHLFT,

T304V DFRERM) X~ (CRL) =Y %

22 UEE
* SnapCenter7 >« > I&. BRIICEBRINI-TA LI NJADCRL 7 7ML= HELE T,

* SnapCenter7 >4 YD CRL 7 7AILDT T ALk Tao LT UK. Topt/
NetApp/snapcenter/sccl/etc/crly T,

=25}
1. £ —CRL_PATHICX L T. agent.properties7 71 ILDT 7 #J)Lk T4 LI FU%RZEE, BHTEFET,

COT4 LT MIICIE BBEOCRLT7 7L ZIEMNTET £9, RIEIBBAEICOVTIE. £heh
DCRLICK L THREEDMTHONE T
Windows7 X k TDSnapCenter PostgreSQL Plug-insty —E X DCASEFHZ D& E

AVAR—=IENIETIRIVEERRER 70 T« 71L 9 3I1C1E. SnapCenter >4 1 >
H—EXRZBALT. 753942 F—AMTECEDIAED/NZIT—RZEEL. CA
SFEAZE#EH L. 751> S A MR MTICIL— NERRE £ /3P RISEERE % 18R
L. 7259942 FSRMRAMTICCABRAT— RT7TZIEBRTI2HELRHD XY,

T4 BEANTEXF—XNTOEA L LT C:\Program Files\ NetApp\ SnapCenter\Snapcenter
Plug-in Creator\etc |\Zd % 7 7 -1 )L keystore. jks ZfEFH L £,

TS0AF—RANTDINRAT— REFERFDCAZBZF—RTDIA )T RZ=EERT S

Fig
1. IS504 T—Sx0 0 7ONTo Z77AUMDSETSTA4Y F—ANTDOTF T AL XAT—R%ZE
BTEXY,

ChidF— KEYSTORE_PASS |CHIST 3BT,

2. F—ZARTPONZRT—REEBLET,
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keytool -storepasswd -keystore keystore.jks

@ Windows A< > K FO> 7+ T lkeytooly OX Y RAEREINAVEEIE. keytool AT >
'\%Tﬁé@/\xtu%q*ﬁ'xijo

C:\Program Files\Java\<jdk_version>\bin\keytool.exe" -storepasswd -keystore keystore.jks

3 F—IAMTHOMEXF—IVRIDITRTOIA)TADNRAT—R%E, F—XF7EBELC/NXXT—RIC
KEL/&?O

keytool -keypasswd -alias "SEBBEMRD I 1 1) 7 X% " -keystore keystore.jks
agent.properties 7 71 )LD F— KEYSTORE_PASS HEHRICEFHF L £,

4 NZ2T—REZELES. Y—EXRZzEBEEFHLFT,

C) TS530140 F—=AMTPONAT—RE, BBEF—ICEAEMITENTEIRTOIA )TN
2T—RIZERILTHIMBELHD 7,
L— MEEFRE £ /-3 PRIGIEE R 545 1 VEBR M TICHRET S

BEANTZTST74>33IC1E. MEBEF—QLTIL— MEBEXIFPRRASZ BRI 2H4ENHD F
ER

FIE

1. 75014 0F—AMTHRERMESNTULWS 7 1 JLA_C:\Program Files\ NetApp\ SnapCenter\Snapcenter
Plug-in Creator\etc_IC#EL £7,

2. Tkeystore.jks] 7 71 ILZIRL £T,
3 F—XhTICEBMENIGERED—EZRRLE T,

keytool -list -v -keystore keystore.jks
4. )L— MEERREN HRIEERE ZEBML £ 9,
keytool -import -trustcacerts -alias myRootCA -file /root/USERTrustRSA_Root.cer -keystore keystore.jks

5. )L — NEBIE oIS PRIEEAIBE 754 1 MEER R T ICRE LMt Y- REBEBLET.
(D) A—reaEmBEEML TS, RREICATERBEENT 3 UENH0 %7,

T3 VEEANTICCABRF —RTZIBHT S
CAZBRF—RT7ZT ST VERANTICRET IHENDD £,

FIE

1. 730142 F =X THRIASTNTUVS 7+ )LA_C:\Program Files\ NetApp\ SnapCenter\Snapcenter
Plug-in Creator\etc_IC#81L £ 9,

2. 774 )L keystore jks T BDITE T,
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3. F—XLTICEBMEINIFRED—EZRTLF T,
keytool -list -v -keystore keystore.jks

4. MEF—CREF—DOmEADRE SNI-CAIERHZEZEML X7,

keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx -srcstoretype pkcs12
-destkeystore keystore.jks -deststoretype JKS

S. F—X MTICEBMEINIGRED—EZRTLF T,
keytool -list -v -keystore keystore.jks

6. F—X FFPICEBMEINFH LV CASIAZICHR T ITA )7 RHD. F—ZARTICEENTWVWDI Lz
L Ed,

7. CASEFAZEISEML cMEF —DNRT—FZ, F—XAFT7ONIAT—RIZEELF Y,

TI7AIWNNDTST4Y F—X 7 INZAT—RiE. agent.properties 7 71 JLDF — KEYSTORE_PASS
DIETT,

keytool -keypasswd -alias "CAGERBE D T ') 7 X% " -keystore keystore.jks
8. agent.properties 7 7 JLIN®D CAERAEN S TA U 7 RXE%EZHREL £,
CDfE%. ¥—SCC_CERTIFICATE_ALIASICX L TE#FHLE I,
9. CABEZF—RTZETSJA4Y FIRN ARTICRELER. Y —EXRZHBEHBLFT,

SnapCenter >4 1 >V DIEEAERA ') X b (CRL) ZH#KT 3

R EE

EﬂL?’%CAuEEH$®HE¥E®CRL7 1ILEADO—RT3BICIE. "SnapCenter CASERHE DEFRAE L%
RN T 7AINEEHT 357

* SnapCenter7 >« >id. BRIICEBRINITA LI FJADCRL 7 71 ILEHZRELE T,

* SnapCenter 7514 >D CRLIZ7AILDT T #IL s T4 LT kUIE. 'C:\Program Files\ NetApp\
SnapCenter\Snapcenter Plug-in Creator\ etc\crl' T o

FIE

1. % — CRL_PATH IZX$ L T. agentproperties 7 7 1 ILADT 7Lt T4 LI MU EZBEESLUVEHT
SR

2. 2OTa LI RIICIE. BHOCRLT 7 IILEIINTET H T,
RIETBAAZICOVTIE. ENENDCRLICK L TREEDMTHON E T,
7304 DCAGERRE DB ML

CAGEFHE Z5&E L. SnapCenter ServerEXfIind 2 775071 > RAMIBEATIHNEN
HDFET, 7794 TCAIMIRREDKREZBEMICTIHNELHD £,
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* Get-SmCertificateSettings Z{ER L T. 7274 > DIIFEDOREZRRITEEXT,

OV RLY b THEETER/NIX—REEDOHBICEHT 31EHRIE. Get-Help command_name Z RT3 3 &
BETEEd, HBLE. "SnapCenterV 7 b7 OAXVRLYy R UT7LYR A4 R,

FIE

1. ERDOFEF—> 3>y RAVT, [RARN 2OV I LET,
2. [RRRM R=JT. [BEMRFRANZIUYILET,

3. STV RA R ZI1DEIIEEBIRLE T,

4 *2MDA T a3 m IV I LET,

S. *AEFAE DRI ZBMICT B & EIRL £ 9,

BTRORE

[Managed Hosts]2 7D R A MBI —IDKRRINET, COEI—IDEIE. SnapCenter Server 75
T4V RAMEDEFEDRAT—R2X%ZRLET,
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Define a backup strategy. SEDCETEETS ETHE

!

Determine whether the resources
are available for backup.

I

If needed, add resources.

!

Create a backup policy.

I

If you have multiple resources,
create a resource group, attach pollicies,
and create an optional schedule.

I

Back up the resource or resource group.

I

Monitor the backup operation.

!

View related backups and clones
in Topology page.
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RARTRONZADSFEATEZARE VR MIOAR Y ERBHBZINES D ZHDTIHVERDHD T,

> Windows 7R X b ED T 7 # )L k DIFFR: C:\Program Files\ NetApp\ SnapCenter\Snapcenter Plug-in
Creator\etc\allowed _commands.config

° Linux R X b EDT 7 # )L b DIZFR: /opt/ NetApp/snapcenter/scc/etc/allowed _commands.config

(D) IRVEPARVR URMHFELBVSE. LBIFERLET,



SnapCenter Ul
FiE
1. ERDOFTETF—>3> RAVTVY—XR]ZBRL. VRO SBEYR TSIV ZERLET,

2. )Y —=ZAR=IT, WY—=REBALTICETVWT KRR ROV FE I DIAMDB )Y —=R%ET 1)L
Q—Lzaig-o

IR TARRLUY - A TEEIRLT UY—RETILEZ—LET, RTBIRTETZE
ElY PRSI EaRAE 9% [DF 3 a8

3 NvITvTTBI)Y—REFERLET,

4 VY= R=JT, [RFvTTay bk AE—ICHRE LB EFERT B 2FRL. XFv T
3y MRICERTRZHRAILETERZANDLET,

7= R, customtext_policy hostname F7-\& resource_hostname T3, T 7 #JL KT
I&. SnapshotDZHIDEBICHA LAY THEMEINE T,

5. [Application Settings] R—T. XDIREEZRITLE T,
CBMDNY I Ty T AT aVERETBICIE. [NV IT7 v T RENZZERLET,

BBICIGL T, BEIIN—TDONYyIT7 v TZ2BMICL. ROBEFZERITLET,

J1—IJLR 121
Afford time to wait for "Consistency Group ZFw T gy MREEDRRT T3 X TOHFKE:
Snapshot" operation to complete BMZIBET 3ICIE. TR21  £7& Ty .

F7o1E THEML Z=3#IRL £, [Urgent]lds
. [Medium]iZ7#. [Relaxed]i&20# T3,

Disable WAFL Sync WAFLESRA > b Zz5af| LBRWEEIEA >IcL
9,

RV TMREINZFERL T, Bk, XFvToav b SLUBLBRRMMEOSZRE L UER
ARV RZER{TLETS,

Ny o7y TBZRTTRD T AT RHEITTEEY, TURTIVTRERINZT)
7 klZSnapCenter ServerCE{TENE T,

° NRAZLEEKRIZERL. COVY—XZFEATEZIRTOD I TICBERNDRZLEDRT

EAILET,

c XFwFiayvhk A= VY=L KM%EBRLT. XF+vFoay b EERTZY—IL%ZERL
x9,
HBI-HDELHS... 121E

SnapCenterTX kL — LRJL®DSnapshot®  * 771l S RTFLOBEMDH
BT 3 L\SnapCenter * = ZERL £,
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BIRTDLETES... 11

SnapCenter TPlug-in for Windows% {#F L T * TN RTLO—EMZRR
T77AMINSRTLZEEHDH ZKREICLTH 7=SnapCenter * Z3&RL £ 9,
5Snapshotz ER 9 %

SnapshotZ {E Y 27O DAY REAAT *ZTOMEEIRL. XFvToay b EERT
%) 2OV RZAALET,

—© @ : : s

Name Resources Application Settings Poliches Modlication Summary

Backiips =
B Enable consistency group backup
Afferd tirme 1o wait for Connstency Group Snapshot aperation 1o compiete
® Urgent
L Meditem

) Retaxed

[ Disable WAFL Sync

Scripts

@

Custom Configurations

&

snapshot Copy Tool

6. [Policies]R—2 T, RDOF|IEEZRITLET,

a FOvFRIY DRI SIDUEDR) S —ZBRLEFT,

@ 2Oy LTRSS —%ERTZedbTEET ¥,

[Configure schedules for selected policies|Z 2 > 3 I, BIRLIEARU S —DHU I MENET,

b.
2B Y 25T EEBRTEIRUS—0 [RT T a— LD 5T,

c. /R > — policy name DR a—ILDEIM X4 T7AY Ry I RATRT T a—IL%=ERE L.
[OK] ZERL £

policy name |FFEIRLFzR) > —DEEI T,
SBE LR 2 —I)Lh[Applied Schedules]FIC!) X kT 3,

1. BHINR—2 D EFXA—IRE ROV TEIY UMD S, EFX—IZXETESFUFEERL
9,

Fle. XEBLREBEEBDOEX—IL T RLRA, BIVEXA-IIOHRZIEETIHELNHD F



To SMTP IF. BE > JO—/NILERE THRETDUENHD T,
8. BIZE=mRL. (RT]ZZFERLET,
Y =20 FROY R—=IHRRINET,

9. *GF SNy I Ty % ERLET,
10. [Backup]R— TROFEERITLE T,
a YY—RIEBHOR)—2BRALEEBEIE. [RU>—] ROy FE T UXNDSE. NI T
v AERT SRR —2&ERLEY,

FOFIVR NI Ty TRIGERLIZARV S —DNY o7y T X2 a—)LICEERIT 5N
TWBBE. 7TV R NI Ty TE TP a—)L 214 TOREFREICEDVTURIFS
nxd,
b. *)N\w o 7w *EFERLE T,
N TE=Z42—>237 201) v LT, BEOETRREEZERLET,
° MetroClustert&m Tld. 7 =)L A—/N\—%I_SnapCenter CIREREBRERHTET AV LA HD
F9,

HMICOWVWTIE. UTFEBBLTL7EEV, "MetroCluster® 7 = -1 )L A —/\—#(ZSnapMirrorfd
RE7zlESnapVaultBIfRZ & H TR0\

*VMDKEDT7 P =23y 7—R%ZN\w 07 v FI35HEIC. SnapCenter Plug-in for VMware
vSphereDJavab —F 4 XHAFEBLTWBR L. NI Ty TIHRRITBZehHD £,

Java E—7 A XZEBOTICIE. X7 Tk 7 74 )L /opt/netapp/init_scripts/scvservice = &
DIFET, CDORY)TFNTIE do_start method A<V > RIZ & > TSnapCenter VMware 754

1Y H—EXDBEIBINET, COOATYRZRODLSICEFL X7 Java -jar -Xmx8192M
-Xms4096M

PowerShell ¥ > KL v k
Fli&

1. Open-SmConnection <> KL v k& FEH L T, IEEDII— TSnapCenter Server& DIFEHitz v >
avzERBLET,

PS C:\> Open-SmConnection

A—HLQENAT—ROFOY T EHBRTINE T,
2. Add-SmResources AV R Lw b EEHRALT. FEUY—XZEBMLE T,

ROBIL. PostgreSQLA VX2V A%EBIMY 3 HEEZRLTVWET,
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PS C:\> Add-SmResource -HostName 10.32.212.13 -PluginCode PostgreSQL
-ResourceType Instance -ResourceName postgresglinstl
-StorageFootPrint

(@{"VolumeName"="winpostgresql0l data0l";"LUNName"="winpostgresglOl
data0l";"StorageSystem"="scsnfssvm"}) -MountPoints "D:\"

3. Add-SmPolicyaAY > RL vy bEFERALT. Nv o7y T RUS—%ERLET,

4. 1) — 2% RE T BH. Add-SmResourceGroupAY > R L k% fEA L TSnapCenterlZH L LW Y
—RJIN—T=ZEMLET,

5. New-SmBackupdY > RLw hEFEBALT. HILWNY I 7Y T a7 =2RIBLET,

COflE. VY= ITIN—=T2Nv o7 v T $2HEZRLTVWET,

C:\PS> New-SMBackup -ResourceGroupName 'ResourceGroup wback-up-
clusters-using-powershell-cmdlets-postgresgl.adocith Resources'
-Policy postgresgl policyl

COBITIF. RESNLVY—RXZNY I Ty TLTVET,

C:\PS> New-SMBackup -Resources
@{"Host"="10.232.204.42";"Uid"="MDC\SID";"PluginName"="postgresqgl"}
-Policy postgresgl policy2

6. Get-smJobSummaryReport A¥ > FLw hZEFEHAL T 3 7DXT7—42X (ETH. 7. kK
) ERERRLET,

PS C:\> Get-smJobSummaryReport -JobID 123

7. Get-SmBackupReport AY > RL v hZFERALT. U M7/ O-Z2J QUIBZRITTE/Nv Y
TYFDENY I Ty TRIBRE Ny o7y a0 lz8EER8LET,



XY RLy bTERATESNS
B

V=R TIN—=TDNY I

PS C:\> Get-SmBackupReport -JobId 351

Output:
BackedUpObjects
FailedObjects
IsScheduled
HasMetadata
SmBackupId

SmJobId
StartDateTime
EndDateTime
Duration
CreatedDateTime
Status
ProtectionGroupName
SmProtectionGroupId
PolicyName
SmPolicyId
BackupName

2016 23.20.46.2758
VerificationStatus
VerificationStatuses
SmJobError
BackupType
CatalogingStatus
CatalogingStatuses
ReportDataCreatedDateTime

TEET. HBHVIL

w7

{DB1}

{}

False

False

269

2361

10/4/2016 11:20:45 PM
10/4/2016 11:21:32 PM
00:00:46.2536470
10/4/2016 11:21:09 PM
Completed

: Verify ASUP Message windows

211
test?2
20

: Verify ASUP Message windows scc54 10-04-

: NotVerified

SCC_BACKUP

: NotApplicable

X—=R¥ %@Eﬁﬁﬁtlﬁﬁﬂ'él #RIE. Get-Help command_name % £1T
"SnapCenterY 7 kU 77

IRYRLy b U7X AR,

Y =X TIN—TF. RAMEDVY —XDEEDTY, VV—XTIL—=TDNYI7
v ARG VY =X TIL—TICERTNTVWEITARTON Y —XZW{RICEITEINE
ER

Rt B a0IC
* RV —ZBALEVY R TIL—TZ2E L TEKHERHD FT,

ctAhUH) AL —2EDSnapMirrorB R EIZFE DY —XENv I 7y T 3BEIE. A L= O—
H—IZED HTS5NONTAPO—ILIC Tsnapmirror all)] MBEDPEEFNTVWIHRELRHD £, =
L. lvsadmin] O—IIZFEBLTWS5EIE. snapmirror all) ERISHNEHD £H Ao

R EE

1)y —X JIL—"TFIE. [Resources] R—IHSAVTIVRTNYITYTTEXET, UVY—X FIL—TITR
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PS C:\> Open-Smconnection

CORFITIE. FERARTERBIRTONY I 7y FICEAT3EHREXRTLTVET,

PS C:\> Get-SmBackup

BackupId BackupName
BackupTime BackupType

1 Payroll Dataset vise-f6 08... 8/4/2015
AM Full Backup

2 Payroll Dataset vise-f6 08... 8/4/2015
AM

. [Postops]R—T T, DR N7 D3 7OERTRICEITIBZBYIVMNEUINT7EOMIEBOIT Y RE
ABLET,

CBHR—D O BFA-IERE FOVTEIY U MH5. BFA—IZXETZIF VA ZFERL
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Fle. XEBEZEEBEDEX—IL TRLA, BLUEX—ILOHBHEZEIEETIHNELHD X
o SMTP IE. [BRE]> [/ O—NILEBRE]| R—JSTHREITIHVELNHD 9,

2. Get-SmBackupa<Y > R L v k& K U'Get-SmBackupReport AI¥ > R Lw b &FERALT. UALT7T
BP1DFIFERONY I 7y FICATZBHREEBELE T,

11:02:32

11:23:17
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PS C:\> Get-SmBackupReport -FromDateTime "1/29/2015" -ToDateTime

"2/3/2015"
SmBackupId : 113
SmJobId : 2032
StartDateTime : 2/2/2015 6:57:03 AM
EndDateTime : 2/2/2015 6:57:11 AM
Duration : 00:00:07.3060000
CreatedDateTime : 2/2/2015 6:57:23 AM
Status : Completed
ProtectionGroupName : Clone
SmProtectionGroupId : 34
PolicyName : Vault
SmPolicyId : 18
BackupName : Clone SCSPR0019366001 02-02-2015 06.57.08
VerificationStatus : NotVerified
SmBackupId : 114
SmJobId : 2183
StartDateTime : 2/2/2015 1:02:41 PM
EndDateTime : 2/2/2015 1:02:38 PM
Duration : -00:00:03.2300000
CreatedDateTime : 2/2/2015 1:02:53 PM
Status : Completed
ProtectionGroupName : Clone
SmProtectionGroupId : 34
PolicyName : Vault
SmPolicyId : 18
BackupName : Clone SCSPR0019366001 02-02-2015 13.02.45
VerificationStatus : NotVerified

3. Restore-SmBackupdY > RLw hEFBLT. NvIT7vTIhsTF—22UXNT7LET,



Restore-SmBackup -PluginCode 'DummyPlugin' -AppObjectId
'scch54.sccore.test.com\DummyPlugin\NTP\DB1' -BackupId 269
-Confirm:S$false

output:

Name : Restore
'scch54.sccore.test.com\DummyPlugin\NTP\DB1"

Id : 2368
StartTime : 10/4/2016 11:22:02 PM
EndTime :
IsCancellable : False
IsRestartable : False
IsCompleted : False
IsVisible : True
IsScheduled : False
PercentageCompleted : 0
Description

Status : Queued
Owner

Error

Priority : None
Tasks : {1
ParentJobID : 0
EventId : 0
JobTypeId

ApisJobKey

ObjectId : 0
PluginCode : NONE
PluginName

AV RLy FTHERTEZ NI XA—REZDHBICE T 218%RIE. Get-Help command_name % 31T
TRERFTEE T, HAWE. "SnapCenterV 7 b7 IXVRLy bk UT7LYZ HAR",
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> Windows R X k EDF 7 # )L k DIFFR: C:\Program Files\ NetApp\ SnapCenter\Snapcenter Plug-in
Creator\etc\allowed commands.config

° Linux R X b EDT 7 # )L b DIFFR: /opt/ NetApp/snapcenter/scc/etc/allowed _commands.config

() 3= EAIARUR URMBEELBVEA. MBEEMLET,
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*C BEFREINLY Y —RICDWVWTIE. SFSRTUR R 7O R—bENET,
s BEUANVIEHR—FEINTULEEA,

* ONTAP 9. 12 A GID/N—2 3 > Tld. 1) X b7 D—E & L TSnaplLock Vault Snapshoth* S {ER S 7= 2
A—>h' SnaplLock VaultDBEZHHEARRZ kA& L £ 97, SnapLock DBXHARNET HE. X NL—JFE
ENoO—2ZFFTOV—2T v TIT2HRELNHBD £,

=2

1L EOFEF—>a3a >y RAVTIY =R %Z0Vyv oL, UAMDSBYRTZT404 V= ERLET,

2. [VY=R]R=IT, WY=REAFIIEDVWT[RT] FAYTEATY UR MBIV =T« ILA
—LFY,

VY —=RF. BAT KA BEITBZVY—X TIL—TeRID— BLUVRT—RRAEEDHICRTE
nx9,

@ DX +T7ORTEIE NI Ty TRV NT JIL—FICRT2HDTH->TH, YRk
TREDUY — Xz @ERIERT 2REDRDHD T,

)Y —ZHMREINTULWEWESIE. T2EFXT—42X] 5 MRESNTULWEEAL ERREINET,
COREICHEZDIE. VY —ZADMREINTVWRWEEE VY =D —HFICE> TNy I Ty TE
NTWVWBHETY,

3 NY—=REERTZIN UY—RTIN—T%=BRLTEDIIL—TARHDIY —XEZFERLE T,
Y —Z20 RO R—IBRRINET,

4 [OAB—DEBE|Ea—7T. 7ZaA<XVELIEEHAVRA) (53— VT FRIFR—ILMEShis) AL —
S OURTLDS [Ny I Ty EERLET,

TSARINYITYTT—TILT, B3N\ v o7 v Ix2ERL. *Z#0)vI LET, “ *s

Primary Backupi(s)

u W ® ¥
Rackup Marme IF Enel Duste
TR ! SCapri) ] BE001 01 0% 20T 701 S 5060443 WER017 T353T AM B

6. MMEx&EE R—IT. Z2AUY—2R1 Z#IRL T, PostgreSQL 7 5 XX —DEEHT—R 1)
2—LZzEmTLET,
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7. [Recovery scope]R— T, KOWTNH DA T 3> EFIRLE T,

R 12 1E
REORZICTEARDIEVERICU ANY T35 *sfOREICEEZERLET, B—O>57+ U
= V—ADiGEIE. QL0 HE2OT Ny I T v

TDFFRE1DULIEELE T,

BELEERSRICUAND T 358 HEDFRICEIE ZZRL XTI,

a. HRZANLEY, HRZANDLEFT. 12X
I, PostgreSQL Linux’ R D AD T+ L7
MY Z—R=JLIZHD. /—XAOZAFMNO
—1)—=|ZWBa2—HH 04 %ZSnapCenteriZ!) 51
NULESELTWBELET,

I—H =AY THILTFMNGFZ—R—=ILDF
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L. B RR% FriSRICIEE T 2 UELH
DET,

DANIHDBFETHBHE *EfEs L ERLE T,

()  FHTEMLIPostgreSALY Y —RUEU H1/TU TH A

PostgreSQL FiMSnapCenter 757 1 > id. FETD) AN) ZXZET 370
I, /<OS_temp_folder>/postgresql_sc_recovery<Restore_Jobld>/_ 7 # JLA —I|Z backup_label
¢ tablespace_map Z{ERL L £ 9

1. [Preops]R—I T, UR N7 D3 7OERTEICEITIZVANTROMIBE 7RI T bOOAT Y REA
JILET,

BEHEINUY —RICIET7UN T AR REFARATEFE A

2. [Postops]R—I Ty URNT7 O3 TORTRICEITIZNV Y MEUIAMNTPROMIBOOR Y RZ AN
LF¥T,

BEHINL)Y —RICIFY T ARV REZFERATEEE A

3. BHIR—2 D EBFXA—IERE ROV THEIY U MHS. BEFX—INZXETEIF VA EERLE
ERS

Flo. XEBUSEBOEX—IL TRLR, BLUVEX—ILOBLEIEETZIHNENHD £9, SMTP
IE. [BRE]>[/O—NILERE] R—JTHRETIHNELHD T,

4 BEzHEL. 7127y I LET,
S. EZH—>23T UV w I LT, BIEOETRREZERLF I,
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PowerShell Y > RLw b ZERALIEVY—XDODUI LT

)Y =D\ T7w a1 ANT7T 3L EIE. SnapCenter Server OFfitzy > 3>
ZzHRWBL. NwoT7y T2 )AL TNV I 7Yy TORHRZEIEL. NvoT7vTzl)
AT7LET,

PowerShell ¥ R L w hZETTEERLSICREZHEBL THBELHD T,

FIE

1. Open-SmConnection < > R L v b Z R L T. EED I —H TSnapCenter ServerX Otz v > 3>
zRBLET,

PS C:\> Open-Smconnection

2. Get-SmBackupd<Y > KL v b E L UGet-SmBackupReport A¥ > KL w c&2FEHALT. VA KRT7T 31D
FFERONY O 7y FICBET3BEHREZBIELE T,

CORFITIF. FERARTERBIRTONY I 7y FICET3EHRERTLTVET,

PS C:\> Get-SmBackup

BackupId BackupName BackupTime
BackupType

1 Payroll Dataset vise-f6 08... 8/4/2015 11:02:32 AM
Full Backup

2 Payroll Dataset vise-f6 08... 8/4/2015 11:23:17 AM

COBITIF. 20155F18298 N 520155 2H3BETONY I 7 v FICET 35 lA1EHRETR L TLWET,

67



PS C:\> Get-SmBackupReport -FromDateTime "1/29/2015" -ToDateTime

"2/3/2015"
SmBackupId : 113
SmJobId : 2032
StartDateTime : 2/2/2015 6:57:03 AM
EndDateTime : 2/2/2015 6:57:11 AM
Duration : 00:00:07.3060000
CreatedDateTime : 2/2/2015 6:57:23 AM
Status : Completed
ProtectionGroupName : Clone
SmProtectionGroupId : 34
PolicyName : Vault
SmPolicyId : 18
BackupName : Clone SCSPR0019366001 02-02-2015 06.57.08
VerificationStatus : NotVerified
SmBackupId : 114
SmJobId : 2183
StartDateTime : 2/2/2015 1:02:41 PM
EndDateTime : 2/2/2015 1:02:38 PM
Duration : -00:00:03.2300000
CreatedDateTime : 2/2/2015 1:02:53 PM
Status : Completed
ProtectionGroupName : Clone
SmProtectionGroupId : 34
PolicyName : Vault
SmPolicyId : 18
BackupName : Clone SCSPR0019366001 02-02-2015 13.02.45
VerificationStatus : NotVerified

3. Restore-SmBackupdY > RLw hEFBLT. NvIT7vTIhsTF—22UXNT7LET,
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Restore-SmBackup -PluginCode 'DummyPlugin' -AppObjectId
'scch54.sccore.test.com\DummyPlugin\NTP\DB1' -BackupId 269
-Confirm:S$false

output:

Name : Restore
'scch54.sccore.test.com\DummyPlugin\NTP\DB1"

Id : 2368
StartTime : 10/4/2016 11:22:02 PM
EndTime :
IsCancellable : False
IsRestartable : False
IsCompleted : False
IsVisible : True
IsScheduled : False
PercentageCompleted : 0
Description

Status : Queued
Owner

Error

Priority : None
Tasks : {1
ParentJobID : 0
EventId : 0
JobTypeId

ApisJobKey

ObjectId : 0
PluginCode : NONE
PluginName

OARYRLyY b TERATEEZINTA—RCZDHBICEAT 2158,IE. Get-Help command_name RT3 &
B TCEEd, HBWE. "SnapCenterV 7 b7 IXVRELy b UT7LYR HAR",

PostgreSQLMD ') X ~ 7ALIEDEZAE
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W ZERTEET,

2R EE
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Define a clone strategy. ﬂj

Clone the backup.

|

Monitor the clone operation.

:

If required, split the clone.

PowerShell A > RLw b ZFEXLIFX U TETERALT. Nvo7yv . DANT7,. 2O0—Z27 DA
BERTIZECHTEELET, PowerShellA<Y > KL w FDOFEMICDWVWTIE. SnapCenterd AV > KL w b
DANIWTZERTZHD. AXVRLYy O T 7L Y RBHREBBL TSI,

PostgreSQLO Ny o7y JooO—=>7

SnapCenterzfFHL TN\ I 7y 2 oO0—=VJ 33N TEEXYT, 70—=9
7S5V EethAIDEESDNY I Ty THEHEITTEET,

FAtaS ZaEiIC

CY=RFRBIVYV—=RITN—=TEZNYIT7 Y TLTELBELRHD £,

* R a—L%EERANTB72 )45 — khHiStorage Virtual Machine (SVM) DEID HTEAHT7T VT —K 1
AMIBENTVWR CZHERRLE T,

COO—ZYJRERIEIO-—ZVJBDIAT Y RIZDOWVWTIE. 753902 RAMDRDNZATHERTES
ORYR URAMIORY ROBFEETEINESHDZHR T IHENDHD £7,

> Windows R X b ED T 7 # )L b DIFFR: C:\Program Files\ NetApp\ SnapCenter\Snapcenter Plug-in
Creator\etc\allowed _commands.config

° Linux R X b ED T 7 # )L k DIFFR: /opt/ NetApp/snapcenter/scc/etc/allowed_commands.config

() IRV EAARVE URMBEELBVEA. WBEEMLET.

22U EE

* FlexClone’R ') 2 — LA ENRIEDFMIC OV TIE. UTEZBERL T 7ZI L\, https://docs.netapp.com/us-

en/ontap/volumes/split-flexclone-from-parent-task.htmi["#378 1) 2 — Lih 5 DFlexClone R 2 — LD X F1)
D2 S

* ONTAP 912 A GID/N—2 3 > Tld. 1) X 7 D—E & L TSnaplLock Vault Snapshoth* S {ER S 7= ¥
O—>h' SnaplLock VaultOBRNERR Z k& L £ 9> SnapLock DBMERRRM BT TchH . X ML —JFR
ENoO—C%FEBTOV—2T v ITIT2RELRHD £Y,
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4. [JE—DBE]|Ea—T. 7S5V FERIFEAVRY (S5-I T FRER—ILMEEINE) X b+
L= S RTFLDS NI Ty #FRLET,

5.
ENST—ENY I TV TEERL. sy o LET, W,
6. [Location]R—T T, RDEEERITLET,

J4—JLR 1B1E

Clone server JO—>%EDRA S EICERT 2D EZIRL
x99,

Target Port BEFEONYy I Ty IheoO0—=->97
%PostgreSQLO AR —47y b IR— b Z AL X
ER

NFS Export IP Address JO0—>YR)a—L%EZITIRKR—FFTBHRIL

BERIFIPPRLRZAILET,

Chud. NFSX L= 14T DUY —XIZD
HZHELET

Capacity Pool Max. Throughput (MiB/s) RET—ILDODBARIIL—TvyrZADLET,

U ANFREL—2 207D Y —RIZD
HEZELFET,

7. [Scripts]R—2 T, XDFIEZETLET.
@ 2T METSTAY KR P TREFSNET,

a JO——VJNBORRICETIZTYIATI YRR RINITYREAADNLE T,



*70O0—VEOAY Y R BILAFIOBRED Y 5 XX —%HIBRS 3
" JO—2YBOIOAI VR VS RAA—%IREAT DD VTR X—%=EELE T,
b. RAKMIT7AINIRTLEIDY FT3ICIE. mountAXY Y REAALET,

Linux<> > DR a—LF fldqtreellxF T ZmountI<Y > K ¢
NFSDH: mount VSERVER DATA IP:%VOLUME NAME Clone /mnt

8. BHIN—TD BFXA—IRE ROV TRTIY VR IHS. BEFX—IZXETDSFUFEBRL
9,

Fles XEBELREBEEOEX—IL T RL R BIVEXA-ILOHRZIEET SHEDHD FT,

0. BIEZWRL. Er1Z2oVvILET,
10. E24—>237 20y o LT, BEOETRRZERLF T,

PowerShell ¥ > KL w bk
FlE

1. Open-SmConnection < > KL v bZEHA L T, IEED I —H TSnapCenter Server& Otz v >
IvzRmLET,

PS C:\> Open-SmConnection

2. Get-SmBackupdVY > RLw hEFEARAL T, 7O0—ZVJNIBERTITZINYIT v TZEELZE
ERR

COBITIE. 270—=2FTEZNYIT7vIHh22oHD £,

C:\PS> Get-SmBackup

BackupId BackupName
BackupTime BackupType
1 Payroll Dataset vise-f6 08...
8/4/2015 11:02:32 AM Full Backup
2 Payroll Dataset vise-f6 08...

8/4/2015 11:23:17 AM
S BFEONYIT7yIhooO—Z v J0BERKL. JO0-ZYJENR) 2 —L%Z2 T Y ZR—b
IBNFSITIRKR—FDIP7RLRZIEELET,

CDBITIE. NFSExportlPs® 7 KL X%10.32.212. 143 EEL TN YOI 7 v T oO0—=>5 LT
WEd,

PostgreSQLY S5 X X DIHE :
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PS C:\> New-SmClone -AppPluginCode PostgreSQL -BackupName "
scpostgresqgl0l openenglab netapp com PostgreSQL postgres 5432 06-
26-2024 00 33 41 1570" -Resources Q@{"Host"="
10.32.212.13";"Uid"="postgres 5432"} -port 2345 -CloneToHost
10.32.212.14

C) NFSExportlPsZ8E LR WEE. T 74 ToO—> 2—45 vk RAMITIR
R—brENET,

4. Get-SmCloneReport AY > KL w hEFBELTI7O0—Z=>9 a3 JOFEMERTL. NvoITv
MNEBICIO—ZVI SNl =R LET,

70—>ID. FEAK. BRTENGEOFMZREETEIE I,

PS C:\> Get-SmCloneReport -JobId 186

SmCloneId 1

SmJobId : 186

StartDateTime 8/3/2015 2:43:02 PM
EndDateTime 8/3/2015 2:44:08 PM
Duration 00:01:06.6760000
Status Completed
ProtectionGroupName Draper

SmProtectionGroupId : 4

PolicyName OnDemand Clone

SmPolicyId 4

BackupPolicyName OnDemand Full Log

SmBackupPolicyId 1

CloneHostName SCSPR0054212005.mycompany .com

CloneHostId 4

CloneName Draper clone 08-03-2015 14.43.53

SourceResources {Don, Betty, Bobby, Sally}

ClonedResources {Don DRAPER, Betty DRAPER, Bobby DRAPER,
Sally DRAPER}

SmJobError

PostgreSQLMD 7 O— >V ALIBDESFR

SnapCenter® 7 O—Z > JIBDEW KT Z. [Jobs]R—I TEMRTET XY, WEDE
BIRREFTvI LT WEBRRTI321IVIRBEIRELTVRVLHE SHE
R TEET,

HRIE
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