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F9. V7R b—=OVIFEMITBZILIFTEY . HRYNICHRZ ETEMTT,

*FIAILETIE. 771X b= > OBHEAREIZ60D T, RIMEOBZEETHL TR REIICHRSZ L
SBESNTVET, IREETHOEDS R JUT 4 AIILEBRI 3 THHIFonBVLSIC. +9REZTE
ETI3HNEHHDET,

ATvS

TIVr—23> JIL—TWebAPIO T It X b—0 > OBEMEARZEH T 3ICIE. AD FSTH—/NTXRDO
XY REFERLET,

+ Set-AdfsWebApiApplication -TokenLifetime 3600 -TargetName "<Web API>"

AD FSH 5 DBearer b — 72 > DEVE

RESTZ 247> bk (PostmanR¥) TUTDINTX—REANTINELRHD X, RESTVZA 7> D
52— LT v IILEANTEELESICKOENE T, THIC. XTS5 — b—U VEFIFGT3ICIE. 2E
Fioel (A=Y —DFABLTVWBIBHRE. A—H—DEIEBTH D) ZANTIHNELRHD £7,

+RTS5— b= OBMEBIET ) r—2a3a > T EICADFS H—/N\N—h5EBRAIEET. T 72 bDE
ZhEARSE 60 T,

Ja4—ILER Value
BhEi& DiELE Authorization Code
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Callback URL O—=JL/INY ZURLDRWGEEIE. 7TV 5—>3>
DR—IAURLZASILE T,

Auth URL [adfs K X -1 > %4])/adfs/oauth2/authorize

Access token URL [adfs K X > 4)/adfs/oauth2/ k—72 >

247> kD ADFSY 47> rDZANLET,

Client secret ADFSUZA47> bk —=0Ly bZEAALEFT,
Scope OpenID

9547 MRS Send as Basic AUTH Header

Y —2 FHMA T3> 27T I—ILNv Y URL LRILE

ZROVY—R T4—)LRZEMLEY, CDfE
iE JWT b—=2 > @ "aud" B L TIREETh F T,

PowerShell. SCCLI. REST API%z fEF L 7=SnapCenter Server CDOMFAD % E

PowerShell. SCCLI. #&TU'RESTAPIZ{#EH L T. SnapCenter Server CMFAZ 5% T
TFET,

SnapCenter MFA CLIZZ:

PowerShell¥ SCCLITI&. BffF <> KL w b (Open-SmConnection) % TlAccessToken] & L\S5:ENND
74 —I)LRTHERL. Bearerbk—o V% FERAL CA—Y %L EI,

Open-SmConnection -Credential <PSCredential> [-SMSbaseUrl <String>] [-Port
<String>] [-RoleName <String>] [ —-AccessToken <string>]

FEROOATURLY b ERTITZE. TNZENOI—HYHSnapCenterAY > KL w hEERTTESLS5ICE
wa YHMERINE T,

SnapCenter MFA REST APIZZ:
RESTAPI 7 541 7 > b (Postman %> swagger % &) T Authorization=Bearer <access token> QRO NT S

— b= %FERL. ANYHA—IC21—H—®D RoleName Z3EE L T. SnapCenterh* 5 EERIGEEIIEL
9,

MFA REST APIOD —2 70—

MFAD'AD FSTEREIN TV 355G, RESTAPIZ{ER L TSnapCenter7 7)o —> 3 VICT7 V2R T B3I
&, 72t X (Bearer) b= %ERLTERIATINELNHD X,

CDRATICDWVWT
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* Postman. Swagger Ul. FireCampZ & EEDRESTI A4 7> hZFERATET XY,
cTUOER F=U %EERL. TNEFERAL TUBDOER (SnapCenter RESTAPI) %#FEEL. EEDOA

BeRTLET,

FIIE

AD FS MFA {2 TaREE9 B IclE

1.

ADFSIYRRA Y FZHUHBELTTYIER b—O V2B I B L SICRESTI A7 b 2REL &
ER

REVEBLTCT IV Tr—23>D7 o€ =0 %G5 . ADFS SSOR—JIZUAAL T+
INET, FOR—JTADIZ LTI v ILZEASIL TMFATERES DR ELH D £9, 1.AD FS SSOX
—JT. [Username]lTF R bk Ry I RICA—HRZFIFEFA—ILEZAALET,

+ A—H =%l user@domain % 7z(F domain\user DFERICT ZREHLH D £7,

. [Password]| 7 A b Ry T RICINZAT—RZANDLET,
O )y I LET,
A AD XTI I IUDSRAA T IV EEIRL. AL E T (BRICE>TERDET

)o
e Tyl EFEERICEEEINS Ty aBMEEELE T,

° QRO—F:AUTH PointENAIL7 FUZERBLTQRI—FZXF v > L. 7TVICRRIIN BHEER
d—FZASILET,

CIOVEALNRT—=R: b= DT RZALNAT—RZANLET,

CEEEDETNT B L. TUER IDL LUV TLyPa b=I TRy TT v IHRRRINET,

7Ot RX =2 >%E—L. SnapCenter RESTAPIT{ER L Ti#F2E1TL £ 7,

. RESTAPIOAY AR — o3> TT7o8R b= O—-ILEEEITHELRHD FT,

AD FSH oEEBL=CD7 V7t R b—%2 > %SnapCenterb"&sEL £ 9,
BWR b= THBIHBE. SnapCenterldFD b—o % FI1—RK L. A—HEERELET,
SnapCenterh’ 1 —H% e O—I)L&%ZFEAL T, APIETOROHICI—HERHEZITVET,

SOREICRIN L7233 5. SnapCenterldfERZIRL £9, KMLBERIE. T7— XvE—IHRRT
ER

REST API. CLIl. GUI®SnapCenter MFAEED BN F 7= IXEML

GUI

FIE

1.
2 B
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SnapCenter&ZI2#& ¥ L TSnapCenter ServericAJ 1 > L £ 9,
> JO—/NILERE > *SEBRFBEMFARE ZI )y I LET



3. 42 —T7 x4 X (GUI/RSTAPI/CLI) %#ERLTMFAOY 1 > =BMEITEMICLE T,

PowerShell 1 > % —7 1t —2X

FIIE

1. GUI. RESTAPI. PowerShell. SCCLIOMFAZBZIICT 37 DPowerShell ¥ > R E£73CLIIY Y R

ZRITLET,

Set-SmMultiFactorAuthentication -IsGuiMFAEnabled -IsRestApiMFAEnabled

-IsCliMFAEnabled -Path

path/¥5 X —2(Zld. AD FS MFAXZF—4xml7 71 LDISFREIEEL £75

SnapCenter GUI. REST API. PowerShell. &KX USCCLIA. $8ELTAD FSXZTF—& T 71l XX

ZEALTRESN. MFARBIICAD 9,
2. MFADIBR R T—R R L

SCCLI X —Tx—2X

FIIE

SR T BICI3

*Get-SmMultiFactorAuthenticationn A<¥ > R L w ko

1. 4 sccli Set-SmMultiFactorAuthentication -IsGuiMFAEnabled true
-IsRESTAPIMFAEnabled true -IsCliMFAEnabled true -Path

"C:\ADFS metadatal\abc.xml"

2. 4 sccli Get-SmMultiFactorAuthentication

REST API

1. GUI. RESTAPI. PowerShell. SCCLIOMFAZBMICZT BICiE. RDPOSTAPIZEITL £ T,

INTA—H
ERDURL

HTTPXY v R

ERDAX

BEDAX

Value

[/api/4.9/settings/multifactorauthentication

g

{ "IsGuiMFAEnabled": false.
"IsRestApiMFAEnabled": true. "IsCliIMFAEnabled":
false. "ADFSConfigFilePath":
"C:\\ADFS_metadata\\abc.xml" }

{ "MFAConfiguration": { "IsGuiMFAEnabled": false.
"ADFSConfigFilePath":
"C:\ADFS_metadata\\abc.xml",
"SCConfigFilePath": null. "IsRestApiMFAEnabled":
true. "IsCliIMFAEnabled": false.
"ADFSHostName": "win-adfs-
sc49.winscedom2.com” } }
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2. ROAPIZFERALT. MFADRT—RRAEREEHEIELFT,

INT A= Value

ERDURL /api/4.9/settings/multifactorauthentication

HTTPX VY w R Get

BB DA { "MFAConfiguration": { "IsGuiMFAEnabled": false.

"ADFSConfigFilePath":
"C:\\ADFS_metadata\\abc.xml",
"SCConfigFilePath": null. "IsRestApiMFAEnabled":
true. "IsCliIMFAEnabled": false.
"ADFSHostName": "win-adfs-
sc49.winscedom2.com" } }

SnapCenter Server®-1 > X ~—JL

Windows’k X kA DSnapCenter ServerD-1 > X k—JL

SnapCenter Serverf > X b —ZDEITT7 71 )LZ{ERA L T. SnapCenter Serverz -1 >
Z I\ _“/—C\ E_E i '3'0

MEBIZIGLE T, PowerShell A RL Y b EERALTEROM VA M=ILFIBCEREFIEZEITIAEHT
T XJ, PowerShell 7.4.2 L= ERT2HELHD X7,

@ AT Y RSa4 Uh5dDSnapCenter ServerOH 1LY b 1> X b—JLIE. HR—bThTULE
Ao
FtaS BaEiIC

* SnapCenter Server’R X ~MCWindowsDERFTOEHFTOJ T LHDNEHINTVWT, AT LOBEH:HHT
TLTWBRERHD X7,

* SnapCenter Serverz 1 > X k=)L g 37K X ;CMySQL Serverh' 1 Y A b—JILENTWVWERWZ & ZFEEEL
TELRBELRHBDFT,

* Windowst YA =S DTNy I %ZBHILTELRBELHD XY,

BIEOEEMIC DLW TIE. MicrosoftOWebt 1 kEZ BB L T TV "Windows YA k=50 O™

o

@ Microsoft Exchange Server. Active Directory. £7oIE R XA Y Z—L HF—N\DEEI N
R MICIE. SnapCenter Serverz 1 > X b—J)LLABEWVWTLZEL,

FlE
1. SnapCenter ServerD -1 > X k= ILINY T —JHUTHSH T YO—RLET, "NetApptAR—Fk 1 k"

o
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2. 4y>vO—RLiexeZ 7MIL%EHTILY 1) w2 LT, SnapCenter Server®-f > X h—)LZBIIRL £
ERS

A YA L—IIZFRIRT B L. IRNTOERERIRTEINE T RNEGFZHLLTLBWVEERIE. XIE
TREIT—FRBEEX Yy E-—INKRREINET,

ZEEXvE—CRBERLTA VRN EZFITTELRTH. IZ—IXMBETZHELHD £7,
3. SnapCenter Server® -1 >~ X b — JLICREBRANBADEZHEZR L. BEISHGCTEELE T,

MySQL Server' )7 RZ b)) T—RZR—=XD/NZAT— R =ZIBET 2 HEIEHD £ Ao, SnapCenter Server
DA VA L—=ILEICIE. NAT—RHAEHERINET,

BW%X=E s " is not supported in the custom path for the repository
@ database. If you include " /NZRIZ Te)] HEENTVDR . 1 VX M=ILIZKBKL
¥9,

4. *’9‘,3-<‘\'r\/2 F—)L*%ﬁu “/7 L/i_g-o

EWNRMEZIEET DL WRHITBLTIT— Xy tE—IUHRRREINET, EZBANLTHSAI YA b—IL%
L TLIEE L,

@ Sy RIREIE )Y ITRE. RITHRDORTY IHTET L. O—IL/Ny J12EHE
$RENEJ, SnapCenter Serverld7 R X Fh SFREICHIRINE T,

7=72L. TSnapCenter Server t 1 DB ICE)) F7=i&  SnapCenter Server DFEE) = FHEF1 DIRIED
RITFIC [Frow EZoV v IR, BEEF Yo ELENTICTAI VA M—IDEHTINE T,

A7 774 )LdEICadmin T—H D%temp% 7 # )L IC (HWVIEIC) RRENET. QT DFFRZ ) S
Lo h93581F ROOATYY RZRTLT. A< R FOY 7 bh5SnapCenter Server DA > X ~—
ILZMI L £ d, C:\installer location\installer name.exe /log"C:\"

1 > Z b—)LAIZ Windows R X b THMIC A 3 #EE

SnapCenter Server-{f Y X k—ZTD4 > X k—JLH, Windows7 X k TWindows DIERE & O— LHEICE
DEFT, INBIE. KA PRFLD RS TN a—T 4 VT CARFICRILDETREMD H D £ 75
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A7 ST
Webtf—/\— CAVE—RXY AT FA=3 > H—ER
* World Wide Webt —E X
* HTTP:E%AE
CHIEDRFaAXT
T4 LY NJDBR
° HTTPZS—
°c HTTPUAA LI 3>
c BRIV T Y
° WebDAVH1T
°c WRELOY
°c HTTPOZ
e Ag v—Ib
© BRER
° bL—X
* INT F— > AkEE
° BRIV T Y OISR
*tE¥XalTra
cIPEFalTo
° —7CHY7RSSLAERRE DY R — b
° U547 MEREY Y EV U EREE
NS V47> hERET Y EVJERE
* IPBLU R XA > DR
c BRI ILE—
° URL&ZR
° Windows5RzE
* TV —> 3 RARKEEE
° NETHL5RKERES.5
°c TV — 3 Ok

° ASPNET Core 5> %1 11 8.0.12 (B UEN
LUEDTARTD 8.0x /Sy F) RRATF 4 >4
NYRIL

o H—N—fla1>UIL—R
WebSocketZ0O k1)L
BEY—)L 1



A7V SHE
ISEEX VU T hELY—I *ISEEY—EX
* WebBIEY —)L
.NET Framework 8.0.12 Mgk * ASP.NET Core 5 >3 L 8.0.12 (B LUV ZFNIL

EDITNRTDB8OX/NYF)RAT1 T NV
L

» Windows Communication Foundation (WCF)
HTTP Activation45

° TCP7 U7+ 71k
e HTTP7 U T+ 71t

Windows 7Ot X 7257« 7t —E X JO0vX EFIL

HBELAPI All

Linux’R X kA ®DSnapCenter Server®-1 > X k—)L

SnapCenter Serverf > X b—ZMDRITT7 71 )LZ{EHB L T. SnapCenter Serverz -1 >
;(t\__)b755§§f?ro

IR Y B HIIC

* SnapCenterz 1 > X k=)L ¢ 3 7=b D+ HRIER D7 Liroot AN D I —4 % F 8 L TSnapCenter Server
AV RAM=ILTBBEIE. NetAppR— bk Y+ bH SsudoersF v I H L 7711 ZAFLE
T LINUXDN—=S I VB DVWTEYIRF T v I L T7MINEFERTIBNENHD I,

* SUSE LinuxTsudo/\w 7 —SZFERETERWVEEIE. SRR E BT B 7/-0Zsudo/N\y T —2 % A
\/Z |\ _)l/ L/ ij_o

* SUSE Linux®Di5&1E. 1A M=ILOKKZRBET B/DICHA M AaZRELEF T,

cRODAT Y REERITLT. LinuxDEFXF a7 XAT7T—2AEMHEL X T, sestatuso SELinux XA7—4R 2R
H TER T WEDODE—F D T38FH OFBEIF. XOEEZEITLET,

DAV RZRITLET, sudo semanage port -a -t http port t -p tcp
<WEBAPP_ EXTERNAL PORT >

_WEBAPP_EXTERNAL_PORT D F 7 # )L MEIZ8146 T4,

c T FAT A=A R—rETOY I LTWVSREHEIE. sudo firewall-cmd --add-port
<WEBAPP_EXTERNAL PORT >/tcp

_WEBAPP_EXTERNAL_PORT_ D77 # /L MEIZ8146 T,

c HHMD B LUBTAGHERNB BT« Lo FUNB. ROIATY REEFLET,

" sudo ausearch -c 'nginx' --raw | auditZallow -M my-nginx

O > RH5 Tnothing to doy AR ENT=3HEIE. SnapCenter ServerD -1 > X b—)L&ICaT >
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FzBEETLET,
* O Y RIZE 2T my-nginx.pp BMERRENTZIZEIF. KOOIV RZEEITLTRY > — Ny ior—
CHET T4 TICLET, sudo semodule -i my-nginx.pp

° MySQLPID 7« L2 FUICERINS /NI varlopt/mysqld T o XROIAT Y RERITL
T. MySQLA ¥R F— L OMERRERE L £ 7

* mkdir /var/opt/mysqgld
* sudo semanage fcontext -a -t mysqgld var run t "/var/opt/mysqgld(/.*)?2"
" sudo restorecon -Rv /var/opt/mysgld

°MySQL 7—%& T+ LU bUIZEREINS/NXIE. /INSTALL_DIR/
NetApp/snapcenter/SnapManagerWeb/Repository/MySQL/ T9, XD X > R%&3E1TL T. MySQL
T—2T14L O N)DMERZRELF T,

* mkdir -p /INSTALL DIR/NetApp/snapcenter/SnapManagerWeb/Repository/MySQL

" sudo semanage fcontext -a -t mysqgld db t
"/INSTALL DIR/NetApp/snapcenter/SnapManagerWeb/Repository/MySQL(/.*)?2"

" sudo restorecon -Rv
/INSTALL DIR/NetApp/snapcenter/SnapManagerWeb/Repository/MySQL

2R EE

* SnapCenter ServerZzLinux’ kX MMV X b—)LF 3 . MySQL. RabbitMQ. ErrlangZz & D — K/\N—
T4 T—EXRA VA= ENET, CNBETUAVRAM=ILLABVWTL S,

* LinuxR X MCA VX b=ILETNTL\BSnapCenter Serverld. UTEHR—FLTULWEE A,
° =A%
> Windows >4 1 >

° Active Directory (O—AJL A—H[I LT > v ILZFDrootl—HH & UrootAND 1 —H DA% H
R—b)

° SnapCenterAM O 1 VIZFEHT 3 F—X— D385

* NET SVZALDA >R N=ILHIC, libicu 5473 DEKEFERREFBRTITHAVBEIE. ZRoa<T VR
ZRITLTlibicuZsA A R—=JLLEFs yum install -y libicu

* Perl BRI T E %L\ /e IZSnapCenter Server D1 ¥ X k—LHEK T 215E1F. ROOAYY RERTL
TPerlzA>AM—J)LLE¥T, yum install -y perl
FIE
1. UTFHBELAT>O0—RLTLIEEV "NetApp AR — k " ~'home T4 L2 kU Ao
° SnapCenter Server f > X k—)JL /\'v 7 —< - snapcenter-linux-server-(el8/el9/sles15).bin
° NFA# 7 7 1 JL - snapcenter_public_key.pub
° FNENDESL T 71 )L - snapcenter-linux-server-(el8/el9/sles15).bin.sig

2. BZT7 7AW ERIEL 9, $openssl dgst -sha256 -verify snapcenter public key.pub
-signature <path to signature file> <path to bin file>

B IIL—F A—H—IZLBA1 VA F=IILDHEIF. bn A VA M—=F—I[FETS
snapcenter_server_checksum_(el8/el9/sles15).txt [C3IEE SN TUL3 visudo A>TV EBMLE T,
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4 bin A YR —=F—DORITIERZEIDHTEY, chmod +x snapcenter-linux-server-
(el8/el9/sleslb) .bin

5. LWINH DgE%21TL T. SnapCenter Server® > X h—JLL T,

RIT9 30018 1B1E
WEEEIA VR h—=)L ./snapcenter-linux-server-
(el8/el9/sleslb) .bin

ROBRZEATITBESITKOSNET,

* LinuxZk X kAAEZBDSnapCenter ServerlC 7 7+
29 B e DICER SN2 WebAppAEBHR— o
77 %)L MEIE8146TY,

* SnapCenter Serverz 1 > A b—I)LF
%SnapCenter Server1—1f,

N IT—=HA VA =IILENBTI VA=)
FTaLI K,
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R179 5 0E
FEXIEERES T X =)L

1R(F

sudo ./snapcenter-linux-server-
(el8/el9/sleslb) .bin -i silent
-DWEBAPP EXTERNAL PORT=<port>
-DWEBAPP INTERNAL PORT=<port>
-DSMCORE_PORT=<port>
-DSCHEDULER PORT=<port>
-DSNAPCENTER SERVER USER=<user>
—DUSER_INSTALL_DIR=<dir>
-DINSTALL LOG NAME=<filename>

f5l]: sudo ./snapcenter_linux_server.bin -i silent
-DWEBAPP_EXTERNAL_PORT=8146
-DSNAPCENTER_SERVER_USER-=root
-DUSER_INSTALL_DIR=/opt
-DINSTALL_LOG_NAME-=InstallerLog.log

O\ /var/opt/snapcenter/logs |[CIR1ZFENE T,

SnapCenter Serverx 1 > X b= )L 37=DITES
NBNTA—HF:

* DWEBAPP_EXTERNAL_PORT: Linux 7~ X k4%

EZ8dSnapCenter Server [C7 7t X 9§ 31|
ERETINS Web 7 XU —> 3 VHERR—
bo 772 )L MMEIX8146 T,

* DWEBAPP_INTERNAL_PORT: Linux R X b
MSnapCenter Server ([CT7 71 X F 3 1=HIZE
Bah3 Web 77U r—> 3 VOREPAR—

bo 774l MEIZ8147TY,

* DSMCORE_PORT: smcore % —E ZHNEITE
NTW3 SMCore R— ko 77 4 )L ME
|&8145T 9,

* DSCHEDULER_PORT: X472 a—35 #—EX

REFENTVB RIS a—5 K—bo F7 7

JL MENF8154T T,

* DSNAPCENTER_SERVER_USER:
SnapCenter Server zf > XA b—JLT
%SnapCenter Server 12— —,

DSNAPCENTER _SERVER USER DiZ&. T
THILMEA VA —=F—%FTLTWVWS1—
H—T7,

DUSER_INSTALL DIR: /X —Ih 4 Y X b
—ILENBIVR =L TaLI R,
DUSER_INSTALL DIR M3Z&. T7#IL+®D
AVAL=ILFa LY UK Jopt TT,

DINSTALL_LOG_NAME: ¥ ¥ X b—)L O H
REINZOU 7710I)L%. AT g
INTA—=AT, IBELBEIXOYY—)LICO
IHRRIRINEBLLEBDET, CDINTA—F%
BELAWSSIE. OH VY —ILICKRRS
n\?7jnhwuﬁ77{wt%ﬁ#éh§

ERS



NOESE]
* SELinux R7—2Z #' TH%1 T. BEDE—F b BEH4ORGR Sy £ 2RISR =

o RDOAXY RERTIIRENHD T, <. BEOE—R A (&%) cHh. [EEad
a h—L T4l MJICEHLET, ZE0IC1 £ 3> THBLEOYY FZ2ET

. LIBEIE. CONTA—RZIEEL TEZ 1
b. XRDIATY RZERITLEY . journalctl -x|grep|I@n¥C ZUEABHN T T, T 4/ ME
¢. WebAppRIEsi— b (8147) TUw 2> TEnwpaldd Waavy rezFLET.
* DUPGRADE: T 7 #JL MMEIZ 0 T

" ausearch -c nginx! -craw | auditzall%wo_na%%e%?ér%erver%?v77“1/—P'd'%
* semodule -i my-nginx.pp IIF. CDONTA—=RIZOUNDEEREDES =

EELET,
d. % setsebool -P httpd can network connect on
A > Z ~—I)LHICLinuxR R b THEMICH S 146
SnapCenter Server |[&. RA G~ SRTFLDESTINS a—FTa VT EXYTF U RIRIIDUTDOY 7 b
IT7 N T—=2% AV A =L LET,

* Rabbitmq
» Erlang

SnapCenterz &9 %

NetAppR G ZEHH THERA L. BEEFEDNetApp 7 H U Y b ZF> TULWARWSEIE. R—
N EBMICT B 7HICSnapCenterx Bk I 2HNELH D £,
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AVA=IILEnTVWAEVWC e ZRLET,.

° [Not Applicable]i&. X kL —< O3> kO—>hH'Amazon FSx for NetApp ONTAP. Cloud Volumes
ONTAP. ONTAP Select. Ffcldth> &) AL =2 TFSv T 4—LEICH BT
&. SnapManager Suite5 1 > XA BEHINBEWVWI e EZRLE T,
27y 72: A bA—=ZICA YA M=ILETNTVWE S X%ZHAT S

ONTAPOY Y RSA>ZFERALT. A FO—JICA YA M=ILTNTVEZIARTDSAI LV AERRCE
F£9, FAS. AFF. F7=I3ASAS R T LD Y S AIXAEBETHINELHD £9,

®

FE
1. ONTAPOTY Y RS % FEHAL TNetAppd > bO—Zi1ICOJ 1> LE T,

2. license show IY > RZE A L. HA3% KSR L T SnapManagerSuite 51 2> XH 1 VX b—)LENTL
B3NESHEHERLET,

O> kO—7ICl&. SnapCenter Standard I FO—5 R—XD 1V AH
SnapManagerSuite 1t X L TRREINE T,

751

clusterl::> license show
(system license show)

Serial Number: 1-80-0000xx

Owner: clusterl

Package Type Description Expiration
Base site Cluster Base License =

Serial Number: 1-81-000000000000000000000000xx

Owner: clusterl-01

Package Type Description Expiration
NF'S license NFS License =

CIFS license CIFS License =

iSCSI license 1SCSI License =

FCP license FCP License =
SnapRestore license SnapRestore License -
SnapMirror license SnapMirror License =
FlexClone license FlexClone License =
SnapVault license SnapVault License =
SnapManagerSuite license SnapManagerSuite License -
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Fg
1. ONTAPOY Y RS> FERLTO>Y MO—-ZICAJ1 > LET,

2. system show -instance Y > FZ AN L. TOHATIAY bO—FDI U F7IINBESZHERLE T,
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H75)

clusterl::> system show -instance

Node: fasxxXX—-XX—XX—XX
Owner:

Location: RTP 1.5

Model: FAS8080

Serial Number: 123451234511
Asset Tag: -

Uptime: 143 days 23:46
NVRAM System ID: XXXXXXXXX
System ID: XXXXXXXXXX
Vendor: NetApp

Health: true

Eligibility: true
Differentiated Services: false
All-Flash Optimized: false

Node: fas8080-41-42-02
Owner:

Location: RTP 1.5

Model: FAS8080

Serial Number: 123451234512
Asset Tag: -

Uptime: 144 days 00:08
NVRAM System ID: XXXXXXXXX
System ID: XXXXXXXXXX
Vendor: NetApp

Health: true

Eligibility: true
Differentiated Services: false
All-Flash Optimized: false
2 entries were displayed.
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Software Licenses

Selection Criteria

Choose a method by which to search

» |Serial Number (located on back of unit) v| Enter Value: : '__GD!._:

Enter the Cluster Serial Number value without dashes.

-0R -
» Show Me All: | Serial Numbers with Licenses v| For Company: |:| i__G_p!_:

BELEIYPO—ZD51EYRDU X MORRREINET,
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system license add -license-code license key
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° <password> (EHHRT=D/INZAT—RTT, NAT—REEELBEVWE. XXT—RODAN%ZRDHZ T
AY 7 rhRRINET,

4 ROARYRZAALT, A—HHELLKIERSNI-C 2R L F 7,
security login show -vserver <svm_name\> —user—-or—-group—-name <user_name\>

user_nameld. FIE3TERL 71 —FE T,

&/MERTOSVYMO— )L DIER

ONTAPR®D#FH L LWSVMI—HICO—ILZ{Ek T 555, EHOONTAPCLIOY Y R %
RTTI2NENHD F9, ONTAPRDSVM% SnapCenter CEART 3 K S ICERTE
L. vsadmind—JLZER L=< GW5EE. COO—ILHRNETT,

FIg
1 ARL—Y SRFLT, O—LEFERLTIRTOBRELD HTET,

security login role create -vserver <svm name\>- role <SVM Role Name\>
-cmddirname <permission\>

()  coavyrid HRCLCETTIRENBD ET,

2. 1—HZERLTO-IILZEIDETET,

security login create -user <user name\> -vserver <svm name\> -application
ontapi -authmethod password -role <SVM Role Name\>

3 a—HoOvIx=EBRLET,

security login unlock -user <user name\> -vserver <svm name\>

SVMO— )L DYERL EHEFRDE)D HTDT=pDONTAP CLIOT > R

SVMO—=I)LZERM L THERZEID H TR -OICEKITIZINEDHBONTAP CLIAT Y RHAHD X7,

® security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"snapmirror list-destinations" -access all

° security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"event generate-autosupport-log" -access all

° security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"job history show" -access all

° security login role create -vserver SVM name -role SVM Role Name -cmddirname
"job show" -access all

* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"job stop" -access all

* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
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"lun" -access all

security login role
"lun create"

security login role
"lun delete"

security login role

create -vserver

—-access all

create -vserver

—-access all

create -vserver

"lun igroup add" -access all

security login role
"lun igroup create"

security login role
"lun igroup delete"

security login role
"lun igroup rename"

security login role

create
—-access all

—-vsServer

create -vserver

—-access all

create -vserver

—-access all

create -vserver

"lun igroup show" -access all

security login role

create -vserver

SVM name -role
SVM name -role
SVM name -role
SVM name -role
SVM name -role
SVM name -role
SVM name -role

SVM name -role

"lun mapping add-reporting-nodes" -access all

security login role create -vserver SVM Name -role

"lun mapping create" -access all

security login role create -vserver SVM name

"lun mapping delete" -access all

security login role create -vserver SVM name
"lun mapping remove-reporting-nodes" -access

security login role

"lun mapping show" -access

security login role

"lun modify" -access all

security login role

"lun move-in-volume'

security login role create -vserver SVM name
—access all

"lun offline"

security login role
"lun online"

security login role
"lun resize"

security login role
"lun serial"

security login role
"lun show"

security login role create -vserver SVM Name

"network interface"

—-access all

—-access all

—-access all

—-access all

-role

-role

all
create -vserver SVM name -role

all

create -vserver SVM name -role
create -vserver SVM name -role
—access all

-role
create -vserver SVM name -role
create -vserver SVM name -role
create -vserver SVM name -role
create -vserver SVM name -role

-role

—access readonly

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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security login role create -vserver SVM name
"snapmirror policy add-rule" -access all

security login role create -vserver SVM name
"snapmirror policy modify-rule" -access all

security login role create -vserver SVM name
"snapmirror policy remove-rule" -access all

security login role create -vserver SVM name
"snapmirror policy show" -access all

security login role create -vserver SVM name
"snapmirror restore" -access all

security login role create -vserver SVM name
"snapmirror show" -access all

security login role create -vserver SVM Name
"snapmirror show-history" -access all

security login role create -vserver SVM name
"snapmirror update" -access all

security login role create -vserver SVM name
"snapmirror update-ls-set" -access all

security login role create -vserver SVM name

"version" -access all

security login role create -vserver SVM name
"volume clone create" -access all

security login role
"volume clone show"

create -vserver SVM name
—access all

security login role
"volume clone split

create -vserver SVM name
start" -access all

security login role create -vserver SVM name

"volume clone split stop" -access all

security login role create -vserver SVM name

"volume create" -access all

security login role create -vserver SVM name

"volume destroy" -access all

security login role create -vserver SVM name

"volume file clone create" -access all

security login role create -vserver SVM name
"volume file show-disk-usage" -access all

security login role create -vserver SVM name
"volume modify" -access all

security login role create -vserver SVM name

"volume offline" -access all

security login role create -vserver SVM name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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"volume online" -access all

security login role create -vserver
"volume gtree create" -access all

SVM name

security login role create -vserver
"volume gtree delete" -access all

SVM name

security login role create -vserver
"volume gtree modify" -access all

SVM name

create
—-access all

security login role
"volume gtree show"

-vserver SVM name

security login role create -vserver SVM name

"volume restrict" -access all

security login role create -vserver SVM name

"volume show" -access all

security login role create -vserver SVM name

"volume snapshot create" -access all

security login role create -vserver SVM name

"volume snapshot delete" -access all

security login role create -vserver SVM name
"volume snapshot modify" -access all

security login role create -vserver SVM Name
"volume snapshot modify-snaplock-expiry-time

security login role create -vserver SVM name

"volume snapshot rename" -access all

security login role create -vserver SVM name
"volume snapshot restore" -access all

security login role create -vserver SVM name
"volume snapshot restore-file" -access all

security login role create -vserver SVM name
"volume snapshot show" -access all

security login role create -vserver SVM name
"volume snapshot show-delta" -access all

security login role create -vserver SVM name

"volume unmount" -access all

security login role create -vserver SVM name
"vserver cifs share create" -access all
security login role create -vserver SVM name
"vserver cifs share delete" -access all
security login role create -vserver SVM name
"vserver cifs share show" -access all
security login role create -vserver SVM name
"vserver cifs show" -access all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

" -—access all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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security login role create -vserver SVM name -role

"vserver export-policy create" -access all

security login role create -vserver SVM name -role

"vserver export-policy delete" -access all

security login role create -vserver SVM name -role

"vserver export-policy rule create" -access all

security login role create -vserver SVM name -role

"vserver export-policy rule show" -access all

security login role create -vserver SVM name -role

"vserver export-policy show" -access all

security login role create -vserver

"vserver iscsi connection show"

security login role create -vserver

"vserver" -access readonly

security login role create -vserver
"vserver export-policy" -access all

security login role create -vserver

"vserver iscsi" -access all

security login role create -vserver
"volume clone split status" -access

security login role create -vserver
"volume managed-feature"

security login role create -vserver

"nvme subsystem map" -access all

security login role create -vserver
"nvme subsystem create" -access all

security login role create -vserver

"nvme subsystem delete" -access all

security login role create -vserver
"nvme subsystem modify" -access all

security login role create -vserver

"nvme subsystem host" -access all

security login role create -vserver

"nvme subsystem controller" -access

security login role create -vserver

"nvme subsystem show" -access all

security login role create -vserver

"nvme namespace create" -access all

security login role create -vserver

"nvme namespace delete" -access all

security login role create -vserver

—-access all

SVM_Name

—-access all

SVM name

SVM name

SVM name

SVM Name

all

SVM_ name

SVM Name

SVM Name

SVM Name

SVM Name

SVM Name

SVM_Name

all

SVM_Name

SVM_Name

SVM_Name

SVM_Name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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"nvme namespace modify" -access all

®* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme namespace show" -access all

ASAr2 27 LD SVM O—I)LZEKT %

ASAR2 AT LTHLWSYVM 2—H—0O—ILEERT BICIE. W< DHDONTAP
CLI ARV R%ZZETIBZIMNENHD XTI, COO—ILiE. ASAr2 > X5 LT SVM
% SnapCenterCER T 2 & S ICHEE L. vsadmin O—J)LZFEHLARVBEICHRETTY,

FIE

L ZRL— SRFLT, O-LEFRLTIRTORREED 4T,

security login role create -vserver <svm name\>- role <SVM Role Name\>

-cmddirname <permission\>

()  coavyrid HRCLCEETIRENBD ET,

I-—HZ=zERLTO—ILZzEDETET,

security login create -user <user name\> -vserver <svm name\> -application
http -authmethod password -role <SVM Role Name\>

I-FoOyIZ@RLET,

security login unlock -user <user name\> -vserver <svm name\>

SVMO — )L DIERL CHERDEID HTD/HDONTAP CLIOAY > R

SVMO—I)LZ{Ep L THERZEID HTR1OHICERITI 2R EBEDHBHONTAP CLIAY Y FHBH D T,

security login role create -vserver SVM Name

"snapmirror list-destinations" -access all

security login role create -vserver SVM Name

"event generate-autosupport-log"

security login role create
"job history show" -access

security login role create
"job show" -access all

security login role create
"job stop" -access all

security login role create
"lun" -access all

security login role create
"lun create" -access all

—vserver

all

—-vserver

—-vserver

—vserver

—vserver

—-access all

SVM_Name

SVM name

SVM_Name

SVM_Name

SVM name

-role SVM Role Name -cmddirname

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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security login role create -vserver

"lun delete" -access all

security login role create -vserver
"lun igroup add" -access all

security login role create -vserver

"lun igroup create" -access all

security login role create -vserver

"lun igroup delete" -access all

security login role create -vserver

"lun igroup rename" -access all

security login role create -vserver

"lun igroup show" -access all

SVM name

SVM name

SVM name

SVM name

SVM name

SVM name

-role

-role

-role

-role

-role

-role

security login role create -vserver SVM name -role

"lun mapping add-reporting-nodes" -access all

security login role create -vserver SVM Name -role

"lun mapping create" -access all

security login role create -vserver SVM name
"lun mapping delete" -access all

security login role create -vserver SVM name
"lun mapping remove-reporting-nodes" -access
security login role create -vserver SVM name
"lun mapping show" -access all

security login role create -vserver SVM name
"lun modify" -access all

security login role create -vserver SVM name
"lun move-in-volume" -access all

security login role create -vserver SVM name
"lun offline"™ -access all

security login role create -vserver SVM name
"lun online" -access all

security login role create -vserver SVM name
"lun resize" -access all

security login role create -vserver SVM name
"lun serial"™ -access all

security login role create -vserver SVM name
"lun show" -access all

security login role create -vserver SVM Name

"network interface"

—access readonly

security login role create -vserver SVM name
"snapmirror policy add-rule" -access all
security login role create -vserver SVM name

-role

-role

all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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-cmddirname

-cmddirname
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"snapmirror policy modify-rule" -access all

security login role create -vserver SVM name
"snapmirror policy remove-rule" -access all

security login role create -vserver SVM name
"snapmirror policy show" -access all

security login role create -vserver SVM name
"snapmirror restore" -access all

security login role create -vserver SVM name
"snapmirror show" -access all

security login role create -vserver SVM Name
"snapmirror show-history" -access all

security login role create -vserver SVM name
"snapmirror update" -access all

security login role create -vserver SVM name
"snapmirror update-ls-set" -access all

security login role create -vserver SVM name

"version" -access all

security login role create -vserver SVM name

"volume clone create" -access all

security login role create -vserver SVM name

"volume clone show" -access all

security login role create -vserver SVM name

"volume clone split start" -access all

security login role
"volume clone split

create -vserver SVM name
stop" -access all

security login role create -vserver SVM name
"volume create" -access all

security login role create -vserver SVM name
"volume destroy" -access all

security login role create -vserver SVM name
"volume file clone create" -access all

security login role create -vserver SVM name
"volume file show-disk-usage" -access all

security login role create -vserver SVM name
"volume modify" -access all

security login role create -vserver SVM name
"volume offline" -access all

security login role create -vserver SVM name

"volume online" -access all

security login role create -vserver SVM name

"volume gtree create" -access all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name
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-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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-cmddirname

-cmddirname
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-cmddirname
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security login role create -vserver SVM name
"volume gtree delete" -access all

security login role create -vserver SVM name
"volume gtree modify" -access all

security login role create -vserver SVM name
"volume gtree show" -access all

security login role create -vserver SVM name
"volume restrict" -access all

security login role create -vserver SVM name

"volume show" -access all

security login role create -vserver SVM name

"volume snapshot create" -access all

security login role create -vserver SVM name
"volume snapshot delete" -access all

security login role create -vserver SVM name
"volume snapshot modify" -access all

security login role create -vserver SVM Name
"volume snapshot modify-snaplock-expiry-time

security login role create -vserver SVM name
"volume snapshot rename" -access all

security login role create -vserver SVM name
"volume snapshot restore" -access all

security login role create -vserver SVM name
"volume snapshot restore-file" -access all

security login role create -vserver SVM name
"volume snapshot show" -access all

security login role create -vserver SVM name

"volume snapshot show-delta" -access all

security login role create -vserver SVM name

"volume unmount" -access all

security login role create -vserver SVM name
"vserver cifs share create" -access all
security login role create -vserver SVM name
"vserver cifs share delete" -access all
security login role create -vserver SVM name
"vserver cifs share show" -access all
security login role create -vserver SVM name
"vserver cifs show" -access all

security login role create -vserver SVM name
"vserver export-policy create" -access all
security login role create -vserver SVM name

-role

-role

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

" -—-access all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name
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"vserver export-policy delete" -access all

security login role create -vserver SVM name -role
"vserver export-policy rule create" -access all

security login role create -vserver SVM name -role

"vserver export-policy rule show" -access all

security login role create -vserver SVM name -role

"vserver export-policy show" -access all

security login role create -vserver
"vserver iscsi connection show"

security login role create -vserver

"vserver" -access readonly

security login role create -vserver
"vserver export-policy" -access all

security login role create -vserver

"vserver iscsi" -access all

security login role create -vserver
"volume clone split status" -access

security login role create -vserver
"volume managed-feature"

security login role create -vserver

"nvme subsystem map" -access all

security login role create -vserver

"nvme subsystem create" -access all

security login role create -vserver
"nvme subsystem delete" -access all

security login role create -vserver
"nvme subsystem modify" -access all

security login role create -vserver
"nvme subsystem host" -access all

security login role create -vserver

"nvme subsystem controller" -access

security login role create -vserver
"nvme subsystem show" -access all

security login role create -vserver

"nvme namespace create" -access all

security login role create -vserver
"nvme namespace delete" -access all

security login role create -vserver
"nvme namespace modify" -access all

security login role create -vserver

"nvme namespace show" -access all

—-access all

SVM Name

—-access all

SVM name

SVM name

SVM name

SVM_Name

all

SVM name

SVM_Name

SVM_Name

SVM Name

SVM Name

SVM Name

SVM Name

all

SVM_ Name

SVM Name

SVM Name

SVM Name

SVM Name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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° security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"storage-unit show" -access all

* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"consistency-group" -access all

* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"snapmirror protect" -access all

security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"volume delete" -access all

security login create -user-or-group-name user name -application http
-authentication-method password -role SVM Role Name -vserver SVM Name

security login create -user-or-group-name user name -application ssh
-authentication-method password -role SVM Role Name -vserver SVM Name
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security login role create -vserver <cluster name\>- role <role name\>
-cmddirname <permission\>

(D coavvri. HRCLICRITTARENSBD FT,

2. 1—HZERLTO—-ILZEIDHETEI,

security login create -user <user name\> -vserver <cluster name\> -application
ontapi http -authmethod password -role <role name\>

3 a—HoOvIx=#EERLET,

security login unlock -user <user name\> -vserver <cluster name\>
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®* security login role create -vserver Cluster name or cluster name -role
Role Name -cmddirname "metrocluster show" -access readonly

®* security login role create -vserver Cluster name or cluster name -role
Role Name -cmddirname "cluster identity modify" -access all

74



security login role create -vserver
"cluster identity show" -access all
security login role create -vserver
"cluster modify" -access all
security login role create -vserver
"cluster peer show" -access all
security login role create -vserver
"cluster show" -access all

security login role create -vserver

"event generate-autosupport-log"

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

—-access all

security login role create -vserver Cluster name

"job history show" -access all

security login role create -vserver
"job show" -access all

security login role create -vserver
"job stop" -access all

security login role create -vserver
"lun" -access all

security login role create -vserver
"lun create" -access all

security login role create -vserver
"lun delete" -access all

security login role create -vserver

"lun igroup add" -access all

security login role create

"lun igroup create"

security login role create

"lun igroup delete"

security login role create

"lun igroup modify"

security login role create

"lun igroup rename"

security login role create

—-vsServer

—-access all

—vVsServer

—-access all

—vsServer

—-access all

—-vserver

—-access all

—vserver

"lun igroup show" -access all

security login role create

—vserver

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

"lun mapping add-reporting-nodes" -access all

security login role create -vserver Cluster name

"lun mapping create" -access all

security login role create -vserver Cluster name

"lun mapping delete" -access all

security login role create -vserver Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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"lun mapping remove-reporting-nodes" -access all

security login role create
"lun mapping show" -access

-vserver Cluster name
all

security login role create
"lun modify" -access all

-vserver Cluster name

security login role create -vserver Cluster name

"lun move-in-volume" -access all

security login role create -vserver Cluster name
"lun offline"™ -access all

security login role create -vserver Cluster name

"lun online" -access all

security login role create -vserver Cluster name
"lun persistent-reservation clear" -access all

security login role create -vserver Cluster name

"lun resize" -access all

security login role create -vserver Cluster name

"lun serial" -access all

security login role create -vserver Cluster name

"lun show" -access all

security login role create -vserver Cluster name
"network interface create" -access readonly
security login role create -vserver Cluster name
"network interface delete" -access readonly
security login role create -vserver Cluster name
"network interface modify" -access readonly
security login role create -vserver Cluster name
"network interface show" -access readonly
security login role create -vserver Cluster name
"nvme subsystem map" -access all

security login role create -vserver
"nvme subsystem create" -access all

Cluster name

security login role create -vserver
"nvme subsystem delete" -access all

Cluster name

security login role create -vserver
"nvme subsystem modify" -access all

Cluster name

security login role create -vserver
"nvme subsystem host" -access all

Cluster name

security login role create -vserver Cluster name

"nvme subsystem controller" -access all

security login role create -vserver Cluster name

"nvme subsystem show" -access all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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-cmddirname

-cmddirname

-cmddirname
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security login role create -vserver Cluster name

"nvme namespace create" -access all

security login role create -vserver Cluster name

"nvme namespace delete" -access all

security login role create -vserver Cluster name

"nvme namespace modify" -access all

security login role create -vserver Cluster name

"nvme namespace show" -access all

security login role create -vserver Cluster name

"security login" -access readonly

-role

-role

-role

-role

-role

security login role create -role Role Name -cmddirname

-vserver Cluster name -access all

security login role create -role Role Name -cmddirname

destinations" -vserver Cluster name -access all

security login role create -vserver Cluster name
"snapmirror policy add-rule" -access all

security login role create -vserver Cluster name
"snapmirror policy create" -access all

security login role create
"snapmirror policy delete"

-vserver Cluster name
—access all

security login role create -vserver Cluster name

"snapmirror policy modify" -access all

security login role create -vserver Cluster name
"snapmirror policy modify-rule" -access all

security login role create -vserver Cluster name
"snapmirror policy remove-rule" -access all

security login role create -vserver Cluster name
"snapmirror policy show" -access all

security login role create -vserver Cluster name
"snapmirror restore" -access all

security login role create -vserver Cluster name
"snapmirror show" -access all

security login role create -vserver Cluster name
"snapmirror show-history" -access all

security login role create -vserver Cluster name
"snapmirror update" -access all

security login role create -vserver Cluster name
"snapmirror update-ls-set" -access all

security login role create -vserver Cluster name
"system license add" -access all

security login role create -vserver Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

"snapmirror create"

"snapmirror list-

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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"system license clean-up" -access all

security login role create -vserver
"system license delete" -access all

security login role create -vserver
"system license show" -access all

security login role create -vserver

Cluster name

Cluster name

Cluster name

"system license status show" -access all

security login role create -vserver
"system node modify" -access all

security login role create -vserver

"system node show" -access all

security login role create -vserver

"system status show" -access all

security login role create -vserver

"version" -access all

security login role create -vserver

"volume clone create" -access all

security login role create -vserver

"volume clone show" -access all

create -vserver
start"

security login role
"volume clone split

create -vserver
stop"

security login role
"volume clone split

security login role create -vserver

"volume create" -access all

security login role create -vserver
"volume destroy" -access all

security login role create -vserver
"volume file clone create"

security login role create -vserver

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

—access all

Cluster name

—-access all

Cluster name

Cluster name

Cluster name

—-access all

Cluster name

"volume file show-disk-usage" -access all

security login role create -vserver
"volume modify" -access all

Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

security login role create -vserver Cluster name -role Role Name
"volume snapshot modify-snaplock-expiry-time" -access all

security login role create -vserver Cluster name -role Role Name

"volume offline" -access all

security login role create -vserver Cluster name -role Role Name

"volume online" -access all

security login role create -vserver Cluster name -role Role Name

"volume gtree create" -access all

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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-cmddirname

-cmddirname
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security

"volume gtree delete"

security

login role create -vserver
—access all

login role create -vserver

"volume gtree modify" -access all

security

"volume gtree show"

security

"volume restrict"

security

"volume show"

login role create -vserver

—-access all

login role create -vserver

—-access all

login role create -vserver
—access all

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

security login role create -vserver Cluster name

"volume snapshot create"

-access all

security login role create -vserver Cluster name

"volume snapshot delete" -access all

security login role create -vserver Cluster name

"volume snapshot modify" -access all

security login role create -vserver Cluster name
"volume snapshot promote" -access all

security login role create -vserver Cluster name

"volume snapshot rename"

—-access all

security login role create -vserver Cluster name

"volume snapshot restore"

—-access all

security login role create -vserver Cluster name
"volume snapshot restore-file" -access all

security login role create -vserver Cluster name

"volume snapshot show"

—-access all

security login role create -vserver Cluster name

"volume snapshot show-delta"

—-access all

security login role create -vserver Cluster name

"volume unmount"

security
"vserver"

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security

—-access all

login role create -vserver
—access all

login role create -vserver

cifs create" -access all

login role create -vserver

cifs delete" -access all

login role create -vserver

cifs modify" -access all

login role create -vserver

cifs share modify" -access

login role create -vserver

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

all

Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

cifs share

login role
cifs share

login role
cifs share

login role
cifs share

login role
cifs show"

login role
create"

create" -access
create -vserver
delete" -access
create -vserver

modify" -access

create
show"

—vVServer

create -vserver
—-access all

create -vserver

—-access all

all

Cluster name
all

Cluster name
all

Cluster name

—-access all

Cluster name

Cluster name

login role create -vserver Cluster name

export-policy create" -access all

login role create -vserver Cluster name

export-policy delete" -access all

login role create -vserver Cluster name

export-policy rule create"

login role

create -vserver

export-policy rule delete"

login role

create -vserver

export-policy rule modify"

login role

create -vserver

—-access all

Cluster name
—access all

Cluster name
—access all

Cluster name

export-policy rule show" -access all

login role create -vserver Cluster name
export-policy show" -access all

login role create -vserver Cluster name

iscsi connection show"

—-access all

login role create -vserver Cluster name
modify" -access all

login role create -vserver Cluster name

show"

—-access all

ASAr2> X7 LADONTAPY 5 X 20O—I)LZ1EKT %

&/|\WEFR TONTAPZ 5 X% O—I)LZ1ER L. ONTAP adminO—J)L%ZfERA LR T

HSnapCenterCALIBEZEITTEBRLSICTBAIHELRHD £3, LW DHDONTAP CLI
RV RZEITLT. ONTAPY S REZ O— )Lz B L. RAMERZEIDHTZ LD TE

EJCR
FIE

1 RRL—Y YRFLT, O—-LEERLTIRTOBRERD HTET,

80

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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-cmddirname
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security login role create -vserver <cluster name\>- role <role name\>

-cmddirname <permission\>

®

CODOAX Y RIF. BRI CICERITIZHERHD FT,

2. 1—HZERLTO-IILZEIDHETET,

security login create -user <user name\> -vserver <cluster name\> -application
http -authmethod password -role <role name\>

3 a—voOvIx=#EERLET,

security login unlock -user <user name\> -vserver <cluster name\>

52 O—)LOEREHERDEID HTDHDONTAP CLIOY >V R
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®* security login role create -vserver Cluster name or cluster name
Role Name -cmddirname "metrocluster show" -access readonly

* security login role create -vserver Cluster name or cluster name
Role Name -cmddirname "cluster identity modify" -access all

* security
"cluster

* security
"cluster

* security
"cluster

* security
"cluster

* security

"event generate-autosupport-log"

login role create -vserver
identity show" -access all

login role create -vserver
modify" -access all

login role create -vserver
peer show" -access all

login role create -vserver
show" -access all

login role create -vserver

Cluster name -role Role Name

Cluster name

Cluster name

Cluster name

Cluster name

—-access all

®* security login role create -vserver Cluster name

"job history show" -access all
security login role create -vserver
"job show" -access all

security login role create -vserver
"job stop" -access all

security login role create -vserver
"lun" -access all

security login role create -vserver
"lun create" -access all

security login role create -vserver

"lun delete" -access all

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-role

-role

—-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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security login role create -vserver Cluster name

"lun igroup add" -access all

security login role create -vserver Cluster name

"lun igroup create" -access all

security login role create -vserver Cluster name

"lun igroup delete" -access all

security login role create -vserver Cluster name

"lun igroup modify" -access all

security login role create -vserver Cluster name

"lun igroup rename" -access all

security login role create -vserver Cluster name

"lun igroup show" -access all

security login role create -vserver Cluster name
"lun mapping add-reporting-nodes" -access all

security login role create -vserver Cluster name
"lun mapping create" -access all

security login role create -vserver Cluster name
"lun mapping delete" -access all

security login role create -vserver Cluster name
"lun mapping remove-reporting-nodes" -access all

security login role create
"lun mapping show" -access

-vserver Cluster name
all

security login role create
"lun modify" -access all

-vserver Cluster name

security login role create -vserver Cluster name

"lun move-in-volume" -access all

security login role create -vserver Cluster name

"lun offline" -access all

security login role create -vserver Cluster name

"lun online" -access all

security login role create -vserver Cluster name
"lun persistent-reservation clear" -access all

security login role create -vserver Cluster name

"lun resize" -access all

security login role create -vserver Cluster name

"lun serial" -access all

security login role create -vserver Cluster name

"lun show" -access all

security login role create -vserver Cluster name

"network interface create" -access readonly

security login role create -vserver Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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-cmddirname
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"network interface delete" -access readonly

security login role create -vserver Cluster name
"network interface modify" -access readonly
security login role create -vserver Cluster name
"network interface show" -access readonly
security login role create -vserver Cluster name

"nvme subsystem map" -access all

security login role create -vserver
"nvme subsystem create" -access all

Cluster name

security login role create -vserver Cluster name

"nvme subsystem delete" -access all

security login role create -vserver Cluster name

"nvme subsystem modify" -access all

security login role create -vserver Cluster name

"nvme subsystem host" -access all

security login role create -vserver Cluster name

"nvme subsystem controller" -access all

security login role create -vserver Cluster name

"nvme subsystem show" -access all

security login role create -vserver Cluster name

"nvme namespace create" -access all

security login role create -vserver Cluster name

"nvme namespace delete" -access all

security login role create -vserver
"nvme namespace modify" -access all

Cluster name

security login role create -vserver
"nvme namespace show" -access all

Cluster name

security login role create -vserver
"security login" -access readonly

Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

security login role create -role Role Name -cmddirname

-vserver Cluster name -access all

security login role create -role Role Name -cmddirname

destinations" -vserver Cluster name -access all

security login role create -vserver Cluster name
"snapmirror policy add-rule" -access all

security login role create -vserver Cluster name

"snapmirror policy create" -access all

security login role create -vserver Cluster name

"snapmirror policy delete" -access all

security login role create -vserver Cluster name

"snapmirror policy modify" -access all

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname
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-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

"snapmirror create"

"snapmirror list-

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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security login role create -vserver Cluster name
"snapmirror policy modify-rule" -access all

security login role create -vserver Cluster name
"snapmirror policy remove-rule" -access all

security login role create -vserver Cluster name
"snapmirror policy show" -access all

security login role create -vserver Cluster name
"snapmirror restore" -access all

security login role create -vserver Cluster name
"snapmirror show" -access all

security login role create -vserver Cluster name
"snapmirror show-history" -access all

security login role create -vserver Cluster name
"snapmirror update" -access all

security login role create -vserver Cluster name
"snapmirror update-ls-set" -access all

security login role create -vserver Cluster name
"system license add" -access all

security login role create -vserver Cluster name
"system license clean-up" -access all

security login role create -vserver Cluster name
"system license delete" -access all

security login role create -vserver Cluster name
"system license show" -access all

security login role create -vserver Cluster name
"system license status show" -access all

security login role create -vserver Cluster name
"system node modify" -access all

security login role create -vserver Cluster name

"system node show" -access all

security login role create -vserver Cluster name

"system status show" -access all

security login role create -vserver Cluster name

"version" -access all

security login role create -vserver Cluster name

"volume clone create" -access all

security login role create -vserver Cluster name

"volume clone show" -access all

security login role create -vserver Cluster name

"volume clone split start" -access all

security login role create -vserver Cluster name
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-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name
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"volume clone split stop" -access all

security login role create -vserver Cluster name
"volume create" -access all

security login role create -vserver Cluster name
"volume destroy" -access all

security login role create -vserver Cluster name
"volume file clone create" -access all

security login role create -vserver Cluster name
"volume file show-disk-usage" -access all

security login role create -vserver Cluster name
"volume modify" -access all

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

security login role create -vserver Cluster name -role Role Name

"volume snapshot modify-snaplock-expiry-time" -access all

security login role create -vserver Cluster name -role Role Name

"volume offline" -access all

security login role create -vserver Cluster name

"volume online" -access all

security login role create -vserver Cluster name

"volume gtree create" -access all

security login role create -vserver Cluster name

"volume gtree delete" -access all

security login role create -vserver Cluster name

"volume gtree modify" -access all

security login role create -vserver
"volume gtree show" -access all

Cluster name

security login role create -vserver
"volume restrict" -access all

Cluster name

security login role create -vserver
"volume show" -access all

Cluster name

security login role create -vserver Cluster name
"volume snapshot create" -access all

security login role create -vserver Cluster name
"volume snapshot delete" -access all

security login role create -vserver Cluster name
"volume snapshot modify" -access all

security login role create -vserver Cluster name
"volume snapshot promote" -access all

security login role create -vserver Cluster name

"volume snapshot rename" -access all

security login role create -vserver Cluster name

"volume snapshot restore" -access all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name
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-cmddirname
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security login role create -vserver Cluster name

"volume snapshot restore-file" -access all

security login role create -vserver Cluster name

"volume snapshot show"

—-access all

security login role create -vserver Cluster name

"volume snapshot show-delta"

—-access all

security login role create -vserver Cluster name

"volume unmount"

—-access all

security login role create -vserver

"vserver"

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security

—-access all

login role

cifs create"

login role

cifs delete"

login role

create -vserver
—-access all

create -vserver
—-access all

Create -vserver

cifs modify" -access all

login role
cifs share

login role
cifs share

login role
cifs share

login role
cifs share

login role
cifs share

login role
cifs show"

create -vserver

modify" -access

create -vserver
create" -access
create -vserver
delete" -access
create -vserver

modify" -access

create
show"

—-vsServer

create -vserver
—-access all

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name
all

Cluster name
all

Cluster name
all

Cluster name
all

Cluster name

—-access all

Cluster name

login role create -vserver Cluster name

create"

—-access all

login role create -vserver Cluster name

export-policy create" -access all

login role create -vserver Cluster name

export-policy delete" -access all

login role create -vserver Cluster name

export-policy rule create"

login role

create -vserver

export-policy rule delete"

login role

create -vserver

export-policy rule modify"

login role

create -vserver

—-access all

Cluster name
-access all

Cluster name
—access all

Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name
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"vserver export-policy rule show" -access all

® security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy show" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver iscsi connection show" -access all

° security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver modify" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver show" -access all

° security login role create -vserver Cluster name -role Role Name -cmddirname
"storage-unit show" -access all

° security login role create -vserver Cluster name -role Role Name -cmddirname
"consistency-group" show" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"snapmirror protect" show" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"volume delete" show" -access all
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a. [Maximum file size]# AJ7L £ 95
b. [Maximum log files]Z A71L £ 9,
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Start-SmAuditintegrityCheck AV > RZETLT. #VFIY VY ROEEUF T v I/ZHRMBTEIELHT
EXD

6. (F 7> 3>) [Forwarded audit logs to remote syslog server]Z BIC L. syslogtr—/NDElE AL
79,

TLS 1.2770 F JJLICDW T syslogtr—/\D'5 TMEEINTIL— b ICEERREZ A1 Y R— b T 3H8ED
HOHET,

a. syslogt—/N\DKRAFEANDLET,
b. syslogtt—/N\DKR—bEASILET,
C. syslogtr—/\D 7O RN EASDLEFT,
d. RFCOEERZANILFY,
1. xFzo Uy LET,
8. EZ4—>23T 2V VwIdBt. BEBEUTFIVICTARIBEF v I ZHRTEFT,

SnapCenter Server X Dt % 1 772 MySQLIEHT DX E

242> R70OVHE E 7z IENetwork Load Balancing (NLB) ##Af CSnapCenter Server
EMySQLY —/NDEDBIE% RE I %S I&. Secure Sockets Layer (SSL) FFEAZE ¢
F— 7ML EERLET,

2R > R70O>SnapCenter ServeriB Dt 1 772 MySQLIEF I DERE
SnapCenter Server ¥ MySQLY —/NDEDBE % R:&EJ B ICIE. Secure Sockets Layer (SSL) FFFFE ¢ *—

T7AIVEERLET, SEBAE £ — 770 JLIE. MySQLHY —/\¥ SnapCenter ServerCiRE T 2UEH H
D%Ed,

ROFEBENERSNE T
* CAGERRE
*H—=NRONTV Y JRECWERT 7L
CUIATVEONT )y UFRECHERT 7L

FIE

1. openssIOAY > REMEAL T. WindowsDMySQLHY —N\E LV 514 7> bDSSLEFE X — T 7 1)L
ZHRELET,
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SHMICDOWVWTIE. "MySQL /N—< 3> 5.7: openss| Z R L 7= SSL sERAZE ¥ +—DERL"

H—/ERRE. 517 NEBRE, B&UF— 77 LICHERT B0, ThE
(D) neATBEEosEL L B63UBLIHD T, HELHFILHA. TN5OERBL F—
774 JLI30penSSLE A LTIV A1 LTI —NTIS—c 8D £ 7%

RAN TS0 74 X F—N—GREOHEERLE LT, T—/N\—DT2MEH N X >% (FQDN) Z A
TRIREBEDHD T,

2. SSLEFAZ ¥ — 771 ILZMySQLOT—4& T AILAICAE—L F T,

T7 A FDOMySQLT—R 7 A LA D/VAIE C: \Programbata\NetApp\SnapCenter\MySQL
Data\Data\o

3. MySQLY —/\#&m 7 7 1)L (my.ini) T. CASEERZE. HY— N\ NT UV IFERE. 75147 Ty
JIAE. Y—/\WEE. BLUVI 17 MIBRBONRZEHLET,

F7 4L FOMySQLY —N—BE T 7 1)L (my.ini) D/XRIE
C:\ProgramData\NetApp\SnapCenter\MySQL Data\my.inio.

@ MySQL *—/N—#8R 7 7 1 )L (my.ini) @ [mysqld] £2 > 3 > T, CAGERE. #—N\—Q
BASEERZE. BLUH—N—BEF—DNXEIEETIRELHD £,

MySQL H—/N—#&R 7 7 -1 )L (my.ini) @ [client] T2 > 3> T, CASERRE. 75407 > NABGRRE.
BELVITAT7Y MEXF—DNRAZIBETIHELNHD £,

ROFIE. TT7HILETAINEDmy.ini7 71 ILD[mysqld| 7> 3 viICAE—SNHEEC X —T 741

JILZRLTWEY, C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data o

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-—
key.pem"

ROFE. my.ini 771ILD [client] I 3 > TEHINFNZAEZRLTVWET,

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"
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ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
key.pem"

4. Internet Information Server (IIS) TSnapCenter Server Web7” 1) 7 —> 3 > %&EIEL £,
5. MySQLY —EXZHBEHL £,
6. SnapManager.Web.Ul.dll.config 7 7 -1 JLMDMySQLProtocol ¥ —DEZEFHF L £,

RDOBTIE. SnapManager.Web.Ul.dll.configZ 77 -1 JLDMySQLProtocolF —DEAEF TN TLE T,

<add key="MySQLProtocol" value="SSL" />

7. my.ini 771D [client] To > 3 > TIRESNI/NX%EFHL T. SnapManager.Web.Ul.dll.config 7 7
TILZEEFHFLET,
ROFE. my.ini Z70ILD [client] EU >3 Y TEHRINENIEZRLTVWETD,

<add key="ssl-client-cert" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-cert.pem" />

<add key="ssl-client-key" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-key.pem" />

<add key="ssl-ca" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/ca.pem" />

8. 1ISTSnapCenter Server Web7 T —> 3 > % &L £ 9,

HAER B Dt F 1 72 MySQLIESH DR E
SnapCenter Server MySQLY —/\NDEDBEZ FRET 2HSIF. mMADETAY (HA) /— RAIZSecure
Sockets Layer (SSL) FERAEZECF— 777N ZERLF T, FAZECF— 7 71L&, MySQLHY—/NEHA
J—RTHRETIVELRHD £,
ROFEBFENERINE T,

* CAGEERZE

— A DHA/ — RTCASERAZEZ# 4/ L. H5—ADHA/ —RICOE—L £,
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*HWADHA/ —RDOY—/)NNNT ) wOERREr H—N\WERT 7 1)L
*HWADHA/ —RDIZA TR NTVYIFRBEE IS4 7 N REET 71 IL

FIE

1. 1DB®HA/ — R T. opensslAY > REFHL T. Windows®OMySQLHY —NEXLI TS0 7> FDSSL
AR ¥ — T 7ML EZRELF T,

FMICDOWTIX. "MySQL /N\— 3 > 5.7: openss| Z /A L 7= SSL 5EFAZE &+ — DER"

H—/\GERE, 4517 NERE, BEUF— 77 LICERTSRERIE, ThE
() heaBROfEL L BL3BENGD £T. HELHFILEA, TNSOERBL F—
774 )LIEO0penSSLEZERAL TV NTILEINIH—NTIS—ICABD X,

RAN IS0 70 X H—N—FHEOHBER L LT, H—N—DZ2EEH K X1 > % (FQDN) Z /A
TRIMRENHD XTI,

2. SSLEFRE X ¥ — 771 ILZMySQLOT—4 7 #ILAICIAE—LE T,

MySQLDOT—4& 7 A IEZDT T +JL & IXXIF. C:\ProgramData\NetApp\SnapCenter\MySQL Data\Data\
T9,

3. MySQLY —/\#BR 7 7L (my.ini) T. CASERAZE. U— N\ NTUwIEAE. 7534708 NTUy
JEAE. Y —/\WMER. BLUVI 172 MBERONIZEHRLET,

MySQLHY — /R 7 77 /L (my.in) ®F 7 #JL k /XX &, C:\ProgramData\NetApp\SnapCenter\MySQL
Data\my.iniT9

@ MySQL tH—/N—#&F 7 7 1 )L (my.ini) @ [mysqld] £ > 3 > T, CASEREZE. H—N\—2
FEAEE. LU —N—MWEBEXT—DNRAEIEETIHELHD XTI,

MySQL H—/N—#&m 7 7 1 JL (my.ini) O [client] £ 2> 3 > T. CASEAZE., 4541 7> FARIEIAE.
BLOITZAT7 Y MIRF—DNRAZIBET IHNELNHD £,

ROBIE. T 7 FIL b~ T # LA C:/ProgramData/ NetApp/ SnapCenter/MySQL Data/Data (Z# % my.ini 7
7LD [mysqld] £ > avICOE—CNIEERE ¥ — 771 ILZRLTVWE T,

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"
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ROFE my.ini 771ILD [client] T > a3 > TEHINFNIEZRLTVWETD,

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
key.pem"

4. 2DEBDHA/ — R T. XOFIEICHRE > CCASERRZR O — L. H—/N\ /NT U v IiRE. Y —/N\&iE
T74I. 95478 NT Dy UiRRE, LUV IS4 7 MNBET 71 ILEERLE T,

a. 1 DBEDOHA/ — R TEM L -CASERREZ2DBDHA/ — ROMySQLOT—4% 7 #JLRICIAE—L &
ER

MySQLDT—3R 7 #ILADT 7 #)L k /XRIF. C:\ProgramData\NetApp\SnapCenter\MySQL
Data\Data\C 9,

CASERREIIHF L ERLBWVWTLK S W, =N NT U JRE. 75172~ N
()  JUvomEE. v—\WERT 7. 51T NERT 7 LOBEIERLE
£

b. 1DB®DHA/ — KT, opensslA~Y > RZEAL T, WindowsDMySQLY —NELTV I 17> b
DSSLAFREZEC F— 7717 ERELE T,

"MySQL /N—< 3> 5.7: openss| Z £ L 7= SSL sEEAZE & + —DERK"

HY—NGERRE. 77472 hEAE. 8XUF— T 7 MILICERI 3HERIE. 1
(D) ehcArRBEOfER L REAUBABD ET. HELHALBE. TNSOIRE
Ex— T7AI)LIE0penSSLZEAL TAYNTILENIY—NTIS—ICBD XT,

H—/NAFAZEDOHBRE L TH—/NOFQDNZfEAT3 e 2R L F I,

C. SSLAFFAZ L F— 77 IILZEMYSQLDT—&R T #ILAICIE—LFT,

d. MySQLY —/\#8p 7 7 1)L (my.ini) T. CASEERE. T— N\ NT UV IiAEZE. 507>+ N7
oy JEERE. U—/\WER. BLVIIAT7Y M BRONIZEFLE T,

@ MySQL H—/N—#8R 7 7 -1 JL (my.ini) D [mysqld] €2 > 3 > T. CASERRZE, H—N
—RBEAE. BLUT—N—HBEXF—DNZAZIEETZ2HELHD £,

MySQL % —/N—#m 7 7 1 )L (my.ini) @ [client] €2 > 3> T. CAERE. U754 7> MARIEEEA
E. BLVITFAT7 U MBEF—DNAZIEETINELHD £7,

ROFINE. T 7 )Lk 7 #I)LA C:/ProgramData/ NetApp/ SnapCenter/MySQL Data/Data |Z# %
my.ini 7 77ILD [mysqld] T > 3 vIiICaAE—SNfBEEC X — 7 71ILERLTVWETD,
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ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

ROFNE. my.ini 77AILD [client]l EU > 3 Y TEHFRINNRZRLTVWET,

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

5 DHA ./ — R DlInternet Information Server (1IS) TSnapCenter Server Web7” 1) o —> 3 V& EF1EL
£7,

WADHA/ —RT. MySQLY—EX=BiE#H L £9,
A DHA/ — R T. SnapManager.Web.Ul.dll.configZ 7 -f JLODMySQLProtocol+ —DIEEEFH L £ 9

RDOFITIE. SnapManager.Web.Ul.dll.config 7 7 -1 JLMDMySQLProtocolF —DENEFINTLET,

<add key="MySQLProtocol" value="SSL" />

WADHA /—R®D my.ini 771D [client] 2> 3> TREL/NXZFERL T,
SnapManager.Web.Ul.dll.config 7 7 1 ILEEFH L £ 9,
ROFE. my.ini 771ILD [client] T2 3 > TEHINFNIEZRLTVWETD,

<add key="ssl-client-cert" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-cert.pem" />



<add key="ssl-client-key" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-key.pem" />

<add key="ssl-ca" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/ca.pem" />

9. WA DHA/ — R DIISTSnapCenter Server Web7 1) r—> 3 > % {E8IL £95

10. —/FDHA/ — R T. PowerShell®Set-SmRepositoryConfig -RebuildSlave -Force 1<% > K L k (-Force
F72arEEE) EALT. MADHA/ —RICEFaT7BMySQLL P —oa v aIILET,

L7 —o 3 hMBEBRETH > TH. -ForceA T arEIBETREAL—T DRI KN #BIEE
TEEY,

EIEEH%/\“'—' A @n:umiE%*%ﬁjzg—%

SERAENR— X DEREEIE. SnapCentertr— /\—2:7"77’(/ RAMDEAD ID ZHREEY
B_eTEFal)TrztL. RETHBILEINIBEZFRIELFT,
EEEH%/\“—Z@B/L,\DIE@ﬁ'X\jJ'Tt
SnapCenter Serverd & UWindows 754 1 > /R X ~ DFEHER— X DFREEZ=BMICT BICIE. K
MDPowerShell AY > RLw FERTLET, LinuxF 35402 KA MTWARBSSLEEMICT B L. SEAEN
_Xd)nlb\niEb\ﬁ)‘j”t_ti D i-a_o

° 75’(7\/ I\EEEH%/\“_Z@DIUDE%E}jJLK—?é

Set-SmConfigSettings -Agent —-configSettings
@{"EnableClientCertificateAuthentication"="true"} -HostName[hostname]

*UTA7 2 MEAENR - X DR EINICT S -

Set-SmConfigSettings -Agent -configSettings
@{"EnableClientCertificateAuthentication"="false"} -HostName [hostname]

SnapCenter Serverh 5 DE3EEF (CA) FSEFAENDI U RR— b

MicrosoftE¥2 1>V —JL (MMC) %fEHH L T. SnapCenter Serverh*5 F>4 1 > 7R X MICAGERAEZE 2 TV
ZAR= b TIBENRHD X,

(L EEREYT
WAHBESSLEHREL TH L BELRHD £,

FIIE

1. Microsoft B>V —JL (MMC) ICBEIL. [7 71> [RF v A VDBMEER 20U v o LE
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ERS
2. [RFYTAVDEBMERIRR] T« > RDUT, [(EEAE] Z:#RL. [BM 22 v o LFET,

B EHFFAERF Y SAY T4V RIT, AVEa—R—TFHYUV AT araEBRL. BT 22Uy L
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2. SERVICE_CERTIFICATE_PATH * — ¢ SERVICE_CERTIFICATE_PASSWORD ¥ —%{R&£ L T. ThE
NCAZEBENRENAT—REZEHET,

SnapCenterty —E XEEBAE T, pix FERDADHR— T F T,

77N 2R EFLTHALCE Y,
4. gRTOY—EXRZBEEFLFI,
°$ systemctl restart snapmanagerweb
°©$ systemctl restart smcore

°$ systemctl restart scheduler

Windows/i X k TOMNARSSLIBEDERE & B

Windows~ X b TON A EISSLEE DR

Windows7k X k_E®dSnapCenter Servery >4 1 > DEIDHEBEEE Z(RET D T=DIC.
WHESSLEEZHRET AHENHD £,
R Y BH0IC

*HR—FEINZF—DRNENNIOT2OCATEFAZECSR7 7ML ZER L THEBELHD £7,

* CASEFBETH —NFEEC 7 214 7> RERRED Y R— RSN TVWRIRELHD £,

*WMEF—CH LT Y bOFENEEH S NI-CAZEFAENNET T,

* —HMSSLEREZBMICL THEIBELRHD £,
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FHMICOWVWTIE. "CAFERRE I 3>z LET, "
* IRTDTFZY 4> 7RR k &SnapCenter Server CWARBSSLEEZBMICL TELHBELHD 7,
WAHMBESSLBEN—EDHRR XLFH—NTEMWZR > TVWARVWRERIFTR—FEATOLEE A

FIE

1. R— k&2 /\1 > K F3ICIE. SnapCenter Server’E X F TRDFIEZRITLE T, ZDFIEIZPowerShell
a7 > R%zEHE L TSnapCenter IIS Webt —/NXDR— 8146 (77 #JL k) TiTo7fdh . SMCore’R—
;8145 (F7 4L L) THITLET,

a. xMPowerShell A< > REFERAL T. BIZDSnapCenterE O ELZIAZDR— b N1V RZHIRL £
ERS

> netsh http delete sslcert ipport=0.0.0.0:<SMCore port/IIS port>
RIBlERLET,
> netsh http delete sslcert ipport=0.0.0.0:8145
> netsh http delete sslcert ipport=0.0.0.0:8146
b. #r L < Hx4§ L 7=CASEBEZ % SnapCenter Server¥ SMCore7R— MMIN1 Y R L £ T,

> Scert = “<CA certificate thumbprint>”

> Sguid [guid] : :NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port/IIS port>
certhash=$cert appid="$guid" clientcertnegotiation=enable
verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:<SMCore Port/IIS port>

RICHERmLET,

> Scert “abcl23abcl23abecl23abecl23”
> $Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8146 certhash=S$cert appid="S$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=S$Scert appid="S$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:8146

> netsh http show sslcert ipport=0.0.0.0:8145
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2. CASEEREND 7 VL AFA 283113 XOFIEZEITL T, FLKEUE L/ CAFEREICT V£ X
L. SEBAZD 7 7t XFFA ) X M SnapCenter D7 7 # )L b D IS Web H—/N— 1—4— TIIS
AppPool\ SnapCenter] ZEIML 9,

a.

h.

Microsoft BI 21>V —JL (MMC) ICBEIL. [Z 7] > [RFTYy TA > DEBMEHIR 22 v o LZF
R

[RFyTADEMEHIR] ¥« >~ FUT. [EEAE] Z:FRL. [EMZ27) v I LET,

ARAERFTYTAY D4V RUT, [AVEa—F—TAIU N AT avz&ERL. ET]Z27Y
v L&ET,

OYY—=ILII—hk>5BAE-O—AHJ) A2 —2—>@BA>HBEEEIUYILET,
SnapCenterifFBAE Z:#IRL £ 7,

1 — —ERDBI Y« — FEMIAT 3103, CATEABELY Uy L. [TRTDERY] > [
BXx—DEE] ZERLE T,

EBMmEI)y oL, A—Y - TI—TFOERV - FTHARZzO— NI IVE2—%—% (&
Bom L) ICEELFT,

IIS AppPool\SnapCenter1—HZEML. 7/ O> bO—IILIERZHELF T,

3. CASEFBZ IS 7 7 RFFA] ICDWTIE. KD /N D 5SnapCenter Server [Z# L L DWORD L X kU
F—IhUZEMLEY,

WindowsL P X b TF 4 X TRONRICEBIL X T,

HKey Local Machine\SYSTEM\CurrentControlSet\Control\SecurityProv ders\SCHANNEL

4. SCHANNELL X FURKRED IV TF A LT, HILLDWORDL YR MY F— TV MU ZERL £ 9,

SendTrustedIssuerlList = 0

ClientAuthTrustMode = 2

WA ESSLEE A DSnapCenter Windows 754 1 > DERTE

PowerShell A< > R%fEMA L T. SnapCenter Windows />4 1 > T AMBISSLEE X FHTE 3L SICEKTE
TERIMNELNHD XTI,

RIS B a0IC
CASERAE Y LT > hHOMERRIETH B C C 2B L 9

FIE

1. R—brENAYRTBICIE. WindowsT 55 1> 7RX K TSMCoreZR— 8145 (F7 #JL k) 1L TR
DRIFEERITLET,

a.
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JRDPowerShell Y > REEA L T. BIfFDSnapCenterB 2 ELIAEDR— N1V RZHIFRL £
ER

> netsh http delete sslcert ipport=0.0.0.0:<SMCore port>

RiHZRLE T,



> netsh http delete sslcert ipport=0.0.0.0:8145
b. # L < BXf5 L 7=CASERAZ % SMCore R— NI\ Y R LT,

> Scert = “<CA certificate thumbprint>”

> Squid [guid] : :NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=$cert
appid="S$guid" clientcertnegotiation=enable
verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:<SMCore Port>

RIHERLET,

> Scert “abcl23abcl23abcl23abcl23”
> $guid = [guid]::NewGuid() .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=$cert appid="S$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:8145

Windows R X k TONAREISSLEEDERNL

PowerShell AV > RZfER L T. WARSSLBEZAE®IC L. WindowsRX k E
MSnapCenter Server 7554 > ORBDHEEBE*RETETE I,

R BHIIC

TARTDTSTA4>ESMCoreT—S x> bDOAR Y REETLIEHE. Y —NOIAY >V REETLET,

FIIE

1.

WAESSLBEEEBMICT BICIE. SnapCenter ServerT. 35454 > H—/\. BEXUOWARBSSLEEN
MEREI—J Y ML TROOT Y RERITLET,

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName <Plugin HostName>

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName localhost

> Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="true"}

ROOAY Y R%EMFEL T, IISSnapCenter7 FUr—> 3y F—ILO VA U IIREERITLET, >

Restart-WebAppPool -Name "SnapCenter"

Windows 541 > DIFEEIE. XDPowerShell Y > R%Z3%E{T L TSMCorety —E X2 Bi# L £ 7,
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> Restart-Service -Name SnapManagerCoreService

WA ESSLIEE DEML
PowerShell Y > REFEAHAL T, WAHRSSLEE*ENICIBZ N TEET,
CDRARITICDODWVWT

* IARNTDTSSTA4>ESMCoreT—S T bOOAR Y RERTLIZHE. Y —NODIOY Y REERIFTLE
ER

* WAHMESSLBEZEMICL TH. CAALAZE L ZORERHIFRINEE A

* SnapCenter ServeriCH L WRZX M ZEBIMT 3IIE. TRTD TS S0 R MTWARESSLZ EICT
BZRENHD T,

* NLBEF5IEHR— b ENEHAS
FE

1. WA MESSLBEZFEMICT BICIE. SnapCenter ServerTIRTD FF 4« > 7R X k X SnapCenterk X b
IR LTROOAR Y FZRITLET

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="false"}
-HostName <Agent HostName>

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="false"}
-HostName localhost

> Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="false"}

2. x> RZERL T, IS SnapCenter7 U r—> 3>y F—ILOUH AU ILIREZRITLET, >
Restart-WebAppPool -Name "SnapCenter"

3. Windows 75471 > D& IE. RDPowerShell 1Y > K& E{TL TSMCoretr—E X =HBied# L £ 9,

> Restart-Service -Name SnapManagerCoreService

Linux’k X E TOXWAESSLIBEDERTE & B

Linux’ R X k TOMWNAESSLIBEDERE

Linux’R R b _EdDSnapCenter Server& 7> 5 1 > DEIDHEEBEZRET B7-®HIC. W
FESSLBEZHRET IHNENNHD £,

FtRS ZHEiIC
* Linux’ R FDCAGERREZHRE L THEBENHD £7,
CIRTDTFZT 4> RR b &SnapCenter Server CARSSLEEZ BN L TELBELNHD £7,

FlE
1. certificate.pem % /etc/pki/ca-trust/source/anchors/ |IZAE—L £,
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10.

1.

. LinuxZR X b DEFED X MMIEERAZE#EBML £ 9,

° cp root-ca.pem /etc/pki/ca-trust/source/anchors/
° cp certificate.pem /etc/pki/ca-trust/source/anchors/

° update-ca-trust extract

CEERAENMERE X MIEBMINTHESH ZHEEEL£J, trust list | grep "<CN of your

certificate>"

. SnapCenter nginx 7 7 -1 JLIAD ssl_certificate & ssl_certificate_key ZE# L THEEL £,

° vim /etc/nginx/conf.d/snapcenter.conf

° systemctl restart nginx

. SnapCenter Server GUI) >0 %#E#H L £,
- /<4 > X k=)L /XX >/ NetApp /snapcenter/SnapManagerWeb |Zd % * SnapManager .Web.UI.dll.config*

& /<4 > X k=)L INZ>/ NetApp/snapcenter/SMCore |Z & % SMCoreServiceHost.dll.config DX D —
DIEZEFHLE T,

° <add key="SERVICE_CERTIFICATE_PATH" value="<certificate.pfx D /\ZX>" />
° <F—%iBfN="SERVICE_CERTIFICATE_PASSWORD" {E="</\ZX 7 — R >"/>

- ROY—ERXzBEHLEI,

° systemctl restart smcore.service

° systemctl restart snapmanagerweb.service

. FEBAE A'SnapManager Web R— MIBEHRINTWE ez L £9. openssl s client

-connect localhost:8146 -brief

. SEBAE D smeore R— MIEREINTWB ez L £ 9o openssl s client -connect

localhost:8145 -brief
SPL¥—XFT7EIA VT RAONRT—REEEBLEY,

a. SPL 7O/XFT+ 771 I)L®D SPL_KEYSTORE_PASS +—I(CEID Y THN/=SPLF—XA N T7DT T #
L NZRT—RZBIELF T,

b. #—XFT7DNRT—REZELZEY, keytool -storepasswd -keystore keystore.jks

CIRTOMEBRIVMNIDIAVTADNAT—RZZEELFXJ, keytool -keypasswd -alias

"<alias name>" -keystore keystore.jks
d. spl.properties DF — SPL_KEYSTORE_PASS DEIU/NAT—RZEHL XTI,
e. Y —EXZzHEHL T,
72504 > DLinux RA M T, SPLTZJ14>DF—X M7IC)L— MEAE CHREGEEAEZE ZEML £ 9,

° keytool -import -trustcacerts -alias <any preferred alias name> -file <path
of root-ca.pem> -keystore <path of keystore.jks mentioned in spl.properties
file>

° keytool -importkeystore -srckeystore <path of certificate.pfx> -srcstoretype
pkcsl2 -destkeystore <path of keystore.jks mentioned in spl.properties file>
—-deststoretype JKS

i. keystore.jks RO M EFEZELE T, keytool -list -v -keystore <path to

1M



keystore.jks>

i RBICECTIANT7ROAREZEELEX Y, keytool -changealias -alias "old-
alias" -destalias "new-alias" -keypass keypass -keystore
</path/to/keystore> -storepass storepas

12. spl.properties 7 7 - JL® SPL_CERTIFICATE_ALIAS D&% . keystore jks \-{@E ST W3
certificate.pfx DT 7 X TE#HL. SPLY—EXZHEHHL X9, systemctl restart spl

13. SEBAZE D smeore R— MIEFHEEINTVWB & 2L £ J. openssl s client -connect
localhost:8145 -brief

Linux’k X k TOSSLIEE DB

PowerShellAY > RZfER L T. WARSSLEBEZE®IC L. Linux kX kL
MSnapCenter Server 75454 > OB DHEEBE*RETETE T,
FliE
1. XDOFIEZRITLT. —AESSLEEZEM-LEFT,
a. SnapCenter GUIICOZ 1> L9,

b. 5%E > O—/NILERE #2') w2 L. *SnapCenterty —/\— CiFFAZ DRI ZBEMNICT B* Z&IRL

£,

C.RAb>EEMRKRI+ ZI )y I L. —AMASSLZBMITEZ T4 KA ZERLET,

d.
N 7574:*/%7 Jw o L. GIERRZEDOREEZBMICT B 20 ) v I LET,

2. SnapCenter Server@Linux’ kX kH 5N ARSSLEEZEMICL £,

o

Open-SmConnection

o

Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName <Plugin Host Name>

Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName localhost

Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="true"}

Active Directory. LDAP. LDAPSOD&XTE

EFE I N TLVA L Active Directory K X 1 > D&%

FREINTULARWERDACtve Directory R X1 > DR by A—%, LUV TIL—TF%
BIE9d 3ICId. Active Directory% SnapCenter ServerlCEER T 3HRELH D £ 9,

Bt B HIIC
LDAP & £ LDAPS YO )L

s SR TN TULVA L Active Directory K X7 >i&. LDAPZO k JJLF#IELDAPS O k O)L = fFH L TEER

TEFEY,
* 724> RA k &SnapCenter ServerDfEDWNARDBEZBEMNCL THELBELHD £,
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* SnapCenter Server& 7> 1 > 'R X EDE TDONSEERDEBRE SN TWVWIHELHD £,
LDAPZO L)L
* TR R X >% (FQDN) %SnapCenter Serverh SR TEBZIMENH D £,
FBHEINTUVAEWVWR XA VIIFQDNZFERA L TERTE £9, FQDN%Z SnapCenter Serverh* SR TEA

WIZEIE. RXC> O bO—SDIP7RLRAZERLTERTEE T, CDF7 RL XIE. SnapCenter
ServerD SERERTEZHDTHAINELHD £7,

LDAPSZO k1)L

* Active Directory & DIBEHICLDAPSTI Y RY—I Y ROBES IR T 3 -0ICI3. CASFRAENNKE
T,

"LDAPSH®DCAY 51 7> NEFRZEDERE"

* KXY > bO—5DHKX+E (DCHostName) (ZSnapCenter Serverh SERETEZIHENH D F
ERS

CDRRTIZDOWVWT

* BEINTULARVLR XA IE. SnapCenter1—1 1 > X—7 4 X, PowerShellAY> KL w k. REST
APIOWINAZERL TERTTET,

FIE

—_

ERlOFES -3y RAVT, REI 27V v I LFET,
C[REIR—=DT, [JO-NIEEZI7 Vv I LET,
[ O=NILREIR—D T, [FAXAAVEE 27 Vv I LET,

A W DN

HEIYyoL Y THLLWRXIVEBERLET.
THFLULWR XA Y DEER] R—I T LDAP £7-1X LDAPS OLVTNHAEZEIRL X T,
a. LDAP ZER L2355 13. EHEHINTULWARWVWR X1 > % LDAP ICBEIRT B3 =HICHERIBREZIETEL

o

9,

Ja4—JLK 1B1E

RXA 2% KX+ > DNetBIOSEZEZIEEL £95

K X ~FQDN FQDN Z#8ELT. BRIV v I L% T,

KXY bO—5DIP7RLR K X+ > DFQDN% SnapCenter ServerH' 5 fi#iR
TEARWES. RXq> > bO—5DIP7RL
21D EEELE T,

FHICDOVWTIE. UTZSRLTIEL,
"GUINSBEEETNTULWAWVLWRXTI YD RXA> ]
> hO—ZIPZEMTS",
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