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B—7 7 )L SnapRestore (3. XD & 5 HIRRT SAN BIETRITEINE T,

* [Complete Resourceld 7 3 > DAHIERINTWVRIHS

* SnapMirror £7z1& SnapVault th> AV A ML= 5Ny O 7y FZ2FERL. * Complete Resource *
F72arEERLIGE

SnapCenter Plug-in for IBM DB2®D 1 > X k — )L D %{js

SnapCenter Plug-in for IBM DB20D-f > X b—)LT7—2 70—

IBM DB27 — A2 R— X %= {RET 335 51d. SnapCenter Plug-in for IBMDB2%Z 1 > X k—
IWLTEY N7y TITBRIRENHD £,

| Lag in to the SnapCenter Server using a web browser.

v

| Idenitify storage types supported, |

v

Review installation prerequisites and
install plug-in package for Linux or Windaws.

v

Set up credentials.

v

Install and configure the plug-ins

v

Add databases and assign them to users.

v

Configure and enable CA Certificate.
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R X k% 3EN L TPlug-in Package for Windows. Linux. AIXZ 1 > X k=)L 9378
OENEE St

RAMZEMLTTZ9A N T =24 A M—=ILTBRIIIC. IRTOEHFZRE
LTHELBEILRDHD £9, SnapCenter Plug-in for IBM DB2{&. Windows. Linux. AIX®D
FRIETHR—FENTVET,

cJava MERAMIAYVAS=)ILLTHELRERHD T,
@ IBM Java I Windows 3 & TF Linux 7R X k TldHH— F SN TOEE Ae

* WindowsD35&. Plug-in Creatortt —E X I&Windows1—1 lLocalSystem] %f#f L TETT3HEN
HODET, THUE. Plug-infor BMDB2AR XA VEBEL L TA YA M—ILETNTVWRHEDT 7+l
hDEIETY,

* Windows' RZA MZF S T4V ZA VA M=ILTREEIC. HAHAAATHRWVWILT OOV ILZIEELIES
RA—HHRO—HINT—0FIL—FICBLTWVWBIHEEIE. RXMDUACZEMNICTZIHNELHD
9 SnapCenter Plug-in for Microsoft Windowsl&. Windows7RX MMZIBMDB27 S5 41 > % EHALTT 7
FILETEATNZET,

* SnapCentertt —/\H'Plug-in for IBM DB27K X kD8145R— F £TolE D AR LR—MIT7 I X TE 24
ERHDET,

Windows7Kk X ~

* O—AHILEEEPrivilegesEIF DR XA > A—Hr UE—FRIAMIWTZ20—-A/ILOT A VHERNRE
T,

* Plug-in for IBM DB2%Z Windows’R X ~Z1 > X b—)LF % &. SnapCenter Plug-in for Microsoft Windows
HEENICA YA M=ILENET,

* rootL1—H £ 7=ldroot AN D I —H I L T/INRT— RR—XADSSHEFEF ZBMC L TEKHBELH D X
ER

* Java 11ZWindows R X MZA YA R—=ILL THELRBERHD £,

"WindowsFHJAVAZ &0 > O — R"

Linux’R X b EAIXTRX +

* root1—H F7=lFroot AN D I —HFICH L T/INRT— RR—XDSSHIFEH Z BN L TEKHBERHD F
ER

* Java 1M %ZLinux KA MCA YR E=ILLTHELSRERHD £,
"LinuxFJAVAZ Ao >O— K"
"AIXFJAVAE A > O— R

* Linux’ R X k TIBM DB27 —42Z~R—XX%R1TL TLW3IHE(IE. Plug-in for IBM DB2D - > X k— )L
IZSnapCenter Plug-in for UNIXD'\BEIHNICA > A b—=ILENF T,

*TSTAVDAVZA=IUCIE. T4 DS T)LE LT bash *HNBETT,

11


http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
https://developer.ibm.com/languages/java/semeru-runtimes/downloads/?license=IBM
https://developer.ibm.com/languages/java/semeru-runtimes/downloads/?license=IBM
https://developer.ibm.com/languages/java/semeru-runtimes/downloads/?license=IBM
https://developer.ibm.com/languages/java/semeru-runtimes/downloads/?license=IBM
https://developer.ibm.com/languages/java/semeru-runtimes/downloads/?license=IBM
https://developer.ibm.com/languages/java/semeru-runtimes/downloads/?license=IBM
https://developer.ibm.com/languages/java/semeru-runtimes/downloads/?license=IBM
https://developer.ibm.com/languages/java/semeru-runtimes/downloads/?license=IBM
https://developer.ibm.com/languages/java/semeru-runtimes/downloads/?license=IBM
https://developer.ibm.com/languages/java/semeru-runtimes/downloads/?license=IBM
https://developer.ibm.com/languages/java/semeru-runtimes/downloads/?license=IBM
https://developer.ibm.com/languages/java/semeru-runtimes/downloads/?license=IBM
https://developer.ibm.com/languages/java/semeru-runtimes/downloads/?license=IBM
https://developer.ibm.com/languages/java/semeru-runtimes/downloads/?license=IBM
https://developer.ibm.com/languages/java/semeru-runtimes/downloads/?license=IBM
https://developer.ibm.com/languages/java/semeru-runtimes/downloads/?license=IBM
https://developer.ibm.com/languages/java/semeru-runtimes/downloads/?license=IBM

mEa<v >R

SnapCenter Plug-in for BM DB2 TN > FZERTISICIE. £DIAXY R
% allowed_commands.config_filelCE& 3 HEBHRH D £,

* Windows™ R X kDT 7 # )L kDIFFT : C & \Program NetApp SnapCenter SnapCenter Plug-in
Creator\etc\allowed_commands.config

* Linux™ "X DT 7 %)L b DIFFR ¢ /opt/linux/scc/etc/allowed _commands.config NetApp SnapCenter

T304V ERANTEMAOY Y RZFFRI T 5I1CI1E. IT7 1 X Topen_allowed_commands.config_fileZz 157 L
F9. FAXYRIFR & DITICANTLEF T AXFUNIXFIIESNFEA. TREM/NIHEZEEL.
INRBICAR—=ZADEFEFNTWVWRIBEIEE AR () TEHAEI,

fl

<Y > F:mount

Y >k D umount

ONX > K "C . \Program Files\NetApp\SnapCreator commands\sdcli.exe"

OX > K myscript.bat

_allowed_commands.config_file M ZEE L ARWEES. AV RFLIER IV 7 MOETIETOv I 3N XD
IZ>—C7—2o70-HDKELFT,

"[/mnt/mount-a] DETIFFHFAI TN TVWE R A, TTTAVRIAMDT 74 %sICAT REEBMLTHFAIL
F9, "

ARV RFHIERZ U T A _allowed_commands.config ICEELARWVSEE. OXY REFRIFRIUTROR
FIF7OvoSh, ROIS—TCT7—270—-HKBLET,

"[/mnt/mount-a] DERITIFFFRAI TN TVWE LA, TITAVRAMD T 74N %sICOATY > RZEMLTEHFAIL
F9. "

(D FALEA—FIVRY () 2EALTIATOARY FEFTLANTI LT

Linux7R X k Droot AN D 1 —H (X9 B sudo Privileges DR E

SnapCenter Tld. rootld$d 21— H'SnapCenter Plug-ins Package for Linuxz 1 > X —=J)ILLTTF ST 1>
TOLRZMIETEF T, 753710070 Zr0otANDENRI—HE LTERITLET . BHRONRICT
T ATEDB LS ICrootAND I —1|Zsudo PrivilegesZFRE T Z2HENH D £7,

c RERHD *
* sudo/N\—<0 3 >1.8.7LU0%

* umaskH'0027DIZE L. Java7 2 IIA EZFDHRDIRTD I 7AILDT U1 AFFRIH555TH D Z & =
BLET, ES5LRVWE, TSTAVDA VR M=ILDBERBTZZEAHD ET,

‘rootL,(’S'*CD:L FIZDWTIE. root AN D I —HFDE&FIE A—HF DT I —THE L TH 3 e xmERL
{I2E

-mw$w$m;mmjw%ﬁ$LT\th—yﬁﬁ:—H?»quAMNwamsmzﬁaBJU
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MACs HMAC-sha2-512 Z8&&E L £9,
W7 71 ILOFEFHEICsshd —EXRZBEEL £,
f

#Port 22

#AddressFamily any

#ListenAddress 0.0.0.0

#ListenAddress

#Legacy changes

#KexAlgorithms diffie-hellman-groupl-shal
#Ciphers aesl28-cbc

#The default requires explicit activation of protocol
Protocol 2
HostKey/etc/ssh/ssh host rsa key

MACs hmac-sha2-256

C ZDARARIICDODWVWT *
RDINZIICTVERATEB LS ICroot AN D 1 —H|CsudotEfRZHRETRAMERHD FT,

* /homel/linux_userl//.sc_netapp / snapcenter_linux_host_plugin.bin
 /custom_location /NetApp/snapcenter/spl/installation/plugins/uninstall

 /custom_location /NetApp/snapcenter/spl/bin/spl

* FliE
1. SnapCenter Plug-ins Package for Linux%z - > X k—JL 9 BLinux KX MMZOT 1>V LE T,
2. visudo Linux2—7 1 ') 7 =R L T. /etc/sudoers 7 7 1 JLIZRDITEEBML £ 95
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Cmnd Alias HPPLCMD = sha224:checksum value== /home/

LINUX USER/.sc_netapp/snapcenter linux host plugin.bin,
/opt/NetApp/snapcenter/spl/installation/plugins/uninstall,
/opt/NetApp/snapcenter/spl/bin/spl,
/opt/NetApp/snapcenter/scc/bin/scc

Cmnd Alias PRECHECKCMD = sha224:checksum value== /home/
LINUX USER/.sc_netapp/Linux Prechecks.sh

Cmnd Alias CONFIGCHECKCMD = sha224:checksum value==
/opt/NetApp/snapcenter/spl/plugins/scu/scucore/configurationcheck/Con
fig Check.sh

Cmnd Alias SCCMD = sha224:checksum value==
/opt/NetApp/snapcenter/spl/bin/sc_command executor

Cmnd Alias SCCCMDEXECUTOR =checksum value==
/opt/NetApp/snapcenter/scc/bin/sccCommandExecutor

LINUX USER ALL=(ALL) NOPASSWD:SETENV: HPPLCMD, PRECHECKCMD,
CONFIGCHECKCMD, SCCCMDEXECUTOR, SCCMD

Defaults: LINUX USER env_keep += "IATEMPDIR"

Defaults: LINUX USER env_keep += "JAVA HOME"

Defaults: LINUX USER !visiblepw

Defaults: LINUX USER !requiretty

@ RACtE Y b7y 7ZRITLTVBIHEIF. MOFFAIThTVEIR Y FELED
IC. fetc/sudoers 7 7 A JLICRD & SISEBAMIL £9 - /RAC/bin/olsnodes'<crs_home>

_crs_home_fileDfE&IZL. /etc/oracle/olr.loc_file M SEIETE XY,
_linux_user_l&. 1ERY L 7zroot AN D I —H DABI T,
_checksum_value_|&. *XDIFFRIC# B* sc_unix_plugins_checksum.txt *7 7 1 L SEVETE £ T,

* C : \ProgramData\NetApp\SnapCenter\Package Repository\SC_UNIX_plugins _checksum.txt SnapCenter
Serverh*'Windows™ R X M A VX b—=ILETNTWVWBIHE,

* _Jopt/NetApp/snapcenter/SnapManagerWeb/Repository/sc _ unix_plugins_checksum.txt _ SnapCentert}
—N\—=DLinuxXRZA MIA YR b=ILENTWVRE5EE,

(D) cofis BEOF—SEFERTBLOOBRL L TOBEALT LS,

AIX7R Xk DrootAHND 1 —H(ZXF 9 S sudo Privileges D& E

SnapCenter 4.4 & TlE. rootdNdD 21— H'SnapCenter Plug-ins Package for AIXz 1 > X b—I)LLTFZ
JAV 7O R%ZMBTEEY, 7571 >7Ot R ErootAADENRI—HFE LTERITLET, EHDO/N
2T IV ATES &S ICrootAND 1 —H(Zsudo PrivilegesZ RE T Z2HEHLH D £9,

c RBHHD *
* sudo/N—<0 3 1.8 7%
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* umaskH0027DIBEIE. JavaT # LB EZDFDITARTD I 7AILD T I AFFaIN555TH D Z & = HE
BLET, T5LRVE. TSTAMYDA VR MN=ILDBERTZZeAHD T,

* Jetc/ssh/sshd_config_file Z#REL T. X vt —F888 30— R 77)LT 1) XL MACs HMAC-sha2-256 & &K U
MACs HMAC-sha2-512 #&E L £ 9

7 71 )L DOEFHEICsshd—E X = BEEL £,
i :

#Port 22

#AddressFamily any

#ListenAddress 0.0.0.0

#ListenAddress

#Legacy changes

#KexAlgorithms diffie-hellman-groupl-shal
#Ciphers aesl28-cbc

#The default requires explicit activation of protocol
Protocol 2
HostKey/etc/ssh/ssh host rsa key

MACs hmac-sha2-256

* ZDRRAVICDWVWT *
KRDOINZNCTIVERATEB LS ICroot AN DI —H |ZsudotEf R = B_ETAMERHD FT,

* /home/aix_user//.sc_netapp /snapcenter aix_host_plugin.bsx

* /custom_location /NetApp/snapcenter/spl/installation/plugins/uninstall

* /custom_location /NetApp/snapcenter/spl/bin/spl

* FE~
1. SnapCenter Plug-ins Package for AIX%x 1 > X b — )L BAIXKRA MOV LET,
2. visudo LinuxA—7« ) 71 ZERA L T, /etc/sudoers 7 7 1 JLICRDITEBIML £7
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Cmnd Alias HPPACMD = sha224:checksum value== /home/

AIX USER/.sc_netapp/snapcenter aix host plugin.bsx,
/opt/NetApp/snapcenter/spl/installation/plugins/uninstall,
/opt/NetApp/snapcenter/spl/bin/spl

Cmnd Alias PRECHECKCMD = sha224:checksum value== /home/
AIX USER/.sc netapp/AIX Prechecks.sh

Cmnd Alias CONFIGCHECKCMD = shaZ224:checksum value==
/opt/NetApp/snapcenter/spl/plugins/scu/scucore/configurationcheck/Con
fig Check.sh

Cmnd Alias SCCMD = shaZ224:checksum value==
/opt/NetApp/snapcenter/spl/bin/sc_command executor

AIX USER ALL=(ALL) NOPASSWD:SETENV: HPPACMD, PRECHECKCMD,
CONFIGCHECKCMD, SCCMD

Defaults: LINUX USER env_keep += "IATEMPDIR"

Defaults: LINUX USER env_keep += "JAVA HOME"

Defaults: AIX USER !visiblepw

Defaults: AIX USER !requiretty

@ RACtw 7y 7ZETLTWVWBRIHEIE. MOFFAIENTVWE IRV REED
IC. /etc/sudoers 7 7 1 JLICRD K SITEBAIL £, /RAC/bin/olsnodes'<crs_home>

_crs_home_fileDfE&IZL. /etc/oracle/olr.loc_file M SEETE XY,
_aix_user & . ER L7z root UAD 1 —HDEEI T,
_checksum_value_|&. *XDIFFRIC# %* sc_unix_plugins_checksum.txt *7 7 1 L SEETE £ T,

* C : \ProgramData\NetApp\SnapCenter\Package Repository\SC_UNIX_plugins_checksum.txt SnapCenter
Serverh'Windows™ R X ~M A VX b—=ILETNTWVWBIHE,

* _Jopt/NetApp/snapcenter/SnapManagerWeb/Repository/sc _ unix_plugins_checksum.txt _ SnapCentert}
—N\—=DLinuxXRZA MIA YR b=ILENTWVE5EE,

(D) cofis BREOF—SEFERTBLOOBRL L TOBEAL T LS,

SnapCenter Plug-ins Package for WindowsZz 1 > X b—JL§ 3 RX FDEMH

SnapCenter Plug-ins Package for WindowsZz 1 > X b —J)L 9 381IC. BEAMWARI M
ATLDAR—RBH AV BH BB L TEHELRHD FT,

B ClLs
ARL—=FTa VI XT L Microsoft Windows

HR—FINTVWBN—T 3 VICET 2 RFTIERIC
DWTIE. "NetApp Interoperability Matrix Tool" o
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https://imt.netapp.com/imt/imt.jsp?components=180321;180339;&solution=1257&isHWU&src=IMT

I5H B
KRR b EDSnapCenter” > 7 1 >~ D &/\RAM 1GB

KA~ E®DSnapCenter7> 51 >D1A1 >R =)L 5SGB
A7 DR/NZAR—ZR

THDHRT 4RI AR—IZEDY
T. logs7 #IIAICE B AR L—T0H
BEEXERITINBELNHDFT, BB
C) BOTAR—RIE. FREFTROI>T
4 T 1 D T —RIRENIBDIEE |
SO TERDET, +9HBT1RIR
R=2ZAHD7BWVFE. HOERTL ANIE
OOJIXMERINEE A

BRI NI TN T—2 * ASP.NET Core Runtime 8.0.12 (B LU ZFNLUE

DFARTMDS8.0.x/\vF) Hosting Bundle
* PowerShell Core 7.4.2

* Java 11 Oracle Java$ & T*OpenJDK

Ho NETEED SIS a—T4 >R &5
BLTLLETWL, 12—y MIEHEINTLR
UWEREIS X7 LA TlE. SnapCenter D7y 74 L —
RELIFAIVAM=ILDKBLET, "

SnapCenter Plug-ins Package for Linuxz 1 > X b—J)L§ 3K X FDEH

SnapCenter Plug-ins Package for Linuxz 1 > X k=)L § 381, BEAMNBERI NS T
LDAR=REY APV ITDEGZBB L TEBENDHD FT,

(=] E2
ARL—FT4 VI RT A + Red Hat Enterprise Linux

* SUSE Linux Enterprise Server (SLES)

PR—bINTWVWEIN— 3 VICET 2 &H1ER
lcDWTIE. "NetApp Interoperability Matrix Tool"

o

KRR~ EDSnapCenter” >4 1 > BD&/\RAM 1GB
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> Scert = “a909502dd82ae41433e6f83886b00d4277a32a7b”

> Sguid = [guid]::NewGuid () .ToString ("B")
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keytool -keypasswd -alias "alias name in CA cert" -keystore

keystore.jks
. CA FEAEDI A U7 REHRL. AR—ZEEIFHXF (T =
1+ 1) HEENTVIEEIF. TAUTRBEEMARFICEBELET,

keytool -changealias -alias "long alias name" -destalias "simple alias"

-keystore keystore.jks
. agent.properties7 7 ILDCARIBEN ST A 7 REZHELF T,

C DfE%SCC_CERTIFICATE_ALIASF —IC L TEH L X9,
8. CABLX— RT7%ZTSTA4Y FSA M AMTICHRELIH. Y—EXZEBE#HLET,

T304V DFRERM) X~ (CRL) =Y %

RV DABE
* SnapCenter 75741 V. FaIBRINTTA LI MJRDCRL 7 71 IILEREKELE T,

* SnapCenter 7214 >DCRL 7 7AMILDFTT7HILE Ta LT RV
I&. Topt/NetApp/snapcenter/sccletc/crll T,

=2}
1. crl_pathF—(Z%F L T. agent.properties 7 7 1 ILDT 7 A I bT A LI M) ZEBESLUEHTEET,

COT4 LT RIICIE BBOCRLY 7ML ZERETE XY, REAREIF. FCRLISH L TRIESNE
ER:

Windows7 X _EdDSnapCenter IBM DB2 Plug-instt — £ X FHDCASEFFZE DR E

AVAM=IENTETPRIVEERE R T 71 719 3IC1E. SnapCenter 7551 >
H—EXREZFBELT. 759142 F—X NP EDMBEDONIT—RZEIEL. CA
SFERZEEEH L. 751> FSAMIAMTICIL— NERRE £ /3P RESEERE % 18
L. 75942 FSRAMARTICCAZBRT— RT7ZEBRTI2BELNHD £,

T304 IE BEIANTEF—XMT7DEA L LT C:\Program Files\NetApp\SnapCenter\Snapcenter
Plug-in Creator\etc |\Zd % 7 7 - )L keystore jks ZfEFR L £,

TS0A4F—RANTDINRAT—REFERPDCAZBLF—RTDIA)T7X=2EERT S

FI@
1. IS4 T—x0 0 7ONTa T7AUMDSETSTA4Y F—IANTOTFT T AL XXAT—REZE
BTEEY,

key keystore.pass_ (XI5 T B1ETY,

2. F—Z+TONRT—RZZEBLET,

32



keytool -storepasswd -keystore keystore.JKS

@ Windows <X > R 7O 7 R T Tkeytooly AT Y RARBEINABWVEEIE. keytool I >
REFRESBRNIICEZIBRIET,

C  \Program Files\Java\<JDK_version >\bin\keytool .exe "-storepasswd -keystore keystore.JKS

3 F—XMTHOMEEIFIDIRTOIAITRADINAT—RE, F—X T EREILCNRT—RIZE
BELEI,

keytool -keypasswd -alias "alias_name_in_cert" -keystore keystore.JKS
agent.properties 7 7 1 LIRD F — keystore.pass ICXF L THRELF—%FBFHL £,

4 NZ2T—REZELES. Y—EXRZzBEEFHLFT,

C) TS530140 F—=AMTPONAT—RE, BBEF—ICEAEMITENTEIRTOIA )TN
27— RIZEILTHRINERHD FT,
JL— NEEBAE £ /- IZRREIAE R TS5 1 VEEA M TICHRET B

BEANTZTST74>33IC1E. MEBEF—QLTIL— MEBEXIFPRRASZ BRI 2H4ENHD F
ER

FIE

1. 7504 0F =X M THRERINETNTLWS 7 +JL4_C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-
in Creator\etc_IC## L 9,

2. Tkeystore.ks) 7 71 ILZHRLE T,
3 F—XMTIEBMEINTEIREE—EBERTLET,

keytool -list -v ¥ — X k77 .JKS
4. )L— MEERAZE F 7o I3RREEERAZE ZEBML F 9,
keytool -import-trustcacerts -alias myRootCA -file/root/USERTrustRSA_Root.cer -keystore keystore.JKS

5. JL— NEERE o3 RSAERAM R T 5 4 1 VEBR R T KREL L. Y—EXEBEBLET.
(D I~ FCATBEOB L ICHHCAEREEEM T 3RELBD £ T

CAZLFT—RTETZITAVEEALTICHRET S
CABRAFT—RT7ETSITAEEIANTVICRETZIHNELHD £7,

FIE

1. 75094 0F =X M THRERIMETNTLWS 7 #J)L4_C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-
in Creator\etc_IC#& L £ 9,

2. file_keystore.JKS_</Z1> %#3EL £ 9

33



3 F—XMTITEBMEINEEZ—EBRRLET,
keytool -list -v #— X b7 .JKS
4. WERC NRBOMAHDERE SNI-CAFIRAZ ZEBML £7,

keytool -importkeystore -srckeystore.root/ snapcenter.ssl.test.netapp.com.pfx -srcstoretype pkcs12
-destkeystore keystore.JKS -deststoretype JKS

S. F—XMTICEMEINTEEREE—EBERTLE T,
keytool -list -v ¥ — X b 77 .JKS

6. F—X FFICEMEINTHFHLWVWCATERZICHRIGT BRI ) 7 ALF—I M TICEENTUVD C & ZHER
LET,

7. CASEEREICEM LIcMBRDONZAT—RZ2F—IA S TONRT—RIZEELFT,

TI7AIWNNDTST4Y F—X 7 INZAT—RIE. agent.properties 7 7 1 JLDF — KEYSTORE_PASS
DIETY,

keytool -keypasswd -alias "alias_name_in_ca_cert" -keystore keystore.JKS _
8. agent.properties 7 7 1 )LD CAFERAENS T AU 7 RE%ZREL £,
C DfE%ZSCC_CERTIFICATE_ALIASF —Icx L TEH L £,

9. CAZLX—RT7ETSTA4Y FSRAM AMTICHELIH. U —EXE=BREL T,

SnapCenter 757 1 > DFEAELM) X b (CRL) %187 3

BT DRBE

* BE T BCAMIRREDRFIOCRLT 7ML EA DY O—R$3ICIE. 2B L T £ EL) "SnapCenter CA
DIEEHEUDDIEEHEQE)JJ )2~ 7 {)L%Efﬁa—éﬁli o

* SnapCenter 7514 V. FaCEBRINTTA LI MJRDCRL 7 71 ILEREKLET,

* SnapCenter 754D CRL 7 7AILDT T ALk T4 LT U 'C:\Program
Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\ etc\crl' T9 o

FlE
1. agent.properties 77 A ILDT 7 AL bTa LI M) %, £—crl_path ICF L TEESLUVEFHTEE

o

2. 2OTa4L I RIICIE. BROCRLT 7 IILEZRETE XTI,

RASEEBAEIF. BCRLICH L TIREEENE T,

TS5 L CCASEERZ 2 BMICT 3

CASERRZZ5&E L. SnapCentertf —/\NEXId 2 TS5 1 /R X MMZCASERBEZEA
FTRIMELRHDET, 755714 DCASIFHEDKREZEMICTIHNELHD £,

34


https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate

R Y BHIIC
* CANIFEZE B ELITEMICT BITIE. run_Set-SmCertificateSetting_cmdlet Z{FHL £ 9,

DT DIBEERT—R XIE. Get-SmCertificateSettings ZERA L TRRTET X,
OV RLY R TEATEZNTIX—FREZDOHAICDOWVTIE. RUN_Get-Help AY > K NAME #R17L T

BRETEET, Tk, #8BTR3HTIFE 9 "SnapCenter VI b 7IYXYRLYy R T 7L V2R
HA K"

F&E

1. ERIDFESF =23 o RA 2T *Hosts* (KX L) #OUvoLET,

2. [Hosts] XR—YT. [*Managed Hosts] Z2 ') w2 L%,

B TFSTA VKRR M EADEIFEFERLE T,

4 [* 20D A T ar* 1200w I LET,

S. [FEFRZE DRI ZBMICT B | ZBIRL F75
e
[BEXNREZMEZTORZ MIFERENRRIN. BREDEIESnapCentertt — /N F 554 VKRR M
DDA T—RRZRLET,

o * L *F. CASERAZENERMICH > TEDST. ST VERIAMIDE DY TSNATLWAWS EZRLE
ER

* g . CAEERAED ERICKREEChcC 2R L ET,
* @3, CAALRREZREECE AN o cl 2R L E T,
* g . EEBRERIGTE AL oL ERLET,

()  zF—2arBEFEEROBEIR. F-2RELEFERICRT LTLET,

T — H{RE D %A
SnapCenter Plug-in for IBM DB2% 9 % 7= DHIREMG

SnapCenter Plug-in for IBM DB2%Z £ 9 % Ailc. SnapCentergIE&E H'SnapCenterty —
NZzA 2V ZAM=)LLTEREL. AERHCHBEI XAV ZRTITI2RERHD X,

* SnapCentertf —/\%Z 1 VX b—JLLTHREL X,
* SnapCentertf—N\|COJ 1> L9,

c MBICIGL T, RNL=JY XFTLESRZEBML. 2L T2 vILZER L TSnapCenteriRiE%# 5%E L £
ER

* Linux’k X b £7=ldWindows’ KR X ~iZJava 1Mz > A R—ILL X9,
JavaD /X R iF. KA BRIV DBEBNIZEHTHRET DIHNENHD 9,

c Nw O Ty TL )= 3 R EREEIE. SnapMirrorE SnapVaultzty 7 v 7L E T,

35


https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html

IBM DB2DREICHITDIY - UY—=XTIL—TF. RIS —DOFERAE

SnapCenter ZfEA 9 281lc. R1TI3/N\v o7y oO0-ZVTJ, BLVVIARTD
LIBICREEST 2 EANLGIESZIER L THECERIBET, T, I FLNE
DIY—=R, WY=RI)IN—TF. BLUVR)—HERELFET,

Y —XrlE. BEIESnapCenterTNy o7y TEkldoO—=>793IBMDB27T—4Z~RX—X T,
* SnapCenterl) Y —XJI)L—FlF. RAMEDUY—XDEFEFD TY,

Y —=RJN—=FICH L TAIBZERITTD L. VY —RTIN—FIBELRT D a—ILICE->T, VY
—RTN—=TICERZINTVWB VY =R L TZOMIBAERITEINE T,

B—p)Y—FLIFIVY—RIN—T2F 2 TIVRTNY I Ty TITEET, BE—DIVY—-IBLY
Y =RTN=FICH L TRT D a—ILENINY I Ty T2RITIBELHTEET,

CRUS—E Ny Ty THE. LTVTr—>ay. R9UT M BLUT—2RELIED £ OMORE
ZHEELFT,

VY —=RTIN—T=ZERT B EEIC. EDTIN—TDRI) D —Z1DULERLET, E—DYV—XIC
WNLTHYTIRYRTNY I Ty TZ2RITIBHEICH. RUS—ZBRTETE I,

)Y =TI —TFlF. RETINRERETZIX1IVY (HE) Z2ERBITDDDCEZTLETV, RUD
—lF. REFEETEERETDDDEEZTLIETV, TLEXIE. TRTODT—ER=RENYVITVvITITIHE
IE. RARDITARTOTF—EAR—RZEZL )Y —RTIN—T%EHLF T, TDOHEIC. BRAR > — IR
KRS —D22DRI)—%D)Y =TI —FITEATEEXES, VY —XTIN—TZ2EHLTR)>—%E
BY3KIC. ZINYIT7yTaBHETIBZELESICUY —RTIL—TZ2RETETET,

IBMDB2 )Y —XD/\w o7 v

IBMDB2!)Y — XD\ I 7 v

)Y =R (T—ER—=X) FLIEIVY—=RTIN—=TDODNvIT7 v TEERTETET, I\
WOy TDT—0 70—l ETE. Nv I TV TTB3T—ZR—IADEFE. \v7

Ty TRIS—DEE, VY —XTI—TDERER) > —DEA. NvI7 v TDE
&\LEQ R EENE T,

KDOT—o 70— Nv o7y TUBOERTIEFZRLTWED,

36



Define a backup strategy. SEDCETEETS ETHE

!

Determine whether the resources
are available for backup.

I

If needed, add resources.

!

Create a backup policy.

I

If you have multiple resources,
create a resource group, attach pollicies,
and create an optional schedule.

I

Back up the resource or resource group.

I

Monitor the backup operation.

!

View related backups and clones
in Topology page.
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FALT. SMTPH—NDOFEHZIEEL TEBENHD FT,

BEZHEEL. [TT71Z27)vILET,



IBM DB2FHDPowerShell Y>> RLw b EFEHRALT. ANL—=SO X T LEREILT
Uy ILEERKT B

PowerShell A% > KL v hZEALTIBMDB2T —4X—XzN\v o7y UX b
7. ¥y O—=>493ICIE. Storage Virtual Machine (SVM) #E&ic 7L T
YILZVER T BN ELHD £,
e d S8l

* PowerShell ¥ RLw hERTTEFBLSICPowerSheliBE# Eg L THE K MELRHD T,

* AL —EEEERT BICIE. Infrastructure AdminO— JLICKRE LR IERENNRETT,

C TSTAVDA VA R=IHETHRTRVWC CZERL T T,

KR« TSI VDAY b —IE A L= + SR F LBEOBIMREET LAV T LR

feFrvyladEHINT ' T—ER—X « XT7—4R XY SnapCenter GUI ICZRREINBDBEDH D £
FTINUI' NI 7y TICIIMERTETEEATIE NetApp A ML —DICIXERATET X EA

C AML—=UPRTLAIE—ETHIMNELHD £,
SnapCenter Tld. BH2 VS AFICALEZDA ML =S AT LEEREBETZ I R—FTh

TWFEHA. SnapCenter THR—FENBZX ML= AT LICKE. ENEN—RO&FIELUVT—X
LIFDIP 7 RLRAZEDETE2HENRHD FT,

FiE
1. [SnapCenterPS]*% & 1) v &7 L TPowerShell CoreZ 281 L £ 9,

2. Add-SmStorageConnection Y > FLw rEFHALT. A L= A7 LADOHFH L WERZER L £
ERS

PS C:\> Add-SmStorageConnection -StorageType DataOntap -Type DataOntap
-OntapStorage ‘scsnfssvm’ -Protocol Https -Timeout 60
3. Add-SmCredential AY > RL v bZFERLT. FILWIL T vILZERL X T,

KIZ. WindowsZ L 57> v IL%Z{ER L TFinanceAdminE WS EZFTIDFHLWI LT vILEERT 3
FlERLED,

PS C:\> Add-SmCredential -Name 'FinanceAdmin' -Type Linux
-AuthenticationType PasswordBased -Credential db2hostuser
-EnableSudoPrevileges: S$true

4. |BM DB2:&1E7R X k% SnapCentertf—/NIZEBIML £9,

LinuxMi5& :
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PS C:\> Add-SmHost -HostType Linux —-HostName '10.232.204.61"
-CredentialName 'defaultcreds'

Windows DS :

PS C:\> Add-SmHost -HostType Windows -HostName '10.232.204.61"
-CredentialName 'defaultcreds'
3. /\w/r—< ¥ SnapCenter Plug-in for IBM DB2Z 7RX MMZA VX M—=JLLE T,

LinuxMi5& :

PS C:\> Install-SmHostPackage -HostNames '10.232.204.61' -PluginCodes
DB2

Windows DS :

PS C:\> Install-SmHostPackage -HostNames '10.232.204.61' -PluginCodes
DB2, SCW

6. SQLLIBAD/NZAZHREL F 7

Windows D&, DB27 54 1 VIESQLLIBT # LA DT 7 #J)L ~/YX TC : \Program
Files\IBM\SQLLIB\bin] %=fFEL £9,

T7#IWNEDNRZ LEETTRHEEIE ROAT Y F2ERLET,

PS C:\> Set-SmConfigSettings -Plugin -HostName '10.232.204.61"
-PluginCode DB2 -configSettings
@{"DB2_SQLLIB_CMD"="<Custom_path>\IBM\SQLLIB\BIN"}

OV RLY R TEATEZNTIX—FZEZFOHAICDOWVTIE. RUN_Get-Help AY > K NAME #R17L T
BRBTIET, . 8B IBZHTEFET "SnapCenter VI b 7IAXVRLY R T 7LV
AR

DB27T —ANR—XDN\NY I T7 v

T—RAR—RENY I TV TIBLEIE. SnapCentertf —/NE DIFFHEHEIIL. Y —
ZDEM. RU—DEBM. Ny I Ty TSIV —=XFTIN—TFDERZITV. Ny T T
TEERITLET,

BHtR 9 B HIIC
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Ny ITYTRIO—ZER L TEBEDRHD T,

AR RFL—=22D SnapMirror @R H BV —RENY I 7Y FTdi55. ANL—2a—1
ICBID Y TSN ONTAP O—JLICIE T T 'SnapMirro all' 1 H#ERZEDZHBENHD FY, el T
vsadmin | O—/LZERALTWVWSIHE. [ 'SnapMirro all | 1ERIIHNEDH D £t A

* Snapshot AE—R—ZXDN\Y I 7y TEBOBEIE. IRTDTFHFY FT—ER=ZADBENTT7IT47
THDZHERLTLLIEEL,

* fkiE. Snapshot. &KX PKRIEERFROMIBARITITA SV IATY REARA AT Y ROBEIF. ZHT53
IR TSTAVRAMDAR Y RUZA N TRONIDSFERATEZINE SHERERT Z2HBENHD F
ERR

> Windows R X D7 7 %)L kDIFFR : C : \Program NetApp SnapCenter SnapCenter Plug-in
Creator\etc\allowed_commands.config

° LinuxZ R X F DT 7 # )L N DIFFR : Joptlinux/scc/etc/allowed _commands.config NetApp SnapCenter

(D) IRVEPARYRURMHEELAVEA, LBZEKMLET,
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SnapCenter Ul
FIig

1L EROFETF—2 3 RAVT MUY= ZBRL. UMD SBEYRTSTA 0 2BIRLE
ER

2. )Y —R=IT, DY —RBZAFIZEDVWT View] ROy TH TV DEDNY —R%ET 1 ILR
V2T LED,

ZEIR LG TARREVY A TEERLTUY —RZ2TAIILAVVTLET, TOH. %
BIRLTIANARIVERALZCCHTTEHT iy o

3 NYITvTTBIY—REFERLET,

4. [Resource]’R— T. *[Use custom name format for Snapshot copy]*% 23R L. Snapshot&IZER T
BHRARLOBEERZANILET,

7= ZIE. _customText_policy hostname_or_resource_hostname_hostname 1 T3, 7 7=/~
TlE. Snapshot&llX A1 LRA>THEMEINE T,

5. [ 7 —2aVDRE ]| R—I T, ROBIEETVET,
° [Backups"kEI%ZEIRL T, BMDONY I T v TFH T a Vv ERELET,

HEIZSCTESIIN—TDONY 7Ty T2BMMIL. ROIXRIZRTLET,

Z14—ILK 1B1E
r#& 4 )L— FSnapshot] JLIENTT T3 FT SnapshotlllIBNTET § 3 £ TORFEEERZEISTE
FHE T BEEN D B I 3IC1E. *Urgent. Medium . F7zlZ

Relaxed *Z &R L £ 9, Urgent = 5. Medium
= 7#). Relaxed = 20§,

WAFLBEHRZ E3hic 5 WAFLE SR > FxiEd L aWEEIE. A
T EERLE S,

° [Scripts]* DKEN %2R L T, KLk, Snapshot. &KX UKIEEROMNIBD ) AT RERX MO
YR ERITLED,

Ny O Ty TIB%ERT §BRIICPREIN Y RERTIZHTEEFT, TURIUTRER
2R ZX21) 7 k& SnapCenter —/NTERITENF T,

° [Custom Configurations] XEN%Z#EIRL. COVY —REFERATIIRTOC I TIIHNERNX
RLEDRTZ AL ET,

° SnapshotOAE—Y —JL*DKEIZEIRL T SnapshotZz{Emd 3V —ILZERL F 7,

R %
SnapCenter : X kL= LARJLDSnapshotz 7 71 I X7 LDOEEM % L T SnapCenter
YER% *ZERLET,



R (S

SnapCenter TPlug-in for WindowsZ R LT 771X T LOEEEZHMITLIDIRET
T7AIN AT LEZEEEDH ZIRREICLTH SnapCenter Z3EIRL £ 9,
5 SnapshotZ {ERL 9 %

SnapshotZEp{ ¢ 2 AX Y REANTSICIE  [FOM*ERBRL. OYREASAL
TSnapshotZEp L £ 9

—© @ ‘ : s

Name Resources Applcation Settings Poliches Modfication Summary

Backiips =

B Enable consistency group backup

Affesrd tarree 1o wait for Consistency Group Snapgshol aperastion 1o complete
® Urgent
L Medivm
) Retaved
[ Disable WAFL Sync

SCripts

Custom Configurations

&le

Snapshot Copy Tool

&

6. [Policies] R—>T. XDOF|EZRITLE T,

a FOY TR IV DS DUEDRY >—Z2FIRLF T,

C) Iy I LTRSS —%ERT3 b TEEd ¥

DEIRLIERV S —DR7Pa—IZ2RE | I avil. ERLERD S —DH—EBERRINZE
ER

b.
AT a— I EBRETEIRUS—DRTSa—ILOHEFIT*EERLET * .

C. [Add schedules for policy_policy name |44 7OJ KRy X T, A7 a—IIL%Z&KEL. *[OK]*
ZERLET,

_policy_name_I& . F#IRL7RU S —DEEITT,

RESNLRATDa—I)LiE. [BRAINERATSa—IL]FIC—EBRRINET,

~N

BRI R=VD[BFA-IDRE ) FAOYTEIT V)X D5, BEFX—INZXETESFUF
ZERLET,
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Flo. REBULZEBDEX—ILTRLR BLUVEX—ILDHEREEETIHELHD £J. SMT
P (X, * Settings * > * Global Settings * THERE T ZHELBHD £,

8. BIZ=MRL. "I Z&ERLET,
Y= RROSR=IHPRREINE T,

9 BTNy I T Y I ERRLET,
10. Backup (Nw o 7w ) R=IT. XOFIEZETLET,
a Y —RIEBHBOR)—EBEALEBEIE. [*Policy]l ROy A TI>Y « UXMHSE, NvD
Ty ANERTZR)—2ERLET,

FOFIVRNY 7y TRICEIRLIERI S =Ny I Ty TR a— LA EE[ITSNT
WBIBE. VT IVRNY I Ty lF. AT a— L1 FICHEE L-FREREICESVLTR
BINEd,
b. T*Backup* 1 %##EIRL XY,
M. BREOETIRRZERT BICIE. *Monitor*>*Jobs * Zo U w o L% T,

° MetroClustert&p{ Tld. 7 = /LA —/\—%|ZSnapCenter CIRERRERETI ARV EHHD
9,

HMICOVTIE. XEBBLTLIETV, "MetroClusterd® 7 = - LA —/\—%#(ZSnapMirrorBa{%
F7-lESnapVaultBafRE &R TE AL

PowerShell ¥ > KL w k
FIE

1. Open-SmConnection < > KL w b ZFEAL T, IEE LI —HDSnapCentertr —/\ & D#FEHitz v
arvaERBRLED,

PS C:\> Open-SmConnection

A—HLQENAT—ROFOY T EHBRTINE T,
2. Add-SmResources AV KL v b EFEHRALT. FETUY—XZEBMLET,

RIC. IBMDB2A Y X2V X%zEMT 2HZ2RLET,

PS C:\> Add-SmResource -HostName 10.32.212.13 -PluginCode DB2
-ResourceType Instance -ResourceName db2instl -StorageFootPrint
(@{"VolumeName"="windb201 datal0l";"LUNName"="windb201l datall";"Stora
geSystem"="scsnfssvm"}) -MountPoints "D:\"

DB2F7F—4A~R—XADIHFE -
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PS C:\> Add-SmResource -HostName 10.32.212.13 -PluginCode DB2
-ResourceType Database -ResourceName SALESDB -StorageFootPrint
(@{"VolumeName"="windb201 datal0l";"LUNName"="windb201l datall";"Stora

geSystem"="scsnfssvm"}) -MountPoints "D:\" -Instance DB2

3. Add-SmPolicyAY > RLw hEFERALT. Ny o7 v TR —%ERLE T,

4. 1) —R%{RET B H. Add-SmResourceGroupA< > R L k%E{FH L TSnapCenterlZH LW Y
—XTN—TEBMLET,

3. New-SmBackupAVY > RLw b EFHALT. FILWNY I Ty I3 T ZHBLET,

COFIE. VY —RTIN—=T=2NvoT7vTI3HEZRLTVET,

C:\PS> New-SMBackup -ResourceGroupName
'ResourceGroup with Db2 Resources' -Policy db2 policyl

RIC. DB2A YRRV RNV I TV TT30ERmLET,

C:\PS> New-SMBackup -Resources
@{"Host"="10.32.212.13";"Uid"="DB2INST1";"PluginName"="DB2"} -Policy

db2 policy

RIS, DB2T—AR—=ZNv I 7 v T33FZ2RLET,

C:\PS> New-SMBackup —-Resources
@{"Host"="10.32.212.13";"Uid"="DB2INST1\WINARCDB"; "PluginName"="DB2"

} -Policy db2 policy

6. Get-smJobSummaryReport A¥ > KL w rEFEHALT. 3 7DX7—2X (ETH. BT KK
) EBERLEFT,
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PS C:\> Get-SmJobSummaryReport -JobId 467

SmJobId : 467

JobCreatedDateTime

JobStartDateTime : 27-Jun-24 01:40:09
JobEndDateTime : 27-Jun-24 01:41:15
JobDuration : 00:01:06.7013330

JobName : Backup of Resource Group

"SCDB201WIN RAVIR1 OPENLAB NETAPP LOCAL DB2 DB2 WINCIR' with policy
'snapshot-based-db2'

JobDescription

Status : Completed
IsScheduled : False
JobError

JobType : Backup
PolicyName : db2 policy
JobResultData

7. Get-SmBackupReport AY > RLw hEFHALT. VA7 oO—ZVJONEBERTIZNY D
Ty TID. NI Ty FTRIBEDNY I Ty FoaTOFRzERLET,



PS C:\> Get-SmBackupReport -JobId 467

BackedUpObjects : {WINCIR}
FailedObjects : {1}

IsScheduled : False

HasMetadata : False

SmBackupId : 84

SmJobId : 467

StartDateTime : 27-Jun-24 01:40:09
EndDateTime : 27-Jun-24 01:41:15
Duration : 00:01:06.7013330
CreatedDateTime : 27-Jun-24 18:39:45
Status : Completed
ProtectionGroupName : HOSTFQDN DBZ2 DBZ WINCIR
SmProtectionGroupId : 23

PolicyName : db2 policy
SmPolicyId : 13

BackupName : HOSTFQDN DB2 DB2 WINCIR HOST 06-27-
2024 01.40.09.7397

VerificationStatus : NotApplicable
VerificationStatuses

SmJobError

BackupType : SCC_BACKUP
CatalogingStatus : NotApplicable
CatalogingStatuses

ReportDataCreatedDateTime

PluginCode 3 SCC

PluginName : DB2
PluginDisplayName : IBM DB2

JobTypeld

JobHost : HOSTFQDN

OXYRLY FTHERTEZ NI A—REZDFHBICDOWLTIE. RUN_Get-Help <Y > K NAME % 21T
LTEBETEXY, £, 2B8BIZ3cHTEFEY "SnapCenter VI oz 7IAV Y RLy U7
7L Y RHAAL R

V) —=RTIN=TFDNYIT7vF

)Y —RTN—TlF. FAEDIY —XOEED T, UV—RTIN—TFDINYIT
W RIBIE, VY —RTINN—TFICEESNTVWARIARTDI)Y =R L TETEINE

ERS

HIAY B HIIC
cARUY—EFBRHALTUY —RTIL—T%2ER L TELBELHD £,
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PS C:\> Get-SmBackup —-AppObjectId
cn24.sccore.test.com\DB2\db2instl\Library

BackupId BackupName BackupTime
BackupType
1 Payroll Dataset vise-f6 08... 8/4/2015 11:02:32
AM Full Backup
2 Payroll Dataset vise-f6 08... 8/4/2015 11:23:17

AM
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PS C:\> Get-SmBackupReport -FromDateTime "1/29/2015" -ToDateTime

"2/3/2015"

SmBackupId : 113
SmJobId : 2032
StartDateTime : 2/2/2015 6:57:03 AM
EndDateTime : 2/2/2015 6:57:11 AM
Duration : 00:00:07.3060000
CreatedDateTime : 2/2/2015 6:57:23 AM
Status : Completed
ProtectionGroupName : Clone
SmProtectionGroupId : 34
PolicyName : Vault
SmPolicyId : 18
BackupName : Clone SCSPR0019366001 02-02-2015 06.57.08
VerificationStatus : NotVerified
SmBackupId : 114
SmJobId : 2183
StartDateTime : 2/2/2015 1:02:41 PM
EndDateTime : 2/2/2015 1:02:38 PM
Duration : -00:00:03.2300000
CreatedDateTime : 2/2/2015 1:02:53 PM
Status : Completed
ProtectionGroupName : Clone
SmProtectionGroupId : 34
PolicyName : Vault
SmPolicyId : 18
BackupName : Clone SCSPR0019366001 02-02-2015 13.02.45
VerificationStatus : NotVerified

3. Restore-SmBackupdY > RLw hEFBLT. NvIT7vTIhsTF—22UXNT7LET,

AppObjectldix THost\Plugin\UID] T9, UID =<instance_name>|3FEFTHEREH I N7

@ AV RRA R —ZADiHE. UID =<instance_name>\<databse_name>|IBM DB27
—RZAR—2Z1)Y —ZADIFETY, ResourcelDIE. Get-smResourcesAY > KL w kT
BRETEXEY,

Get-smResources -HostName cn24.sccore.test.com -PluginCode DB2

COBE. TSARIVAML—=OD BT —ER—RZYRA T TE3HEZRLTVET,



Restore-SmBackup -PluginCode DB2 -AppObjectId
cn24.sccore.test.com\DB2\db2inst1\DB01 -BackupId 3

COFIE. EAVHIVRAL—=OH5T—ER—Z2URMT7T3HEZRLTVWET,

Restore-SmBackup -PluginCode 'DB2' -AppObjectId
cn24.sccore.test.com\DB2\db2inst1\DB0O1l -BackupId 399 -Confirm:$false
-Archive @( @{"Primary"="<Primary

Vserver>:<PrimaryVolume>"; "Secondary"="<Secondary

Vserver>:<SecondaryVolume>"})

IRV RLyY hTERTERINIX—FEZOFHAICDOVTIE. RUN_Get-Help Y > K NAME %
RITLTBRBTEEI, £, 2BBIZHTEEXT "SnapCenter V7 b 7AT VR L
)T 7PLYRAAARY

BERE SN T —ZR=INy I Ty TDI X7 AN

SnapCenterz T2 . 1DULEDNY I 7y TITHhET7—22)ANT7ELXVU AN
JTEXY,

IR Y B HIIC

C YUY —RFIEIY—RTIN—TENY I T TLTELLRERHD 9,
CDARTETBRNVY—RFLIEVY—RITIN—TFIZXF L TEITHRONY 77y TUIBHRHZ5E1F. Fv>
TILLTELHBELRHBD £,

c YURXLTHI. URNTHE. IOV BLUVT7IURTOYMDFEAR Y REETITIBEIEG. T390 V7K
A NTCERAEROAT YR ZMIOAT Y RDBEETEIHNESHERDINIADSHER T IHNENHD
ER

> Windows R X DT 7 %)L kDIFFR : C : \Program NetApp SnapCenter SnapCenter Plug-in
Creator\etc\allowed commands.config

° LinuxZ R X F DT 7 # )L S DIFFR : Joptlinux/scc/etc/allowed _commands.config NetApp SnapCenter
() U EAARYRURMCEELAVES, MBEEKLET.

22T DRE
s HEIRHINIZU Y —RUZDWVWTIE. SFSRTU X R 7HHYR—bENF T,
s BE)ANVIEYR—FETATULEE A

* ONTAP 9. 12 AL HID/N—2 3 > Tl U XA R 7D—I R & L TSnapLock Vault Snapshoth S1ERE S f=2
O — > (ZSnapLock Vaultd B hEARRH A SN E 9o SnapLock DEXNEIRNBET /=L T, A NL—F
BENRIO-VEFEFTO)—>T v T TEIHRERBDET,

FIE
1L EROFETF =23 oRAVT, * VY= 200y oL, YA SBYRTSTAVEBRLE
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Define a clone strategy. 1___ifjfifﬂt?—~J

Clone the backup.

|

Monitor the clone operation.

|

If required, split the clone.

PowerShell AXY > F Ly bZFHFLIEZX IV T RTERALT. Ny o7y U7 20-=Z2J DAL
BZRTIZECDHTEET, PowerShell AT KL w FDFEFMICDULWTIL. SnapCenter®AY >V KL v b
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BPAXRVRURMIOATRY RDBEFEETEZIDESHZHER T IHNELHD XY,

> Windows R X DT 7 %)L kDIFFR : C : \Program NetApp SnapCenter SnapCenter Plug-in
Creator\etc\allowed_commands.config

° LinuxZ R X F DT 7 F )L kDIFFR  Joptlinux/scc/etc/allowed _commands.config NetApp SnapCenter

C) ATV RAIATY R R MCBEELA VSR, WBIREKLET,
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1. Open-SmConnection < > R L v b ZEHR L T, $EE L7=1—H DSnapCentertt —/\ & Dtz v
arvzRmLEY,

Open-SmConnection -SMSbaseurl https://snapctr.demo.netapp.com:8146

2. Get-SmBackupdY > KL w k ¥7l3Get-SmResourceGroupAY > KL v cEFEAHAL T, 7O0—=
DOTEBZNYIT7 v TO—EZRRLET,
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C:\PS>PS C:\> Get-SmBackup

BackupId BackupName BackupTime BackupType
1 Payroll Dataset vise-f6 08... 8/4/2015 Full Backup
11:02:32 AM

2 Payroll Dataset vise-f6 08... 8/4/2015
11:23:17 AM

COBITIE BELIEVY—XTN—TEZDIYV - BLUVEERY S —ICBT 31BHRZRRL
TWET,

PS C:\> Get-SmResourceGroup -ListResources -ListPolicies

Description

CreationTime : 8/4/2015 3:44:05 PM
ModificationTime : 8/4/2015 3:44:05 PM
EnableEmail : False

EmailSMTPServer

EmailFrom

EmailTo

EmailSubject

EnableSysLog : False
ProtectionGroupType : Backup
EnableAsupOnFailure : False

Policies : {FinancePolicy}
HostResourceMaping : {}

Configuration : SMCoreContracts.SmCloneConfiguration
LastBackupStatus

VerificationServer

EmailBody

FmailNotificationPreference : Never
VerificationServerInfo : SMCoreContracts.SmVerificationServerInfo
SchedulerSQLInstance

CustomText

CustomSnapshotFormat

SearchResources : False
ByPassCredential : False
IsCustomSnapshot

MaintenanceStatus : Production
PluginProtectionGroupTypes : {SMSQL}
Name : Payrolldataset

Type : Group

Id : 1



Host

UserName

Passphrase

Deleted : False

Auth : SMCoreContracts.SmAuth
IsClone : False

ClonelLevel : O
ApplySnapvaultUpdate : False
ApplyRetention : False
RetentionCount : 0
RetentionDays : O
ApplySnapMirrorUpdate : False
SnapVaultLabel
MirrorVaultUpdateRetryCount : 7
AppPolicies : {}

Description : FinancePolicy
PreScriptPath
PreScriptArguments
PostScriptPath
PostScriptArguments
ScriptTimeOut : 60000
DateModified : 8/4/2015 3:43:30 PM
DateCreated : 8/4/2015 3:43:30 PM
Schedule : SMCoreContracts.SmSchedule
PolicyType : Backup
PluginPolicyType : SMSQL

Name : FinancePolicy

Type

Id : 1

Host

UserName

Passphrase

Deleted : False

Auth : SMCoreContracts.SmAuth
IsClone : False

Clonelevel : O
clab-al3-13.sddev.lab.netapp.com
DatabaseGUID

SQLInstance : clab-al3-13
DbStatus : AutoClosed

DbAccess : eUndefined
IsSystemDb : False
IsSimpleRecoveryMode : False
IsSelectable : True
SqlDbFileGroups : {}
SglDbLogFiles : {}
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AppFileStorageGroups : {}
LogDirectory

AgName

Version

VolumeGroupIndex : -1
IsSecondary : False

Name : TEST

Type : SQL Database

Id : clab-al3-13\TEST

Host : clab-al3-13.sddev.mycompany.com
UserName

Passphrase

Deleted : False

Auth : SMCoreContracts.SmAuth
IsClone : False

3. New-SmClonedAXY >V RL v rE2FEBALT. BIFEONY I 7y IHhooO0—=>J0BERKRL £
ER

COFITIE. IBELIENY I Ty IhsIARTOOT2E8HTorO—>2ERLTWET,

PS C:\> New-SmClone

-BackupName payroll dataset vise-f3 08-05-2015 15.28.28.9774
-Resources @{"Host"="vise-f3.sddev.mycompany.com";
"Type"="SQL Database";"Names"="vise-f3\SQLExpress\payroll"}
-CloneToInstance vise-f3\sglexpress —-AutoAssignMountPoint
-Suffix clonefrombackup

-LogRestoreType All -Policy clonefromprimary ondemand

PS C:> New-SmBackup -ResourceGroupName PayrollDataset -Policy
FinancePolicy

ZDEITIE. FEFE L 7=Microsoft SQL Serverf Y XXV 2D O—>%EHRLTWVWET,

PS C:\> New-SmClone

-BackupName "BackupDS1l NY-VM-SC-SQL 12-08-2015 09.00.24.8367"
-Resources @{"host"="ny-vm-sc-sqgl";"Type"="SQL Database";
"Names"="ny-vm-sc-sgl\AdventureWorks2012 data"}
-AppPluginCode SMSQL -CloneToInstance "ny-vm-sc-sqgl"

-Suffix CLPOSH -AssignMountPointUnderPath "C:\SCMounts"

4. Get-SmCloneReportA¥ > RLw b ZFHELT. 7O0—>237ORT—RA%ERRLET,

ZOEITIE. FEEELIES 3 TJIDOO—>LR—rERRLTWVWETD,



PS C:\> Get-SmCloneReport -JobId 186

SmCloneId : 1

SmJobId : 186

StartDateTime : 8/3/2015 2:43:02 PM

EndDateTime : 8/3/2015 2:44:08 PM

Duration : 00:01:06.6760000

Status : Completed

ProtectionGroupName : Draper

SmProtectionGroupId : 4

PolicyName : OnDemand Clone

SmPolicyId : 4

BackupPolicyName : OnDemand Full Log

SmBackupPolicyId : 1

CloneHostName : SCSPR0054212005.mycompany.com

CloneHostId : 4

CloneName : Draper clone 08-03-2015 14.43.53

SourceResources : {Don, Betty, Bobby, Sally}

ClonedResources : {Don DRAPER, Betty DRAPER, Bobby DRAPER,
Sally DRAPER}

AYYRLY FTERATEZ/NSX—REFOHAICDOWVWTIE. RUN_Get-Help AV > K NAME %= 31T
LTEBETEXY, £, 28BIZ3cHTIFEY "SnapCenter VI Uz 7IAYRLy U7
7LAHA R,

IBM DB20) 7 O0— = > AR D ESAR

Jobs R—T%ERAL T. SnapCenter D7 O—Z= > JUNBDEHBRAZEHRTETET,
SLIBDEW IR RS L T BN T §3410 I VI PRENIREL TLVRVLWHERE
BTEXEY,
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