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FE
1. certificate.pem *% _/etc/pki/ca-trust/source/anchors/_ICJdE—L X9,
2. Linux R X b DEFEY X MCFERAEZEZEML £ 9,
° cp root-ca.pem /etc/pki/ca-trust/source/anchors/
° cp certificate.pem /etc/pki/ca-trust/source/anchors/

° update-ca-trust extract

3. SAEFAENMEFE) X MBMINIAESH EHESRL 9, trust list | grep "<CN of your

certificate>"
4. SnapCenter * nginx 7 7 -1 JL® ss|_certificate & ssl|_certificate_key *# B L THEEL T LT L\,
°vim /etc/nginx/conf.d/snapcenter.conf
° systemctl restart nginx
5. SnapCenterty —/\GUIU > U %= BH L £,

6. /<installation path>/NetApp/snapcenter/SnapManagerWeb_& & T'* SMCoreServiceHost.dll.config *
(/<installation path>/NetApp/snapcenter/SMCore ) TRDF—DIEZEFHF L 9,

o <add key="SERVICE_CERTIFICATE_PATH" value="<path of certificate.pfx>" />
o <add key="SERVICE_CERTIFICATE_PASSWORD" value="<password>"/>

1. ROG—EXZzH/EHLET,
° systemctl restart smcore.service

° systemctl restart snapmanagerweb.service

8. FEFAEA'SnapManager Web’R— NI SN TWB e 22 L £7. openssl s client

-connect localhost:8146 -brief

9. SEBAE D'smcore’R— MIEFRINTVWB C e ZMEEL £ 9o openssl s client -connect
localhost:8145 -brief

10. SPL¥—ZX R T EITA VT RONZAT—RZEELFT,

a. SPLZO/NT« 7 71 )LD* spl_keystore_pass *F—ICEID Y TS5NSPLEF—X NT7DT 7 #I)L <IN
AT7—RZEEBELET,

b. *—XT7DNRT—REZELZEY, keytool -storepasswd -keystore keystore.jks



C. MBERIVEMIDIRTDIAITADINAT—R%ZZEELFXT, keytool -keypasswd -alias

"<alias name>" -keystore keystore.jks
d. _spl.properties_ M ¥ —* spl_keystore_pass *CBIL/NXT—REBHL X T,
e —EXZzHEELFT,
M. 7554 Linux KRR R Ty SPLTS 514 >DF—Z 72— MEBRZ C PRGEAEZEML £9,

° keytool -import -trustcacerts -alias <any preferred alias name> -file <path
of root-ca.pem> -keystore <path of keystore.jks mentioned in spl.properties
file>

° keytool -importkeystore -srckeystore <path of certificate.pfx> -srcstoretype
pkcsl2 -destkeystore <path of keystore.jks mentioned in spl.properties file>
-deststoretype JKS

i. keystore.jksDIT> M) EMESRL £J - keytool -list -v -keystore <path to
keystore.jks>

i RBIZECTIA)T7ROAREZEELEY, keytool -changealias -alias "old-
alias" -destalias "new-alias" -keypass keypass -keystore
</path/to/keystore> —-storepass storepas

12. _spl.properties_ 7 7 -1 JLD* spl_certificate_alias D&% _keystore.jks_IZH&H TN T L\ B certificate.pfx *
DIA)T7ATEFH L. SPLHT—EXZHBIIKCEIL X9, systemctl restart spl

13. EEFAZE A'smcore R— MMIERISNTWB MR L £9. openssl s client -connect
localhost:8145 -brief
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PowerShell Y > KRR L TNAMESSLEEZBMICT 3. Linux kX MLk
MDSnapCentertr — /N 7S5 4 > OBDHEEBEXRECETE T,
ATy
1. —AASSLEEZBMICT 3ICIE. ROFIEEERITLET,
a. SnapCenter GUIICOZ 1> L £ 9,

b. >[Z/O—/NILE&E]Z 2 ) w2 L. [ SnapCenterty —/\— CilBAZ DRI BMICT I %BIRL £
ER

C. S[BIENRRIZIV Yy I L. —AMESSLZBMITE TSI VR M ZZEIRLET,

TAdAY =7 Iv oL E 7AD" EEEAE DRI ZBMICT B Vv I LET,
2. SnapCentertt —/\Linux7k X kD5 DA ASSLEBEEZBMICL £,
° Open-SmConnection

° Set-SmConfigSettings —-Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName <Plugin Host Name>

° Set-SmConfigSettings —-Agent -configSettings @{"EnableTwoWaySSL"="true"}
—-HostName localhost

° Set-SmConfigSettings —-Server -configSettings @{"EnableTwoWaySSL"="true"}
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