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Review installation prerequisites and
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Set up credentials.
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Install and configure the plug-ins
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Add databases and assign them to users.
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Ceonfigure and enable CA Certificate.
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#Port 22

#AddressFamily any

#ListenAddress 0.0.0.0

#ListenAddress

#Legacy changes

#KexAlgorithms diffie-hellman-groupl-shal
#Ciphers aesl28-cbc

#The default requires explicit activation of protocol
Protocol 2
HostKey/etc/ssh/ssh host rsa key

MACs hmac-sha2-256

C ZDARIICDWVWT *
RDINZINCT IV RATEBELSIC root UIAD I —H1C sudo tEFRZRETAIMNENRHD XT,

» /homel/linux_userl/.sc_netapp / snapcenter_linux_host_plugin.bin

 /custom_location/NetApp/snapcenter /spl/installing/plugins/uninstall

* /custom_location/NetApp/snapcenter /spl/bin/spl (Z72 D £

* FliE
1. SnapCenter Plug-ins Package for Linux - > X b—JL 9 % Linux "X ~cAJ 1> L £,
2. visudo Linux 1—7 1 U7 1 ZfEAL T, /etc/sudoers 7 7 1 JLIZRDITZEBML T,

Cmnd Alias HPPLCMD = sha224:checksum value== /home/

LINUX USER/.sc_netapp/snapcenter linux host plugin.bin,
/opt/NetApp/snapcenter/spl/installation/plugins/uninstall,
/opt/NetApp/snapcenter/spl/bin/spl,
/opt/NetApp/snapcenter/scc/bin/scc

Cmnd Alias PRECHECKCMD = sha224:checksum value== /home/
LINUX USER/.sc_netapp/Linux Prechecks.sh

Cmnd Alias CONFIGCHECKCMD = sha224:checksum value==
/opt/NetApp/snapcenter/spl/plugins/scu/scucore/configurationcheck/Con
fig Check.sh

Cmnd Alias SCCMD = sha224:checksum value==
/opt/NetApp/snapcenter/spl/bin/sc_command executor

Cmnd Alias SCCCMDEXECUTOR =checksum value==
/opt/NetApp/snapcenter/scc/bin/sccCommandExecutor

LINUX USER ALL=(ALL) NOPASSWD:SETENV: HPPLCMD, PRECHECKCMD,
CONFIGCHECKCMD, SCCCMDEXECUTOR, SCCMD

Defaults: LINUX USER !visiblepw

Defaults: LINUX USER !requiretty
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ERZRInd $8IC

* Plug-in for IBM DB2 Databaseld. IBMDB22 51 7> bHEEEINTWBELinux R M1 > =)L
TRIBENHD XY,

* SnapCenter Plug-in for IBM DB2 DatabaseZz ¥ > X b — )L ¢ dLinux’ KRR bE. KEFETBIYV T T 7.
T—=AR—=R, BLUVARL =T VI AT LDBEHZEZLTVWBIHRELRHD T,
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HR— b INZBREORFIFRICDOVTIE. Interoperability Matrix Tool (IMT) ZBEBL T ZE0,

"NetApp Interoperability Matrix Tool CTHEEE CTZEF £ 9"

* SnapCenter Plug-in for IBM DB2 Databaseld. SnapCenter Plug-ins Package for LinuxiC& £ TL X

9o SnapCenter Plug-ins Package for Linux%z -f > X b —JL 9 B HilC. SnapCenterzWindows kX ~IZ1
YAM=ILLTHELBERHD T,

CDRRAIICDWVWT
NS X—=EHEETNTULAELEA. SnapCenterldT 7 4L META VX b—ILENFE T,

FIE

1. SnapCenter Plug-ins Package for Linux® - > X k—JL 7 7 JL (snapcenter_linux_host_plugin.bin) %C

. \ProgramData\NetApp\SnapCenter\Package Repository/* 5 Plug-in for IBM DB2%Z 1 > X b—IL§ %7K
AMCaAE—-LZFT,

CD/NRICIE. SnapCenter H—N\DA VA F=ILENTWVWBERIDST7IEIATEET,

2 Q>R 7OY 7T AR =T 70 AE—LIcTa L FUICEEILE D,

3. IS4 %4>V M—=)LLZ Y, 'path-to_installation_bin_file/ snapcenter_linux_host_plugin.bin -i
silent -dport=port_number_for _host-DSERVER_|P=server_name_or_IP_address
-DSERVER_HTTPS_port=port_number_for _server

° -dport |[Zl&. SMCore HTTPS @S R— hEBEL £,
° -DSERVER_IP [&. SnapCenter Y—/ XD IP 7 RL XZIEEL £,
° - DSERVER_HTTPS_PORT I(CI&. SnapCenter % —/\®D HTTPS R— rEI8EL £,

-duser_install_DIR - SnapCenter Plug-ins Package for Linux = X k=L 3T« LU ~ ) ZIEE
LEd

° DINSTALL_LOG_name l&. 04 7 71 LO&EIEIEEL £ T,

/tmp/sc-plugin-installer/snapcenter linux host plugin.bin -i silent
-DPORT=8145 -DSERVER IP=scserver.domain.com -DSERVER HTTPS PORT=8146
-DUSER INSTALL DIR=/opt

-DINSTALL LOG NAME=SnapCenter Linux Host Plugin Install 2.log
—-DCHOSEN FEATURE LIST=CUSTOM

4. /<installation directory>/NetApp/snapcenter/scc/etc/SC _ SMS_Services.properties 7 7 1 JL & fR&E
L. plugins_enabled=DB2 : 3.0/N5 X—2%BML 9,

5. Add-Smhost AY Y R Lw FEMEBRNFTA—R%ZEAL T, "X ;% SnapCenter #—/NIZEML &
ED

AV RTHERETEEZINSIA—REFDOFHBICDOWLWTIEX. RUNNING Get Help command_name _ % {8
LTEBEBTEXY, £l 2B8B T2 b TEFEY "SnapCenter V7 b 7IAY VY RLY RUT 7
LYZXAA R
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Plug-in for IBM DB2D -1 VX b —J)LXAT—3X ZDEAE

SnapCenter 757 A VN T —2 DA A M= ILOEHIRRIZ. Jobs R—I TEHRT
TET, TVAM—IIOEHBRRZF TV ILT AR NIRRT ITERXAI2Y
PEENHZINESH ZHERTETET,

CDRRIIZDOVT
UFR7432hY 3 TR=JICRTEIN. BIFEOREZTLET,

ERITHRTY
EEICETLELE
* x KBLELE

9 Fa1—|IFRIN
FIE
1. EROFES—> 3 >RA1 VT Monitor 52w LET,
2. [* Monitor*] R— T, [*Jobs] ZZ U w o LET,

3. [P3TIR=JT. 31D VA= VBOADNRREINDELSICVR TN EIVTTS
ICIE. ROFIEZRITLET,

ar7ZqIlLr* (Fiter*) 1200wy

b. 7> 3> MBI THEZREELE T,

C ARATRAYTEIIARZa—D5, *TSTAVA VA =)L * EFERLE T,

d Status FOY 7RI YA Za—D5, A VAM—ILRT—2ZXZERLET,

e [@A (Apply) 120w o LET,
4 A= aTEERL. [*Fl*] 27Uy oL Toa 0FElERTLET,
S [*raJo#FEd*] R—IT. [*OJORTR*] 2UvILFET,

CAGIEAZEZEREL T

CAGIFAE CSR 7 7ML ZER L FT

AEREERERK (CSR) Z&ERL. £MENT- CSR AL TR/ (CA) HhH5H
[ICTEBAASZ MV R—FTET XY, SRS ICIIWEBRNEENITONE T,

CSRIFI>VO—REINAETEFRNTOVITHD., BBEESNTEEAER VA —ICIRHINTERFA CASE
BEZESL £,

()  CAMBERSA¥—OETF3072E v MU LICT BUEABD £ 7

CSR DEMAEICDOWVWTIE. ZBBL T EEVW'CAGEHAE CSR 7 7 1 ILOERFE"
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KX > (*.domain.company.com) F7:i&> X7/, ( machine1.domain.company.com) 0
() cammEEmELTLSHA. CAIAE CSR 77 1 LOEMAERKTE 7. SnapCenter
ZERA L TEBIFD CASEEAE ZEATE X7,

U5 ARZBREDEEIEF. V7A2% (REIZZXAXFQDN) CZNENDERR h&E%Z CASERREICECET %
WHELHD £, SEEAEZEH T (213, FAAEZEIF 9 $71IC Subject Alternative Name (SAN) 71 —
ILRICEZEADLE T, DAL RA—REEBAZ (* .domain.company.com) DIHE. ABAZICIER XA > D
IARTORRA MEHBEBENICEENE T,

CAGIRAZEZ1 >V R—b+T 3

Microsoft DEEI>Y —JL (MMC) %Zf{EF L T. SnapCenter —/\ & Windows 7R
ANTSTAVIZ CARERRER 1 Y R— M T 2RBAHD FT,
FIE

. Microsoft BI2O>Y —JL (MMC) ICBEIL. [* 77AIL*]. [RFTvTA > DEMEHIBR] DIEIZO
v LET.

2. [RFTYTALVDEBMEHIBR] U« > KUT, [Certificates] Z:EIRL. [Add]| 27w LFT,

3. [EEBRZE | R+ v 1 >T 4> RUT. [Computeraccount] 7 7> 3 >%#FRL. [RT 1 &2J)voL
x93,

4 [*OVY =)=k >FERE-O—HI OV Ea—2 > FEEINT)L— MK > SRAZE 2o U v
JLET,

S. [EHEENTIL— MR | T4 EZHT ) v I L. [TRTDERRY >*Import ] ZERL T VR
— ;U F—-FZERBLET,

6. ROFIETIV+H—FERTLET,

—_

D4 F—=RIO >V RY RITTDUE

WRBEAVR—FLET 7 ar g\ Z&ERL. MBREEZC VR—k
LT *A*%Z01)woLEd,

A VR—bT771ILER BEEIIC. *IN*HEZI)yILET,

tXxalrq TV RAR—bEINIEEBEICFERTZHLL/INRT

—FZ#HEEL. *Next*ZIUvILET,

FEERED A Y R— b U F—RFZ2RTLTWEY MBEZREREL. [T 127 )y ILTIYER-b
ZRmLE T,

C) SFRAZE DA VAR — ME. MBRBICNVRILTATVWRRELRHD FT (HR—rINTL
3R IE. pfx. .p12. BKXV*.p7b) o

7. TPersonal ] Z#IAICDOWVWT, FlES5 #EDIRLF T,
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CAZEFREDH LTU Y hZEISLET

SERAE DT LT > ME. SERREZHBI T B 16 ERDONXFFTY, T LT > M.
LT 7INO) A LZERL TGEERHEODRED SR EINE T,
Fig
1. GUI TXROFIEZRITLE T,
a. fEEZEZATILIUY I LET,
b. [SFBAZE | 44 7OV Ry I RT, [*Sli*1 2T 20w I LET,
C J4—I)LRDURX+ZXoO—)LL. [Thumbprintl z2 v o LET,
d Ry I2ZH5 16 EXFEZIE—LET,
e. 16 EHDEDIR—XZHIBRL £,

—

feezld. Y LFU > A TA909 502D d8 2a 14 33 €6 F8 38 86 b0 0d 42 77 A3 2a 7b | DIFHE.
AR—RzZHIBRT S . [a909502dd82ae41433e6f83886b00d4277a32a7b | £ 70D £7,

2. PowerShell TXDF|IEEZEITLE T,

a ROAVVREERITLT. A1 YRAM=ILEINTWVWRIIBEZDH LT Y b E2—EBRRL. BIETV X
f—ILSNT/-GEBEZH B THRAINLE T,

Get-Childltem - /N ZFEBAZE © \localmachine\My

b. ¥ LF)>Y bZIE—LET,

Windows R X N 7S50 4 o —EX%=FERBL T CAGBRBE.RRTET D

CAGEBRZE(IC Windows RA M TS0 A4 U —EXZREL T A1 YA M=IENETY
FIGERREZ 7 VT« T I 3 HENHD X T,

SnapCenter H —/N\H LUV CATSEFAEN T TIZBAINTVWEI TR TD S S5 1 YRR MT. ROFIEZ T
L£9d,

Fig

1. DAY RERTLT. SMCore DT 7 #JL FR— bk 8145 |2\ > RENTWVWBREIZEDEIEE = HIfR
LExd,

>netsh http delete sslcertipport=0.0.0.0: <SMCore Port>

Bl

> netsh http delete sslcert ipport=0.0.0.0:8145
. RDARY RZEEITLT il <AV X b—JLLT-EEBAEZ wWindows
RANTISTA—ERIINA Y RLEFT,
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> $cert = “ <certificate thumbprint> ”

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="$guid"

Bl

> Scert = “a909502dd82ae41433e6£83886b00d4277a32a7b”

> S$guid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="s$guid"

Linux7k X k_E®SnapCenter IBM DB2 Plug-inst —E X DCASEBREZ DR E

ARZLTZTAF—X T EZDARAED/NRT — FDOEE. CAGIFAZDHRE.
HRALTSTAVDEBEI ST ADIL— NERE F /- I3PRIGEEAZ DEE.
SnapCenter Custom Plug-ins DX 7 ZFERLICHREILTSTA 2V DEEIA LT
AND CABELF—RTDEBE. TVAM=ILEINETORIVEERBZED 70 7« T1eh'is
BT,

ARBALTSTA2TIE. 770 Tkeystore. JKS | ZFEHALET. COT7 7T/l BEIANT7HELUF
— X 7 & LT _/opt/NetApp/snapcenter / scc /etc/both (Cd D £,

ARBLTSTAVDF—XLTDNRT— R BLUERFD CAELEFEAF—RTODIAUT7RZEEL
9

FIE

1L ARRLTZTJAVF—RATDTIAILENRT—RIE ARRLT SV IT—2c > O FONT
1 771D SEIETEEY,

¥ — [ keystore.pass | ICXGT BETT,

2 F—Z+T7ONRT—REZZEBELET,
keytool -storepasswd -keystore keystore.jks

T2 R THOWERTY FUDTARTOTA YT IADNIT— RE, $—2 P ICEBINT
WBNRT—REBILNRT—RICEELE T,

keytool -keypasswd -alias "alias name in cert" -keystore keystore.jks

agent.properties 7 7 1 LD F — keystore.pass ICXF L THRILF—2FHL £,
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3 NRAT—RZZEELS. H—EXRZBEHL TIESL,

C) HRABLTSTAF—RAMTDNNRAT— R, BLUOWRRBICEAEMITSNTVWEIIARTOI
ANVTANRT—RHBBEILTHZIRELRHD XY,
JL— FEERBE X /-3 MEERRE = W R A LTS T0A1 VDERBEA N TICKRELET

HRAZLT ST DEER b7 OWERZERAE T ICIL— MRS X IFPREREZRTE T 2HENH D
9,

FlE

1L ARBLTZTAF—ITZET T +ILA (Jopt/NetApp/snapcenter / scc 8 E) ICHEEIL £9
2. 7741l 'keystore jkS' ZIEL £,

3 F—RMTITEBMEIN/FEEZEERTLET,

keytool -list -v F— X k77 .jks
4. )L— MEERRE F 1o IXHPREIEERE ZEML £ 75

keytool -import -trustcacerts -alias myRootCA -file
/root/USERTrustRSA Root.cer -keystore keystore.jks

HRALTSTAVDEEZ R TIc— M ERE £ S hAIREERE L5, Y—EX%E
EBHL TS0,

C) JL— ~ CAZEREZ. thRJ CA SEFRZEDIEICEMT 2 BEAHD £ 7,

CABRF—RTVZNAZLTZTADEFEIRTICKRELEY
CAZBRFT—RTZNAZLTSTAVDERANTICRET BHEDNDHD £,

FIE

1. hRB LTS5 4 >F—X 7 lopt/NetApp/snapcenter / scc REDEZENTWVWD T AL RICHEBILET
2. 774 )L 'keystore jkS' ZIEL £,

3 F—XMTITEBMENTEEAEEZRTLEY,

keytool -list -v F#— X k77 jks
4. WERC LHBOMAZET CARBEEZEMLET,

keytool -importkeystore -srckeystore.root/ snapcenter.ssl.test.netapp.com.pfx -srcstoretype pkcs12
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