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Prepare for SnapCenter Server installation.

v

Install Snaplenter Server.

v

Log in to SnapCenter Server,

v

Generate and configure CA Certificate,

v

Optianally, register an untrusted demain

v

Configure Snaplenter Servers for high
avallability using F5

-

Optionally, configure RBAC

y

Add storage system

.

Add licenses.

b

Provision storage.

Optionally, configure secure connecticn
to naplenter Repository.
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@ INRIHEHXE %1 Y& EN% " is not supported in the custom path for the repository
database. If you include " TW3 &, 1 VX h—=ILHREL £,

4 [5FCAVRR=] BRI YILET,
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& RDOY > F&ZEITL Tinstall_libicu ZE{TLFJ,. yum install -y libicu

* _perl_MMEATETRL=®HIZSnapCenterty —/AD 1 > X h—LHBRELT=BEIE. ROITY REETL
Tinstall_per_Z1>Xb—JLLEXJ, yum install -y perl
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)/Z‘F-—)LLdf?fo
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T. MySQLY X b—LDMERZREL £,

" mkdir /var/opt/mysgld
" sudo semanage fcontext -a -t mysqgld var run t "/var/opt/mysqgld(/.*)?"
" sudo restorecon -Rv /var/opt/mysgld

° MySQLD T —2 5« Lo R UD/S R, _/INSTALL_DIR
INetApp/snapcenter/SnapManagerWeb/Repository/mysql/_T9, XROAY > R%ZFEITL T. MySQLD
T—RT4 LI N)DIERZHRELF T,
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mkdir -p /INSTALL DIR/NetApp/snapcenter/SnapManagerWeb/Repository/MySQL

sudo semanage fcontext -a -t mysqgld db t
"/INSTALL DIR/NetApp/snapcenter/SnapManagerWeb/Repository/MySQL (/.*) 2"

sudo restorecon -Rv
/INSTALL DIR/NetApp/snapcenter/SnapManagerWeb/Repository/MySQL
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-signature <path to signature file> <path to bin file>
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4. binA VA =S DERITIEREZND Y TEH I, chmod +x snapcenter-linux-server-
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(el8/el9/sleslb) .bin -i silent
-DWEBAPP EXTERNAL PORT=<port>
-DWEBAPP INTERNAL PORT=<port>
-DSMCORE_PORT=<port>
-DSCHEDULER PORT=<port>
-DSNAPCENTER SERVER USER=<user>
—DUSER_INSTALL_DIR=<dir>
-DINSTALL LOG NAME=<filename>

3] : sudo ./ snapcenter_linux_server.bin -i silent
-dwebapp_external_port=8146
-DSNAPCENTER_SERVER_USER-=root
-Duser_install_DIR=/opt
-DINSTALL_LOG_NAME-=InstallerLog.log
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TEY.

OAXYRLY FTHERTEZNIAXA—REZDHBICDOWLTIE. RUN_Get-Help ¥ > K NAME %#3217L T
BRETIET, £ld. #BBL T "SnapCenter VI bz 7IAXVRLy )T 7L Y24 RKEE
Lo

* FIE
T RER—IT, *BE*>*JO—/NILRE *>* CAHASRE * LHEHF T,
2. [EIFAEOREIZBMICT B 1 ZBIRL Y,
3. [#A (Apply) 120Uy ILEY,

CHRRTR”

[BENRERMEZTDRI MIIFERENRREIN. BRIEDEIESnapCentertf — /N TS5 J 1 VRA ME
DEFFEDRAT—2A%ERLET,

o *

E BRICHBOTWVWBD T ST VARIMIBIDETONTWVWBCAIEREN W 2R L E T,
* g3 CARERRENERICKRAI NI C 2R L E T,
* @3 CAELRREZREECE D o71cl e ZRLET,
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s B ld. BEBREIETE AN LI L ERLET,

() 2F—2rPEEFERROBEIE. F—2RELEAFERICRT LTVET,

Linux7k X k DCASEERZ DR E

LinuxiZSnapCentertf — Nz A > A r—)LF 3. 1 VR M—FIZ&>TEEZERHHA
SMMERENE T, CAIRAZE Z AT 2% a1 nginx U NN—XT70OF > BEEOY.
H & USnapCentertf —E X DIERREZRE T IHNELH D £,

nginxzEARE DELE
FlE

1. Jetc/nginx/conf.d_ICBE L FJo cd /etc/nginx/conf.d

2NIFIFEEDTEFRX NI T+ %A L T* snapcenter.conf *ZFE £9,

3. #7771 )LDservert 7> 3 VICBEILE T,

4. SSL_CERTIFICATE_AND_SSL_CERTIFICATE_KEY /N %ECABAZ#IET L SICEEL T,
S. 771 eRELTHALE Y,

6

- nginxzBO—F ! $nginx -s reload

BEBEOJIREORE

FIE

1T VIiERIEFEEDTF I NI T+ X% FERAL T install_DIR
INetApp/snapcenter/SnapManagerWeb/SnapManagerWeb.Ul.dll.config ZFZE £9,

INSTALL_DIR_IS_ D77 #JL M&ld/ opt_ T,

2. AUDILOG_CERTIFICATE_PATH #F— & AUDILOG_CERTIFICATE_PASSWORD **+—%fR&L T. Th
ZNCASEEAZEDNRENRT—RZEHET,

EEFOJIAETIX. _pix_formatdHHHR—cENET,

S 77N ERELTHLEY,

4. snapmanagerweb *H—E X ZBIEEI L £9., $ systemctl restart snapmanagerweb

SnapCentertf — E XFEBAE DRE
FIE
T VIZTRRERDTHFRINI T 2Z2EAL T XRORET 7ML ZHAETF T,
o INSTALL_DIR /NetApp/snapcenter/SnapManagerWeb/SnapManagerWeb.UI.dll.config
o INSTALL_DIR /NetApp/snapcenter/SMCore/SMCoreServiceHost.dll.config
o install_DIR /NetApp/snapcenter/Scheduler/Scheduler.api.dll.config
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INSTALL_DIR_IS_D 7T 7 #JL MBI/ opt_T 9,

2. SERVICE_CERTIFICATE_PATH % — & SERVICE_CERTIFICATE_PASSWORD *#F—%#R& L T. CAJE
BREONZIENRT—RzZhEthEMLE I,

SnapCenterty —E XEFEBBE TlE. _.pfx_formatOHHHHR—FETNFE T,

771 EF®REFELTHLE Y,
4. gRTOY—ER=ZHBEELET,
°$ systemctl restart snapmanagerweb
°§ systemctl restart smcore

°$ systemctl restart scheduler

Windows’ R X F TWAESSLEEZHRTEL TEMICT S

Windows’R X b TOXN A EISSLEE DR

Windows7R X k_E®dDSnapCenterty —/N& 7504 >V OEDOHEBEEREZRE T D7=DIC.
WHESSLBEZHRET DIHENHD T,

FtaS ZHiIC
* HR—bFEINBF—DRNENB072DCATEEAEZECSR7 7 ML 2 £ L TEKHERHD FT,
* CASEFRE TH —NERBEEE 7 51 7 Y REREEN Y R— TN TV B HELH D £7,
* WEBREY LT Y OFENEEH S NICCASERRENUET Y,
* —HRASSLEREZBMCL THELHBELRDHD £,

HMICOWVWTIE. ZBBL TSV, "CASTFHEDHREEV >3 "
*IRTDTFZY 4 YRRk &SnapCentertt —/N\TWARSSLEEZBMCL TELBELRHD £,

—HBDARR b FIclI Y —NTRARESSLEENBIICHE > TLWEWVWRRIEIYR— S EHA.

FIE

1. R—bZNA 2 RT3ITIE. PowerShell A< > R&fFRH L T. SnapCenter IS Webt—/\7R— +8146 (
T7#ILE) BELUSMCore’R— 8145 (77 #JL k) DSnapCentertf —/N\7R X F TRODFIEEZEITL £
ERS

a. JXDPowerShell Y > REFEHAL T, BIZDSnapCenterB2EBLIBAZDR— N1 Y REHIBRL £
ED

> netsh http delete sslcert ipport=0.0.0.0:<SMCore port/IIS port>
B Z K
> netsh http delete sslcert ipport=0.0.0.0:8145

> netsh http delete sslcert ipport=0.0.0.0:8146
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b. 7 L < E¥f8 L 7=CAZEEAZE % SnapCentertf —/\ ¥ SMCore7ZR— RMI/NA > R L £ T,
> Scert = “<CA certificate thumbprint>”
> Sguid = [guid]::NewGuid () .ToString ("B")
> netsh http add sslcert ipport=0.0.0.0: <SMCore Port/IIS port>
certhash=Scert appid="S$Sguid" clientcertnegotiation=enable

verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:<SMCore Port/IIS port>

Bl Z 13\
> Scert = “abcl23abcl23abcl23abcl23”
> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8146 certhash=S$Scert appid="S$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> Sguid = [guid]::NewGuid() .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=$cert appid="$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:8146
> netsh http show sslcert ipport=0.0.0.0:8145

2. CASEFAE DERICT 72 X T BICId. XOFIEZEITL TH L <BYEL/CAFERREICT V&R
L. SnapCenter®5 7 #JL b DIIS Webt—/N\1—4 T [IS AppPool\SnapCenter *| % SEERZEDIERD )
ZMSEBMLEFY,

a. MicrosoftEI 21>V —JL (MMC) ICFEIL. [7 71 IL]>*[SnapinD:ENNEHIR* %22 1) v o LE T,
b. [RF v TAVDBIMEBIE] Y1~ RYT. [Certificates] ZZEIRL. [Add]%Z2 v o LET,

C.[EEHE | R+ v F1 > T4V RUT, [Computeraccount] 7 7> 3> %&RL. [RT %27y
JLFEY,

d [OQ>V—JLlL—F] > [EIAE-O—-AIOYEa—%—] > [BA] > [GIFAE] DIBICZV v oL
9,

€. SnapCentersfFHEZERL £9,

f. 21— —/MERDEMY « ' — FZBIAT 3113, CASERAEZGI U v I L. [IRTDE RV [E
BROEHE]ZERLE I,

g EMrEIV YLy [A— - IL—TFDOE RV« F— FTHMZO—NIILIVEa—%% (FBE
D tfiI) ICEBELFT,

h. 11IS AppPool\SnapCenter1—#'ZEML. 7)Y rO—JLIERZHEL £,

3. CAGIBAZIISHER*DIHE. RD/NAH 5SnapCenterttr —/N—ICH LLDWORDL SR M-IV )%
EBMLEY,
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WindowsL P X F U I7 4 2T RONRICHEEL FT,

HKey Local Machine\SYSTEM\CurrentControlSet\Control\SecurityProv ders\SCHANNEL
4. SCHANNELL Y Z hUERED IV 7F X LT, HILLUDWORDL Y X R F—T > b UZERLE T,

SendTrustedIssuerList = 0

ClientAuthTrustMode = 2

WA ESSLEE A DSnapCenter Windows 7545 1 VR ELE S

SnapCenter Windows 7> % 1 > |&. PowerShell <> RZFER L TWARSSLEEAICKRET Z2HEHLHD
7,

HIAY BHIIC
CAREFRE Y L) Y bHMEAAIRETH D e xR L £ 9

FIE

1. R—brENAVRTBICIE. Windows 55 1 7R K TSMCoreZ/R— k8145 (F 7 #JL k) ISR L TR
DRIFZERITLE T,

a. JXDPowerShell Y > REFEHAL T, BIZDSnapCenterB 2 EBLIBAZEDR— N1V REHIBRL £
ED

> netsh http delete sslcert ipport=0.0.0.0:<SMCore port>
BIZIES
> netsh http delete sslcert ipport=0.0.0.0:8145

b. %7 L < BXf§ L 7=CAGEREZ Z SMCore7 R— MMINA Y R L E T,

> Scert = “<CA certificate thumbprint>”

> Sguid [guid] : :NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=S$cert
appid="$guid" clientcertnegotiation=enable
verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:<SMCore Port>

B Z 1<

> Scert = “abcl23abcl23abcl23abcl23”

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=S$Scert appid="S$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable
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> netsh http show sslcert ipport=0.0.0.0:8145

Windows’ i X b TN A RISSLBEEZBIICT S

PowerShell A< > R%&fEH L T. Windowsh X k_EdDSnapCentertf —/NE S5 14 2D
BIOHEEBEZRET D1HIC. WHASSLEFEZEMNICT A ENTEEXT,

* BRSO BHIIC *

IARTDTSIA4>ESMCoreT—2 Y FOOAR Y RERAICETL. RICH—NODAIY YV REETLE
ER

* FIE

1. WARESSLEEZEMICTBICIE. FS3T1 0 H—N— BLUOWAESSLEEHNURERET -
T > MIR LT, SnapCentertt —/N\—TXRODIAT Y REERTLE T,

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName <Plugin HostName>

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName localhost

> Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="true"}
1-&@:7>H%ﬁmbr\mstmma77U7—>a>7—n®U#47»%¢%£ﬁbi?o

> Restart-WebAppPool -Name "SnapCenter"

2. Windows 757 1 > D& &, RDPowerShell Y > K% E{TL TSMCoretr—E X = Hifcdi L
ER

> Restart-Service -Name SnapManagerCoreService

WHERESSLBEXEMICLET
PowerShell <Y > REFERAL T. WAHRSSLEBEZEMICT A EHNTETFET,

* CDERTICDOWVWT*

*IRTDTZI AV ESMCoreT—V Y DAYV RZRIICEITL. RICH—NDITY FEETL
E3

* WHMESSLBEZHEMICL TH. CASIRAZ L ZOREIFHIFRINEE A

* SnapCentertf —/NICHTLWER R R Z BT BICIE. TRTDTS ST 4V RA M TRARESSLZ BEHICT S
RENHD £7,

* NLBEF5IEHR— TN EH A
* FlE*

1. WARSSLEEZEMICT BICIE. IRTD TSI 41 >RA kSnapCenter’ R X MMIXFL
TSnapCenterty —/NTXDIATY > RERTLET,

42



> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="false"}
-HostName <Agent HostName>

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="false"}
-HostName localhost

> Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="false"}

1. DAYV REEALT. ISSnapCenter7 77— 3> F—ILO ) YA U)LigEERTLET,
> Restart-WebAppPool -Name "SnapCenter"

2. Windows 754 1 > D& &, KDPowerShell 1< Y R%#E{TL TSMCoretf —E X = HBicE# L *
ER

> Restart-Service -Name SnapManagerCoreService

Linux’R X F TOXHRASSLEBEEDKE & B3

Linux’R X k TOXWARESSLBEDEKTE

WAHMESSLBIEZFRE L T Linux’ kX b _EDSnapCentertf —/\N& 75451 > OREIDEE
BEZRETDIVENHDDFT,
FI%a Y BH0IC
* LinuxRX b DCASEFAZE ZREL TE S BEDHD I,
* IRTDTFZT 4 VKRR &SnapCentertt —/N\TWARSSLEEZEMICL TEKHBELRHD £,
FIE
1. certificate.pem *% _/etc/pki/ca-trust/source/anchors/_([COE—L 9,
2. LinuxR R bDEFE) X MMIEEAEZEBML £,
° cp root-ca.pem /etc/pki/ca-trust/source/anchors/
° cp certificate.pem /etc/pki/ca-trust/source/anchors/

° update-ca-trust extract

3. SAEFHENMEFE ) X MBMEI NN ESH EHESRLE I, trust list | grep "<CN of your

certificate>"
4. SnapCenter * nginx 7 7 -1 JL® ssl_certificate & ssl_certificate_key *#B#H L THIEEHL T T L\,
°vim /etc/nginx/conf.d/snapcenter.conf
° systemctl restart nginx
3. SnapCenterty —/\GUIU > U= BHL £,

6. /<installation path>/NetApp/snapcenter/SnapManagerWeb_& & T'* SMCoreServiceHost.dll.config *
(/<installation path>/NetApp/snapcenter/SMCore ) TXRODF¥—DEZEFHL X9,

> <add key="SERVICE_CERTIFICATE_PATH" value="<path of certificate.pfx>" />
o <add key="SERVICE_CERTIFICATE_PASSWORD" value="<password>"/>
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10.

1.

13.

ROY—EXzBEELE Y,
° systemctl restart smcore.service

° systemctl restart snapmanagerweb.service

. SEBAZH'SnapManager WebR— MM iSNTWA 2R L £ 9, openssl s client

-connect localhost:8146 -brief

SEBAE Dlsmcore’R— MIEHREINTWVWB & 28 L X9, openssl s client -connect
localhost:8145 -brief

SPLE—X T EIAVTRADONRT—RZEELET,

a. SPLZO/NT« 7 71 )LD* spl_keystore_pass *F—IZBID HTESNTSPLEF—X ST DT 7 #JL MY
AT—RFRZBELZFT,

b. #—XMT7DNRT—REZELZXY, keytool -storepasswd -keystore keystore.jks

C MEBERIVENIDIRTDIAITADINAT—RZEZELFXYT, keytool -keypasswd -alias
"<alias name>" -keystore keystore.jks

d. spl.properties. M —* spl_keystore _pass *¢EL/NXT—REBE#HLET,

e. Y —EXRZHEHLFT,

720494 VLnux’ RA R Ty SPL7ZS04>DF—X M7I2)L— MERRE CHEEEEEZEML £ 9,

° keytool -import -trustcacerts -alias <any preferred alias name> -file <path
of root-ca.pem> -keystore <path of keystore.jks mentioned in spl.properties
file>

° keytool -importkeystore -srckeystore <path of certificate.pfx> -srcstoretype
pkcsl2 -destkeystore <path of keystore.jks mentioned in spl.properties file>
—-deststoretype JKS

i. keystore.jksD LY~ EREEELE T, keytool -list -v -keystore <path to
keystore.jks>

i RBICIECTIAV 7RO EZEELEY, keytool -changealias -alias "old-
alias" -destalias "new-alias" -keypass keypass -keystore
</path/to/keystore> -storepass storepas

_spl.properties_ 7 7 -1 JLD* spl_certificate_alias DfE% _keystore.jks_IC &I E LT\ B certificate.pfx *
@I’(U ATEH L. SPLY—EX=ZBEH L XTI, systemctl restart spl

SERAE Dlsmeore’R— MIEHREINTWVB & ZMEE L £ 9, openssl s client -connect
localhost:8145 -brief

Linux’R X F CSSLIEEZBMICT S

PowerShell VY > RZFERA L TNAASSLEEFEZEBMICT S . LinuxkxX L
MDSnapCentertt — /N IS0 4 > OBDHEEBEXRETTE I,

2Ty

1.
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—HRASSLBEEZBEMICT BICIE. ROFIEZERTLET,
a. SnapCenter GUIICAZ 1> LY,



b. >[/O—NILE&EE]Z2 ') w2 L. [ SnapCentertf —/N\—TIIAAZ DRIz BMICT DI & BIRL £
ER

C. S[BIENRRI L ZIV Yy I L. —AMESSLZBMITE TSI VR M ZZERLE T,

d.
TAA IV IL E . 'FEPAE DRI ZBMICT B 20U v I LET,
2. SnapCentertt—/\Linux’ R X kH'5 DA RSSLEEZEMICL £,
° Open-SmConnection

° Set-SmConfigSettings —-Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName <Plugin Host Name>

° Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
—-HostName localhost

° Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="true"}

AEEAENR— X DFFEEDEH

SnapCentertf —/\HN'553:E/E (CA) SEFBZEAR TV RXRKR—MLET

MicrosoftE¥ 2>V —JL (MMC) ZfEFR L T. SnapCentertfy —N\H'5FZ T4 2K
MICARERAZEZ TV AR— b 2RENRHD 9,

FIta 9 B a10IC
WAHRSSLZHE L TESHBERHD X9,

* FliE
1. Microsoft B>V —JL (MMC) ICBEIL. [* 771 *]. [RTY A VDEBMLCHIR] DIEIZY
Dy L&Y,
2. [RFTY T VDEBMEHIBR] U« > RUT. [Certificates] %:EIRL. [Add| 27w LFT,
B FERERFTYTA NI Y RITHA T VEERL. ITZI2UvILET,
4. SEERZE-O—AIIL DY Ea—2PEAPEEREZ ) v I LE T,
3. SnapCentertf —/N\—TERINZFECATIFAZZHE IV w I L. [TRTDR AV I U RAR—~*

ZERLTTIRAR—bUsF—FzRBLET,
6. V4 — R TROBIEZRITLET

T7Foay 121E

WEX—DI YU RAR—bk EERL. [RAZI2UvILET,
IURR—bT71ILHER F*RA\*) ZOUwOLET,

T71IL%& Oy L. SFAEERIFTRZ 77 1ILINA %S

ELTRAIZI )T LET,
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FTrav 1B1E

ARAEDI IV AR— b T —FDRET WMEZHEEL. "7 27 )Y I LTITRR—F
ZRmLE T,

@ SEBAZENR— X MEREEIE. SnapCenter HATERL & & U'SnapCenter Plug-in for VMware vSphere T
IEHR—FrEINFEHA,

iR (CA) SEBBZE%ZEWindows 750 14 VA RAMIAYR—bMLET

T U AR— bk L7=SnapCenterty —/\CASERAZ Z R 9 3 ICId. MicrosoftEIEI>Y —
JL (MMC) %Z{EB L T. BE Y BiBAZ % SnapCenter Windows 754 1 7R X A
VIR—bhTRIRENDHD £,

* FlE*

1. Microsoft B>V —JL (MMC) ICBEIL. [* 771 *]. [RFT Y T1 U DEBMEHIER] DIEICY
Dy IL&E,

2. [RFTYTALVDEBMEHIBR] U+ > RUT, [Certificates] Z:EIRL. [Add| 27w LFT,
3. [EEBRERFT Y TA VT4 VY RO T* AT a>vEFRL. [RIIZEIUvILET,
4. SERZE-O—AIIL Y a—2EAPEERErZ 2 v o LE T,
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ML E 9o

6. V4 —RTROBIEZERITLET,
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A T DGR P> #0)woILET,

AVKR—bTBT771) Y8R F.cer T#&1> % SnapCenterty — /\EFBAE % &R
LF¥d,

SEERE R 7 P> Z#0)woILET,

SERAEDIVRAR—bI4F—RDRET BEZHESRL. [T 127Uy I LTAVER— %
Rt L £ 9,

UNIXZRZX k754 1 > ICCASEBBEZ% - > 7R— k L. SPL trust-storel_JL— FEFEHE F
7o\ SHRIEERRE %= RET S

CASEFAEZUNIXT S5 1 Y RA M1 Y R— M LET
CASEERZEZUNIXT ST A Y RA MMIA Y R— b B3HBEDHD T,
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*SPLX—XFT7DONRT—R, BLIMMEAPFOCABLF—RTOIA I T7AEEBIETEFET,

*SPL¥F—XF7ONRT—RE. MRBICEAEMITSENTVWEZIRTOIA ) T7IANZAT—RIZEALTH
BZRELRHD X,

* FIE

1. SPLX¥—X b T7DF T A ENRXRT—RIE SPLZONT 7 7AILDSEETEF T, F—Ix
9 3fETY SPL_KEYSTORE PASSo,

2. X—Z+TDONRT—REZEELFXFI, $ keytool -storepasswd -keystore keystore.jks

8 F—XNTHOMBERIYFJDIRTODIAUTRAONZAT—RZ, ¥F—X TP EREL/NZAT—FR
ICEBLET, $ keytool -keypasswd -alias "<alias name>" -keystore
keystore.jks
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2. 77141 %EELET keystore. jkso

3 F—RMTITEBMINTEIREE—EBERTLET, $ keytool -list -v -keystore
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4. )L— MEEFRZE X /IIHPRIGEFEEAZEML £9, $ keytool -import -trustcacerts -alias
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-srckeystore <CertificatePathToImport> -srcstoretype pkcsl2 -destkeystore
keystore.jks —deststoretype JKS
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* USA T2 MEHER—XOFEZBMICT BICIE :

Set-SmConfigSettings -Agent -configSettings
@{"EnableClientCertificateAuthentication"="true"} -HostName[hostname]
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FREINTULARWVERDACve Directory R X1 VDR by A—%, ELXUVTIL—TF%
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SnapCenter T/\1 7RALZSEUFT 4 (HA) ZHR—brF3ICIE. FSO—RNZ Y
A VAR =)ILLET, F5ICL>T. SnapCenter —/\l. BIUIBAAICHIRA2 B
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Identify two existing SnapCenter Servers,
or install SnapCenter Server {SC1) on
hostl and SnapCenter Server (SC2) on
host2,

v

Export SnapCenter certificates for SC1
and SC2.

v

Configure F5 Load Balancer for
SnapCenter Servers and disable the 5C2
node member.

.

Impart SnapCenter certificates into FS
Load Balancer,

.

Configure an F5 cluster in SnapCenter
between 5C1 and 5C2.

.

Enable 5C2 node member,
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SnapCenter £7zIZ ONTAP ZH & Hh 67 v FJ L — R 9355 IE. RBAC User Creator for
Data ONTAP ¥V —)LZzBERTL T UAICER L eI - O—-IILZ2EH T 24BN HO &

@ T UETD/N— 3 > D SnapCenter £7-1& ONTAP BICER L 7=2—5O—ILik. 7v Y
L—REBEON—2 a3V TRERBICEELEFEA. V—ILZBRTITZI . 7y SIL—FHBE
FHIIETNE T, O—IILZBIERTA3BEITHD FH A

ONTAP RBACHO—IJL®D
[

EDFMICOWTIE. BB L TLIEETLV"ONTAP 9EIEESIGFE RBAC/N T —H A

K

SnapCenter D RF¥ a2 XY FTIFO—JLICEID Y TIER%® MR tMUFET
@ H. OnCommand > XA T LY X— v GUITIE. _privilege Tld7: <. TERM_ attribute_ h'{FEH
ENFEd, ONTAPRBACO—I/LZHRET B%E. CNOSDAEIRREE5HRALEEKRTY,

* FIE *
1. ML=V XFLT ROOAT Y REAALTHLWLWO—ILEER L X,

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_name\>

* svm_namellid. SVMDERIZIEELEF T, ZHDEFICT R L. TI7FINNTO SR ZERE
PREENET,

* role_nameld. O—JLICIEET BHBITY,
* commandiZONTAPH4EET 3,

ct

@ CHOOAT Y RISIERS CICIEDRIMELNHD XTI, ZILT77ELRXATVRIF. §
AWMODEHRAIYY ROFICIEETIMRELHD FT,

MERRD ) X MMZDWTld. #BBLTL IV "O—)LOER CHERDE|D ¥ TIZEHT S20NTAP
cLIavT Y R",

2. RDIARYFZEASALT, I—HEBZEHRLET,

security login create -username <user name\> -application ontapi -authmethod
<password\> -role <name of role in step 1\> -vserver <svm name\> -comment
"user description"

* user_nameld. fE T 31— DHBEITY,

* <password> (. /NAT—RTY, NAT—FRZIEELHVWE. NAT—RODANZRHZ 7OV
TEHRRRINE T,

* svm_namellld. SVMOL&ATEIEELF T,
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B XOIATYRZAHALT, A—HicO—-IILZzEOYTET,

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>

* <user_name> (&, FlE2 TER LI —HDHRITY, COOAY> FTIE. O—JLICBEEMITS
A—H%ZZEETEFY,

* <svym_name> (& SVM D&EI T,
* <role_name> (&, FIE1 TERL7cO—ILDOHHFI T,

* <password> (. /NAT—RKTY, NAT—RZEELHBVWE. NAT—RFDODANZRHZ OV
ThHRREINET,

4. AT REAALT. A—UHELLLIER NI e =R LF 9,

security login show -vserver <svm name\> -user-or-group-name <user name\>

user_nameld. FIEITERL /=1 —HDHBITT,

=/ ROMERTSVMO— L ZEKT B

ONTAP T#H LW SVM 21— 0O—ILZER T 215G RI1TTIHENHS ONTAP
CLI AT Y RHAWVLK DHH D £9, ONTAP D SVM % SnapCenter TERT B LS IC
FHEL. vsadmin O—I)LEFERLE<L<HRWVES. COO—JLHARETT,

* FE
1L ZRL=YYRF LT O-LEERL TIRNTOHERERID L TEY,

security login role create -vserver <svm name\>- role <SVM Role Name\>
-cmddirname <permission\>

(D) coavyREHERCLICRDETAENBD E7,

1 1—EERL. 201—FICO—LEZDLETET,

security login create -user <user name\> -vserver <svm name\> -application
ontapi -authmethod password -role <SVM Role Name\>

2. 1400V I ERRLET,

security login unlock -user <user name\> -vserver <svm name\>

SVMO— /L DERL L HERDEID Y THDONTAP CLIOY Y K
ONTAPOO—)LZ{ER L THERRZEID YT BICIE. W< DA DCLIOY Y RZEITTINENDHD £7,
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@ 5.0 /% Tlx. SYMEBIEE I —HI|IRESTAPITOAYR—bEINET, SYMBIEEUNZEA
LTO—/LEEKT 2HEIE. ZAPIZERALTLLET L,

®* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"snapmirror list-destinations" -access all

®* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"event generate-autosupport-log" -access all

° security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"job history show" -access all

° security login role create -vserver SVM name -role SVM Role Name -cmddirname
"job show" -access all

° security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"job stop" -access all

° security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"lun" -access all

® security login role create -vserver SVM name -role SVM Role Name -cmddirname
"lun create" -access all

* security login role create -vserver SVM name -role SVM Role Name -cmddirname
"lun delete" -access all

* security login role create -vserver SVM name -role SVM Role Name -cmddirname
"lun igroup add" -access all

* security login role create -vserver SVM name -role SVM Role Name -cmddirname
"lun igroup create" -access all

®* security login role create -vserver SVM name -role SVM Role Name -cmddirname
"lun igroup delete" -access all

®* security login role create -vserver SVM name -role SVM Role Name -cmddirname
"lun igroup rename" -access all

®* security login role create -vserver SVM name -role SVM Role Name -cmddirname
"lun igroup show" -access all

®* security login role create -vserver SVM name -role SVM Role Name -cmddirname
"lun mapping add-reporting-nodes" -access all

® security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"lun mapping create" -access all

®* security login role create -vserver SVM name -role SVM Role Name -cmddirname
"lun mapping delete" -access all

® security login role create -vserver SVM name -role SVM Role Name -cmddirname
"lun mapping remove-reporting-nodes" -access all

° security login role create -vserver SVM name -role SVM Role Name -cmddirname
"lun mapping show" -access all

° security login role create -vserver SVM name -role SVM Role Name -cmddirname
"lun modify" -access all
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security login role create -vserver SVM name
"lun move-in-volume" -access all

security login role create -vserver SVM name
"lun offline"™ -access all

security login role create -vserver SVM name
"lun online" -access all

security login role create -vserver SVM name
"lun resize" -access all

security login role create -vserver SVM name
"lun serial" -access all

security login role create -vserver SVM name

"lun show" -access all

security login role create -vserver SVM Name
"network interface" -access readonly

security login role create -vserver SVM name
"snapmirror policy add-rule" -access all

security login role create -vserver SVM name
"snapmirror policy modify-rule" -access all

security login role create -vserver SVM name
"snapmirror policy remove-rule" -access all

security login role create -vserver SVM name
"snapmirror policy show" -access all

security login role create -vserver SVM name
"snapmirror restore" -access all

security login role create -vserver SVM name
"snapmirror show" -access all

security login role create -vserver SVM Name
"snapmirror show-history" -access all

security login role create -vserver SVM name
"snapmirror update" -access all

security login role create -vserver SVM name
"snapmirror update-ls-set" -access all

security login role create -vserver SVM name

"version" -access all

security login role create -vserver SVM name

"volume clone create" -access all

security login role create -vserver SVM name

"volume clone show" -access all

security login role create -vserver SVM name

"volume clone split start" -access all

security login role create -vserver SVM name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



"volume clone split stop" -access all

security login role create -vserver SVM name
"volume create" -access all

security login role create -vserver SVM name
"volume destroy" -access all

security login role create -vserver SVM name
"volume file clone create" -access all

security login role create -vserver SVM name
"volume file show-disk-usage" -access all

security login role create -vserver SVM name
"volume modify" -access all

security login role create -vserver SVM name

"volume offline" -access all

security login role create -vserver SVM name

"volume online" -access all

security login role create -vserver SVM name

"volume gtree create" -access all

security login role create -vserver SVM name

"volume gtree delete" -access all

security login role create -vserver SVM name

"volume gtree modify" -access all

security login role create -vserver SVM name

"volume gtree show" -access all

security login role create -vserver
"volume restrict" -access all

SVM name

security login role create -vserver
"volume show" -access all

SVM name

security login role create -vserver SVM name
"volume snapshot create" -access all

security login role create -vserver SVM name
"volume snapshot delete" -access all

security login role create -vserver SVM name
"volume snapshot modify" -access all

security login role create -vserver SVM Name
"volume snapshot modify-snaplock-expiry-time

security login role create -vserver SVM name
"volume snapshot rename" -access all

security login role create -vserver SVM name

"volume snapshot restore" -access all

security login role create -vserver SVM name
"volume snapshot restore-file" -access all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

—-access all

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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security login role create -vserver SVM name

"volume snapshot show" -access all

-role

security login role create -vserver SVM name -role
"volume snapshot show-delta" -access all

security login role create -vserver SVM name -role
"volume unmount" -access all

security login role create -vserver SVM name -role
"vserver cifs share create" -access all

security login role create -vserver SVM name -role
"vserver cifs share delete" -access all

security login role create -vserver SVM name -role
"vserver cifs share show" -access all

security login role create -vserver SVM name -role
"vserver cifs show" -access all

security login role create -vserver SVM name -role
"vserver export-policy create" -access all
security login role create -vserver SVM name -role
"vserver export-policy delete" -access all
security login role create -vserver SVM name -role
"vserver export-policy rule create" -access all
security login role create -vserver SVM name -role
"vserver export-policy rule show" -access all
security login role create -vserver SVM name -role
"vserver export-policy show" -access all

security login role create -vserver SVM Name -role
"vserver iscsi connection show" -access all
security login role create -vserver SVM name -role
"vserver" -access readonly

security login role create -vserver SVM name -role
"vserver export-policy" -access all

security login role create -vserver SVM name -role
"vserver iscsi" -access all

security login role create -vserver SVM Name -role
"volume clone split status" -access all

security login role create -vserver SVM name -role
"volume managed-feature" -access all

security login role create -vserver SVM Name -role
"nvme subsystem map" -access all

security login role create -vserver SVM Name -role
"nvme subsystem create" -access all

security login role create -vserver SVM Name -role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



"nvme subsystem delete" -access all

®* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme subsystem modify" -access all

* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme subsystem host" -access all

° security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme subsystem controller" -access all

° security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme subsystem show" -access all

° security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme namespace create" -access all

° security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme namespace delete" -access all

* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme namespace modify" -access all

* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme namespace show" -access all

=/\EDOMER TONTAPY S XA O— L = {EK T 3

&/NRDIER T ONTAP 25 X2 0O— /L% {Ef L CT. SnapCenter @ admin O—)L % {#
FAL T ONTAP THLIE%ZRITT ZIMRBEHLNBRVWKLSICTEIHRELHD £, EEDONTAP
CLIOY Y R%EZEITLT. ONTAPZ S XA2O— /L% e L. R/NEDIERZEID Y TS
CENTEXET,

* FIE"
1 ZPL—UYRFLT, O—LEFERLTIRTOMRESD S TET,

security login role create -vserver <cluster name\>- role <role name\>
-cmddirname <permission\>

() coavy REHERCLICRDETAENBD E7,

1. A—H#ZERL. 201—HICO—-ILZEDHTET,

security login create -user <user name\> -vserver <cluster name\>
-application ontapi -authmethod password -role <role name\>

2. 1—HoOv I ERRLET,

security login unlock -user <user name\> -vserver <cluster name\>
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security login role create -vserver Cluster name or cluster name

Role Name -cmddirname "metrocluster show" -access readonly

security login role create -vserver Cluster name or cluster name

Role Name -cmddirname "cluster identity modify" -access all

security
"cluster

security
"cluster

security
"cluster

login role create -vserver
identity show" -access all

login role create -vserver
modify" -access all

login role create -vserver

peer show" -access all

security login role create -vserver
"cluster show" -access all
security login role create -vserver

Cluster name -role Role Name

Cluster name

Cluster name

Cluster name

Cluster name

"event generate-autosupport-log" -access all

security login role create -vserver
"job history show" -access all
security login role create -vserver
"job show" -access all

security login role create -vserver
"job stop" -access all

security login role create -vserver
"lun" -access all

security login role create -vserver
"lun create" -access all

security login role create -vserver
"lun delete" -access all

security login role create -vserver

"lun igroup add" -access all

security login role create

"lun igroup create"

security login role create

"lun igroup delete"

security login role create

"lun igroup modify"

—-vserver

—-access all

—vserver

—-access all

—vserver

—-access all

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

SnapCenter 5.0LA[& Tld. 77 XX EEEI—HFIFRESTAPITOA T R—rENET, V77X
ABEEMANDI—FZFAL TO—IILZERT 25513 ZAPIZFERAL TIEE L,

-role

-role

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



security login role create -vserver Cluster name
"lun igroup rename" -access all

security login role create -vserver Cluster name
"lun igroup show" -access all

security login role create -vserver Cluster name
"lun mapping add-reporting-nodes" -access all

security login role create -vserver Cluster name
"lun mapping create" -access all

security login role create -vserver Cluster name
"lun mapping delete" -access all

security login role create -vserver Cluster name
"lun mapping remove-reporting-nodes" -access all

security login role create
"lun mapping show" -access

-vserver Cluster name
all

security login role create
"lun modify" -access all

-vserver Cluster name

security login role create -vserver Cluster name

"lun move-in-volume" -access all

security login role create -vserver Cluster name
"lun offline™ -access all

security login role create -vserver Cluster name
"lun online"™ -access all

security login role create -vserver Cluster name
"lun persistent-reservation clear" -access all

security login role create -vserver Cluster name

"lun resize" -access all

security login role create -vserver Cluster name

"lun serial" -access all

security login role create -vserver Cluster name

"lun show" -access all

security login role create -vserver Cluster name
"network interface create" -access readonly
security login role create -vserver Cluster name
"network interface delete" -access readonly
security login role create -vserver Cluster name
"network interface modify" -access readonly
security login role create -vserver Cluster name
"network interface show" -access readonly
security login role create -vserver Cluster name
"security login" -access readonly

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

security login role create -role Role Name -cmddirname

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

"snapmirror create"
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-vserver Cluster name -access all

security login role create -role Role Name -cmddirname

destinations" -vserver Cluster name -access all

security login role create -vserver Cluster name
"snapmirror policy add-rule" -access all

security login role create -vserver Cluster name

"snapmirror policy create" -access all

security login role create
"snapmirror policy delete"

-vserver Cluster name
—-access all

security login role create -vserver Cluster name

"snapmirror policy modify" -access all

security login role create -vserver Cluster name
"snapmirror policy modify-rule" -access all

security login role create -vserver Cluster name
"snapmirror policy remove-rule" -access all

security login role create -vserver Cluster name
"snapmirror policy show" -access all

security login role create -vserver Cluster name
"snapmirror restore" -access all

security login role create -vserver Cluster name
"snapmirror show" -access all

security login role create -vserver Cluster name
"snapmirror show-history" -access all

security login role create -vserver Cluster name
"snapmirror update" -access all

security login role create -vserver Cluster name
"snapmirror update-ls-set" -access all

security login role create -vserver Cluster name
"system license add" -access all

security login role create -vserver Cluster name
"system license clean-up" -access all

security login role create -vserver Cluster name
"system license delete" -access all

security login role create -vserver Cluster name
"system license show" -access all

security login role create -vserver Cluster name
"system license status show" -access all

security login role create -vserver Cluster name
"system node modify" -access all

security login role create -vserver Cluster name

"system node show" -access all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

"snapmirror list-

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name
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security login role create -vserver

"system status show" -access all

security login role create -vserver

"version" -access all

security login role create -vserver

"volume clone create" -access all

security login role create -vserver

"volume clone show" -access all
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"volume destroy" -access all

security login role create -vserver
"volume file clone create"
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"volume file show-disk-usage" -access all
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"volume modify" -access all
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security login role create -vserver Cluster name -role Role Name
"volume snapshot modify-snaplock-expiry-time" -access all

security login role create -vserver Cluster name -role Role Name

"volume offline" -access all

security login role create -vserver

"volume online" -access all

security login role create -vserver

"volume gtree create" -access all

security login role create -vserver

"volume gtree delete" -access all

security login role create -vserver
"volume gtree modify" -access all

security login role create -vserver

"volume gtree show" -access all
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"volume snapshot create"

—-access all

security login role create -vserver Cluster name

"volume snapshot delete"

—-access all

security login role create -vserver Cluster name

"volume snapshot modify" -access all

security login role create -vserver Cluster name

"volume snapshot promote"

—-access all

security login role create -vserver Cluster name

"volume snapshot rename"

—-access all

security login role create -vserver Cluster name

"volume snapshot restore"

—-access all

security login role create -vserver Cluster name

"volume snapshot restore-file" -access all

security login role create -vserver Cluster name

"volume snapshot show"

—-access all

security login role create -vserver Cluster name

"volume snapshot show-delta”

—-access all

security login role create -vserver Cluster name

"volume unmount"

—-access all

security login role create -vserver
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security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

—-access all

login role
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cifs share

login role
cifs share

login role
cifs show"

login role
create"

create -vserver
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security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy create" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy delete" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy rule create" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy rule delete" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy rule modify" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy rule show" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy show" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver iscsi connection show" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver modify" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname

"vserver

show" -access all

Active Directory D AHEXDERZBMICT B L DICNST T r—> 3 > F—IL =B

EX)

SnapCenter @ Active Directory

A D ERZEHMICT DRED D BIFE I

Windows

Server TA VA=Y b > T3 X—=2 30 —EX (IS) 8L T. AXAZLDT
TN —=o a3 T=ILT7hHIOY b EERTEXY,

* FIE

1.

SnapCenter '-f Y X k—JLENTWL3 Windows H—/\N—T IS Y= vy —%2HZT X9,

2. FRIDFEST =3 >oRAVT, * TV r—oaryrF=IL* %00y LEd,

3. [7FUHr—o3>F—IJL] JRBMT [SnapCenter] %##ERL. [7o>3arv] RA4VT [*
FMERE*] ZzoUv I LEFT,

4. ID] %=#ERL. [*...]%Z%2) w2 LTSnapCenter 7 FUr—>3>7—ILIDEZRELET,

S [HABRLTHDY ] T7+4—ILRIC. Active Directory DFiAIDIERZIHFDOR XA > 1—H—F /-
IFR XA VEBBETHO Y M AaEANLETD,

6. [OK|Z27 v L%,

HDARZRLTHTY ME. SnapCenter 7 S r—> 3 > F—JLICHEAAEFNTWVS
ApplicationPoolldentity 77177 > MMIXHZHD T,

71



BEEEOYT DFRTE

EEENOJIE. SnapCentertt — /XD IR TDT7 I T4 ETAICDVWTEREINET, T 7
AL ETIE BEEOJIEA YA M=ILENTWVWBET 74 ILMDFFATHS_C
. \Program Files\NetApp\Virtual \SnapCenter WebApp\audit\ (C&» D 7,

EBEOJIE. TRTOEBEARYMINLTTIZILBEEIN A AP T AN 2ER L TRET 3 & TRE
TN, FERZEEHNSREINET T, FHINEAP T A MNIBOEEF v I LT 7L THREIN.G
FDOTFTIEOAVT VY DEEMEZRIET A -DICTEEHNLGEEEF v I ThONE T,

lSnapCenterAdminy; O—)LTOJ A Y LTHELRBELRHD XY,

* CDRATICOWVWT

*TI—MIXRDIFIVATEEINET T,
c RO DEEMF T v IR T a—ILEIdsyslogh —N\DBEEIFENICHE->TVWET
c RO DEAMF T v, BEEOY. Fildsysloghr—/NO7 DEE
° T o RY AR=ZAHD AL

cBAEMTF IV IICKRBMLUISBRICOAEX—ILDEEINE T,

CBBEOITALIMNICERFIvIYLOITA LI MIOAADNRZERFICEETIHENHD F
To WINMM DRI ZEETE I TEZREA

*EBEOJVTALIMICEBRFIVITLOITALIMNIDODNRZEET B L. UAIDHEFRICHBEE
AJTBEUF I v IZRITTETIEA

CBEBEOJTALIMNICEEREFv I LOI T4 LT MUD/NRIE. SnapCentertf—/N\OO—HIL K S
17ICRB T 2HELHD £7,
HERSATERIERY NIV MRSATIEFHR—FINTULEE A

* syslogth—/N\DFRETUDPZO LM JIHAEHRINTVEHE. R—EDMELELTVWERHIMERTEIRWVI L
IC&BITT—Id. SnapCenterCTZ—F7E7Z— b L THFv TF ¥ TET XA

* Set-SmAuditSettings 1Y > K ¥ Get-SmAuditSettings A¥ > RZFEA L T, BEOJ/ 2B TET XY,

ARV RLY N THERTEZ /NI X—RZDFHAEIE. Get-Help Command_name%® E{TL THEETE &
o Ffeld. 2B8BIBZHTEEXI "SnapCenter VI LT 7AYVRLY FUT 7 LY ZAHA R

[}
o

* FIlE*

1 [REIR—I T, [REP[ZO—NIILREP[EEOJRE|DIBISERL £,

2. [Auditloglz 2> 3> T, EHlEANDLET,

3 BEOY - TaLIMIBSLOEEFIVvIYL - O - Ta LI MV ZANLET
a BRKI77AINFAXEANLET
b. O 7 71 LDRAEE AN
C. 73— hEXKETREDDT 4 RATAR—AEHEO/N—tE > T—CZANLET

4. (f£E) *Log UTCtime*Z A x—TJILICLF T,

72


https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html

5. (#7>3>) *Audit Log Integrity Check Schedule ZB%IC L. Start Integrity Check * for On
Demand integrity checkz 2 ') w2 L9,

F 7. *Start-SmAuditintegrityCheck* ¥ > FZE1TL T, BEBICIWLC TEEMF v IZMAM TS
EHTEEI,

6. (7> 3>) UE—bsyslogh—N\ADEXEEOT ZBMIC L. syslogh—/\NDFFl=E AL £
ER

TLS 1278 b JILDIFA. syslogh—/N\H'5 TMEFSNTIL— b1 ICEEREZ 1 VK- F T 3HBEH
HOFET,
a. syslogtt—/\7" KX FDAS
b. syslogtt—/\7"K— b DA
C. syslogt—/\Z7OKJILDAS
d. RFCRZELD A
7. [1R7F (Save) &V UwILET,
8 EEEBAMFIvICT 1 RVMBHEF v UId. *Monitor > Jobs * 27 1) w I THERRTEET,

A=Y RTL%ZENMT S

T—RFREr 7O aZ VI DMIBEEITT B7-®HIC. SnapCenterh* SONTAP X k
L —< £ 7=1FAmazon FSx for NetApp ONTAPAD 7V X %=HA§ 53X L - X F
Lzty b7y TTRIHRENHD £,

ZARZAVRTOYDSVMEZEMT A EH. EHOSYVMTIEBRIND VS XX EZEBMTZHTEE

9, Amazon FSx for NetApp ONTAP%Z R L TW3IHEE. fsxadmin7 AV > ~ZEHR L TEBDOSYMTIE
S NBFSXEIELIFZBINY $H. SnapCenter CFSx SVMZEMTE X7,

BHtR 9 B HIIC
* AL —TEEEER T BI2IE. Infrastructure AdminO— JLICKRE LR IERIARETT,
C ISTADA VR M—IILHERITHRTHVW EZHERL TSIV,
RAKL « PS04 DAVAM=ILIE' A ML= « D RTFLEHOBMPIFETLAEVWTLIEET VAR

ke FrwlahFHING ' T—ER—X + XT—RZXH SnapCenter GUI ICTRRINBDZENHD £
FTINUI NI Ty TICIFMERATETEEATIE NetApp A ML —JICIXFERATET XHA

C ARL—=UPRATFTLAIE—ETHIMVELRHD £,
SnapCenter Tld. BB 23V FXZICALEAFDIA ML =SS RXT7LAZEHEET S cigHR—FSN

TWEHA. SnapCenter THR—FENBZRX L —I P IXTLICKE. TNEN—BORASLUVT—H
LIFDIP 7RLRZEIDHTEIRELRHD F£T,

* CDORRTICOVWT

* ML=V RTFLERETBEIC. IRV NEEY T L (EMS) & K UAutoSupport DIEREZ B%hIC
ITBICHTEFEET, AutoSupporty —JLiE. AT LDEEMICETZT—2%ZIEL. Y XTLD b+
ST a—FT+4 >FBICNetAppT I Z ALY R— MIESNISEELE T,

73



CNEDEEXEMICTD . DY —XADMREINCET. VAN ERIEFIZ7O-ZVJNIEBHIEREICK
TLIEE, £RIGNEBHNKB L= FIZ, SnapCenterh* 5 X kL — S X7 LIZAutoSupport!E#RHY.
AR L—=JY RT LDsysloglcEMS X wtE—IHXESINE T,

* SnapMirrorT X 7« %—> 3 > £7=lESnapVaultT X 7« 2—> 3 > IZSnapshotx L U r— b 9356
& TATA4XZ—=23SYMETET AT A X—2a VI SRRV —ASVMERIFTI ST AEZADI ML
— O ATLERZLY Ty TITIRENHD T,

ARL—=PYRFLDNRTD—REZEETRE, RATTPa—)lehizyad. 707N

@ wIT7vT. BELOURXNTUEBNIKRTZehHBDET, ANL— « SRTFLD/INRT
—RZZEL/%. Storage (A ~L—) 2T T *Modify (BE) *%221) v LT/INRD
—REEHTETET,

* FliE~
1. ElOFESF =23 oRA VT, *RA ML= XTL* BV ILET,
2 [AML=USRTLIR=TJT., [FREH1Z7VvILET,
3. [Add Storage System]X— T, RDIBHREASIL X T,

74



Z14—ILEF
ARL—=U2 T L

dA—H%4%/INZAT—R

1R1F

A=Y RTLDERIEIFIPT RLRZA

HLZFET,

®

®

A=Y RT LA, RXA
VEEEDHTICISXFUTICTS
WENB O RAIRRAFITH
BHEBENDHDET, 15XFZEBR
BHAFDR L —2 S AT L
ZIERR T BICIF. Add-

SmStorageConnectionPowerShell

OV RLy bzERALE Y.

MetroClusteri&pf (MCC) DX ~
L= RFLTI VRN TH
RL—2a>zFRT3ICIE. O
—HIVISRAREET IS AZD
EH%%&%?%CK%?’Eﬁbi

SnapCenter Tld. BH 2V 5ARICHBRE L%
D SVM [FEH T R—rEhFHE

Ao SnapCenter THR— kI N3 SYM ICIE.
ENEN—RBOLFIZNITIVERHD £,

®

®

SnapCenter AD X k L —JHEHD
BIN%IE. ONTAP ZfERL T
SVM X730 S A2 D&RI=EE
LBRWTLTZTL,

SVM [ZFEW4&ET£7-1% FQDN %
BANL7=3%&1&. SnapCenter &
TST04 VKRR FOmAD SR
TE3HRELRHDET,

ARL—=—U SO RATFLAANDT I RICHERIER %
BOXANL—Sa—H0oLTrovILEAAL

9,

75



Ja4—ILR 121E

ARy NEEBYXT L (EMS) CAutoSupport®d RENERAINIFBE. U MT7UEBEINRT L
BE BE. FRISNEBIERLIIBEICEMSX vyt —
SEARL—UY R T LDsyslogllixE L7
D, AutoSupportXvt—>SZ X ML—IUY T
LISEFELIEDT35B81F. ZE2I5Fv IR
W AEERLE T,

AutoSupport B ZBXIC T 3 IC & AutoSupport
Xyt—IHWMBTHZH. [ EKEL 08
IZX39 % SnapCenter BRIZ XA ML —2 « R F
LIZKETS*] FzvIRYIRZAUIZTS
o [*H—=N+ AR % syslog ICECERT D
*] FIwIRYIRHAUIIEDET,

4 TSy bTx—L. FORI. R—b BLVEALTIMIBIDETONLET I 4L MEZEE
I3malE. [EOMOA T3> 2o v I LET,

a [FSy rT74—AL]T. ROV FETURIDSVWTNHDDA TS a U EFEIRLET,
SVMHBNy o7y TEROEAVA VI L=V X T LDIBEIE. * Secondary * F v 7R
WO 2EFIRL £ 9, [*Secondary] # 7> 3 >%#ERT B L. SnapCenter (T ICTIEVR
FrviERTLEEA

SnapCenterCSVMZEBML 7B EIE. ROV FEIIUDNS TSy b T4 — LB T=FHTHEIRT 24
BEAHD XTI,

a. [Protocol] C. SVME=IZ7 S X201y b7y FERICERELZORNIIL GBFEIFHTTPS) %3&ERL
9,

b. AAL =L AT LNRIFANDZR— b ZANDLEFT,
BEIFTIAIEDR— M43ZERTETET,

C. BEDEITIMFLT 2 T TORBREZMEMLTAILET,
77 # )L MEIZ60H T I,

d. SVM ICEBBDOBEA V2 —T 1 AN BH2%HEIF. *EBFIPI Fzv IRy I XZ#ERL. SVM
EGRAOEBRIP 7L XZANILET,

e [1R7F (Save) 12OV UvILET,
1. [Submit (XE) 120U v LEd,
C R

Storage Systems (RbL =S XFL) R=ID *Type (X4 7F) * ROy FEATUh 5. ROWLWEnh
DIRIEZEERITLET,

* BTN ARTD ONTAP Z2RR9 33%E1F. [*SYMSVM* | ZZFRLF T,

FSx SVMZENM L 2HZE %, Z ZICFSx SUMARTREINE T,

76



* BIMENIIARTDISRAEERTITBICIE. T*ONTAP VS RA* )] Z&RLFT,
fsxadminZ A L TFSxZ S A2 ZEBM LB EIE. CIICFSXI T AARKRREINE T,
DSARGmI) I TRE VSARICEEFNZIARNTOSYM A SVM IS avicRREINET,

ONTAP @ GUI ZfE L T ONTAP 7 5 X ZIZ# L LY SVM ZEM L 7235 E (3. * Rediscover* 220 ) v &
IBE. FILEMLEE SVMARRENET,

FASE7-IZAFFR FL—U Y ZF L% A —ILSANT LA (ASA) 7y 7HL—RLIEHEE
@ I&. SnapCentertf —/N\MD R b L — it 2 BH L T. SnapCenterd#H LVWA FL—2 XA
ZRRT BZHENHD FT,

cRRTERY
SnapCenterhB’ 7 7 XA TEZIARTDRA ML= XTALADSEX—LIBRZXRET BICIE. VT RAXEEE
MERAML—I P XFT L/ — R TAutoSupportZ BMIC T DMRELRHD £, £D®HICIF. AFL—IUD X
TLADAR Y RZAUHIBRDAR Y RZERITLET,

autosupport trigger modify -node nodename -autosupport-message client.app.info
-to enable -noteto enable

@ Storage Virtual Machine (SVM) BEIE#&|ZIZAutoSupport\NDT7 It XtEIEH D £H Ao

SnapCenter Standard 1> FO—SRX—X 51> X %I1B10

FAS. AFF. F£7cldZ#—JLSANT7 LA (ASA) XbL—oO>bO—Z%FALTVS
BAIF. > bO—5~R—XDSnapCenterS 1 ADKRETT,

AV PO—SR—IASAEVRICIITRDO LS BEELAHD £,

* Premium Bundle £7z|& Flash Bundle (R—XX Ny ZICIFEENFEA) DEEAIC SnapCenter Standard
D1 IDEENET,

* EHIROX ML —DfFERE

* ONTAP System Manager£7zIZX L =05 XZ2DATY RS0 & EAL T, FAS. AFF, 7
IFASAD R ML —2 Oy FO—ZICEHZEMLTEMICLET

@ SnapCenter > bO—SRX—=—XADZA 2 AICDWVWTIE. SnapCenter GUI ICTZ 1> X
BHRZANTLFEA

> hO—Z0 UT7IIBESICAOYIEINTVETY

REBERSAEYXDFEFEHICOVWTIE. ZBRL T LTV "SnapCenterz 1 2> 2"

?JIIEA : SnapManager Suite 51T 2> AN VX F=ILEINTVEIHESHZREEL

SnapCenter GUI%Z £ L T. SnapManager Suite 5 1 7> X HFAS. AFF. X7IFASATSAIUVA L=

77



SRATLICA VA R=ILENTVWBEHE SHhZHESE L. SnapManager Suite 71 > AWMREBERIA L —
AT LERETEE Y, SnapManager SuiteS 1> Xld. 54T X ML= X7 L EDFAS,
AFF. ASASVMZ 7130 Z A RICOIHBEREINE T,

> bO—ZIZSnapManager Suite 5 1 7> AW Y TICH 3% S 1E. SnapCenter Standard 1>

@ FO—SR—=XZAE Y IANEHWICREINE T, SnapManagerSuite 71> &
SnapCenter 222D Y FO—SRXR—XAD 1V AERELERTERINE TN, ALS1t
V2% LET,

FIE
1L EADFETF—2a>RAVT (RML=U O RT LI EERLET,

2 AbL=UPRTLR=ID* AT ROV TEATINE BIMLIEIRTD SYM F7ld T 5 X2 %R
TIBINESIHZERLET,

c BIMETNIZITARTD SVM ZRRTBICIE. *ONTAP SVM * Z38IRL £ 9
C BMINIZIARTDISAEAERTTBICIE. *ONTAP VS AR * #EIRL X T,

VSRRABZERT B L. TDUTARICEEFNSE TRTDSVMA[Storage Virtual Machine]tz 7 < 3
VICRTINEFT,

3 RAFL—CHEEVIANT, A bO—-53531EVRF)ZRLET,

[Controller License]FICId. RDRAT—RAHNKRINET,

o

v FAS. AFF. F7cIFASAT 1<) A L —T 2 X7 LlZSnapManager Suite 5 -1 7> DA
YZh=llEhTwdZeznLET,

o

@ FAS. AFF. F7cIFASATZ 1<) XA L —T 2 X7 LlZSnapManager Suite 5 -1 7> DA
YZh=)LENTVWARWI EZERLET,

° [Not Applicable]ld. Amazon FSx for NetApp ONTAP. Cloud Volumes ONTAP. ONTAP Select. F7c
FEHAAVRANL—UTF Sy T 4—LEICRAMNL—2O> b O—-5W%H S 7. SnapManager
SuiteZ MY AMBEHAINBZWVWI L ZRLEFT,

Flg2 : A>bO—ZJICA VA M=IILETNTVWEI A VA E/ELET
ONTAPOVY Y RSV FEALT. AV FO—FICA YA FP—ILETNTVWERTARTOSAEVAERRTE
F9, FAS. AFF. F7=I3ASAS AT LD I S AIABTIBETHIMNELHD £,

@ O> bO—3Tld. SnapCenter Standard 1> b O—Z~X— X 5 2> X H’SnapManagerSuite
FAEVRELTRREINE T,

FlE
1. ONTAPOTY Y RS >%FEHAL TNetAppd Y bO—ZICOJ 1>V LE T,

2. license showI¥ > RZAAL. HA%EKRLT. SnapManager Suite 51 > ANA VX h—=JLENT
WBDESHZRERLET,
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H75)

clusterl::> license show
(system license show)

Serial Number: 1-80-0000xx
Owner: clusterl
Package Type Description Expiration

Serial Number: 1-81-000000000000000000000000xx

Owner: clusterl-01

Package Type Description Expiration
NF'S license NFS License =
CIFS license CIFS License =
iSCSI license 1SCSI License =
FCP license FCP License =
SnapRestore license SnapRestore License -
SnapMirror license SnapMirror License =
FlexClone license FlexClone License =
SnapVault license SnapVault License =

SnapManagerSuite license SnapManagerSuite License -

CDFITIE. SnapManagerSuite 1> X% 1> X =)L B7=6. SnapCenter QBT 1t > &

BEDHD EFEA.

FIE3: OO0 D T7ILEESZEELET

A bO—5R—=XASAEL ROV TZILESZEHIFEISICIE. A bO—502 ) FILBSHURET
9o, ONTAPOY VRS VR FERLTCIOMO—ZDI U T7IINESZEIFTEE9, FAS. AFF. 7=
IZASAS AT LDY S AABEBETHINELHD ET,
FE

1. ONTAPOR VY RZa & FERLCOY FO—ZICcOJ 1> LE T,

2. system show -instance XYY RZAAL. HAZHRL T FO—ZDO2 U T7IILBESZRHELEFT,
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H75)

clusterl::> system show -instance

Node: fasxxXX—-XX—XX—XX
Owner:

Location: RTP 1.5

Model: FAS8080

Serial Number: 123451234511
Asset Tag: -

Uptime: 143 days 23:46
NVRAM System ID: XXXXXXXXX
System ID: XXXXXXXXXX
Vendor: NetApp

Health: true

Eligibility: true
Differentiated Services: false
All-Flash Optimized: false

Node: fas8080-41-42-02
Owner:

Location: RTP 1.5

Model: FAS8080

Serial Number: 123451234512
Asset Tag: -

Uptime: 144 days 00:08
NVRAM System ID: XXXXXXXXX
System ID: XXXXXXXXXX
Vendor: NetApp

Health: true

Eligibility: true
Differentiated Services: false
All-Flash Optimized: false
2 entries were displayed.

3. YUTFNESERHRLET,

FlE4 : 2> bO—SRX=XSAMEVROI IV T7INESZEFLET

FAS £7l3 AFF X L —2% R L TUW335A. NetApp Support Siteh'5 SnapCenter 1> fO—5RX—2X
DALV AZEIFELTHS. ONTAP AV RSAVEFERALTA YA M=ILTEFET,

FtRS ZaEiIC
* NetApptR— b bOBEMHABOT AV ILT VI vILBARETY,
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BWRILTUIOYILEADLEVNE., RROT-HDBERISERINEH A
A—ZDY ) T7ILESHURETT,

FlE

1.1CO7 4 > L "NetApptR— k4 &9,

2 [YRFL]. [*YIRITTSAEYR ]| DIEBCEELET,

3. [Selection Criteria]#81% T. [Serial Number (located on back of unit) [hhZ&ERINTWVWE Z e =S L. O
>hO—ZD2UTINESZEANLTGo ! '&Z:#ERL £,

Software Licenses

Selection Criteria

Choose a method by which to search

» |Serial Number (located on back of unit) v| Enter Value: : Gol|

Enter the Cluster Serial Number value without dashes.

-0R -
» Show Me All: | Serial Numbers with Licenses v| For Company: |:| :__G_p!_:

BELEOYFO—5SOS1E XD A MARTREINET,

4. SnapCenter Standard & 7zI& SnapManagerSuite 51> X %=E L Tk L £ 9

FIE5: A FO—SR—IADSA L RAZEBMT D

FAS. AFF. F7:I3ASAY X7 L% AL TLWT. SnapCenter Standard % 7z|&SnapManager Suite® 5 1 2
VAW HBHEIE. ONTAPOATY Y RS0 V& fEAL TSnapCenterd> FO—SR—XSA 2V XZBIMTE
£7,

HIRY B HIIC
* FAS. AFF. E£7=13ASAS R T LD Y S RAAEEBETHINENHD 9,

* SnapCenter Standard % 7z(&¥SnapManager SuiteD 5 1 7 > XHNE T,

BRI DAB

FAS. AFF. F7cI3ASARX kL —|ZSnapCenter®itAhkZ 1 > X k=)L 9§ 3155 I&. Premium Bundle D3
RS AERELTIY FO—JICA YA M=IILTEE T,

SnapCenter ZE AR L TA Y X =L T 3HBE1F. BEEEHEFICSEVEHEWVELEE. Premium
Bundle fHES /> A ZEBEL T FO—FICA VXA F=)LLTLIEE L,

FIE
1.ONTAP XY R4V ZFERALTRY b7y 7o SR2ICO1 Y LET,
2. SnapManager Suite5 1 2> XX —%BIML £9,

system license add -license-code license key
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COOT > R, admin¥ERL NIV THERTE XY,
3. SnapManager Suite 71 ZY ADNA VA F—=ILENTVWE =R LF T,

license show

2Ty 76l It A EHIBRLET
> bAO—5~R—2Z®D SnapCenter iZE StV XAZFERALTVWT. BEXR—ADABRZI X (U7

ILESIE 1501 TN ) ZHIRTIHENRHZHFEIE. MySQL OAX Y RZFEHAL T, Bkt
EFHTHIR T Z2URELRHD £9, SHARS 1t X, SnapCenter GUITIZHIFRTE £t Ao

@ RSATILSAEY A EFETHIRRT 2UEHLHBDDIE. SnapCenter DIZETY FO—F A
—ZADZA1 A ZFERLTVWBRHEEDAHTY,

FlE
1. SnapCentertf —/\C. PowerShellV 1 > R U%ZFLWTMySQLINAT—RZUty FLET,

a. SnapCenterAdmin7 177 > k MSnapCentertf — /N Dtz v > 3 > Z AT % IZI&. Open-
SmConnection AV > RLw cERTLE T,

b. Set-SmRepositoryPassword%z 17 L TMySQL/NX T — K&y FLE T,

AV RLyw bOEMHICDOVWTIE. ZBBLTLZE W "SnapCenter V 7 U7X RLw kU
77 LY RHAA K,

2. O R7OY 7 +%BE. mysql-uroot-pEERTLTMySQLICOY 1> LET,
INRT—RDAAZRODENET, NRT—RDUEy MFICIEELILT YO vILEAALES,
B FT—ER—ZANSHBRZ T X=ZHIBRLET,

use nsm; "~DELETE FROM nsm License WHERE nsm License Serial Number='510000050";

A= RFLO7OEES 3 Z>ST
Windows’R X b TOX ML —D O 3>y

LUNR kL —2 DRE

SnapCenter L T. FC 3E#: LUN 713 iSCSI ##i LUN Z5RETEF £
Jo SnapCenter Z{EF L T. BIF® LUN Z Windows "R MMZEHRT DI EHTEF
ER

LUNIZ. SANIERICHIFTEZ R ML —SOEXRBENATY, Windows iR bE. X F L EDLUNZRIET 1+ X
D LTEBHELET, FEMICOVWTIE. ZBBL TV "ONTAP 9 SANFERH 1 K"

iSCSIty 3> ZzhiIvT 3

iSCSIZ{EH L TLUNICIEST T 233813, LUNEER L TGEEEZBMICT %80ICiISCSIty > a V&I D
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BEHHD XT,

* WD BE0IC*

* A=Y RTFT L/ —RZISCSIZ—47y FPELTERLTEKHBELRHD XTI,
* AML—=Y PR T LTISCSIT—ERZHBL THEKBENRHD T, 5"

* TDRATICOWVWT*

iISCSIzy>avik. AEN—23a>DIPE (IPveXIPve. F7IXIPv4XIPv4) TOAEIITE XY,

)>o0O—AhIIPv6T7 KL XL, iISCSIEYy S aYDEEY, "X Me2—4 vy FOmADPRILT TRy FA
ICHBBRICOAMEATETEXT,

iISCSIT = I—RDEAFEZEEITD Y., ISCSIZ—Tw hADTIVLRICHELX T, LBIZEZELS
. FLLWERIDEBINDEDIC. 12T — 4N T7IOERTEEZ—4 Y FOBRENVEICHDZEHD
DETJ, ISCSIH=Z>I—2DELHEZEELIEBRIE. R M =BEFITINELNHD X7,

RAMIEHDISCSI 12 —T 1 ADH D56 BHIDOA>VR—T A ATIP7RLRAEZFERALT
SnapCenter ND iSCSI v a VZMHEIILIHET. D IP 7RLRAZFEALTHDA > EZ—T 214 XD
5iSCSIttwy>a aMIIdA I3 TEEHAS
* FE *
1. RO+ ESY—> 3> RA>VT. *Hosts* (ARR L) #O)woLFT,
2. Hosts (KRR k) R—T. *iSCSISession (iSCSItwv>3ay) *#oUwvwoLEd,

3. Storage Virtual Machine * ROw 74U > 1) X kH5. iSCSI #—%4"w kD Storage Virtual Machine
(SVM) Z&#RLFT,

- [Host] ROW AT« UREHS 'Yy a3 VDRI MEERLET
ey aroiL| o)y I LET,

(G2 N

vl a ORIV« Y- RARRINET,

6. Establish Session V4 #'— R T' 24— 7w b EIEELET
Ja14—ILR ANTB3aATUER
=y k) —R% iISCSIZ—4'y kD ./ —F%

BEOX—7y b/ —FahH 3581 €0%
A FAR D ERTATRRISNET,

=Ty hR—FJITRLZX R—=T YRRy NT—=UR—ZILDIP7 KL X
R—=4y R R—Z)LR— R—=Ty bRy NT—=UR—FILDTCPR— ~
AZI—RR—FILTRLZR IR Yy N T—=OR—=ZILDIP7 KL X

1 ANDTET LIS, *#Efii 2oy ILES,
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SnapCenter BV iSCSI v a3 > %#HIILE Y,
8. COFIEZ#EDRL T, 2= v rlliltEysaYyeRILET,
iSCSItzwv > 3 > Dt
BHOtLy 3 EFRALTWVWEZ—7y b 5ISCSIty > 3 VY OYIMNREICRZBENHD £7,

* FIE *
1. EBDFESY—> 3> RA VT, *Hosts* (KRR L) #oUwoLFT,
2. Hosts (KRR k) mR—T. *iSCSISession (iSCSItwv>3Y) *#OUvwoLET,

3. Storage Virtual Machine * ROw FH > 1) X kH5. iSCSI #—%"v k@ Storage Virtual Machine
(SVM) ZZERLZET,

4. [Host] FOAY AT - URMDS 'Ly a VDRAMEERLEY

5. iSCSIttwy> 3D IURMIS, U2y a>%uEREIRL, * Ly otz o )y oL
£9,

6. [y a> oyl | 41 7OJRy I XT. [OK 29Uy I LET,

SnapCenter IC& > TiSCSI vy g >hIficNEd,

igroupDIERY & EIE

A1=ZIT—RTI)IL—"7 (igroup) ZERHLT. A L= X T LA EDREDLUNICT
I RATEBHRANEIBELZX 9, SnapCenter ZEAL T. Windows 75X b ®D igroup
DR BRIZEE. ZBE. HIFRZIT52 N TEET,

igroupZz {ERL 9 %

SnapCenter ZfEH L T. Windows KX kLI igroup Z1EF TEF £, igroup & LUN ICYwvE>ST T3
Ee TARVDER T4 F— REET 14 RGOV« F— R TID igroup ZHEHATET 3L SICHBD £,

* FliE
1. ElOFESF—>3>RA 2Ty *Hosts* ((RRAK) #20Uwo L%,
2. Hosts R—U T, *igroup*Z 27w L%,
B[ AZ2I—RITN—T|R=UT. HFREK 127Uy I LET,
4. igroup DIERRA A 7OJ Ry U X T, igroup ZEEL ET,

TJa1—ILK 121

ANL—=PPORT LA igroup ICX v E>4J 9% LUN @ SVM Z3ERL
£9,

ARk igroupZ{ERL AR A R ZFIRL £

igroup igroupD%EIZ AL ET,
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Ja4—ILR 121E

1A= I—4 AZI—2%FERLET,
AT A= I —HKA 7, iSCSI. FCP. 7/ IXEE

(FCPriSCSI) ##ERL %9,

O ANICHEREARIFNIE. T*OK*] Z#OUwILET,
SnapCenter (& D AL —U 2 X5 A igroup BMERLENLE T,
igroupDHHFIZEE T D

SnapCenter ZfEA L T. BIF®D igroup D&FIZZEETEEX T,

* FIE

1.

EROFES—>3>RA> Ty *Hosts* (KRR L) #ZOoUvwoLET,

2. Hosts R—I T, *igroup*Z 27w LET,
B AZIT—RYIN—FR—IJ T, *Storage Virtual Machine * 7« —JLR&E T ) w2 L TERBTEER
SVM DX +ZRRL. BEIZZEET S igroup D SVM Z:EIRL £,
4. SVM @ igroup D) XA~ T, BEIZZE T3 igroup Z1ERL. *Rename* &7V vILET,
S. igroup DEFZEEA 1 7OJ Ry X T, igroup DFLWVWEBIZEASIL. *RRIOEE %27 1) vy
L,
igroupZ=ZE 7 3

SnapCenter ZfEH T3 . BEFED igroup IC1 = T—X%EBMTEEX T, igroupDIERBFICBINTE %KX
MI1DFEF T, 75 AXBEDigroupZER T 2155 1E. igroupxZE L TE Digrouplcfid / — R ZENT

TEY

- FIE *

1.

ERDFES—> 3> RA>T, *Hosts* (KRR bE) #OUvwoLET,

2. Hosts R—J T, *igroup*Z2 v LET,
B AZIT—RYIN—FR—=IJ T, *Storage Virtual Machine * 7«1 —JLR%E T 1w L THERBTEER
SVMO ROy FEIY )R bERRL. ZET S igroup D SVM Z:ERL 95
4. igroup M') A ~Tigroup ZFEIRL. * A= I —R% igroup ICEBM*Z U w I LET,
S KRR MZFERLET,
6. 1 Z2IT—2%FRL. *OK*ZI U I LFT,
igroupz HIFR 9 %

SnapCenter ZfEF L T. RE(ZH o7z igroup ZHIBRTE X9,

* FIE
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1. ElOFES =3 R4 >VT. *Hosts* ((RAK) 20U v o LFET,
2. Hosts R—T. *igroup* &= 27w LE9,

3. AZ>IT—HFI—FR—IT. *Storage Virtual Machine* 7«4 —JLR%ZZ U w o L THERATIRER
SVWMp ROy FAT) A hEFRRL. BIBRYT 3 igroup D SVM Z3EIRL £,

4. SVM O igroup D) X ~T. HIFR9 S igroup ZIRL. *Delete* 2o wo L £,
S. igroup DHIBRA A 7OJHRY IR T, *OK*Z o )w I LFET,

SnapCenter |2 & > T igroup HEIBR TN E T,

T A R DI EER

Windows R X b E. AL =2 X T L EDLUNZRET + RO & LTERHL £
9, SnapCenterz{FF L T. FCEEFLUNE 7= ILiSCSHERILUNZER B L URETE X
ER

* SnapCenterlgN—> w0574 RVDHEHR—ELET A4 FIvIT0 AV R— TN TVEE
Ao

* GPTOBEIFIDDT—RIN—FT 4> 3>DH. MBROBEIFIDDTSAIIN—FT 43 hHFaE
NEdT, CON—FTa>3Ild. NTFSFH7IZCSVFST 7 +#—<w FrEN1DDAR) a—LE. 120D
4P 2VAV.S )\ L F

* HR—rEINB3N—TFT4>a>XE1L)L . GPT. MBR., VMware UEFIVM Tl&. iSCSI T4 XUV DH
HHR—rEhET

@ SnapCenter Tld. 74 RVBDEBIFTR— TN TULWEHA. SnapCenter TEIELTW3
T4 RTDEEIEEET DL, SnapCenter LIBIFEEICKRT LEE Ao

RAMLEDT 1 RV DERTR
SnapCenter TEIEL TL3& Windows KA F EDF 4 ROV KRR TEET,
* FliE
1. ElOFESF—> 3 >RA VT, *Hosts* (KRR K) #U)woLET,
2. Hosts (KRR ) R—I T, *Disks (F1RY) *HVUvILET,
3. [Host] RO FH DT> « URMHDBHRRAMZEIRLET

TARXITDIRAIDRRENET,

TIAET 4 RV DR

SnapCenterCEBIEL TWB I T RIALEDISRARATA RV ZRRTEXT, VI RAZbENcT XY
l&. [Hosts] ROw 7R T UHhH5 0 REEBIRLIZBEICOARTINE T,

* FE *
1. EAlDFES —> 3> RA VT *Hosts* (KX k) #o)wo LT,
2. Hosts (KRR k) R—I T, *Disks (F14 X)) *H#IV)woLFT,
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3. [Host] FOwW 7R IY - URRNE U T RARZERLET

TARIDI)RAHRRENET,

FCHERT £ 7cIFiSCSHERDLUNE /i3 T+ RV ZERL T

Windows’ R X bE. A ML= X T LEDLUNZRET 1+ X0 & L TE# L £9, SnapCenter Z{HEH L
T. FC &t LUN F£7:13 iSCSI ##t LUN Z1ERB S URETT X7,

SnapCentertANTT « RV EER L TT7+—< v b T 3FEIE. NTFST 7ML AT LECSVFST 71 )L
AT LDIDYR—FENET,
Fta Y BHIIC

* ARL—=UYRFLLEICLUNBORD) 2—L%ZERL TELBENHD £7,

C DR a—LAIZlE. SnapCenter TIER L 7= LUN OAHZEIAL £ 9,

@ SnapCenter TER L7=270—>AR a—AlICiE. 20— ITICA Ty FENTWLW3S
BEZREI. LUNZERT S i3 TEEE A

* APL—=U P RAFTLATFCH—E X F7ILISCSIV—EXZHIR L THE K BELRHD XY,

*iISCSIZFEARALTVW3HEEIF. ARNL—IUYRTLEDISCSIZYS a v ERIILTELBENRDHD £,

* SnapCenter Plug-ins Package for Windows|d. 7+« RV Z1ERLT D HRAMIDHA VX b= )L T ZREN
HHFET,

* CDORRTICDOVWT

* Windows Server7 T ILA—N\—2U S XAAZRNDHRX FTLUNEHEB LAWVWHET D, LUNEZEROERZI MC
B2l idTEEE A

* Cluster Shared Volume (CSV ; 7 5 XAHEHR) 2 —L) =FEAT BSWindows Server7 =1 LA —/\—
IS ARANDERRANTLUNEREET3EEIFE. VX2 TIN—T%#FBITIRANMITA RI7%1ERT S
MEBERHD XTI,

* FlE*
1. ElOFESF—>3>RA 2T, *Hosts* (RRAK) #20UwoL%ET,
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(D MySQL H— /#8777 JL (myin) @ [mysqld] &> 3> T. CAGAZ. H—N
INT ) URIRE. Y—N\WERD/NAZIBETI2HELHBD £,

MySQL H—/\#8 7 7-1JL (my.in) @ [client] o> 3> T, CASERRZE. V547> bNNT )y
JEERAE. BLV IS 7Y M BEBDONIAZIEET 32HENHD XTI,

ROBITIE. T7AILETHILARDmy.Ini7 70 IILD[mysqld]Zo > 3 VIEERRZE X — T 71 IILD
JE— &M "C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data’ TLVE 9,

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

ROFNE. myini 771D [client] E7 > a Y TEHINTNRAZRLTVWET,

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-—
key.pem"

4 42—y b > T+ X— 3 % —/\— (lIS) T SnapCenter HF—/N\—D Web 7 SV r—> 3>
ZEELET,

S MySQLY—EXZBEHL X7,
6. MySQLProtocol —®D1{&% SnapManager .Web.Ul.dll.config7 7 1 L TE#FH L £7,

RDBIE. SnapManager .Web.Ul.dIl.config 7 7 -1 )L TE# I 117=MySQLProtocolF—DfEZ% /=~ L TL
E

<add key="MySQLProtocol" value="SSL" />

7. my.ini7 71 JLD[clientl L 7> 3 VIBESNTWS/NXZEHL T. SnapManager
Web.Uldll.configZ7 7 1 JLZE#FH L £,



ROFIE. myini Z77ILD [client)| EI >3 Y TEHINZNRERLTVWET,

<add key="ssl-client-cert" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-cert.pem" />

<add key="ssl-client-key" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-key.pem" />

<add key="ssl-ca" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/ca.pem" />

1. IS T SnapCenter #—/\—Web 7 U —>a > %@L ET,

HARBE A Dt 2 7 B MySQLIEF D&LE
SnapCenterty —/N X MySQLY —/\ED@EZFRZE T 2%HEIE. BN (HA) /—FOmEAICKL
TSecure Sockets Layer (SSL) fEFAECF—T7 7ML EERMTET X9, SEAZSCF—7 71 JLIE. MySQLY
—NEHA/ — R TRETIHELRHD XTI,
ROFEPENERINE T,

* CAGERRZE

—HDHA/ — R TCAREBENEMR TN, HO—ADHA/ —RIZOE—ENF T,

*\mADHA/ — RO —N\NT )y JRZE Y — N\RERT 71 )L

*HAEDHA/ — RO AT MNT VY DABREC IV SAT7 > CERT 711

* FliE

1. 1DB®HA/ — R T. opensslAY > REEHAL T. Windows®OMySQLY —/\& o 51 7> hDSSLEE
BHECFXF—T7MIILERELEF T,

FLCIE. ZBRRLTLLEETL, "MySQL /N—2 3> 5.7 ¢ openssl Z{ERA L7z SSLEEFAE S LK UF
— D1ERL"

HY—/NGERRE. 7747 Y MERE. BXUF—T 7 MILICER IS HEHERDEIR.

@ ENZENCASEAZ ICERATNIHBRDELREBRIVENHD T, HBRDEDE
C3ma. OpenSSLZFERAL TIYNAILENY —NDIRFL F—T 7 1 JLIFKK
LET,
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*RAMTIZ09T74 R > H—)N\iBEOHER & LT ¥ —/\D Fully Qualified Domain Name (
FQDN ; B2 Rk X1 V%) ZHEALTIETL,

2. SSLEAFFRZE L ¥ —T7 77 ILEZMYySQALOT—R 7 A LAICOAE—L £ 7,

MySQLDT—R 7 # LA DT 7 #)L k/NRIE. C :\ProgramData\NetApp\SnapCenter\MySQL
Data\Data\C 9,

- MySQLY —/\#BE 7 71 )L (my.n) T. CAGERRZE. U —N\NTV v JFRE. 7517 bNNTV

Y EERE. Y- N\WER. LU0 7 2 MBRONRZERLET,

MySQLY — /N8 7 71 JL (my.in) DT 7 #)L bD/NXIE. C
. \ProgramData\NetApp\SnapCenter\MySQL Data\my.in 9,

@ MySQL H— N\ 7 71 JL (my.in) @ [mysqld] €2 3> T, CAMBAZE. H—N
INT VU ORRE. —N\WEBERONAZIEETIHNELHD £7,

MySQL H—/\#8p 7 71JL (my.in) @ [client] EZ> 3> T, CASIRRE. V547> bNT )y
JAEAE. LV I TAT7 2 M ERD/INAZIBET 2RELNHD XY,

ROFNE. myini 771D mysqld o> a3 IO —SNIEEBECF— T 717 ILERLTULE
To CDTT7AIETAILAILC © /ProgramData\NetApp/SnapCenter /MySQL Data\Data T 9,

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-—
key.pem"

ROFIE. myini Z77ILD [client)| EI > 3 Y TEHINZNREZRLTVWETS,

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
key.pem"



4. 22BDHA/ — R T, ROFIBEICHE>TCAGEREZ I — L. =N\ NT Vv JiRE. T—/N\WH
BI7AIN. 9547 NTVYIGRE. SLVISA T MRERT 7AIILEZERLFT,

a. 1DEDHA/ — R TEMINTCASEBBE%Z2DEDNLB/ — ROMySQLOFT—R 7 # LA IC3IE
_L/ij_o

MySQLDT—R 7 # LA DT 7 #)L b/NRIE. C :\ProgramData\NetApp\SnapCenter\MySQL
Data\Data\C 9,

CAREBRB IESBIER L BT 2 E W, H—/XNT Uy STFRE, 2517 > b/
() TUvsEBE. Y NRERT 7. BEUISAT Y NERT 7LD
BT SUBNBD £ T,

b. 1DBMHA/ — R T. openssldAY > RZMEAL T. Windows®DMySQLY —/N&T514T7 > k
DSSLAFFAEZE F—T7 71 ILZRELE T,

"MySQL /N\—<3 > 5.7 . openssl Z{ER L 7= SSL sEFAE S & U F— DIER"
T—NAERE. 72472 MERE. B8LUF—T 7MIILICER TN HBRDIE
@ IF. ENENCASIFAZICER SN HBRDECRBIVENDHD 9, HBEZLD

EDEILIBE. OpenSSLEEARAL TOAVNTILEINIY—NDIIRZE X X —T 71
JLIEEBL x 9,

H—NFERBEZE0HEZ E L TH—/N\OFQDNEZFER T3 e ##HREL X T,

C. SSLAFAZE . F—T 71 ILZMySQLOT—X2 T #ILAICIE—L T,

d. MySQLT—/\#8p 7 7 1)L (my.in) T. CASERRE. T—N\NT Uy IERAE. 7517 kNN
Ty JFARE. Y—/N\WEBR. LV I517 2 M BRONIZEHFLEIT,

@ MySQL H— /#7711 JL (my.in) @ [mysqld] €2 > 3> T. CAMBAZE. #
—N\NTF )y UERE. Y—/\MERDNIAZIEETIHNENHD £,

MySQL H—/\#8R 7 7 1)L (myin) @ [client] o> 3> T, CASEEHE. V317>V ~NT )
yURERE. XUV I 172 MERONIAZIEET DIHENHD £7,

ROFIE. myini Z7CILD mysqld €O > 3 ICaAE—SNFEEREr F— T 77 IL%ERL TV
£, COTT7AILETHILAIEC ¢ /ProgramData\NetApp/SnapCenter /MySQL Data\Data T
EP

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-—
key.pem"
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ROFIE. myini 77 7LD [client)| Eo > 3 Y TEHINZNRERLTVWET,

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

S. MADHA/ —RDA VR —Fy b > T X—> 3% —/\ (IIS) TSnapCentertf —/\Web7” /1)
F—arvEEFEILELET,

6. MADHA/ — RTMySQLY —E X %= B8 L £,

7. A DHA/ — K ®DMySQLProtocol & — DfE%* SnapManager .Web.Ul.dll.configZ 7 1 L TE# L £
ER

RDFE. SnapManager .Web.Ul.dll.configZ 7 1 )L TEH & N 7=MySQLProtocolF—DfE%Z =~ L TL)
x9,

<add key="MySQLProtocol" value="SSL" />

8. WMADHA/ —RICDWT. my.ini7 71 ILD[client]t 7> 3 > TIEE LIZ/NAZERL
TSnapManager® .Web.Ul.dll.config7 7 1 L ZEFH L £

ROFNZ. myini 771D [client] T2 > a > TEHINTNRZRLTVWET,

<add key="ssl-client-cert" wvalue="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-cert.pem" />

<add key="ssl-client-key" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-key.pem" />
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<add key="ssl-ca" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/ca.pem" />

1. mADHA/ — RDIISTSnapCentertf —/\Web7 FUr—> 3 U %#EEIL £ 9,

2. —5MHA ./ — R TSet-SmRepositoryConfig -RebuildSlave -Force PowerShell A< > K L v kIZ-Force
72 a>ZEIBELTERL. MADHA/ —RICEFa7BMySQLL U —> 3 VB L F
ER

L7V —o 3 0 RT7—RADEETH>TH. -Force 77> a>umEFERLTAL—TURIS NI %
BRETIETET,

- > X b—)LEFICWindows 7R Xk TEMIC R B 8L
SnapCenter Server 1 Y XA b—Z%ZfFRATS & 1> X b—J)LHIZ Windows 7R X kT

Windows DH&REX O—ILAABICHED £, cnbld. FSTILSa—FT1 VIR HRR
ESZATLDAYTF 2 RARIDBEELRH D £,
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