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FIE
1. ONTAPOY Y RS % ERL TNetAppd > bO—Z IO 1> LE T,
2. license show AY > REAHNL. H3% KR L T SnapManagerSuite 712> AN VX b=J)LETNTWL
EHESHERERLET,

HA5)

clusterl::> license show
(system license show)

Serial Number: 1-80-0000xx
Owner: clusterl

Package Type Description Expiration
Base site Cluster Base License =

Serial Number: 1-81-000000000000000000000000xx

Owner: clusterl-01

Package Type Description Expiration
NF'S license NFS License =

CIFS license CIFS License =

iSCSI license 1SCSI License =

FCP license FCP License =
SnapRestore license SnapRestore License -
SnapMirror license SnapMirror License =
FlexClone license FlexClone License =
SnapVault license SnapVault License =
SnapManagerSuite license SnapManagerSuite License -

Z DB TIE. SnapManagerSuite 512> X% AV A =)L S7=%. SnapCenter DBINZ 1 > XiF
MEHD FHE A
FIE3: > rA—ZDT D TFINESZEIELET
ONTAPONY Y RZSAV%ZFERALTIAY MO—ZDI U 7IIESZRELET, AV MO—IR—XDF1t
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FIE
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1.ONTAPOY Y RS rZFEALTIY FO-3ICAJAI Y LET,
2. system show -instance ¥ > RZ AN L. HAZBERLTA> bO—FOP U T7IILESZHELEF T,

751

clusterl::> system show -instance
Node: fasxxXXX—XX—XX—XX
Owner:

Location: RTP 1.5
Model: FAS8080
Serial Number: 123451234511
Asset Tag: -

Uptime: 143 days 23:46
NVRAM System ID:
System ID:
NetApp
true

XXXXKXXXXX
XXXKKXXKXKK

Vendor:
Health:
Eligibility:
Differentiated Services:
All-Flash Optimized:

true

false
false
Node: fas8080-41-42-02
Owner:

Location: RTP 1.5
Model: FAS8080
Serial Number: 123451234512
Asset Tag: -

Uptime: 144 days 00:08
NVRAM System ID:
System ID:
NetApp
true

XXXXXXXXX
XXXXKXXXKXKK
Vendor:
Health:
Eligibility: true
Differentiated Services: false
All-Flash Optimized:

2 entries were displayed.

false
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system license add -license-code license key
CHIY Y FiE. admintgfRL NILTERTE XY,
3. SnapManager Suite 71 2V ANA YA F—ILENTVWE =R LF T,

license show

A7y 7o HART T XZHIFRLE T

dY FA—35~R—X®MSnapCenter Standard S 12> XZFERALTEDH. BEXR—XDHAZI1E2X ()
TILESH 501 THRDZ) ZHIRT Z2HENHSHEE. MySQL AV Rz2FERL TEHBZ 12X %F
B CHIR T ANENDBD T, HES T XIE. SnapCenter1—H— A VX —T 1 A %&EFEHAL THIKRT
BCLIEFTETFEAS

@ RSATILSAEY RZFEHTHIRT 2UEBEHLH S DIE. SnapCenter DIZEI>Y FO— AN
—AD ALV REZFERALTVWBRHBEDAHTY,

FE
1. SnapCentertf —/\C. PowerShell7 1 > R U%ZFWLWTMySQLINAT—RZUty FLET,

a. Open-SmConnection AY > KL w k%317 L T. SnapCenterAdmin 777177 > k M SnapCenter Server
EDEREHILILET,

b. Set-SmRepositoryPasswordz 21T L TMySQL/XXT—R%Z v cLE T,

ATV RLy bOFFRICDOWVWTIE. UTEBRBLTLEEV, "SnapCenter V7 77TV R L
DT 7PLRAAAR,

2. O R7O0Y7 +%BE. mysql-uroot-pEERTLTMySQLICOY 1> LET,
NZAT—=RDANERDENE T, NAT—FRDUEy FRFIZIEELEILTYOvILEANLETD,
3 FT—ER—ZANSHARZT T RZHIBRLET,

use nsm;DELETE FROM nsm License WHERE nsm License Serial Number='510000050";

N TRAZE) T4 DRE
S AM%RIEYT B -HDSnapCentertf —/\DKE

Windows & 7= lELinux TE{TINTL B SnapCenterT/\1T 7RALZE ) T4 (HA) &Y
R—br93ICIE F5O—RNS B EA>XM—=ILLE T, FoEERATS

& . SnapCentertf —/\Id. BICBFRICH DI TmAR2DDRANTT T« TNy THERK
HR—FTEZXI, SnapCenterCF50— R/N\S VU EFERTY 3ICI&. SnapCentertf
—NZREL. FSO—RNS OB ZRETIHNELHD £,

Fy bT7—=20—-RNZ>> >4 (NLB) Z5REL TSnapCenter/\1 7RI SE) T4 2RETD_CHT
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security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_name\>
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security login create -username <user name\> -application ontapi -authmethod

<password\> -role <name of role in step 1\> -vserver <svm name\> -comment
"user description"

° user_nameld. {ERT 31— DHF T,
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° <svm_name> |& SVM DE&EI T,
° <role_name> |&. FIE1 TERL7=O—ILDO&AFI T,

° <password> (&, /NAT—RFTY, NAT—RZIEELLZVWE. NXAT—RODAHZRDZTOVT
ORI EINE T,

4. AR REAALT. 2—UHELLLIER NI e =B L £,
security login show -vserver <svm name\> -user-or-group-name <user name\>

user_nameld. FIESTER L 71— DHFI T,

&/\ROIERTSVMO— L Z1ERKT %

ONTAP TH LUL SVM 22— O—IL%Z{ER T 33HBE. E1TI 3HUNENHS ONTAP
CLI AR Y RHAWVK DN HD £9, ONTAP D SVM % SnapCenter TERT B K DI
FHEL. vsadmin O—I)LZFERALIKHRWVES. COO—IILDBANETT,

* FIE
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security login role create -vserver <svm name\>- role <SVM Role Name\>
-cmddirname <permission\>

(D coavyRERC LIcRDETXENBD £ T

1. J_ﬁ%flﬁﬁi L/\ %@J—"j“:ﬂ-)b%%” D %T 35'3-0

security login create -user <user name\> -vserver <svm name\> -application
ontapi -authmethod password -role <SVM Role Name\>

2 a—HoOvo=#ERLES,

security login unlock -user <user name\> -vserver <svm name\>

SVMO— /L D1ERL EHEBRDE| D H THDONTAP CLIOAY > K

ONTAPDOO—)LZ{ERL L THERZEID HTBICIE. WS DD DCLIOYY RZRITITINENHD T,

* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"snapmirror list-destinations" -access all

®* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"event generate-autosupport-log" -access all

®* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"job history show" -access all

®* security login role create -vserver SVM name -role SVM Role Name -cmddirname

35



36

"job show" -access all

security login role

"job stop" -access all

security login role
"lun" -access all

security login role
"lun create"

security login role
"lun delete"

security login role

—-access all

create -vserver
create -vserver
create -vserver
create -vserver

—access all

create -vserver

"lun igroup add" -access all

security login role
"lun igroup create"

security login role
"lun igroup delete"

security login role
"lun igroup rename"

security login role

create -vserver

—-access all

create -vserver

—-access all

create -vserver

—-access all

create -vserver

"lun igroup show" -access all

security login role

create -vserver

SVM Name -role
SVM Name -role
SVM name -role
SVM name -role
SVM name -role
SVM name -role
SVM name -role
SVM name -role
SVM name -role

SVM name -role

"lun mapping add-reporting-nodes" -access all

security login role create -vserver SVM Name -role

"lun mapping create" -access all

security login role create -vserver SVM name

"lun mapping delete" -access all

security login role create -vserver SVM name
"lun mapping remove-reporting-nodes" -access

security login role

"lun mapping show" -access

security login role

"lun modify" -access all

security login role

"lun move-in-volume'

security login role create -vserver SVM name

"lun offline"

security login role create -vserver SVM name

"lun online"

security login role create -vserver SVM name

"lun resize"

security login role create -vserver SVM name

"lun serial"

—-access all

—-access all

—-access all

-role
-role
all
create -vserver SVM_name -role
all
create -vserver SVM_name -role
create -vserver SVM_name -role
-access all
-role
-role
-role
-role

—-access all

SVM Role Name

SVM Role Name

SVM Role Name
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security login role create -vserver SVM name

"lun show" -access all

security login role create -vserver SVM Name

"network interface" -access readonly

security login role create -vserver SVM name
"snapmirror policy add-rule" -access all

security login role create -vserver SVM name
"snapmirror policy modify-rule" -access all

security login role create -vserver SVM name
"snapmirror policy remove-rule" -access all

security login role create -vserver SVM name
"snapmirror policy show" -access all

security login role create -vserver SVM name
"snapmirror restore" -access all

security login role create -vserver SVM name
"snapmirror show" -access all

security login role create -vserver SVM Name
"snapmirror show-history" -access all

security login role create -vserver SVM name
"snapmirror update" -access all

security login role create -vserver SVM name
"snapmirror update-ls-set" -access all

security login role create -vserver SVM name

"version" -access all

security login role create -vserver SVM name
"volume clone create" -access all

security login role create -vserver SVM name

"volume clone show" -access all

security login role create -vserver SVM name

"volume clone split start" -access all

security login role create -vserver SVM name

"volume clone split stop" -access all

security login role create -vserver SVM name

"volume create" -access all

security login role create -vserver SVM name

"volume destroy" -access all

security login role create -vserver SVM name

"volume file clone create" -access all

security login role create -vserver SVM name
"volume file show-disk-usage" -access all

security login role create -vserver SVM name
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-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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"volume modify" -access all

security login role create -vserver
"volume offline" -access all

SVM name

security login role create -vserver
"volume online" -access all

SVM name

security login role create -vserver
"volume gtree create" -access all

SVM name

security login role create -vserver
"volume gtree delete" -access all

SVM name

security login role create -vserver SVM name

"volume gtree modify" -access all

security login role create -vserver SVM name

"volume gtree show" -access all

security login role create -vserver SVM name

"volume restrict" -access all

security login role create -vserver SVM name

"volume show" -access all

security login role create -vserver SVM name

"volume snapshot create" -access all

security login role create -vserver SVM name

"volume snapshot delete" -access all

security login role create -vserver SVM name
"volume snapshot modify" -access all

security login role create -vserver SVM Name
"volume snapshot modify-snaplock-expiry-time

security login role create -vserver SVM name
"volume snapshot rename" -access all

security login role create -vserver SVM name
"volume snapshot restore" -access all

security login role create -vserver SVM name
"volume snapshot restore-file" -access all

security login role create -vserver SVM name
"volume snapshot show" -access all

security login role create -vserver SVM name
"volume snapshot show-delta" -access all

security login role create -vserver SVM name

"volume unmount" -access all

security login role create -vserver SVM name
"vserver cifs share create" -access all
security login role create -vserver SVM name
"vserver cifs share delete" -access all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

" -—access all

-role

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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security login role create -vserver

SVM name

"vserver cifs share show" -access all
security login role create -vserver SVM name
"vserver cifs show" -access all

security login role create -vserver SVM name
"vserver export-policy create" -access all
security login role create -vserver SVM name
"vserver export-policy delete" -access all

-role

-role

-role

-role

security login role create -vserver SVM name -role

"vserver export-policy rule create" -access all

security login role create -vserver SVM name -role

"vserver export-policy rule show" -access all

security login role create -vserver SVM name -role
"vserver export-policy show" -access all

security login role create -vserver

"vserver iscsi connection show"

security login role create -vserver

"vserver" -access readonly

security login role create -vserver
"vserver export-policy" -access all

security login role create -vserver

"vserver iscsi" -access all

security login role create -vserver
"volume clone split status" -access

security login role create -vserver
"volume managed-feature"

security login role create -vserver

"nvme subsystem map" -access all

security login role create -vserver

"nvme subsystem create" -access all

security login role create -vserver

"nvme subsystem delete" -access all

security login role create -vserver
"nvme subsystem modify" -access all

security login role create -vserver

"nvme subsystem host" -access all

security login role create -vserver

"nvme subsystem controller" -access

security login role create -vserver
"nvme subsystem show" -access all

security login role create -vserver

—-access all

SVM Name

—-access all

SVM name

SVM name

SVM_ name

SVM Name

all

SVM name

SVM Name

SVM Name

SVM Name

SVM_Name

SVM_Name

SVM_Name

all

SVM_Name

SVM_Name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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"nvme namespace create" -access all

®* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme namespace delete" -access all

* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme namespace modify" -access all

° security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme namespace show" -access all

ASAR2> X F LFADSVMO— )L DIERR

ASAR2 AT LTHLWSYVM 22— —0O—ILEERT BICIE. W< DHDONTAP
CLI O Y RZEITIBAIMNELNHD LT, CoO—J)LIE. ASAr2 > X7 LT SVM
%SnapCenterCEHT 2 & SICHEB L. vsadmin O—I)LZFEA LA VESICHNETI,

* FIE"
1 ZFL—UYRFLT, O—LEERLTIRTOMRESD Y TET,

security login role create -vserver <svm name\>- role <SVM Role Name\>
-cmddirname <permission\>

(D) coavyREMRCLICRDETEELNSD $7,

1. A—H#ZERL. 201—HICO—IILZEDHTET,

security login create -user <user name\> -vserver <svm name\> -application
http -authmethod password -role <SVM Role Name\>

2. 1—4oOv I ERRLET,

security login unlock -user <user name\> -vserver <svm name\>

SVMO— )L DERL CAERDEID Y THDONTAP CLIOY Y K

ONTAPOO—ILZ{ER L THERZEID HTBICIF. W< DHDCLIOAYY RZEHITTI3HENDBD T,

° security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"snapmirror list-destinations" -access all

security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"event generate-autosupport-log" -access all

security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"job history show" -access all

° security login role create -vserver SVM name -role SVM Role Name -cmddirname
"job show" -access all

® security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"job stop" -access all
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security login role create -vserver

"lun" -access all

security login role create -vserver

"lun create" -access all

security login role create -vserver

"lun delete" -access all

security login role create -vserver
"lun igroup add" -access all

security login role create -vserver

"lun igroup create" -access all

security login role create -vserver

"lun igroup delete" -access all

security login role create -vserver

"lun igroup rename" -access all

security login role create

"lun igroup show" -access all

—vserver

security login role create -vserver

SVM Name -role
SVM name -role
SVM name -role
SVM name -role
SVM name -role
SVM name -role
SVM name -role
SVM name -role

SVM name -role

"lun mapping add-reporting-nodes" -access all

security login role create -vserver
"lun mapping create" -access all

security login role create -vserver
"lun mapping delete" -access all

security login role create -vserver

"lun mapping remove-reporting-nodes’'

security login role create -vserver
"lun mapping show" -access all
security login role create -vserver
"lun modify" -access all

security login role create -vserver

"lun move-in-volume" -access all

security login role create -vserver

"lun offline" -access all

security login role create -vserver
"lun online" -access all

security login role create -vserver
"lun resize" -access all

security login role create -vserver
"lun serial"™ -access all

security login role create -vserver
"lun show" -access all

security login role create -vserver

SVM Name -role

SVM name -role
SVM name -role
' —access all

SVM name -role
SVM name -role
SVM name -role
SVM name -role
SVM name -role
SVM name -role
SVM name -role
SVM name -role
SVM Name -role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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"network interface" -access readonly

security login role create -vserver SVM name
"snapmirror policy add-rule" -access all

security login role create -vserver SVM name
"snapmirror policy modify-rule" -access all

security login role create -vserver SVM name
"snapmirror policy remove-rule" -access all

security login role create -vserver SVM name
"snapmirror policy show" -access all

security login role create -vserver SVM name
"snapmirror restore" -access all

security login role create -vserver SVM name
"snapmirror show" -access all

security login role create -vserver SVM Name
"snapmirror show-history" -access all

security login role create -vserver SVM name
"snapmirror update" -access all

security login role create -vserver SVM name
"snapmirror update-ls-set" -access all

security login role create -vserver SVM name

"version" -access all

security login role create -vserver SVM name

"volume clone create" -access all

security login role
"volume clone show"

create -vserver SVM name
—access all

security login role
"volume clone split

create -vserver SVM name
start" -access all

security login role
"volume clone split

create -vserver SVM name
stop" -access all

security login role create -vserver SVM name
"volume create" -access all

security login role create -vserver SVM name
"volume destroy" -access all

security login role create -vserver SVM name
"volume file clone create" -access all

security login role create -vserver SVM name
"volume file show-disk-usage" -access all

security login role create -vserver SVM name
"volume modify" -access all

security login role create -vserver SVM name

"volume offline" -access all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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security login role create -vserver

"volume online" -access all

security login role create -vserver

"volume gtree create" -access all

security login role create -vserver

SVM name -role

SVM name -role

SVM name -role

"volume gtree delete" -access all

security login role create -vserver SVM name -role

"volume gtree modify" -access all

security login role create -vserver SVM name -role

"volume gtree show" -access all

security login role create -vserver SVM name -role

"volume restrict" -access all

security login role create -vserver
"volume show" -access all

SVM name -role

security login role create -vserver SVM name -role
"volume snapshot create" -access all

security login role create -vserver SVM name -role
"volume snapshot delete" -access all

security login role create -vserver SVM name -role
"volume snapshot modify" -access all

security login role create -vserver SVM Name -role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

"volume snapshot modify-snaplock-expiry-time" -access all

security login role create -vserver SVM name -role
"volume snapshot rename" -access all

security login role create -vserver SVM name -role
"volume snapshot restore" -access all

security login role create -vserver SVM name -role
"volume snapshot restore-file" -access all

security login role create -vserver SVM name -role

"volume snapshot show" -access all

security login role create -vserver SVM name -role

"volume snapshot show-delta" -access all

security login role create -vserver SVM name -role

"volume unmount" -access all

security login role create -vserver SVM name -role
"vserver cifs share create" -access all

security login role create -vserver SVM name -role
"vserver cifs share delete" -access all

security login role create -vserver SVM name -role
"vserver cifs share show" -access all

security login role create -vserver SVM name -role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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"vserver cifs show" -access all

security login role create -vserver SVM name -role
"vserver export-policy create" -access all

security login role create -vserver SVM name -role
"vserver export-policy delete" -access all

security login role create -vserver SVM name -role

"vserver export-policy rule create" -access all

security login role create -vserver SVM name -role

"vserver export-policy rule show" -access all

security login role create -vserver SVM name -role

"vserver export-policy show" -access all

security login role create -vserver
"vserver iscsi connection show"

security login role create -vserver

"vserver" -access readonly

security login role create -vserver
"vserver export-policy" -access all

security login role create -vserver

"vserver iscsi" -access all

security login role create -vserver
"volume clone split status" -access

security login role create -vserver
"volume managed-feature"

security login role create -vserver
"nvme subsystem map" -access all

security login role create -vserver
"nvme subsystem create" -access all

security login role create -vserver
"nvme subsystem delete" -access all

security login role create -vserver
"nvme subsystem modify" -access all

security login role create -vserver
"nvme subsystem host" -access all

security login role create -vserver

"nvme subsystem controller" -access

security login role create -vserver
"nvme subsystem show" -access all

security login role create -vserver

"nvme namespace create" -access all

security login role create -vserver

"nvme namespace delete" -access all

-access all

SVM Name

—-access all

SVM name

SVM name

SVM name

SVM_Name

all

SVM name

SVM Name

SVM Name

SVM Name

SVM Name

SVM_ Name

SVM Name

all

SVM Name

SVM Name

SVM Name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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-cmddirname
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security login role create -vserver
"nvme namespace modify" -access all

security login role create -vserver
"nvme namespace show" -access all

security login role create -vserver
"storage-unit show" -access all

security login role create -vserver
"consistency-group" -access all

security login role create -vserver
"snapmirror protect" -access all

security login role create -vserver
"volume delete" -access all

security login create -user-or-group-name user name
-authentication-method password -role SVM Role Name

security login create -user-or-group-name user name
—authentication-method password -role SVM Role Name

* FIE

SVM Name

SVM Name

SVM_Name

SVM_Name

SVM_Name

SVM_Name

R/I\EDFMER TONTAPY S XA O— L= {EK T 3
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-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-application

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

http

-vserver SVM Name

-application

ssh

-vserver SVM Name

1. AL=US AT LT O—ILZEBL TIRTOERZEIDHTE Y,

security login role create -vserver <cluster name\>- role <role name\>

-cmddirname <permission\>

(D) coavyRERCICRDETHELNSD 7,

1. J—ﬁ%flﬁﬁi l./\ ‘E‘UJ:L—'US‘:D—)L%%J D %T i?o

security login create -user <user_name\> -vserver <cluster_name\>
-application ontapi http -authmethod password -role <role name\>

2 a—HvoOvo=#ERLES,

security login unlock -user <user name\> -vserver <cluster name\>

75 Z22O—)LDIERR CHERRDEID HTHDONTAP CLIOY > K

5 2F0—)L2ER L THERZED HTB7DICRITI ZHVEDNHBHONTAP CLIAY Y FHAW DHH D
9,
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security login role create -vserver Cluster name or cluster name

Role Name -cmddirname "metrocluster show" -access readonly

security login role create -vserver Cluster name or cluster name

Role Name -cmddirname "cluster identity modify" -access all

security
"cluster

security
"cluster

security

"cluster peer show"

security

"cluster show" -access all

security

identity show" -access all

modify" -access all

—-access all

login role create -vserver Cluster name

login role create -vserver Cluster name

login role create -vserver Cluster name

login role create -vserver Cluster name

login role create -vserver Cluster name

"event generate-autosupport-log" -access all

security login role create -vserver Cluster name

"job history show" -access all
security login role create -vserver
"job show" -access all

security login role create -vserver
"job stop" -access all

security login role create -vserver
"lun" -access all

security login role create -vserver
"lun create" -access all

security login role create -vserver
"lun delete" -access all

security login role create -vserver
"lun igroup add" -access all
security login role create -vserver

"lun igroup create"

security login role create

"lun igroup delete"

security login role create

"lun igroup modify"

security login role create

"lun igroup rename"

security login role create

—-access all

—-vserver

—-access all

—vserver

—-access all

—vserver

—-access all

—vserver

"lun igroup show" -access all

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

security login role create -vserver Cluster name

"lun mapping add-reporting-nodes" -access all

security login role create -vserver Cluster name

-role Role Name
-role Role Name
-role Role Name
-role Role Name
-role Role Name
-role Role Name
-role Role Name
-role Role Name
-role Role Name
-role Role Name
-role Role Name
-role Role Name
-role Role Name
-role Role Name
-role Role Name
-role Role Name
-role Role Name
-role

Role Name

-role Role Name

-role

-role

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



"lun mapping create" -access all

security login role create -vserver Cluster name
"lun mapping delete" -access all

security login role create -vserver Cluster name
"lun mapping remove-reporting-nodes" -access all

security login role create
"lun mapping show" -access

-vserver Cluster name
all

security login role create
"lun modify" -access all

-vserver Cluster name

security login role create -vserver Cluster name

"lun move-in-volume" -access all

security login role create -vserver Cluster name

"lun offline" -access all

security login role create -vserver Cluster name

"lun online" -access all

security login role create -vserver Cluster name
"lun persistent-reservation clear" -access all

security login role create -vserver Cluster name

"lun resize" -access all

security login role create -vserver Cluster name

"lun serial" -access all

security login role create -vserver Cluster name

"lun show" -access all

security login role create -vserver Cluster name
"network interface create" -access readonly
security login role create -vserver Cluster name
"network interface delete" -access readonly
security login role create -vserver Cluster name
"network interface modify" -access readonly
security login role create -vserver Cluster name
"network interface show" -access readonly
security login role create -vserver Cluster name

"nvme subsystem map" -access all

security login role create -vserver
"nvme subsystem create" -access all

Cluster name

security login role create -vserver
"nvme subsystem delete" -access all

Cluster name

security login role create -vserver Cluster name

"nvme subsystem modify" -access all

security login role create -vserver Cluster name

"nvme subsystem host" -access all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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security login role create -vserver Cluster name

"nvme subsystem controller" -access all

security login role create -vserver Cluster name

"nvme subsystem show" -access all

security login role create -vserver Cluster name

"nvme namespace create" -access all

security login role create -vserver Cluster name

"nvme namespace delete" -access all

security login role create -vserver Cluster name

"nvme namespace modify" -access all

security login role create -vserver Cluster name

"nvme namespace show" -access all

security login role create -vserver
"security login" -access readonly

Cluster name

-role

-role

-role

-role

-role

-role

-role

security login role create -role Role Name -cmddirname

-vserver Cluster name -access all

security login role create -role Role Name -cmddirname

destinations" -vserver Cluster name -access all

security login role create -vserver Cluster name
"snapmirror policy add-rule" -access all

security login role create -vserver Cluster name

"snapmirror policy create" -access all

security login role create
"snapmirror policy delete"

-vserver Cluster name
—-access all

security login role create -vserver Cluster name

"snapmirror policy modify" -access all

security login role create -vserver Cluster name
"snapmirror policy modify-rule" -access all

security login role create -vserver Cluster name
"snapmirror policy remove-rule" -access all

security login role create -vserver Cluster name
"snapmirror policy show" -access all

security login role create -vserver Cluster name
"snapmirror restore" -access all

security login role create -vserver Cluster name
"snapmirror show" -access all

security login role create -vserver Cluster name
"snapmirror show-history" -access all

security login role create -vserver Cluster name
"snapmirror update" -access all

security login role create -vserver Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

"snapmirror create"

"snapmirror list-

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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"snapmirror update-ls-set" -access all

security login role create -vserver Cluster name

"system license add" -access all

security login role create -vserver Cluster name

"system license clean-up" -access all

security login role create -vserver Cluster name

"system license delete" -access all

security login role create -vserver Cluster name

"system license show" -access all

security login role create -vserver Cluster name

"system license status show" -access all

security login role create -vserver Cluster name

"system node modify" -access all

security login role create -vserver Cluster name

"system node show" -access all

security login role create -vserver Cluster name

"system status show" -access all

security login role create -vserver Cluster name

"version" -access all

security login role create -vserver Cluster name

"volume clone create" -access all

security login role create

"volume clone show" -access all

security login role

"volume clone split start" -access all

security login role

"volume clone split stop" -access all

security login role
"volume create" -access all

security login role create -vserver Cluster name

"volume destroy" -access all

security login role create -vserver Cluster name

"volume file clone create" -access all

security login role create -vserver Cluster name

"volume file show-disk-usage" -access all

security login role create -vserver Cluster name

"volume modify" -access all

-vserver Cluster name

create -vserver Cluster name

Create -vserver Cluster_name

create -vserver Cluster_name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

security login role create -vserver Cluster name -role Role Name

"volume snapshot modify-snaplock-expiry-time" -access all

security login role create -vserver Cluster name -role Role Name

"volume offline" -access all

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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security login role create -vserver Cluster name

"volume online" -access all

security login role create -vserver Cluster name

"volume gtree create" -access all

security login role create -vserver Cluster name

"volume gtree delete" -access all

security login role create -vserver Cluster name

"volume gtree modify" -access all

security login role create

"volume gtree show" -access all

security login role create

"volume restrict" -access all

security login role create -vserver Cluster name

"volume show" -access all

security login role create -vserver Cluster name

"volume snapshot create" -access all

security login role create -vserver Cluster name

"volume snapshot delete" -access all

security login role create -vserver Cluster name

"volume snapshot modify" -access all

security login role create -vserver Cluster name

"volume snapshot promote" -access all

security login role create -vserver Cluster name

"volume snapshot rename" -access all

security login role create -vserver Cluster name

"volume snapshot restore" -access all

security login role create -vserver Cluster name

"volume snapshot restore-file" -access all

security login role create -vserver Cluster name

"volume snapshot show" -access all

security login role create -vserver Cluster name

"volume snapshot show-delta" -access all

security login role create -vserver Cluster name

"volume unmount" -access all

security login role create -vserver Cluster name

"vserver" -access all

security login role create -vserver Cluster name

"vserver cifs create" -access all

security login role create -vserver Cluster name

"vserver cifs delete" -access all

security login role create -vserver Cluster name

-vserver Cluster name

-vserver Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



"vserver

* security
"vserver

* security
"vserver

* security
"vserver

* security
"vserver

* security
"vserver

* security
"vserver

* security
"vserver

* security
"vserver

* security
"vserver

* security
"vserver

* security
"vserver

* security
"vserver

* security
"vserver

* security
"vserver

* security
"vserver

* security
"vserver

* security
"vserver

cifs modify" -access all

login role
cifs share

login role
cifs share

login role
cifs share

login role
cifs share

login role
cifs share

login role
cifs show"

login role
create"

create
modify" -access

—vserver

create -vserver
create" -access
create -vserver
delete" -access
create -vserver

modify" -access

create -vserver

show"

create -vserver
—-access all

create -vserver

—-access all

Cluster name
all

Cluster name
all

Cluster name
all

Cluster name
all

Cluster name

—-access all

Cluster name

Cluster name

login role create -vserver Cluster name

export-policy create" -access all

login role create -vserver Cluster name

export-policy delete" -access all

login role

create -vserver

export-policy rule create"

login role

create -vserver

export-policy rule delete"

login role

create -vserver

export-policy rule modify"

login role

create -vserver

Cluster name
—access all

Cluster name
—access all

Cluster name
—access all

Cluster name

export-policy rule show" -access all

login role create -vserver Cluster name
export-policy show" -access all

login role create -vserver Cluster name

iscsi connection show"

—-access all

login role create -vserver Cluster name
modify" -access all

login role create -vserver Cluster name

show"

—-access all

ASAR2> 257 LEADONTAPY 5 X2 O— JLDVERR

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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CLIOY Y E#R{TLT. ONTAPY S XA2O—)LZ1ER L. R/IEDIEREZENDHTS

CENTEEY,
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security login role create -vserver <cluster name\>- role <role name\>
-cmddirname <permission\>

() coavyREHERCLICRDETAEN DD ET,

1. A—H#ZERL. 201—HICO—-ILZEDHTET,

security login create -user <user name\> -vserver <cluster name\>
-application http -authmethod password -role <role name\>

2. 1—4oOv I ERRLET,

security login unlock -user <user name\> -vserver <cluster name\>

5 Z220—)LDOER CHERDEID HTHDONTAP CLIOY > K

5 2280— )72 L THERZEID B TEHDICRITI ZVEDNHSHONTAP CLIAT Y FHAWS DHH D
9,

®* security login role create -vserver Cluster name or cluster name -role
Role Name -cmddirname "metrocluster show" -access readonly

®* security login role create -vserver Cluster name or cluster name -role
Role Name -cmddirname "cluster identity modify" -access all

® security login role create -vserver Cluster name -role Role Name -cmddirname
"cluster identity show" -access all

® security login role create -vserver Cluster name -role Role Name -cmddirname
"cluster modify" -access all

® security login role create -vserver Cluster name -role Role Name -cmddirname
"cluster peer show" -access all

° security login role create -vserver Cluster name -role Role Name -cmddirname
"cluster show" -access all

° security login role create -vserver Cluster name -role Role Name -cmddirname
"event generate-autosupport-log" -access all

° security login role create -vserver Cluster name -role Role Name -cmddirname
"job history show" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"job show" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"job stop" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"lun" -access all
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security login role create -vserver Cluster name

"lun create" -access all

security login role create -vserver
"lun delete"

Cluster name
—access all

security login role create -vserver Cluster name

"lun igroup add" -access all

security login role create -vserver Cluster name

"lun igroup create" -access all

security login role create -vserver Cluster name

"lun igroup delete" -access all

security login role create -vserver Cluster name

"lun igroup modify" -access all

security login role create -vserver Cluster name

"lun igroup rename" -access all

security login role create

"lun igroup show" -access all

-vserver Cluster name

security login role create -vserver Cluster name
"lun mapping add-reporting-nodes" -access all

security login role create -vserver Cluster name
"lun mapping create" -access all

security login role create -vserver Cluster name
"lun mapping delete" -access all

security login role create -vserver Cluster name
"lun mapping remove-reporting-nodes" -access all

security login role create
"lun mapping show" -access

-vserver Cluster name
all

security login role create -vserver Cluster name

"lun modify" -access all

security login role create -vserver Cluster name

"lun move-in-volume" -access all

security login role create -vserver Cluster name

"lun offline" -access all

security login role create -vserver Cluster name

"lun online" -access all

security login role create -vserver Cluster name
"lun persistent-reservation clear" -access all

security login role create -vserver Cluster name

"lun resize" -access all

security login role create -vserver Cluster name

"lun serial" -access all

security login role create -vserver Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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"lun show" -access all

Cluster name

—access readonly

Cluster name

—access readonly

Cluster name

—access readonly

Cluster name

security login role create -vserver
"network interface create"

security login role create -vserver
"network interface delete"

security login role create -vserver
"network interface modify"

security login role create -vserver
"network interface show" -access readonly
security login role create -vserver

"nvme subsystem map" -access all

security login role create -vserver

"nvme subsystem create" -access all

security login role create -vserver

"nvme subsystem delete" -access all

security login role create -vserver
"nvme subsystem modify" -access all

security login role create -vserver

"nvme subsystem host" -access all

security login role create -vserver

"nvme subsystem controller" -access

security login role create -vserver
"nvme subsystem show" -access all

security login role create -vserver
"nvme namespace create" -access all

security login role create -vserver
"nvme namespace delete" -access all

security login role create -vserver
"nvme namespace modify" -access all

security login role create -vserver

"nvme namespace show" -access all

security login role create -vserver
"security login" -access readonly

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

all

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

security login role create -role Role Name -cmddirname

-vserver Cluster name -access all

security login role create -role Role Name -cmddirname

destinations" -vserver Cluster name

—-access all

security login role create -vserver Cluster name -role

"snapmirror policy add-rule" -access all

security login role create -vserver Cluster name -role

"snapmirror policy create" -access all

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

"snapmirror create"

"snapmirror list-

Role Name

Role Name

-cmddirname

-cmddirname



security login role create -vserver Cluster name

"snapmirror policy delete" -access all

security login role create -vserver Cluster name

"snapmirror policy modify" -access all

security login role create -vserver Cluster name
"snapmirror policy modify-rule" -access all

security login role create -vserver Cluster name
"snapmirror policy remove-rule" -access all

security login role create -vserver Cluster name
"snapmirror policy show" -access all

security login role create -vserver Cluster name
"snapmirror restore" -access all

security login role create -vserver Cluster name
"snapmirror show" -access all

security login role create -vserver Cluster name
"snapmirror show-history" -access all

security login role create -vserver Cluster name
"snapmirror update" -access all

security login role create -vserver Cluster name
"snapmirror update-ls-set" -access all

security login role create -vserver Cluster name
"system license add" -access all

security login role create -vserver Cluster name
"system license clean-up" -access all

security login role create -vserver Cluster name
"system license delete" -access all

security login role create -vserver Cluster name
"system license show" -access all

security login role create -vserver Cluster name
"system license status show" -access all

security login role create -vserver Cluster name
"system node modify" -access all

security login role create -vserver Cluster name

"system node show" -access all

security login role create -vserver Cluster name

"system status show" -access all

security login role create -vserver Cluster name

"version" -access all

security login role create -vserver Cluster name

"volume clone create" -access all

security login role create -vserver Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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"volume clone show" -access all

security login role

"volume clone split start" -access all

security login role

"volume clone split stop" -access all

security login role

"volume create" -access all

security login role create -vserver Cluster name

"volume destroy" -access all

security login role create -vserver Cluster name

"volume file clone create" -access all

security login role create -vserver Cluster name

"volume file show-disk-usage" -access all

security login role create -vserver Cluster name

"volume modify" -access all

create -vserver Cluster name

create -vserver Cluster name

create -vserver Cluster name

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

security login role create -vserver Cluster name -role Role Name

"volume snapshot modify-snaplock-expiry-time" -access all

security login role create -vserver Cluster name -role Role Name

"volume offline" -access all

security login role create -vserver

"volume online" -access all

security login role create -vserver
"volume gtree create" -access all

security login role create -vserver
"volume gtree delete" -access all

security login role create -vserver
"volume gtree modify" -access all

security login role create -vserver
"volume gtree show" -access all

security login role create -vserver
"volume restrict" -access all

security login role create -vserver
"volume show" -access all

security login role create -vserver Cluster name

"volume snapshot create" -access all

security login role create -vserver Cluster name

"volume snapshot delete" -access all

security login role create -vserver Cluster name

"volume snapshot modify" -access all

security login role create -vserver Cluster name

"volume snapshot promote" -access all

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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security login role create -vserver Cluster name

"volume snapshot rename"

—-access all

security login role create -vserver Cluster name

"volume snapshot restore"

—-access all

security login role create -vserver Cluster name

"volume snapshot restore-file" -access all

security login role create -vserver Cluster name

"volume snapshot show"

—access all

security login role create -vserver Cluster name

"volume snapshot show-delta"

—-access all

security login role create -vserver Cluster name

"volume unmount"

—-access all

security login role create -vserver
-access all

"vserver"

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security

login role

cifs create"

login role

cifs delete"

login role

Create -vserver
—-access all

create -vserver
—-access all

create -vserver

cifs modify" -access all

login role
cifs share

login role
cifs share

login role
cifs share

login role
cifs share

login role
cifs share

login role
cifs show"

create
modify" -access

—vVsServer

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name
all

Cluster name
all

Cluster name
all

Cluster name
all

Cluster name

create -vserver
create" -access
create -vserver
delete" -access
create -vserver
modify" -access
create -vserver
show" -access all

create -vserver
—-access all

Cluster name

login role create -vserver Cluster name

create"

—-access all

login role create -vserver Cluster name

export-policy create" -access all

login role create -vserver Cluster name

export-policy delete" -access all

login role create -vserver Cluster name

export-policy rule create" -access all

login role create -vserver Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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"vserver export-policy rule delete" -access all

® security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy rule modify" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy rule show" -access all

° security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy show" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver iscsi connection show" -access all

° security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver modify" -access all

° security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver show" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"storage-unit show" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"consistency-group" show" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"snapmirror protect" show" -access all

® security login role create -vserver Cluster name -role Role Name -cmddirname
"volume delete" show" -access all
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ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
key.pem"

4 4B =2y b > T+ X—> 3> —/N— (lIS) T SnapCenter H—/X\—D Web 7 SV r—> 3>
ZELELET,

5. MySQLtF —E X% BEH L £7,
6. MySQLProtocol¥ — D&% SnapManager .Web.Ul.dll.config7 7 T L TEH L £,

RDOF)IL. SnapManager .Web.Ul.dll.config 7 7 -1 )L TE#r S 117=MySQLProtocolF —DfE% 7~ L TL)
9,

<add key="MySQLProtocol" value="SSL" />

7. my.iniZ 74 )LD[clientlt 7> 3 VICEEINTWVWS /N ZER L T. SnapManager
Web.Uldll.configZ7 71 ILZBH L £,

ROFIE. myini Z77ILD [client)| E7 > 3 Y TEHINZNRERLTVWET,

<add key="ssl-client-cert" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-cert.pem" />

<add key="ssl-client-key" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-key.pem" />

<add key="ssl-ca" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/ca.pem" />

1. IS T SnapCenter —/N\— Web 7 U —> 3 o %RBILE T,

HABE ROt 3 2 7 B MySQLIEF D& E
SnapCenterty — /N MySQLY — /\EIDBEEZRET DHSIE. aTAM (HA) /—ROmEAICXTL

TSecure Sockets Layer (SSL) FFFAZC X — T 7 M ILEERTET X9, AAECF—7 77 /LIE. MySQLY
—NCHA/ — R TRETIHDELNHD X7,
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ROFEAENERINE T,
* CAGLREZ
—ADHA/ — RTCASERAZENERM TN, HS—ADHA/ —RiICOAE—Cnx 9,

*WADHA/ —ROY—NNT Uy ISIRREE—N\WEH#E T 7 1)L
*WADHA/ —RDUISA T RNTVYIFIRREE US4 T7 Y CEBT 71U
* Fg *

1. 1DEDHA/ — R T, openssld< > RZERAL T. Windows®OMySQLY—/N\& T 541 7 > b DSSLEE
BHECXF—T77MIILERELFT,

HLLIE. ZBRLTLIEETL, "MySQL /N—23 > 5.7 © openssl ZfER L7- SSLEIFAEHE L UF
— D1ERL"

Y—NERE. 77172 EAE. 8XU0F—T 7 MILICER T3 LERDMER.

@ ENENCAERAZ ICEATNAIHBRDELRBRIVENHD T, HBERDEDE
C3mE. OpenSSLZzEAL TIVNAILENIcY —N\DIERAE E F— T 7 1 ILIFKHK
L&Y,

*RANTZ9T74 R *H—/N\FEAZEOHEL C LT B —/ D Fully Qualified Domain Name  (
FQDN ; T2k X1 %) ZFERAL TSI,

2. SSLEFRBE Y ¥— 7 71 LEMySQALOT— 42 T A LA — L £ 7

MySQLDT—R T LA DT 7 #JL /XX IE. C : \ProgramData\NetApp\SnapCenter\MySQL
Data\Data\T 9,

3. MySQLY —/\#ER 7 77 )L (my.n) T. CASERBZE. H—N\NT U v UERE. 517> T
w JRERRE. U —/\MEBH#E. LIS T7 2 MIBRONIAZEHFLET,

MySQLHY —/\#ER 7 71 JL (my.in) OF 7 #JLbD/IXRIE. C
. \ProgramData\NetApp\SnapCenter\MySQL Data\my.inC 3,

@ MySQL H—/\# 7 77 JL (my.in) D [mysqld] &> 3> T, CAGRAZ. H—N
INT VY UERRE., Y —/\MEBRODNZAZIEETINELHD ET,

MySQL H— /R 7 7 )L (myin) @ [client] &> 3> T. CASEBRE. 451 7> XTU Yy
VEEAE. LUV I A7 MBBRRDNAZIBE T 2HENHD £,

ROFIE. myini 770D mysqld £ > aVICOAE—CNIEEBRZE X — T 71 ILERLTULE
To COTT7AIETAIAIEC : /ProgramData\NetApp/SnapCenter /MySQL Data\Data T9

ssl-ca="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"
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ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

ROFINE. myini 771D [client] E2> a3 Y TEHINTNRZRLTVWET,

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/client-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
key.pem"

4. 22HDHA/ — R T, ROFIEICHE > TCAGEREZ IE—L. T—/N\ NT Vv IFAE. —/\WE
BI7AIN. V54T NTVY VAR, LV VST BRI 7L Z2ERLFT,

a. 1DBE®MHA/ — R TEMINT-CASERBEZ2DHDNLB./ — ROMySQLDT—R 7 #)LA|ZaE
—Li?o

MySQLOT—R 7 # ILEZ DT 7 # )L b/NRIFE. C : \ProgramData\NetApp\SnapCenter\MySQL
Data\Data\C 9,

CASERRE IZSRIFR L BVWTL T W H—NNT Uy JEIRE. 9517 bN
() TUvoEEE. Y- \WERT L. BEUI ST MERT 71 L0
BT SUBNBD E T

b. 1DBMHA/ — R T. opensslAY > RZMEAL T. WindowsDMySQLY —N&TS514T7 > k
DSSLEEAAEC *F—T7 717 IILEZREL T,

"MySQL /N\—<3 > 5.7 © openssl Zf#£/H L7z SSL SEEAZE & &K U+ —DIER"

T—NEERE. V5472 FMEHE. BLU0F—T 7AMIILICER TN HBERLDE

@ & ENZNCAIBEICFERATINIEERDEERBRIMNELHD £7, HBHOD
BN E LHBE. OpenSSLEFHEL TV NAIL SN —NDIERRZE X —T 71
JLIEKRBL £,

H—/NAAZEDOHBZLE L TH—/N\OFQDNZERTE e ZzHRLF T,

C. SSLEFAZE L F— T 71 IILZMySQLOT—2 7 A LA ICOE—L F T,
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d. MySQLT —/\#8p 7 7 1)L (my.in) T. CASERRE. T—N\NT Uy IEAE. 75172 N
Ty ERE. Y—/N\WER. LV IS1 7 M BRONIZEHFLEIT,

@ MySQL H— /#7717 JL (my.in) @ [mysqld] €2 > 3> T. CAMBAZE. #
—N\NTF )y UERE. Y—/\MERDNIAZIBEETIHNENHD £,

MySQL H— /N8R 7 71J)L (myin) @ [client) o> 3> T, CASEEHE. V317>V ~NT )
wURERE. XUV IS 7Y MERONRAZIEET DIHBENHD £7,

ROFIE. myini 77 7LD mysqld Eo > avicaAE—SniEEBRE X —TJ 71 I)LERL TV

£, COTT7#ILETHILAIEC ¢ /ProgramData\NetApp/SnapCenter /MySQL Data\Data T
EP

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-—
key.pem"

ROFIE. myini 77 7LD [client)| EI > 3 Y TEHINZNRERLTVWET,

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

S MADHA/ —RDA VR =2y b YT+ X—> 3% —/\ (IIS) TSnapCentertr—/\Web77 1)
T—=arEEIELET,

6. MADHA/ — R TMySQLY —EX=BREH L £7,

7. @A DHA/ — K DMySQLProtocol ¥ — D {E% SnapManager .Web.Ul.dll.configZ 7 1 L TE#H L £
ER
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RDAE. SnapManager .Web.Ul.dll.config 7 7 - JL TE# & 11 7=MySQLProtocolF —D{E% 7= L T
WEJ,

<add key="MySQLProtocol" value="SSL" />

8. MADHA/ —RICDWVWT. my.iniZ 71 L D[clientlto > a > TREL/NRZFERL

TSnapManager®.Web.Ul.dll.configZ7 7 1 L ZEF L £9

ROFIL. myini Z77ILD [client)| Zo S 3 Y TEHINZNRERLTVWET,

<add key="ssl-client-cert" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-cert.pem" />

<add key="ssl-client-key" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-key.pem" />

<add key="ssl-ca" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/ca.pem" />

1. @A DHA/ — RDIISTSnapCenterty —/\Web7 FU 4 r—> 3 % iEBIL £ 9

2. —/DHA ./ — R TSet-SmRepositoryConfig -RebuildSlave -Force PowerShell A< > K L ~{Z-Force
F7a ERELTERL. MADHA/ — RICEF 2 7HEMYySQLL 7V —> 3 o %L L F
ER

LTV —2 3 RT—RADEETH>TH. -Force 77> a>ZFERALTAL—TURS KU %
BERTTIT,
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