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a. JXDPowerShell Y > REFEHAL T. BIfFDSnapCenterB 2 EBLIAEDR— F/N1 > REHIRR
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> netsh http delete sslcert ipport=0.0.0.0:<SMCore port/IIS port>
f
> netsh http delete sslcert ipport=0.0.0.0:8145
> netsh http delete sslcert ipport=0.0.0.0:8146
b. #r L < EX4§ L 7=CASEBEZ % SnapCentertt —/\ ¥ SMCore’R— MMI/NT Y R L 95,
> Scert = “<CA certificate thumbprint>”
> Sguid = [guid]::NewGuid() .ToString ("B")
> netsh http add sslcert ipport=0.0.0.0: <SMCore Port/IIS port>
certhash=$cert appid="$guid" clientcertnegotiation=enable

verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:<SMCore Port/IIS port>
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> Scert “abcl23abcl23abecl23abel23”

> Sguid [guid] : :NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8146 certhash=Scert appid="S$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> Sguid = [guid]::NewGuid() .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=$cert appid="S$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:8146
> netsh http show sslcert ipport=0.0.0.0:8145

2. CASEFHZDMERICT V£ XT3 1213 ROFIEZEITL TH L KBUS LCASERREICT 7t R
L. SnapCenter® 7 7 #JL b DIIS Webtr —/N\2—4 I IS AppPool\SnapCenter *| % SEBHZE DHERR
DR MIEBMLED,

a. MicrosoftE¥ 2>V —JL (MMC) IZBEIL. [7 71 /L]>*[SnapinDEMEHIRI =0 ) v o LE

ED

b. [ RFvTA>DBMEHIR] T« >~ RUT. [Certificates] ZiERL. [Add]Z2 ) v oL F
ER

C.[fFAE | RFT v 1> T4 > RTUT, [Computeraccount] # 7> a3 EFERL. [RT %7
Jw o LET,

d [TyVY—=JLiL—F] > EEE-O0—-A)La>YEa—4%2—] > [{BA] > [IBRE] DIEICI Uy
L%,

e. SnapCentersfFAZE Z IR L £ 9,

f - —/MERDEMY « ' — F 2Rt d 3I1CI13. CASERREZHR I v I L. [TRTOR I
MEROEE ZFERL £ I,

g pEmMrzEs )y oL, [A——JI—TDER V- FTHFAZzO—NILIAYE21—%% (
fEEDRLENM) ICEELEXT,

h. 11IS AppPool\SnapCenter1—H#ZEML. 7)Y rO—JLIERZHEL £,

3. CASEEHZIISIER*DIBE. RD/XAH 5SnapCentertf —/N\—ICEH LULDWORDL X X —T 2~
JZBML£Y,

WindowsL P X KI5 4 X T, ROINRICHEEL XTI,

HKey Local Machine\SYSTEM\CurrentControlSet\Control\SecurityProv
ders\SCHANNEL

4. SCHANNELL P Z FURED AV THF XA ST, HILLWDWORDL Y X MU F—I > U ZEMERL &
ERS

SendTrustedIssuerList = 0



ClientAuthTrustMode = 2

WA ESSLIEE A DSnapCenter Windows 7557 1 V&R ELF T

SnapCenter Windows 7> 4 1 > I&. PowerShell A< > KRR L TWARBSSLEERICKRE T Z2HEHLHD
79,

s tR& B BIIC *
CAGERAZE Y LT >V bHMERBIRETH S e xR L T,
* Fig *

1. R—brENAVRTBICIE. WindowsT S5 1 >7RRX TSMCore/R— 18145 (F 7 #JL k) ICHL
TROBIEERITLE T,

a. xMPowerShell A< > R&EFERA L T. BIZDSnapCenterE o ELIFAZ DR— h /N1 > REHIRR
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> netsh http delete sslcert ipport=0.0.0.0:<SMCore port>
f
> netsh http delete sslcert ipport=0.0.0.0:8145
b. #7 L < B8 L 7=CAZERAE Z SMCore R— MMINA Y R LE T,
> Scert = “<CA certificate thumbprint>"
> $Sguid = [guid]::NewGuid() .ToString ("B")
> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=S$cert
appid="S$guid" clientcertnegotiation=enable

verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:<SMCore Port>

f :
> Scert = “abcl23abcl23abcl23abcl23”
> S$guid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=S$cert appid="S$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:8145
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> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName <Plugin HostName>

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName localhost

> Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="true"}
1. XAV R%EFEAL T, IS SnapCenter7? U r—> 3> =IO A U )LIgEERITLE T,

> Restart-WebAppPool -Name "SnapCenter"

2. Windows 754 1 > D& &, RDPowerShell A< > K% E{TL TSMCoretf—E X = Hifcdi L
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> Restart-Service -Name SnapManagerCoreService
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> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="false"}
-HostName <Agent HostName>



> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="false"}

-HostName localhost
> Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="false"}
1. AT REFEAL T, IS SnapCenter7 7V r—> 3> 7F—ILO )1 U IILigEEZRITLET,
> Restart-WebAppPool -Name "SnapCenter"

2. Windows 7547 1 > D& &, RDPowerShell Y > K% E{TL TSMCorett—E X = HBifcdi L
ER

> Restart-Service -Name SnapManagerCoreService
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