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Signature Public key
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openssl dgst -verify <public key> -keyform <form> <hash function>
-signature <digest file> -binary <temporary file>
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% openssl verify -CAfile Certificate-Chain-9.15.0P1 azure.pem
Certificate-9.15.0P1 azure.pem
Certificate-9.15.0P1 azure.pem: OK

3. VHD 7 71 JLDSTED 1 MB (1,048,576 /N1 k) ERED 512 N1 b ZHIBRL£9, FRHT 35S
tail. -c +K° A Favidk. 770D Kk BEONA bHSNA bZzERLEFT, Liho
C. 1048577lF “tail -co

tail -c +1048577 ./9150.01000024.05090105.vhd > ./sign.tmp.tail
head -c -512 ./sign.tmp.tail > sign.tmp
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rm ./sign.tmp.tail

4. OpenSSL ZfEA L TAEEAEL S MF—ZzHE L. BRI 7ML ABEF—ZFRALTIA M) v FEn

127 7 )L (sign.tmp) ZHIEL £ 3
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% openssl x509 -pubkey -noout -in ./Certificate-9.15.0P1 azure.pem >
./Code-Sign-Cert-Public-key.pub

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM
-sha256 -signature digest.sig -binary ./sign.tmp
Verification OK

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM

-sha256 -signature digest.sig -binary ./another file from nowhere.tmp

Verification Failure

3. T—PAR=R%ZI =T v TLFET,

rm ./9150.01000024.05090105.vhd ./sign.tmp

rm *.sig *.pub *.pem
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Q.

% openssl verify -CAfile Certificate-Chain-9.15.0P1 azure.pem
Certificate-9.15.0P1 azure.pem
Certificate-9.15.0P1 azure.pem: OK

3. VHD 7 71 JLDFEED 1 MB (1,048,576 /N1 k) ERKE®D 512 N1 b EHIBRL £ T, FERAT 35S
tails -c +KAFTavid. 77010 K BEONA EHSNA b EERLEFT, Lizh -
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tail -c +1048577 ./9150.01000024.05090105.vhd > ./sign.tmp.tail
head -c -512 ./sign.tmp.tail > sign.tmp
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rm ./sign.tmp.tail

4. OpenSSL #fFA L CAFRAEN S 2AF—ZHH L. BRI7 7ML L2BAF—ZFEBLTI NIy TFTEN
=7 7L (signtmp) ZEFEL £ 9, AR 7OV T MIIE. BREEICEDWTRINE I3k %ZE R T X
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% openssl x509 -pubkey -noout -in ./Certificate-9.15.0P1 azure.pem >
./Code-Sign-Cert-Public-key.pub

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM
-sha256 -signature digest.sig -binary ./sign.tmp

Verified OK

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM
-sha256 -signature digest.sig -binary ./another file from nowhere.tmp
Verification Failure
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rm ./9150.01000024.05090105.vhd ./sign.tmp
rm *.sig *.pub *.pem
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