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AWS region

VPC A VPC B VPC C
172.16.0.0/16 172.17.0.0/16 10.0.0.0/16

VPCD VPCE
10.1.0.0/16 10.2.0.0/16

Floating IP addresses
192.168.10.2
192.168.10.3
192.168.10.4
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Floating IP addresses in
one or more route tables

Node 1 Node 2
Virtual Private Cloud 192.168.10.2 192.168.10.4
172.31.0.0/16 192.168.10.3
T P X

Availability zone 1

Availability zone 2

Subnet 2

Synchronous mirror of
data between nodes

Mediator
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NFS & CIFS access from within the VPC using Floating IP

i Auto failover

Cluster Management : 172.23.01

Data (nfs,cifs) : Mode 1: 172.23.0.2 | Node 2: 172.23.0.3
Access

SVM Management : 172.23.0.4

RO FIVERIG. SV TR A DIL—F T=TIERLTVWET, ZnUliE. Cloud
Volumes ONTAP TR ENS 2 DO VPC D CIDR 7Ov 7 4 D0 70—FT 1 VJ IP7RLIAADIL
—rHEENE T,

Transit Gateway Route Table: tgw-rtb-Oea8ee291c7aeddd3

Details Associations Propagations Routes Tags
The table below will return a maximum of 1000 routes. Narrow the filter or use export routes to view more routes.

Q, Filter by attributes or search by keyword

CIDR Attachment Resource type Route type Route state
‘-\ Nt J .
I 10.100.0.0/16 tow-attach-05e77bd34e2f91f8 | vpc-0b2bc30eldc8eldb I h VP_.cz propagated active
10.160.0.0/20 Taw-attach-0Uebadeacazo0ardb | Vpe-67Jae60a \ propagated active
\‘lwww
static active
172.23.0.2/32 tgw-attach-00ebaleac3250d7db | vpc-673ae603 FI t. static active
172.23.0.3/32 tgw-attach-00eba3eac3250d7db | vpc-673ae603 -‘.,'wg‘g..mg static active
172.23.0.4/32 {gw-attach-00sba3eac3250d7db | vpc-673ae603 ll_'?-‘ Addresses ..:. active

4. JO-FTa4 VI IPTRLRICTIECRTBHBENHS VPC DIL— b T—TIZ2ZELFT,

a JO—T74>YJIP7RLRICIL—b IR ZEEBMLED,
b. HART7HEFET S VPC D CIDR JOwvZICIL— I MU ZEENMLE T,

ROY > FIVERIGZ. VPC1ADIL—beT7O—-To4 Y7 IP7RLAZETC VPC2DIL—bT—T
ILWERLTVWET,
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Route Table: rtb-0569a1bd740ed033f

Summary Routes Subnet Associations Route Propagation Tags
Edit routes

View All routes -
Destination Target
10.100.0.0/16 local
0.0.0.0/0 Igw-07250bd01781e67df
10.160.0.0/20 tow-015b7c249661ac279
172.23.0.1/32 tgw-015b7c249661ac279
172.23.0.2/32 tgw-015b7c249661ac279
172.23.0.3/32 tgw-015b7c249661ac279
172.23.0.4/32 tgw-015b76249661ac279

Status

active

active
\V{=loF
WREA

active
Floating IR
et S 't
Addresses

el et

active

S. 7O—FT4 YU IP7RLAANDT 72 ZAHRER VPC IC/L— bZEMLT. HAXRT®D VPC DJL— b+
TN ZZEELFT,

CDRTY NI VPCREIDI—T 4 > T 27T IBHEETT,

ROY U FILERIEZ. VPC1DIL—bk T—TILERLTWVWEY, ChillEF. ZO0—-FT1>J IPF7RLZX
EOTAT Y MDEFEET B VPC2ADIL—MHEENET, AVYV—ILIZ. HARTZRHETI S
IS, 70—T7a4 > IPZEIL—bk T—7ILICEFMICEMLFE LT

Summary Routes Subnet Associations Route Propagation
Edit routes
View | All routes -

Destination Target Status

10.160.0.0/20 local active

pl-68254001 (com.amazonaws.us-west-2.53, 54.231.160.0/19, 52.218.128.0/17, 52.92.32.0/22) vpce-cb51a0a2 active

0.0.0.0/0 Igw-b2182dd7 active

10.60.29.0/25 pex-589¢3331 active

I 10.100.0.0/16 1gw-015b7c249661ac279 I \M_P.\CZ
10.129.0.0/20 pex-f7e1396 active
172.23.0.1/32 eni-0854d4715558c3cdb H
Eloating

172.23.0.2/32 eni-085404715559¢c3cdb acti IB

172.23.0.3/32 enl-0f766681216c3108ed Add resses
e e

172.23.0.4/32 eni-0854d4715559c3cdb active

6. VPCOtEF a7« JIL—TREZIRTDZ T4 v IICEHLET,
a RETSAR=—bISTRDTT, " IRy MEIVYILET,

b. L= F=TN 2T UYL HARTODI7O—T4>J IP 7LD 1 DI L TEHNDR
BEERLET,

e

e *)L—I)zEM=r )y I LET,

—h

*xalTa -0 VvILET,
"ZERAOREZERLE I,

[RAT)| T[ERTDIS T4 v U] ZERL. VPCIP7RLAEFERLE T,
9 ZEZEHTITBICIE. DL=ILZzRKEFZ2VvILET,

1. 70—FT4>JIP7RLRZFEAL TRV 2a—LEIZAT Y MIRIYRLET,
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IWTELWIP7RLRZRDIFZZENTEET,

8 Volume Actions

View volume details

Mount command

Clone volume
Edit volume tags
Edit volume settings

Delete volume

@ Protection Actions

{E’J} Advanced Actions

8. NFSHRUa—LZIYI>YETBIHEIF. V54T MVPCOY TRy hE—HTBLSICTIRR—F

RUS—ZRELET,

"R a—LDREFEZZFER" -

EE)>o
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2. VPCFREEZ7H > LT, Cloud Volumes ONTAPOt*a U5+ JIL—F=ERLET,

"Cloud Volumes ONTAPD X a2 T4 JIL—TFIL—ILEZBRBL LTV, HAXFsI—42—FHot
XalTa JI—T%2ERTEIREBIEIHD FHA, AV —ILHENZEZRTLET,

3. VPCFRBET WU b T, ROERZST IAM O—JLZERL XY,

Action": [
"ec2:AssignPrivatelIpAddresses",
"ec2:CreateRoute",
"ec2:DeleteRoute",
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeRouteTables",
"ec2:DescribeVpcs",
"ec2:ReplaceRoute",
"ec2:UnassignPrivateIpAddresses"

4. APl Z{EH L TH L L Cloud Volumes ONTAPY X2 F L& ERR L 3
RDTA—ILREEETIVENHDICISEFELTLIEEL,
o Texa)F4JIL—7IDJ

'securityGroupldl 7«4 —JLRICIE. VPCFREET7 AU Y FTERLTcExa) 710 JIL—T%ZIEE
TRIRENDHD T (LERDOFIE 2 2BHE),

° ThaParams] #7212 b® TassumeRoleArn]
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"Version": "2012-10-17",
"Statement": |
{
"Sid": "AllowUseOfTheKey",
"Effect": "Allow",
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms :ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"
1,
"Resource": |
"arn:aws:kms:us-east-
l:externalaccountid:key/externalkeyid"
]
by
{

"Sid": "AllowAttachmentOfPersistentResources",
"Effect": "Allow",
"Action": [

"kms:CreateGrant",
"kms:ListGrants",
"kms :RevokeGrant"
I
"Resource": [
"arn:aws:kms:us-east-
l:externalaccountid:key/externalaccountid"
1,
"Condition": ({
"Bool": {

"kms:GrantIsForAWSResource":

true

37



-+

COTOCRDEMICDOWVWTIE. "AWSRKRFa XY M o7 hoY bOI——HKMSFT—%FEHTE
B£DICFB".

4. HREAT—EEO CMK ZEAL TWLW3I5EAIE. Cloud Volumes ONTAP IAM O—J)L% *— 1—H'— &
LTEMLT. CMKOF—RUS—%ZELET,

C DFIJEIE. Cloud Volumes ONTAP T — 4 [&EE{tZzB%IC L. Amazon Simple Storage Service
(Amazon S3) N7y MZRESNTVWET—R2 2SI 358ICHETT,

Cloud Volumes ONTAP> 2 7 LZVERLT B & IAM O—ILAMER T3 7. Cloud Volumes ONTAP %5/
O94 LB TIDFIEERITIANELNHD XTI, (HB3A. BEEDCloud Volumes ONTAP IAM O— /L%
FRTZATa>bH3H. COFIEEZEFICETIZECHAEETT, )

"AWS RF a1 XY b F—DiRE"

Cloud Volumes ONTAP./ — RDAWS IAMO— )L %% E T D

WMERMEFR % 35D AWS Identity and Access management (IAM) 0 —JL % &-Cloud
Volumes ONTAP ./ — RICHTI T BMENRHD £9. HAXT 4 T—X—ICDVTHFEER
T9. NetApp ConsoleT IAM O—/LZ{EFR T 2 DHAROEETIH. HMBOO—/L%Z
FHEITZZCHTEFED,

CDRAVIEA TS 3> TF, Cloud Volumes ONTAPS R T LZERKT 388 T 74 DA TS 3> T

. AV —=ILICE>TIAM O—IILAAEFMICERINE T, attotxa) 5T RUS—IZED IAM O—
ILEBERTIER T 2UELH355IE. UTOFIBICRE->TL L,

@ AWS Secret Cloud TIFIHBE®D IAM O— /L ZigBTI3HNENRH D £, "C2STCloud Volumes
ONTAPZ BRI 2 HEZZER",

Flig
1. AWS IAM >V —I)LICBEL F9,

2. ROMERZEZT IAM RS —ZER L £ 7,

° Cloud Volumes ONTAP ./ — RDEARR) > —

38


https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
task-getting-started-aws-c2s.html
task-getting-started-aws-c2s.html
task-getting-started-aws-c2s.html
task-getting-started-aws-c2s.html
task-getting-started-aws-c2s.html
task-getting-started-aws-c2s.html
task-getting-started-aws-c2s.html
task-getting-started-aws-c2s.html
task-getting-started-aws-c2s.html
task-getting-started-aws-c2s.html
task-getting-started-aws-c2s.html
task-getting-started-aws-c2s.html
task-getting-started-aws-c2s.html
task-getting-started-aws-c2s.html
task-getting-started-aws-c2s.html
task-getting-started-aws-c2s.html
task-getting-started-aws-c2s.html
task-getting-started-aws-c2s.html
task-getting-started-aws-c2s.html
task-getting-started-aws-c2s.html
task-getting-started-aws-c2s.html
task-getting-started-aws-c2s.html
task-getting-started-aws-c2s.html
task-getting-started-aws-c2s.html

1RZE IR

"Version": "2012-10-17",
"Statement": [{
"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws:s3:::*",
"Effect": "Allow"
boo A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws:s3:::fabric-pool-*",
"Effect": "Allow"

oo Ao
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject"

1,

"Resource": "arn:aws:s3:::fabric-pool-*",

"Effect": "Allow"

GovCloud CKE) J—>3Y
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"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-us—-gov:s3:::*",
"Effect": "Allow"

b A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-us—-gov:s3:::fabric-pool-*",
"Effect": "Allow"

boo A
"Action": [

"s3:GetObject",

"s3:PutObject",

"s3:DeleteObject”
I
"Resource": "arn:aws-us-gov:s3:::fabric-pool-*",
"Effect": "Allow"

oIz



"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-iso:s3:::*",
"Effect": "Allow"

boo A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso:s3
"Effect": "Allow"

boo A
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject”

1y

"Resource": "arn:aws-iso:s3

"Effect": "Allow"

AR D 313

:::fabric-pool-*",

:::fabric-pool-*",
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"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-iso-b:s3:::*",
"Effect": "Allow"

boo A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso-b:s3:::fabric-pool-*",
"Effect": "Allow"

boo A
"Action": [

"s3:GetObject",

"s3:PutObject",

"s3:DeleteObject”
I
"Resource": "arn:aws-iso-b:s3:::fabric-pool-*",
"Effect": "Allow"

° Cloud Volumes ONTAP./ — R D /\ww o 7w TR > —

Cloud Volumes ONTAP< X 7 s TNetApp Backup and Recovery# 8§ 3 FEDHFEIE. / — KD
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"Version": "2012-10-17",
"Statement": [

{

GovCloud (CKE)

"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws:s3:::netapp-backup*",
"Effect": "Allow"
"Action": [

"s3:GetObject",

"s3:PutObject",

"s3:DeleteObject",
"s3:ListAl1MyBuckets",
"s3:PutObjectTagging",
"s3:GetObjectTagging",
"s3:RestoreObject",
"s3:GetBucketObjectLockConfiguration",
"s3:GetObjectRetention",
"s3:PutBucketObjectLockConfiguration",
"s3:PutObjectRetention"

1,

"Resource": "arn:aws:s3:::netapp-backup*/*",
"Effect": "Allow"
-3y
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"Version": "2012-10-17",
"Statement": [
{
"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"
1,
"Resource": "arn:aws-us—-gov:s3:::netapp-backup*",
"Effect": "Allow"
by
{
"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListAl1MyBuckets",
"s3:PutObjectTagging",
"s3:GetObjectTagging",
"s3:RestoreObject",
"s3:GetBucketObjectLockConfiguration",
"s3:GetObjectRetention",
"s3:PutBucketObjectLockConfiguration",
"s3:PutObjectRetention"
I
"Resource": "arn:aws-us-gov:s3:::netapp-backup*/*",
"Effect": "Allow"
}

iz



"Version": "2012-10-17",

"Statement": [

{

AR D 31y

"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso:s3:::netapp-backup*",

"Effect": "Allow"

"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListAl1MyBuckets",
"s3:PutObjectTagging",
"s3:GetObjectTagging",
"s3:RestoreObject",

"s3:GetBucketObjectLockConfiguration",

"s3:GetObjectRetention",

"s3:PutBucketObjectLockConfiguration",

"s3:PutObjectRetention"
I

"Resource": "arn:aws-iso:s3:::netapp-backup*/*",

"Effect": "Allow"
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"Version":

"Statement": [

o HA Mediator

{

"Action": [

"2012-10-17",

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource":

"arn:aws-iso-b:s3:::netapp-backup*",

"Effect": "Allow"

"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListAl1MyBuckets",
"s3:PutObjectTagging",

"s3:GetObjectTagging",
"s3:RestoreObject",
"s3:GetBucketObjectLockConfiguration",
"s3:GetObjectRetention",
"s3:PutBucketObjectLockConfiguration",
"s3:PutObjectRetention"

1,

"Resource":

"arn:aws—-iso-b:s3:::netapp-backup*/*",

"Effect": "Allow"



"Version": "2012-10-17",
"Statement": [{

"Effect": "Allow",

"Action": [
"ec2:AssignPrivateIpAddresses",
"ec2:CreateRoute",
"ec2:DeleteRoute",
"ec?2:DescribeNetworkInterfaces",

"ec?2:DescribeRouteTables",
"ec2:DescribeVpcs",
"ec2:ReplaceRoute",
"ec2:UnassignPrivateIpAddresses",
"sts:AssumeRole",

ec?2:DescribeSubnets"

1,

"Resource": "*"
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Edit Credentials & Add Subscription

Select & subscription option and click Continue. The AWS Marketplace enables you to view pricing

details and then subscribe.

Pay-Per-TiE - Annual Contract * Pay-as-you-go
Pay for Cloud Valumes ONTAP with Pay for Cloud Volumes ONTAP at
an annual, upfront payment. an hourly rate.

The next steps:

[/T\] AWS Markeiplace
R -
Subscribe and then click 5et Up Your Account to configure your account.

(27 Cloud Manager
<)
Save your subscription and associate the Marketplace subscription with your AWS credentials.

Continue Cancel
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Edit Credentials & Add Subscription

Select a subscription option and click Continue. The AWS Marketplace enables you to view pricing
details and then subscribe.

Pay-Per-TiE - Annual Contract * Pay-as-you-go
Pay for Cloud Volumes ONTAP with Pay for Cloud Volumes ONTAP at
an annual, upfront payment. an hourly rate.

The next steps:

[f?“] AWS Markeiplace
L

Subscribe and then click Set Up Your Account to configure your account.

(2" Cloud Manager
2)

Save your subscription and associate the Marketplace subscription with your AWS credentials.

Continue Cancel
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Edit Credentials & Add Subscription

Select & subscription option and click Continue. The AWS Marketplace enables you to view pricing
details and then subscribe.

Pay-Per-TiE - Annual Contract * Pay-as-you-go

Pay for Cloud Valumes ONTAP with

an annual, upfront payment.

Pay for Cloud Volumes ONTAP at
an hourly rate.

The next steps:

[/T\] AWS Markeiplace
L
Subscribe and then click 5et Up Your Account to configure your account.

,:‘E'\] Cloud Manager

", -~

Save your subscription and associate the Marketplace subscription with your AWS credentials.

Continue Cancel
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Edit Credentials & Add Subscription

Select a subscription option and click Continue. The AWS Marketplace enables you to view pricing

details and then subscribe.

* Pay-Per-TiB - Annual Contract Pay-as-you-go
Pay for Cloud Volumes ONTAP with Pay for Cloud Volumes ONTAP at
&n annual, upfront payment. an hourly rate.

The next steps:

(17 AWS Marketplace
(1)

Subscribe and then click 5et Up Your Account to configure your account.

,:“E“] Cloud Manager
Ly

Sawve your subscription and assodiate the Marketplace subscription with your AWS credentials.

Continue Cancel
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Select Charging Method

5

° Keystone

Storage management

Charged against your MetApp credit

Keystone Subscription

A-AMRITAT
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Essential

Freemium (Up to 500 GiB)

Per Node
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( Quick create

0 \ Advanced create
You set all of the configuration options, including

Use the recommended and default configuration options. You can

change most of these options later.

specifying performance, networking, security, backups,
and maintenance.

System details

Cloud provider account

Name

ONTAP Credentials

Tags

Deployment and Configuration

Deployment Type

Network configuration

Charging and Services

Marketplace subscription

Instance Profile | Account ID: 2 12

(D Action required

(i) Action required

0 Tags

Single node

US East - N. Virginia | VPC name - 172.31.0.0/16 | Subnet name - *

Sub2-ByCapacityByNodePYGO_delete_after_1234

License Freemium (Up to 500 GiB) A

Data services and features Netapp Backup and Recovery AV
NetApp Support Site account No existing account N
Summary
Overview Y
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"Version": "2012-

"Statement": [{

"Effect":
"Action":
"ec2:
"ec2:

"ec?2
"ec?2

"ec?

"ec2:
"ec2:
"ec2:

"ec2

"ec2:
"ec2:
"ec2:

"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec2

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

10-17",

"Allow",

[
DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeRouteTables",

:DescribeImages",

CreateTags",
CreateVolume",
DescribeVolumes",

:ModifyVolumeAttribute",
"ec2:

DeleteVolume",
CreateSecurityGroup",
DeleteSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupkEgress",
:RevokeSecurityGroupIngress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DeleteNetworkInterface",

DescribeSubnets",

:DescribeVpcs",

DescribeDhcpOptions",
CreateSnapshot",
DeleteSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",
DeleteTags",
DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",

"cloudformation:ValidateTemplate",



"iam:PassRole",
"iam:CreateRole",
"iam:DeleteRole",
"iam:PutRolePolicy",
"iam:ListInstanceProfiles",

iam:CreateInstanceProfile",
"iam:DeleteRolePolicy",
"iam:AddRoleToInstanceProfile",

iam:RemoveRoleFromInstanceProfile",
"iam:DeleteInstanceProfile",

"s3:GetObject",

"s3:ListBucket",

"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",

"kms:List*",

"kms:Describe*",
"ec2:AssociatelamInstanceProfile",
"ec2:DescribelamInstanceProfileAssociations",
"ec2:DisassociatelamInstanceProfile",
"ec2:DescribelnstanceAttribute",
"ec2:CreatePlacementGroup",
"ec2:DeletePlacementGroup"

1,

"Resource": "*"

"sSid": "fabricPoolPolicy",
"Effect": "Allow",
"Action": [

"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions"

1,

"Resource": [
"arn:aws-iso-b:s3:::fabric-pool*"

]

"Effect": "Allow",

"Action": [

"ec?2:StartInstances",
"ec2:StopInstances",

"ec?2:TerminateInstances",
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"ec2:AttachVolume",
"ec2:DetachVolume"
1y
"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment": "*"

}o
"Resource": |

"arn:aws—-iso-b:ec2:*:*:instance/*"

"Effect": "Allow",

"Action": [
"ec2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [

"arn:aws-iso-b:ec2:*:*:volume/*"

Ry
{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [

"ec2:DescribelInstances",
"ec?2:DescribelInstanceStatus",
"ec?2:RunInstances",
"ec2:ModifyInstanceAttribute",
"ec?2:DescribeRouteTables",
"ec2:DescribelImages",
"ec2:CreateTags",
"ec?2:CreateVolume",
"ec2?2:DescribeVolumes",
"ec2:ModifyVolumeAttribute",
"ec?2:DeleteVolume",
"ec2:CreateSecurityGroup",
"ec2:DeleteSecurityGroup",
"ec2:DescribeSecurityGroups",



"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
"ec2:

"ec?2

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"ec?

"ec2:
"ec2:
"ec2:

"clo
"clo
"clo
"clo
"clo

L1
LU
"wa
L1
LI

"3

"iam:

"iam:

"s3:
"s3:
"s3:
"s3:
"s3:

"kms:

"kms:

"ec?2

"ec2:
"ec2:
"ec2:
"ec2:

lam:

lam:

lam:

lam:

lam:

lam:

lam:

lam:

:RevokeSecurityGroupEgress",
:RevokeSecurityGroupIngress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",
CreateNetworkInterface",
DescribeNetworkInterfaces",
DeleteNetworkInterface",
:ModifyNetworkInterfaceAttribute",
DescribeSubnets",
DescribeVpcs",
DescribeDhcpOptions",
CreateSnapshot",
DeleteSnapshot",
DescribeSnapshots",
GetConsoleOutput",
:DescribeKeyPairs",
DescribeRegions",

DeleteTags",

DescribeTags",
udformation:CreateStack",
udformation:DeleteStack",
udformation:DescribeStacks",
udformation:DescribeStackEvents",
udformation:ValidateTemplate",
PassRole",

CreateRole",

DeleteRole",

PutRolePolicy",
ListInstanceProfiles",
CreatelInstanceProfile",
DeleteRolePolicy",
AddRoleToInstanceProfile",
RemoveRoleFromInstanceProfile",
DeleteInstanceProfile",
GetObject",

ListBucket",

GetBucketTagging",
GetBucketLocation",
ListAllMyBuckets",

List*",

Describe*",
:AssociatelamInstanceProfile",
DescribelamInstanceProfileAssociations",
DisassociatelamInstanceProfile",
DescribeInstanceAttribute",
CreatePlacementGroup",
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"ec2:DeletePlacementGroup"

1,

"Resource": "x"

"Sid": "fabricPoolPolicy",

"Effect": "Allow",

"Action": [
"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions"

I

"Resource": |
"arn:aws-iso:s3:::fabric-pool*"

]

"Effect": "Allow",

"Action": [

"ec2:StartInstances",
"ec2:StopInstances",
"ec?2:TerminateInstances",
"ec2:AttachVolume",
"ec2:DetachVolume"

1,

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

}o
"Resource": |

"arn:aws-iso:ec2:*:*:instance/*"

"Effect": "Allow",

"Action": [
"ec?2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [

"arn:aws-iso:ec2:*:*:volume/*"

"ok n
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"Version": "2012-10-17",

"Statement": [{
"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-iso-b:s3:::*",
"Effect": "Allow"

boo A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso-b:s3
"Effect": "Allow"

Yoo
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject"

I

"Resource": "arn:aws-iso-b:s3

"Effect": "Allow"

o this

:::fabric-pool-*",

3 3 3 falorie=poel=*",



"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-iso:s3:::*",
"Effect": "Allow"

boo Ao
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso:s3:::fabric-pool-*",
"Effect": "Allow"

boo A
"Action": [

"s3:GetObject",

"s3:PutObject",

"s3:DeleteObject"
1y
"Resource": "arn:aws-iso:s3:::fabric-pool-*",
"Effect": "Allow"

HA R7 Di5E. Cloud Volumes ONTAP HART7 BT A3 FTECTCHNUX. HAX T T—X—DR) >
_%1’EEJZL/§-§_0
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4,

"Version": "2012-10-17",
"Statement": [{

"Effect": "Allow",

"Action": [
"ec2:AssignPrivateIpAddresses",
"ec2:CreateRoute",
"ec2:DeleteRoute",
"ec?2:DescribeNetworkInterfaces",
"ec?2:DescribeRouteTables",
"ec2:DescribeVpcs",
"ec2:ReplaceRoute",
"ec2:UnassignPrivateIpAddresses"

1,

"Resource":

"k

O—JL&Z 1 7FH Amazon EC2 @ IAM O—I)LZ1ER L. BIOFIETER LIRS —%2T7RYFLET,
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B AVREAVZADIAM O—I)L%E CMK DF—21—%—0D U X MMIBMLET,
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Volumes ONTAPEZZL) DY —R e O XZEBETESEL3ICRD £,
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GEAEZEIG L £, SIRAZZEUS I 370 DMEBDR ) > — e FIBZ BB L T ETL,
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DHEIE. "Amazon Root CA4SEEAZE, Fr— Y2 TIEARL. CThSDEHEEDAZ T
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a. O>Y—J)L®D AWS Intelligence Community Marketplace R—JIZHEIL £,
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C. BRI TAI VARV RZ2ER L £,

ARV 2T BBRICIE. ROBITEELTLEETL,

* t3.xlarge ZHENO L X7,

" MERERETDEZIEMLI IAM O—I)LZEIRTIBERHD X,

*TIANMDR L= AT g zifiF T 23H0ENHD XY,

*OVY I Iy MOBERERAEIE. SSHY HTTP. LU HTTPS T,
B AVREAVAIEFBLTVWBRRA DS IVY —ILEZRELET,

a Dx7I7SUHERVWTANL TLZEL <a href="https://<em>ipaddress</em>"
class="bare">https://<em>ipaddress</em></a>_ _Z C. <em>ipaddress</em> (&. AV —Jl T—
o bhEAVAM=I)LL Linux "X LD IP 7KL ATY,

b. AWS H—EZXADEFAD FOF > H—N—%EELE T,
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authO ' —E XADEFEHEHH D £H Ao
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R R BEFLEI,
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FIE
1. BIFOA YA M—ILENTVWBIIAEZ—ERTL £ 7,

a. occm > 77 ® docker ID (%54 Tds-occm-11 ) ZUNET B ICIF. ROAT Y RZRTLET,
docker ps

b. occm AV FFARICABICIE. ROAR Y FZEITLFT,
docker exec -it <docker-id> /bin/sh

C. ITRUST_STORE_PASSWORD] RIEZEHMHNS/NAT—RZNETBICIF. ROOAYY FZRTLZF
ERS

env

d FSAFIRTFICAYRAM=ILEINTVWBRIARTOIIREZ —EBERTTRICIE. XOOAT Y REERT
L. BIOFIETWNEL/=NXZXT7—REFALET,

keytool -list -v -keystore occm.truststore

2. SEEREZEBML £ J,
a. occm 57 ® docker ID (%54 Tds-occm-11 ) ZUNET B ICIE. ROATY RERTLET,

docker ps
b. occm A>T FARICABICIE. ROOATY RERTLET,
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docker exec -it <docker-id> /bin/sh

HLWEERAE 7 7 1 L ZARFICRIFLE T,

C. ITRUST_STORE_PASSWORD] RIEZE#MHNS/NAT—RFZNETBICIF. ROOAXY FZRTLZF
ERS

env

d SFBAZE# FSXA I RFICEBMTBICIE. XYY REETL. BIOFIEBD/INZAT—REFERLE
ER

keytool -import -alias <alias-name> -file <certificate-file-name>
-keystore occm.truststore

e SRAZENA VA F=ILETNTWVWB I ERERTZICIE. ROOAT Y REERITLED,

keytool -list -v -keystore occm.truststore -alias <alias-name>

f.ocem AT FEKRTT3ICIFE. OO RERTLET,

exit

g-occm AVTFF+Z&=UEY hT3ICIE. ZOOATY Y RERTLET,

docker restart <docker-id>
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az feature register --name EnableHighAvailabilityMode --namespace
Microsoft.Network

az provider register -n Microsoft.Network
3. MEICIEL T, WEENERSNIZ 2R LEFT,

az feature show --name EnableHighAvailabilityMode --namespace
Microsoft.Network

Azure CLI [ZRD L S HIEREZRTIEIST T,
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"id": "/subscriptions/xxXXXXXX-—XXXX-XXXX—XXKXX—
XXXXXXXXXXXX/providers/Microsoft.Features/providers/Microsoft.Network/fe
atures/EnableHighAvailabilityMode",

"name": "Microsoft.Network/EnableHighAvailabilityMode",
"properties": {
"state": "Registered"
by
"type": "Microsoft.Features/providers/features"
}
BEE!) > o

1. "Microsoft Azure RF¥a X> b+ : BaIHEMR— ~DIFE"
2. "Microsoft Azure RK¥ a2 X > bk : Azure CLI OfER =89 3"

Azure TCloud Volumes ONTAP® VMOrchestratorZonalMultiFD ZB%icd 3

O—AILARRAML—Y (LRS) QE—F7RAZEU TV —> (AZ) IZVMA YV RAE
> A% BT %IC1E. Microsoft *Microsoft. Compute/VMOrchestratorZonalMultiFD™ 7
AT 3>, AN (HA) E— R TlE. CoEEICED. BLREMY —>
AL DEER XA I/ —RZEBRATZICENBZICED £,

COMEEEBMICLABEWVWE. V—YERIXITHhNT. UFID LRS 3EY — Y ERAXBMICHED £,
HB—D7RAISEVT4YV—=2TOVMOERICDOWTIE. UTZEESBLTLIET W, "AzureD/\1 715
EUTFq RT",

FrEH,) HERZEE > I—H— L TXROFIEEZETLE T,

FIE

1. Azure R—4JLH'5 Azure Cloud Shell IC7 72X L E T, FEMICDLWTIE. "Microsoft Azure R a2 X >
& : Azure Cloud Shell DfER%BIET 3"

2. &$%9 % "Microsoft.Compute/VMOrchestratorZonalMultiFD XD X > R R{TL THEEZBRICL £
ED

az account set -s <Azure % 7 X0 ) 7 3 V% £71:1% ID> az feature register --name
VMOrchestratorZonalMultiFD --namespace Microsoft. Compute

3. BRAT—HREENY Y TINERELE T,
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az feature show -n VMOrchestratorZonalMultiFD --namespace Microsoft.Compute { "id":
"/subscriptions/<ID>/providers/Microsoft.Features/providers/Microsoft. Compute/features/VMOrchestra
torZonalMultiFD", "name": "Microsoft. Compute/VMOrchestratorZonalMultiFD", "properties": { "state": "
BEREA" }, "type": "Microsoft.Features/providers/features" }
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Volume Name

| ABDcv5689

Volume Details & Protection

Storage VM (SVM)

| SVIm_t

Volume Size

| 100

Unit Snapshot Policy
| GiB hd default A
default policy €
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Cloud Volumes ONTAP
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Cloud Volumes ONTAP Cloud Volumes ONTAP Cloud Volumes ONTAP

Non-Restricted Countries Restricted Countries DOWNLOAD GCP-9-15-
OP1_PKG.TAR.GZ [7.49 KB]

If you are upgrading to ONTAP 9.15.0P1, and If you are unsure whether your company

- . A . . . . View and download checksums

you are in "Non-restricted Countries", please complied with all applicable legal requirements

download the image with NetApp Volume on encryption technology, download the image DOWNLOAD AZURE-9-15-

Encryption. without NetApp Volume Encryption. OP1_PKG.TAR.GZ [7.64 KB]

DOWNLOAD View and download checksums
9150P1_V_NODAR_IMAGE.TGZ [2.58

DOWNLOAD 9150P1_V_IMAGE.TGZ
[2.58 GB]

GB]

View and download checksums
View and download checksums

DOWNLOAD
9150P1_V_IMAGE.TGZ.PEM [451 B] DOWNLOAD
9150P1_V_NODAR_IMAGE.TGZ.PEM
View and download checksums [451 B]

DOWNLOAD
9150P1_V_IMAGE.TGZ.SIG [256 B]

View and download checksums

: DOWNLOAD
View and download checksums 9150P1_V_NODAR_IMAGE.TGZ.SIG

[256 B]

View and download checksums

3. LinuxTld. mdS5sum AZURE-<version> PKG.TAR.GZ .
macOSTIX. sha256sum AZURE-<version> PKG.TAR.GZ.

4. FESR 9 B1C1E "'md5sum & L T “sha256sum'fBid. ¥ > O— R L7 Azure 1 X—SDIEE—BL £ 9,
9. Linux® &K U'macOSTIld. “tar -xzf #§7T0

W INTztargz 7 71 ILICIE. R4 TR b (sig) 7 71 ). NBBESERRZE (pem) 7 7 1)L, BXUF
T —VEEBE (pem) 77 A IILHEEFNTVE T,

tar.gz 7 7 1 )Lzt L &0 /761:

$ 1s cert/ -1

SE= o= 1 netapp netapp 384 May 13 13:00 9.15.0P1 azure digest.sig
SE—Ee——== 1 netapp netapp 2365 May 13 13:00 Certificate-

9.15.0P1 azure.pem

—rw-—r-—-——- 1 netapp netapp 8537 May 13 13:00 Certificate-Chain-
9.15.0P1 azure.pem

—rw—r-—--——-— 1 netapp netapp 8537 May 13 13:00 version readme

AzureX—% v k7L 1 XHh 5Cloud Volumes ONTAPDVHDA X—S%# T XR— b9 3

VHD 41 X—T D Azure 75T RICRABIENE . NetApplc K> TEESINARCARD X
To KHODIC. BTN X—=JF Azure I—T v LA RICEBBESNE T, 7 X
—Jh Azure I—7 vy N LA RICAT=O VT INEHEINB &, Azure & VHD @
FEED 1MB ERKED 512 N1 +ZEEL XY, VHD 777 IILDEBRLZIRIET B IC

. Azure ICE > TEEBINTEVHD 1 X—=2%Z Azure Y—T Y N LA ADBI IR
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R—rITB3RBENHD T,

HIR Y B HIIC

Azure CLIDNY AT LICA VA R=ILTNTWVWB Z &, F7=1E Azure R—%JLH 5 Azure Cloud Shell H'F] A
TEFZexERLTLIETV, Azure CLIOA Y R b—ILAEDEFMIC DWW TIE. "Microsoft K a2 X > b
Azure CLI D1 VX b—=ILAE"

FIE

1. version_readme 7 7 1 ILORB%=FEHAL T. X7 L LEDCloud Volumes ONTAP/N— 3 > % Azure ¥
—TYRTLARDA A= N=23 I VEYT LEXT, Cloud Volumes ONTAPD/N—2 3 >V ER
DESICKREINZET, buildname AzureN—47 Y F LA XA A= N=T 3 VFRDESICKREINE
9o version/N\—I 3> IvEVI T,

XDOFTIE. Cloud Volumes ONTAP/N— 3> 9.15.0P1 AzureN—7 Y R LA ADAX—IN—

IVICIyEYTENET 9150.01000024.05090105, D Azure X—4 Y b TLARADA A=
N=2g ol BTAX—T URN 2RET B HICERAINE T,

[
"buildname": "9.15.0P1",
"publisher": "netapp",
"version": "9150.01000024.05090105"

2. VM Z1ET 3 ) =3 EBFELE T, Mgk, locName ¥—47 v E LA XA X—2D URN %
RETDEEICHEATIER, METER) -3 a—8RRTBICIE. ROOYYREEITLET,

az account list-locations -o table

CDFERTIF. #g#E "Name D,

$ az account list-locations -o table

DisplayName Name RegionalDisplayName
East US eastus (US) East US

East US 2 eastus? (US) East US 2

South Central US southcentralus (US) South Central US

3. UTFTDORT. Xhind BCloud Volumes ONTAP/N—2 3> 8 VM BER 1 70D SKU & %=#HEELEFd, SKU
%Zlx. “skuName'¥—4 7w b LA XA A—CD URN ZRET D E S ICFEARTIEH,

fc& ZIE. Cloud Volumes ONTAP 9.15.0ZfER L 73X TD> > J )L/ — FEATIE.
ontap cloud byol SKU% & LT,
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* Cloud Volumes ONTAP/N—2 5
\/*

9.17. 1A%

9.17.1LAF%
9.16.1

9.16.1
9.15.1
9.15.0
9.15.0

VM® R

AzureXx—47 v LA X
NetApp Console
AzureX—7v b LA X
ary—=Iiv

ary—=Iiv

aAYY =, B—/—FOEH
AYY =), BAAE (HA) &

(!

SKU%

ontap_cloud_direct_gen2
ontap_cloud_gen2
ontap_cloud_direct
FORYTOIIR
FOoRYTIIIR
ontap_cloud_byol

ontap_cloud_byol ha

4. ONTAPN—2 3> Azure N—T Y R TLAR A X=S%TwE YD L%, Azure Cloud Shell F7-1&
Azure CLI ZfERH L TCAzure X—7 v b LA ADNS VHD 771 ILE TV R R—rLET,

Linux @ Azure Cloud Shell Z{EFEHLTVHD 7712 IT U XA R—FT 3

Azure Cloud Shell i'5. Y=Y R FLAR A X—=CZVHD 771000 (T R

IE. 9150.01000024.05090105.vhd) ICT U RAR— bk L. O—AJ Linux X7 LICAT>O—RFLET,

Azure X—7y b FLAZXH5 VHD A X—2ZHBUF T B ICIE. ROFIEZRITLE T,

FIE

1. I= YR TLARAX=CDURN EZDMDNTX—2EZHRELEFT, URNERIE
<publisher>:<offer>:<sku>:<version>, HMEIZGLT. NetAppY—7 v ETLARDAX—=
F—EBRLTLT. ELWAX=I N=V g ERRTEED,

PS /home/userl> Surn="netapp:netapp-ontap-

cloud:ontap cloud byol:9150.01000024.05090105"

PS /home/userl> $locName="eastus2"

PS /home/userl> SpubName="netapp"

PS /home/userl> S$SofferName="netapp-ontap-cloud"

PS /home/userl> $skuName="ontap cloud byol"

PS /home/userl> Get-AzVMImage -Location $locName -PublisherName
-Offer SofferName -Sku $skuName

141.20231128
9.141.20240131
9.150.20240213
9150.01000024.05090105

| select version

SpubName

2. I BAAR— N=23VEFHOV—T YR TILARAKX=IHEFHLVWIR—D R T4 X7 ZERK

L&Y,
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3.

4

5.

136

PS /home/userl> $diskName = “9150.01000024.05090105-managed-disk"

PS /home/userl> $diskRG = “fnfl”

PS /home/userl> az disk create -g $diskRG -n S$diskName --image-reference
Surn

PS /home/userl> $sas = az disk grant-access —--duration-in-seconds 3600
--access-level Read --name $diskName --resource-group S$diskRG

PS /home/userl> $diskAccessSAS = ($sas | ConvertFrom-Json) [0] .accessSas

I*x— R T4 XUHD5 VHD 7 7 )L% Azure Storage ICT U XAR— kL E T, #YRTIEX LRI
OOV TH—%EHRLET, COHITIE. ‘vm-images & "Container 72t X L)L, Azure R—
BINDSRANL—= THO DT IR F—ZBELET: AL —2 702 b > examplesaname
> 74X F— > keyl> key > 3R’Tx > <copy>

PS /home/userl> S$storageAccountName = “examplesaname”

PS /home/userl> S$ScontainerName = “vm-images”

PS /home/userl> S$storageAccountKey = "<replace with the above access
key>"

PS /home/userl> $destBlobName = “9150.01000024.05090105.vhd”

PS /home/userl> S$SdestContext = New-AzureStorageContext
-StorageAccountName S$storageAccountName -StorageAccountKey
SstorageAccountKey

PS /home/userl> Start-AzureStorageBlobCopy —-AbsoluteUri S$diskAccessSAS
-DestContainer S$containerName -DestContext S$destContext -DestBlob
SdestBlobName

PS /home/userl> Get-AzureStorageBlobCopyState —-Container S$containerName
—Context $destContext -Blob S$SdestBlobName

ERENIEAX—=2% Linuxk D RXTALICAT>O—RLEY, FH wgetVHD 7 77 )Lz o >O—R
$BIATVNR:

wget <URL of filename/Containers/vm-images/9150.01000024.05090105.vhd>

URL IFBERRICREVEF T, BIEDOTDHIC. UTOLSICURLXFHZEHTETFI, H350
I&. Azure CLIZERT2CHTEET, az URLZEET SOV K, URLD
f5ll:https://examplesaname.bluexpinfraprod.eastus2.data.azurecr.io/vm-
images/9150.01000024.05090105.vhd[]

BETAR720)—>2T7v 753

PS /home/userl> Revoke-AzDiskAccess -ResourceGroupName $diskRG -DiskName
SdiskName

PS /home/userl> Remove-AzDisk -ResourceGroupName $diskRG -DiskName
$diskName



Linux £® Azure CLI ZfEFELCVHD 7 7 (/LT XAR— T3

O—7AJL Linux X7 LH5 Azure CLI ZFEHL T Y=Y LA R A X—=C% VHD 7 71JLICTZ O X
/—J—:_ I\ bi?o

FIE
1. AzureCLIICOJ A4 L. X—=T Yy b TLARDA A= —BRRLET,

Q

% az login —--use-device-code

2. A4V BIC . 72T TS EERL TR—I BT £ T hitps://microsoft.com/devicelogingsa
J—FZABALZFT,

¢

% az vm image list --all --publisher netapp --offer netapp-ontap-cloud
--sku ontap cloud byol

{

"architecture": "xo64",

"offer": "netapp-ontap-cloud",

"publisher": "netapp",

"sku": "ontap cloud byol",

"urn": "netapp:netapp-ontap-

cloud:ontap cloud byol:9150.01000024.05090105",
"version": "9150.01000024.05090105"

by

38 —HIBAA—I N=23VERFOV—TY L TILARAX=UHSFHLWIR—I R 71 RV ZER
LEI,
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https://microsoft.com/devicelogin

(o

% export urn="netapp:netapp-ontap-

cloud:ontap cloud byol:9150.01000024.05090105"

export diskName="9150.01000024.05090105-managed-disk"
export diskRG="new rg your rg"

o° o o° o°

az disk create -g $diskRG -n $diskName --image-reference Surn

az disk grant-access --duration-in-seconds 3600 --access-level Read
--name S$diskName --resource-group S$diskRG
{

"accessSas": "https://md-

xxxxxx.bluexpinfraprod.eastus2.data.azurecr.io/xxxxxxx/abcd?sv=2018-03-

28&Sr=DE&SI=XXXXXXXX—XXXX~XXXX-XXXX~XXXXKXXKXES I JXXXXXXKX XXX XXX KKXXXXXXXXKX"

}
% export diskAccessSAS="https://md-
xxxxxx.bluexpinfraprod.eastus2.data.azurecr.io/xxxxxxx/abcd?sv=2018-03-

286&Sr=P&Si=XXXXXXXX—XXXX~XX—XX~XX &SI JXXXXXXXXXXXXXXXXXXXXXKKXX"
7Ot X=88td 3ICIE. ZEB DS SAS HH T IMNELRHD £9, A1 4V AICDVWTILEY]
BRFaXIEEBBLTLIESIL,
4. BT A RIDSVHD 774 E TV AR—FLET,

a BYBTIEX LRIV ZFHODOAVTF—ZEHRLE T, COFAITIE. ‘vm-images' & “Container' 7%
TR LRILDMEREINE T,

b. Azure R—ZILHBERA ML= FHOYRDT7 O F—#BELET AML— TAHOY R >
examplesaname > 777t X ¥ — > key1 > key > 3R/Ix > <copy>

¥/, az CORTyFOIATUR,
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export storageAccountName="examplesaname"

export containerName="vm-images"

export storageAccountKey="xxxxxxxxxx"

export destBlobName="9150.01000024.05090105.vhd"

o® o° o o°

o°

az storage blob copy start --source-uri S$diskAccessSAS --destination
-container S$containerName --account-name $storageAccountName --account
-key S$SstorageAccountKey --destination-blob SdestBlobName

"client request id": "XXXX-XXXX-XXXX-XXXX-XXXx",
"copy 1d": "XXXX-XXXX-XXXX-XXXX-XXXX",

"copy status": "pending",

"date": "2022-11-02T22:02:38+00:00",

"etag": "\"OxXXXXXXXXXXXXXXXXX\"",

"last modified": "2022-11-02T22:02:39+00:00",
"request 1d": "XXXXXX-XXXXTXXXX-XXXX-XXXXXXXXXXX",
"version": "2020-06-12",

"version id": null

5. BLOB AE—DRXRT—2 A= L X7,

% az storage blob show --name $destBlobName --container-name
ScontainerName --account-name S$storageAccountName
"Copy" : {

"completionTime": null,

"destinationSnapshot": null,

Tid": "XXXXXXXX-—XXXX—XXXX-XXXX-XXXXXXXXX",

"incrementalCopy": null,

"progress": "10737418752/10737418752",

"source": "https://md-
xxxxxx.bluexpinfraprod.eastus2.data.azurecr.io/xxxxx/abcd?sv=2018-03-
28&ST=DESI=XXXXXXXX—XXXKX~XXXX~XXXX~XXXXXXXXXXXX",

"status": "success",

"statusDescription": null

by

6. £ EINIcA X—% Linux H—N—ICHA7>O—RLET,
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wget <URL of file examplesaname/Containers/vm-
images/9150.01000024.05090105.vhd>

URL IFZERHICKVWE T, BEMELDT®HIC. UTDLSICURLXFHZEHTEE T, HBHW
&, Azure CLIZERT3HTEET, azURLZEUE TSIV R, URLD
f5):https://examplesaname.bluexpinfraprod.eastus2.data.azurecr.io/vm-
images/9150.01000024.05090105.vhd[]

1. BT R0 )—>T7vTd%

az disk revoke-access —--name $diskName --resource-group $diskRG
az disk delete --name $diskName --resource-group S$diskRG --yes

T771INDERZRIET S
Cloud Volumes ONTAP® Azure Marketplace - X — 2 EZRIE

Azure 1 X—RBEE O X Tld. HBED 1 MB ERED 512 /N1 EHIBRL. /\wY
AR EERA LT, VHD 771D BEA AT A D712 LE T, ELFIE
CEHLET. /\wv>alilld sha256 BMERAINE T,

77 IIVEBRREET — 0 7 O—DE
UFiF. 770V EBRREET7—7 70— 7OELXOWHETY,

Hash Function ———3! 033b9077D...
Signature
Received data Decrypt Digest valid, when
digests match
E - 033b2077h...

Signature Public key

* Azuref X—% "NetApptR—k 4 MR T X b (sig) 7700, NB#EEEZE (pem) 7 71
Lo FT—2EERE (pem) 7 7MLz L E T, BB Azure A1 A= A4 AN TrA )zl o>
O— R 3" FHICOVWTIFCBESZ BT,

° TEE;I_yGJ*ﬁEIEO
* \FABEEERAZE ((pem) N5 NBHHE (pub) ZHH L £,
cHHINTRRREFERLTAAIP AN 770l %ZESILLET,

* HEED 1MB ERED 512 N1 FZHIBRLTE. 71 X—=2 T7 1D BERSNI-—BT7 71 ILOFHL
CEMINAMIP TR MNEERELEBRLEF T, COFEIX. OpenSSL AV RS1 Y V—ILZFEAL
TRITEINFE T, OpenSSLCLI Y —ILIE. 77 AILO—EDEINFEIIKB LB ICET R X vt —
CERRLET,
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openssl dgst -verify <public key> -keyform <form> <hash function>
-signature <digest file> -binary <temporary file>

Linux _E®Cloud Volumes ONTAP® Azure Marketplace ¥ X —EZ % RT3

Linux L CIZ I RR—bENT=VHD 7 71 ILEBRDIRIEICIZ. EFEF = — > DI&REE. 7
71ILDRE. BERDRAENSENE T,

FIE

1 Azuref X—=C 7 7AW EUTHS AT O—RLET, "NetApptHR—b H4 FAA2 TR b (sig) 7
7). ABHESEERAZE (pem) 7 7ML, Fx—ViEBAE (pem) 7 71 IILEHEL T,

B "Azure A A= AATC TR T IRV O—RI3"FMICOVTIICTESEZ BT
LYo

2 EREFI—VERIALFT,

(o)

% openssl verify -CAfile Certificate-Chain-9.15.0P1 azure.pem
Certificate-9.15.0P1 azure.pem
Certificate-9.15.0P1 azure.pem: OK

3. VHD 7 71 JLDFEED 1 MB (1,048,576 /N1 k) ERKED 512 N1 b2 HIBRL £ 9, FERT3HE
tail. -c +K AT aviE. 770D ¥k BEHONA SN M EERLET, Lich'o
T, 1048577lF “tail -co

tail -c +1048577 ./9150.01000024.05090105.vhd > ./sign.tmp.tail
head -c -512 ./sign.tmp.tail > sign.tmp

o oo oe

rm ./sign.tmp.tail
4. OpenSSL ZfEA L TAEEAEL S FF— it L. BRI 7ML EABEF—ZFERALTIA M) v FEn
727 74 )L (sign.tmp) ZRREEL £,

ARV E 7OY 7S REEICEDVWTHNELIFKRZERIT X v E-INKRRINET,
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% openssl x509 -pubkey -noout -in ./Certificate-9.15.0P1 azure.pem >
./Code-Sign-Cert-Public-key.pub

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM
-sha256 -signature digest.sig -binary ./sign.tmp

Verification OK

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM
-sha256 -signature digest.sig -binary ./another file from nowhere.tmp
Verification Failure

. J—PAR—REV)—=2TvIFLETD,

rm ./9150.01000024.05090105.vhd ./sign.tmp
rm *.sig *.pub *.pem

%
o
o

macOS _EDCloud Volumes ONTAP® Azure Marketplace ¥ X—JE& % RT3

Linux ECIT IR R—bENT=VHD 7 71 ILBRZDIEIEICIZ. BT —DI&EE. 7
71 DRE. BERQDRINSENE T,

FIE

1. Azure M X—=C 77 ILEUTHSATA—RLET, "NetApptR—Fk B4 M"A14J T X b (sig) 7
71 )L, A\BESESIEAZE (pem) 7 7ML, Fx—ViEBAZE (pem) 7 7ML EHEL F T,

B "Azure A A= AAV TR T4 AT VO—RI3"FMICOVTIICTESEZCELLET
\

—

o

2. ERFI—VERIELFT,

% openssl verify -CAfile Certificate-Chain-9.15.0P1 azure.pem
Certificate-9.15.0P1 azure.pem
Certificate-9.15.0P1 azure.pem: OK

3. VHD 7 71 JLDKETED 1 MB (1,048,576 /N1 b)) ERKED 512 N1 +2HIBRL £, FHT3HE
tail. -c +K° A Favidk. 770D Kk BEONA bHSNA bZzERLEFT, Lizho
T. 1048577l% “tail -co macOS Tl taill AV RATET TR XTI 10 o'W 2HEEaDH 3
CAITEELTLIET L,

tail -c +1048577 ./9150.01000024.05090105.vhd > ./sign.tmp.tail
head -c -512 ./sign.tmp.tail > sign.tmp

o° o o°

rm ./sign.tmp.tail
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4. OpenSSL #fFH L TIEAAZEN S AMAF—%HH L. BR7 77 RABF—%2FEHAL TR N) v TTh
727 74U (sign.tmp) ZRIEL £ T, AV R 7OV F M. REEICESWTHINEISKRBEZRT X
wE—IPRREINET,

% openssl x509 -pubkey -noout -in ./Certificate-9.15.0P1 azure.pem >
./Code-Sign-Cert-Public-key.pub

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM
-sha256 -signature digest.sig -binary ./sign.tmp
Verified OK

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM
-sha256 -signature digest.sig -binary ./another file from nowhere.tmp

Verification Failure
S J—URAR—=R%&EV)—=>TvTLET,

rm ./9150.01000024.05090105.vhd ./sign.tmp

rm *.sig *.pub *.pem

%
o
o

AzureY—%4 v k7L 1 XH 5Cloud Volumes ONTAPZ 7~ 013 3

Azure X—7 v b 7L A XROEEEBR%ZHERAT % . Cloud Volumes ONTAP % diEH
DEEICERTEE I, Azure Y—7w b LA RATIE. #ElV) v o T BE0F
TCloud Volumes ONTAPZ dLRICEA L. ZO 7 e BoDRIETH I
NTEET,

CDFAT7—DEHHICOVWTIZ. UATEBBL T T UL "NetApp Console ¥—% v kL« ZTCloud
Volumes ONTAP Ot —E XICDWTER",

R UHE
Azure ¥X—4w b LA RDEZEER % FR L TER S fi7=Cloud Volumes ONTAP> X 7 AlCIE. 2RO 7O
NTADBDET, Azure YT—7T Y F LA REZBLTT7AAMINIRAEZ Y R7OY 4V AR > ADEEE
I&. NetApp Console CIEH SNIcRFR TEEINS CCITFRL TS,

* &#FDCloud Volumes ONTAP/A—0 3 > (9.16.1 LAB%),

s O 3= I TNRED 500 GiB ICHIE T M7/=Cloud Volumes ONTAPDEKI S 1t > X, TDZ
11> RICIENetApp T R— MMEIFENT . BMHRRHH D FE A,

cH—QUA%Y - (AZ) ICERY (HA) E—RFTERIN. 77402 U7IILESTIOEY 3=
IEINT2D0D /=R, ARL—UREYSY (REL—DVM) E "EAGA—T A L= 3V E
- F"o

* TIAINTHERENS A VX2 ADEK,

*500GBD/OEY I ZYIREZFD Premium SSDV2 Y X—Y R F4 XU, IL— bk T4 X0, &
UF—48 T4 2R,
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* NFS. CIFS. iSCSI. NVMe/TCP ¥—4& H—E XhMgtoo7=1 207 —2 A L= VM AT TO1E
nNTWFEd, BMODT—4 AL—S VM ZBIMTAZCIETE A

* NFS. CIFS (SMB). iSCSI. Autonomous Ransomware Protection (ARP). SnapLock. & & U'SnapMirror
DALV APA VA R=ILENTVWET,

* "ONTAPREICERA X M L—U3% (TSSE)'. A a—LESt. BLXUABF—BENTT7A4ILET
BMICHE->TUVWET,

* UTOEEIE T R— SN TULEEA:
° FabricPool DFEE{L
° ARL—=SVMAA TOEE
c BRETAAE—NR

F%Rd BAE0IC
* B4 Azure Marketplace 7 XU 7 a > hH 3 e zHERL £,

XY NIV BHEBLLTWVWBRZEERBESRELTLIETWVWE—AZ TO HA ER"Azure To o "Cloud
Volumes ONTAPEH® Azure % R —O%BETB",

* Cloud Volumes ONTAP%Z T 7O4 §3ICIE. ZROWVWTNHD Azure O—ILHEID BTSN TWVWBIHRED
HOET,

° Z® “contributor 77 # )L b DHERZIFOO—)L, FEMICDOWVWTIE. "Microsoft Azure FF 2 X > b
Azure $HAHAAO—IL" o

o MDMERZIFDON AR L RBAC O—)L, EFHICDOWTIE. "Azure RF a2 XA > b Azure B AX L O—
L

"permissions": [ { "actions": [ "Microsoft. AAD/register/action",
"Microsoft.Resources/subscriptions/resourceGroups/write",
"Microsoft.Network/loadBalancers/write", "Microsoft. ClassicCompute/virtualMachines/write",
"Microsoft. Compute/capacityReservationGroups/deploy/action”,
"Microsoft.ClassicCompute/virtualMachines/networkinterfaces/associatedNetworkSecurityGroups/
write", "Microsoft.Network/networklInterfaces/write", "Microsoft. Compute/virtualMachines/write",
"Microsoft. Compute/virtualMachines/extensions/write",
"Microsoft.Resources/deployments/validate/action”,
"Microsoft.Resources/subscriptions/resourceGroups/read”,
"Microsoft.Network/virtualNetworks/write", "Microsoft.Network/virtualNetworks/read",
"Microsoft.Network/networkSecurityGroups/write",
"Microsoft.Network/networkSecurityGroups/read", "Microsoft. Compute/disks/write",
"Microsoft.Compute/virtualMachineScaleSets/write", "Microsoft.Resources/deployments/write",
"Microsoft.Network/virtualNetworks/subnets/read",
"Microsoft.Network/virtualNetworks/subnets/write" ], "notActions": [], "dataActions": [],
"notDataActions": [ } ]

1)y —227F0/N1 4 — TMicrosoft.storage] %7 X0 1) F>a IlBRKLTWREE
@ I&. Microsoft.AAD/register/action' 58], FFIC DUV TIE. "Azure FF a2 X bk Z |k
L—0D Azure 772 AEFA"

FIE
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VPC Service Controls IE&{ K1) > —
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"Google Cloud VPC Service Controls Policy RF a2 X> M EBBL T 2T,
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1> L=

From:
Identities:
[User Email Address]

Source > All sources allowed

To:
Projects =
[Service Project]
Services =
Service name: iam.googleapis.com
Service methods: All actions
Service name: compute.googleapis.com
Service methods:All actions
Eyfel =S
From:
Identities:
[User Email Address]
Source > All sources allowed
To:
Projects =
[Host Project]
Services =
Service name: compute.googleapis.com
Service methods: All actions
FlE
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From:
Identities:
[Service Project Number]@cloudservices.gserviceaccount.com
Source > All sources allowed

To:
Projects =
[Service Project]
[Host Project]
Services =
Service name: compute.googleapis.com
Service methods: All actions
HOL—IL
From:
Identities:
[Service Project Number]@cloudservices.gserviceaccount.com
To:
Projects =
14190056516
Service =

Service name: compute.googleapis.com
Service methods: All actions
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DARXR—DZREFTDHDICHERT SO 7 b netapp-cloudmanager T3 o

Cloud Volumes ONTAPAE® Google Cloud H—EX 7HU > b EEKT 3

Cloud Volumes ONTAP. 2 DD BEBIT Google Cloud H—EX AT Y FHRETY,
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fL—2ICBEBIEL£9 . 2DHIE. "NetApp Backup and Recovery"ZR1) 2 — L% K]
AMDATSTO N AML=JIINY I T Y FTLET,

Cloud Volumes ONTAP |, H—EX 7AHD > bZzEAL T, BEBtT—2HD 1 D2ONTy hENY I Ty
THOBDONT Y MMCTIEA L. BELET,

12O —EX T7HO U FERELT. BADOENICHERTEEY, H—EX 7HT Y Il Storage
Admin O—JLHAKNETT,

FiE
1. Google Cloud Console T, "H—EZXT7HT > bR=JICEHLET",
2. 700U FEBERLTLLIZSW,
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IRLET,

Create service account

& Service account details

|
Grant this service account access to project
2 (optional)

Grant this senvice account access to CCCM-Dev so that it has permission to
complete specific acticns on the resources in your project. Leam more

Select a role y Condition

[ = storage admin »

Cloud ML Service Agent
Cloud ML service agent cen act a3 fog writer, Cloud Storage admin,
Artifact Registry Reader, BigQuery writer, and senvice sccount access

1oken creator

Storage Admin

e G: Full control of GCS resources: @ :!na”

Storage HMAC Key Admin

Full control of GCS HMAC Keys

Storage Ohject Admin

Cuill mromtenl of 22 ahicnteo

MANAGE ROLES

C A—HY—ICCDUY—EXTAIYMADTIERA%ZFH: AV =L I -2z b F—EX THIY
he H—EXT7HTUE I-—HF - LTIOHRLWH—EX T7HUY MIEMLET,

COFIEF. T—EBEEBIEDSZEICOABETT . Ny o7y TEVANVIZIBBEDD EEA.



@_

Create service account

Service account details

Grant this service account access to project
(optional)

Grant users access to this service account (optional)

Grant access to users or groups that need o perform actions as this service
account. Learn more

Service account users role
netapp-cloud-manager@i® 98 iam.gserviceaccount.com & (7]

Grant users the permissions to deploy jobs and ViMs with this service account

Service account admins role (7]

Grant users the permission 1o administer this service account

o JEN

ROFIE

# TCloud Volumes ONTAPS XA FLZIER TR EZFIC. H—ERX 7HOY b ERBIRTIMVERHD £,
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Details and Credentials

default-project grp-sub
Edit Project
Google Cloud Project Marketplace Subscription
Details Credentials
Working Environment Name (Cluster Name) User Name
cloudvolumesontap admin
Fassword
Service Account M

_ Confirm Password
Service Account Name

accountd -

o Add Labels Optional Field | Up to four labels

Cloud Volumes ONTAP CEEEBIEDIES{bL*—%FHT 3

Google Cloud Storage Tld. T—3FD 74 AVICETAFTFNSBICHICESILINET
H. APl Z2fERA L T. BEEEDES{LT — 2RI %Cloud Volumes ONTAPS X 7 Ly
ERTE £ 9, CNsld. Cloud Key Management Service = {# L T GCP TEm &
SFUVEETZF—TT9,

FIE
1. F—PMREINATVWBR O I MW, AV —IL I -z Y—EX 7AD>MI7OS T
bk LRILTOBEY)RIERNH B xR L £,

MERRIE. "T AN DY —ERT AT "7 L. Cloud Key Management Service (& 7O
U hFERATIHEIFEAINGVWAEENHD £7,

HERIFXDEHED T,
- cloudkms.cryptoKeyVersions.useTokEncrypt
- cloudkms.cryptoKeys.get

- cloudkms.cryptoKeys.list
- cloudkms.keyRings.list

2. f—EXT7HU > kH "Google Compute Engine f—E X T—2 1 > R'F—(Z%9 S Cloud KMS B&ES1t/
BESERZR>TWVWE T,
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H—EX 7HADY ED&HIIE. Tservice-[service_project_number]@compute-
system.iam.gserviceaccount.comy ¥ WSHRICED £,

"Google Cloud R¥ 2 X > k: Cloud KMS TD IAM OfFER - )Y —RICxd 30— ILDft5"
3. getAY Y RZMUHELTHF—D MND) ZBEL XY, /gcp/vsa/metadata/gcp-encryption-keys
API O L. F/IEGCP OVY —IILDF—T )Y —XZDaE—] ZFIRLE T,

4 BEEEEOBEStF—%2FHAL. 7422470z ANL—VICHERBET %355, NetApp Console
kBT« RV DEBELICERINZDREICF—%2FALELSELET, L. £ Google Cloud
Storage N7y DX —ZFEHATEE3LDICTIRELRHD XY,

a. Google Cloud StoragetF—EXI—2 x> bZBDIF3ICIE. "Google Cloud K 2 X > k: Cloud
Storage t—EX I—Y x> FOEUE",

b. BEES1b*—IC#H L. Google Cloud Storage #—E X T— 1 > ~C Cloud KMS BES1b/1E 5L MR
ZEIDHETET,

FEMIC DWW TIX. "Google Cloud RF a2 X b EREEOESEOER"
5. YAFTLEIEM T B L ZIC. API U TR MZ TgepEncryption) NS X—2%FEHALET,

(ll

"gcpEncryptionParameters": {
"key": "projects/project-1/locations/us-east4/keyRings/keyring-
1/cryptoKeys/generatedkeyl"
}

208 "NetApp Console Bt K& 2 X > ~" TGepEncryption] /NT X—2DEAICEET ZEHEICDOWLWTIE. &
55 CEBLEEL,

Google Cloud TCloud Volumes ONTAPD S 1> X%ZHKET D

Cloud Volumes ONTAP AT 31 VR A7 a>ERELIES. FiLWORXT LA
FERTREZILEFDSA YR AT a0 &EIRT 311, WS OO DFIEEREITY
BZRRENRHD XY,

J)—=37 L

BAS500GB DO 3= AETCloud Volumes ONTAP % ¥} TR T 3113, Freemium 7 7 1)
VORBIRLTLLTIEEW, "JU =T LT D"
FI@

1. Bl FESF—> 3>y XZa—h56. ANL—U>EE #8IRLETD,

2. ORT L R=IT. YATLDEMZ2 1) w2 L. NetApp ConsoleDFIEICHREWVE T,

a. *FHl L EREBRIR R —T T FRBHBRORE > H T ROV T a8 ZE I ) v Ly BRICHE
2 TGoogle Cloud Marketplace DI EFREHIA 7 7 —ICEETRL £,
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Volume Name

| ABDcv5689

Volume Details & Protection

Storage VM (SVM)
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Volume Size
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$ gcloud compute images export \
--destination-uri DESTINATION URI \
-—image IMAGE NAME

# For our example:
$ gcloud compute images export \

--destination-uri gs://vsa-dev-bucketl/example-user—-exportimage-
gcp-demo \

--image example-user-20230120115139

## DEMO ##

# Step 1 - Optional: Checking access and listing objects in the
destination bucket

$ gsutil 1ls gs://example-user-export-image-bucket/

# Step 2 - Exporting the desired image to the bucket

$ gcloud compute images export —--image example-user-export-image-demo
-—-destination-uri gs://example-user—-export-image-bucket/export-
demo.tar.gz

Created [https://cloudbuild.googleapis.com/vl/projects/example-demo-
project/locations/us-centrall/builds/XXxXxXXXxXXXxX] .

Logs are available at [https://console.cloud.google.com/cloud-
build/builds; region=us-centrall/XXXXXXXXXXXX?PrOJeCL=XXXXXXXXXXXX] .
[image-export]: 2023-01-25T18:13:48%Z Fetching image "example-user-
export-image-demo" from project "example-demo-project".
[image-export]: 2023-01-25T18:13:49Z Validating workflow
[image-export]: 2023-01-25T18:13:49Z Validating step "setup-disks"
[image-export]: 2023-01-25T18:13:49Z Validating step "image-export-
export-disk"

[image-export.image-export-export-disk]: 2023-01-25T18:13:497%7
Validating step "setup-disks"
[image-export.image-export-export-disk]: 2023-01-25T18:13:497
Validating step "run-image-export-export-disk"
[image-export.image-export-export-disk]: 2023-01-25T18:13:50Z
Validating step "wait-for-inst-image-export-export-disk"
[image-export.image-export-export-disk]: 2023-01-25T18:13:50%
Validating step "copy-image-object"
[image-export.image-export-export-disk]: 2023-01-25T18:13:50%
Validating step "delete-inst"

[image-export]: 2023-01-25T18:13:51Z Validation Complete
[image-export]: 2023-01-25T18:13:51Z Workflow Project: example-demo-
project

[image-export]: 2023-01-25T18:13:51Z Workflow Zone: us-centrall-c
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[image-export]: 2023-01-25T18:13:51Z Workflow GCSPath: gs://example-
demo-project-example-bkt-us/

[image-export]: 2023-01-25T18:13:51Z Example scratch path:
https://console.cloud.google.com/storage/browser/example-demo-project-
example-bkt-us/example-image-export-20230125-18:13:49-r88px
[image-export]: 2023-01-25T18:13:51Z Uploading sources

[image-export]: 2023-01-25T18:13:51Z Running workflow

[image-export]: 2023-01-25T18:13:51Z Running step "setup-disks"
(CreateDisks)

[image-export.setup-disks]: 2023-01-25T18:13:51Z CreateDisks: Creating
disk "disk-image-export-image-export-r88px".

[image-export]: 2023-01-25T18:14:02Z Step "setup-disks" (CreateDisks)
successfully finished.

[image-export]: 2023-01-25T18:14:02Z Running step "image-export-export-
disk" (IncludeWorkflow)

[image-export.image-export-export-disk]: 2023-01-25T18:14:02Z Running
step "setup-disks" (CreateDisks)
[image-export.image-export-export-disk.setup-disks]: 2023-01-
25T18:14:02Z CreateDisks: Creating disk "disk-image-export-export-disk-
image-export-image-export--r88px".
[image-export.image-export-export-disk]: 2023-01-25T18:14:02Z Step
"setup-disks" (CreateDisks) successfully finished.
[image-export.image-export-export-disk]: 2023-01-25T18:14:02Z Running
step "run-image-export-export-disk" (CreatelInstances)
[image-export.image-export-export-disk.run-image-export-export-disk]:
2023-01-25T18:14:02Z CreatelInstances: Creating instance "inst-image-
export-export-disk-image-export-image-export--r88px".
[image-export.image-export-export-disk]: 2023-01-25T18:14:087Z Step
"run-image-export-export-disk" (CreateInstances) successfully finished.
[image-export.image-export-export-disk.run-image-export-export-disk]:
2023-01-25T18:14:08%Z Createlnstances: Streaming instance "inst-image-
export-export-disk-image-export-image-export--r88px" serial port 1
output to https://storage.cloud.google.com/example-demo-project-
example-bkt-us/example-image-export-20230125-18:13:49-r88px/logs/inst-
image-export-export-disk-image-export-image-export--r88px-serial-
portl.log

[image-export.image-export-export-disk]: 2023-01-25T18:14:08Z Running
step "wait-for-inst-image-export-export-disk" (WaitForInstancesSignal)
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:08Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
watching serial port 1, SuccessMatch: "ExportSuccess", FailureMatch:
["ExportFailed:"] (this is not an error), StatusMatch: "GCEExport:".
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":



StatusMatch found: "GCEExport: <serial-output key:'source-size-gb'
value:'10'>"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Running export tool."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:297Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":

StatusMatch found: "GCEExport: Disk /dev/sdb is 10 GiB, compressed size

will most likely be much smaller."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Beginning export process..."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Copying \"/dev/sdb\" to gs://example-
demo-project-example-bkt-us/example-image-export-20230125-18:13:49-
r88px/outs/image-export-export-disk.tar.gz."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Using \"/root/upload\" as the buffer
prefix, 1.0 GiB as the buffer size, and 4 as the number of workers."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance

"inst-image-export-export-disk-image-export-image-export--r88px":

StatusMatch found: "GCEExport: Creating gzipped image of \"/dev/sdb\".

[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Read 1.0 GiB of 10 GiB (212 MiB/sec),
total written size: 992 MiB (198 MiB/sec)"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:59Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Read 8.0 GiB of 10 GiB (237 MiB/sec),
total written size: 1.5 GiB (17 MiB/sec)"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Finished creating gzipped image of
\"/dev/sdb\" in 48.956433327s [213 MiB/s] with a compression ratio of
6."
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[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z2 WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Finished export in 48.957347731s"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: <serial-output key:'target-size-gb'
value:'2'>"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z2 WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
SuccessMatch found "ExportSuccess"
[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Step
"wait-for-inst-image-export-export-disk" (WaitForInstancesSignal)
successfully finished.

[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Running
step "copy-image-object" (CopyGCSObjects)
[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Running
step "delete-inst" (DeleteResources)
[image-export.image-export-export-disk.delete-inst]: 2023-01-
25T18:15:197Z DeleteResources: Deleting instance "inst-image-export-
export-disk".

[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Step
"copy-image-object" (CopyGCSObjects) successfully finished.
[image-export.image-export-export-disk]: 2023-01-25T18:15:347Z Step
"delete-inst" (DeleteResources) successfully finished.

[image-export]: 2023-01-25T18:15:347Z Step "image-export-export-disk"
(IncludeWorkflow) successfully finished.

[image-export]: 2023-01-25T18:15:34Z Serial-output value -> source-
size-gb:10

[image-export]: 2023-01-25T18:15:34Z Serial-output value -> target-
size-gb:2

[image-export]: 2023-01-25T18:15:34Z Workflow "image-export" cleaning
up (this may take up to 2 minutes).

[image-export]: 2023-01-25T18:15:35Z Workflow "image-export" finished
cleanup.

# Step 3 - Validating the image was successfully exported
$ gsutil 1ls gs://example-user-export-image-bucket/
gs://example-user-export-image-bucket/export-demo.tar.gz

# Step 4 - Download the exported image
$ gcloud storage cp gs://BUCKET NAME/OBJECT NAME SAVE TO LOCATION



$ gcloud storage cp gs://example-user-export-image-bucket/export-
demo.tar.gz CVO GCP Signed Digest.tar.gz
Copying gs://example-user-export-image-bucket/export-demo.tar.gz to
file://CVO_GCP Signed Digest.tar.gz

Completed files 1/1 | 1.5GiB/1.5GiB | 185.0MiB/s

Average throughput: 213.3MiB/s

$ 1s -1

total 1565036

-rw-r--r—-—- 1 example-user example-user 1602589949 Jan 25 18:44
CVO GCP_Signed Digest.tar.gz

FE#ET 7 1 )L =2 R

# Extracting files from the digest
$ tar -xf CVO GCP Signed Digest.tar.gz
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# Step 1 - Optional, but recommended: Verify the certificate using
OpenSSL

# Step 1.1 - Copy the Certificate and certificate chain to a
directory

$ openssl version

LibreSSL 3.3.6

S 1s -1

total 48

-rw-r--r--@ 1 example-user engr 8537 Jan 19 15:42 Certificate-
Chain-GCP-CV0-20230119-0XXXXX.pem

-rw-r--r—--@ 1 example-user engr 2365 Jan 19 15:42 Certificate-GCP-
CVO-20230119-0XXXXX.pem

# Step 1.2 - Get the OSCP URL

$ oscp url=$ (openssl x509 -noout -ocsp uri -in <Certificate-
Chain.pem>)

$ oscp url=$ (openssl x509 -noout -ocsp uri -in Certificate-Chain-
GCP-CV0-20230119-0XXXXX.pem)

$ echo Soscp url

http://ocsp.entrust.net

# Step 1.3 - Generate an OCSP request for the certificate

$ openssl ocsp -issuer <Certificate-Chain.pem> -CAfile <Certificate-
Chain.pem> -cert <Certificate.pem> -reqout <request.der>

$ openssl ocsp -issuer Certificate-Chain-GCP-CV0-20230119-0XXXXX.pem
-CAfile Certificate-Chain-GCP-CV0O-20230119-0XXXXX.pem -cert
Certificate-GCP-CV0O-20230119-0XXXXX.pem -reqgout req.der

# Step 1.4 - Optional: Check the new file "reqg.der" has been
generated

$ 1s -1

total 56

-rw-r--r--@ 1 example-user engr 8537 Jan 19 15:42 Certificate-
Chain-GCP-CV0O-20230119-0XXXXX.pem

-rw-r--r--@ 1 example-user engr 2365 Jan 19 15:42 Certificate-GCP-
CVO-20230119-0XXXXX.pem

—-rw-r—--r—-—- 1 example-user engr 120 Jan 19 16:50 reqg.der

# Step 1.5 - Connect to the OCSP Manager using openssl to send the
OCSP request

$ openssl ocsp -issuer <Certificate-Chain.pem> -CAfile <Certificate-
Chain.pem> -cert <Certificate.pem> -url ${ocsp url} -resp text
—-respout <response.der>
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$ openssl ocsp -issuer Certificate-Chain-GCP-CV0-20230119-0XXXXX.pem
-CAfile Certificate-Chain-GCP-CV0O-20230119-0XXXXX.pem -cert
Certificate-GCP-CV0O-20230119-0XXXXX.pem -url ${ocsp url} -resp text
—-respout resp.der
OCSP Response Data:
OCSP Response Status: successful (0x0)
Response Type: Basic OCSP Response
Version: 1 (0x0)
Responder Id: C = US, O = "Entrust, Inc.", CN = Entrust Extended
Validation Code Signing CA - EVCS2
Produced At: Jan 19 15:14:00 2023 GMT
Responses:
Certificate ID:
Hash Algorithm: shal
Issuer Name Hash: 69FA640329AB84E27220FE0927647B8194B91F2A
Issuer Key Hash: CE894F8251AA15A28462CA312361D261FBF8FETS
Serial Number: 5994B3D01D26D594BD1DOFA7098C6FF5
Cert Status: good
This Update: Jan 19 15:00:00 2023 GMT
Next Update: Jan 26 14:59:59 2023 GMT

Signature Algorithm: shabl2WithRSAEncryption
Ob:b6:61:4:03:5£:98:6f:10:1c:9%a:f7:5f:6f:c7:e3:f4:72:
£2:30:f4:86:88:9a:b9:ba:le:d6:f6:47:af:dc:ea:ed:cd:31:
af:e3:7a:20:35:9e:60:db:28:9c:7f:2e:17:7b:a5:11:40:4f:
le:72:f7:f8:ef:e3:23:43:1b:bb:28:1a:6f:c6:9c:c5:0c:14:
d3:5d:bd:9%b0:6b:28:fb:94:5e:8a:ef:40:20:72:a4:41:df:55:
cf:f3:db:1b:39:e0:30:63:c9:c7:1f:38:7e:7f:ec:f4:25:7b:
1e:95:4¢c:70:6c:83:17:c3:db:b2:47:e1:38:53:ee:0a:55:c0:
15:6a:82:20:b2:ea:59:eb:9c:ea:7e:97:aa:50:d7:bc:28:60:
8c:d4:21:92:1¢c:13:19:b4:e0:66:cb:59:ed:2e:£f8:dc:7b:49:
e3:40:£f2:b6:dc:d7:2d:2e:dd:21:82:07:bb:3a:55:99:£7:59:
5d:4a:4d:ca:e7:8f:1c:d3:9a:3f:17:7b:7a:c4:57:b2:57:a8:
b4:c0:a5:02:0d:59:9¢:50:32:f£:16:01:65:3a:9¢c:8c:70:3b:
9e:be:bc:4£:£9:86:97:01:62:3c:b2:29:46:08:be:6b:1b:3c:
24:14:59:28:c6:ae:e8:d5:64:b2:f8:¢cc:28:24:5c:b2:¢c8:d8:
5a:af:9d:55:48:96:f6:3e:c6:bf:a6:0c:ad4:c0:ab:d6:57:03:
2b:72:43:b0:6a:9f:52:ef:43:bb:14:6a:ce:66:cc:6c:4e:66:
17:20:a23:64:e0:¢c6:d1:82:0a:d7:41:8a:cc:17:£fd:21:b5:c6:
d2:3a:af:55:2e:2a:08:¢c7:21:41:69:el:44:ab:al:dd:df:6d:
15:99:90:cc:a0:74:1e:e5:2e:07:3f:50:e6:72:a26:b9%:ae:fc:
44:15:eb:81:3d:1a:f8:17:b6:0b:£f£:05:76:9d:30:06:40:72:
cf:d5:c4:6£:80:¢c9:14:76:09:6b:3d:6a:70:2c:5a:c4:51:92:
e5:cd:84:b6:£9:d9:d5:bc:8d:72:b7:7c:13:9¢c:41:89:a8:97:
6f:4a:11:5f:8f:b6:¢c9:b5:df:00:7e¢:97:20:e7:29:2e:2b:12:
77:dc:e2:63:48:87:42:49:1d:fc:d0:94:a28:8d:18:£f9:07:85:
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ed4:d0:3e:9a:4a:d7:d5:d0:02:51:¢c3:51:1c:73:12:96:2d:75:
22:83:a6:70:5a:4a:2b:f2:98:d9%:ae:1b:57:53:3d:3b:58:82:
38:fc:fa:cb:57:43:3f:3e:7e:e0:6d:5b:d6:fc:67:7e:07:7e:
fb:a3:76:43:26:8f£:d1:42:d6:a6:33:4e:9e:e0:a0:51:b4d:c4:
bc:e3:10:0d:bf:23:6c:4b
WARNING: no nonce in response
Response Verify OK
Certificate-GCP-CVO-20230119-0XXXXX.pem: good
This Update: Jan 19 15:00:00 2023 GMT
Next Update: Jan 26 14:59:59 2023 GMT

# Step 1.5 - Optional: Check the response file "response.der" has
been generated. Verify its contents.

$ 1s -1

total 64

-rw-r--r—--@ 1 example-user engr 8537 Jan 19 15:42 Certificate-
Chain-GCP-CV0O-20230119-0XXXXX.pem

-rw-r--r--@ 1 example-user engr 2365 Jan 19 15:42 Certificate-GCP-
CV0-20230119-0XXXXX.pem

-rw-r--r-- 1 example-user engr 120 Jan 19 16:50 reqg.der
-rw-r—--r—-- 1 example-user engr 806 Jan 19 16:51 resp.der

# Step 1.6 - Verify the chain of trust and expiration dates against
the local host

$ openssl version -d

OPENSSLDIR: "/private/etc/ssl"

$ OPENSSLDIR=S (openssl version -d | cut -d '""' -£f2)

$ echo SOPENSSLDIR

/private/etc/ssl

$ openssl verify -untrusted <Certificate-Chain.pem> -CApath <OpenSSL
dir> <Certificate.pem>

$ openssl verify -untrusted Certificate-Chain-GCP-CV0-20230119-
0XXXXX.pem -CApath ${OPENSSLDIR} Certificate-GCP-CV0-20230119-
0XXXXX.pem

Certificate-GCP-CV0O-20230119-0XXXXX.pem: OK

2. &y>vO—R L7 diskraw 7 77 I)L. B, $LVHRAZEE T LI MNJICEEELE T,
3. OpenSSL #fEA L TIEERAEHD S NREEHHEL £,
4. HE LI BX—%2FRALTELEESIEL. 47 >O0— R L7 diskraw 7 71 ILORBRERERL £,
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# Step 1 - Place the downloaded disk.raw,

certificates in a directory
$ 1s -1

-rw-r--r--@ 1 example-user
GCP-CV0-20230119-0XXXXX.pem
-rw-r--r--@ 1 example-user
20230119-0XXXXX.pem
-rw-r--r--@ 1 example-user
XXXXXX digest.sig

-rw-r--r--@ 1 example-user

staff

staff

staff

staff

# Step 2 - Extract the public key
$ openssl x509 -pubkey —-noout -in

(public key.pem)

$ openssl x509 -pubkey -noout -in
0XXXXX.pem > CVO-GCP-pubkey.pem

$ 1s -1

-rw-r--r--@ 1 example-user
GCP-CV0-20230119-0XXXXX.pem
-rw-r—--r—--@ 1 example-user
20230119-0XXXXX.pem
-rw-r--r--@ 1 example-user
-rw-r--r--@ 1 example-user
XXXXXX digest.sig

-rw-r--r--@ 1 example-user

staff

staff

staff
staff

staff

Jan

Jan

Jan

Jan

19

19

19

19 1e6:

the signature and the

15:

15:

15:

42

42

42

39

Certificate-Chain-

Certificate-GCP-CVO-

GCP_CVO_20230119-

disk.raw

from the certificate

(certificate.pem) >

Certificate-GCP-CV0O-20230119-

Jan

Jan

Jan
Jan

Jan

19

19

19
19

19

15:

15:

17:
242

15

16:

42

42

02

39

Certificate-Chain-

Certificate-GCP-CVO-

CVO-GCP-pubkey.pem
GCP_CVO 20230119-

disk.raw

# Step 3 - Decrypt the signature using the extracted public key and

verify the contents of the downloaded disk.raw

$ openssl dgst -verify (public key)

—-keyform PEM -sha256 -signature

(signed digest) -binary (downloaded or obtained disk.raw)

$ openssl dgst -verify CVO-GCP-pubkey.pem -keyform PEM -sha256
-signature GCP_CVO 20230119-XXXXXX digest.sig -binary disk.raw

Verified OK

# A failed response would look like this

$ openssl dgst -verify CVO-GCP-pubkey.pem -keyform PEM -sha256
-signature GCP_CVO 20230119-XXXXXX digest.sig -binary

../sample file.txt
Verification Failure
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