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Load Balancer Endpoints

Load balancer endpoints define Gateway Mode and Admin Mode ports that accept and load balance 33 and Swift requests to Storage
MNodes. HTTPS endpoint cerificates are configured per endpoint.

€ Changes to endpoints can take up to 15 minutes to be applied to all nodes.

'+ Add endpoint port

Display name Port Using HTTPS
No endpoints configured.
2. [TV RRAY FDEMZERLET,

[Create Endpoint] ¥ 7OJ 7Ry AMNKRRENE T,



Create Endpoint

Display Mame
Port 10443
Protocol (O HTTP O HTTPS
Endpoint Binding Mode (@) Global (O HA Group VIPs (O Mode Interfaces

Cancel
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Create Endpoint
Display Mame
Port 10443
Protocol (O HTTP O HTTPS
Endpoint Binding Mode @ Global () HA Group VIPs (O Node Interfaces

@ This endpoint is currently bound globally. All nodes will use this endpoint unless an endpoint with an overriding binding mode exists for a specific port.
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Create Endpoint

Display Mame
Port 10443
Protocol () HTTP O HTTPS
Endpoint Binding Mode () Global ® HA Group VIPs (O Node Interfaces
Name Description Virtual IP Addresses Interfaces
O Groupi 192.168.5.163 CO-REF-DC1-ADMA1:eth0 (preferred Master)
O Group2 47.47.5.162 CO-REF-DC1-ADM1:eth2 (preferred Master)

Displaying 2 HA groups.

A\ No HA groups selected. You must select one or more HA Groups; otherwise, this endpoint will act as a globally bound endpoint.

Cancel
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Create Endpoint
Display Mame
Port 10442
Protocol (O HTTP (O HTTPS
Endpaint Binding Mode (O Global (O HA Group VIPs ® MNode Interfaces
Node Interface

[0 CO-REF-DC1-ADMA1 eth0
[0 CO-REF-DC1-ADMA1 eth1
[J CO-REF-DC1-ADMA1 eth2
[0 CO-REF-DC1-GWA eth0
[0 cO-REF-DC2-ADMA eth0
[0 CcO-REF-DC2-GWA eth0

A\ No node interfaces selected. You must select one or more node interfaces; otherwise, this endpoint will act as a globally bound endpoint.

Cancel

7. [1R7F (Save) |&EZEIRLET,
[Edit Endpoint]¥ 7 OJ R v & ADERINE T,

8 IVFRRAVITHIBETE ST v IDRATIBET BICIE. 831 F7cld T swift*) Z:FRL &
ER



Edit Endpoint Unsecured Port A (port 10449)
Endpoint Service Configuration

Endpoint service type @ S3 () Swift
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Server Cerificate Browse
Cerificate Frivate Key Browse
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Generate Certificate
Domain 1 *.53.example.com +
IF1 0.0.0.0 +
Subject JCN=StorageGRID

Drays valid 730
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1. [* Configuration > Network Settings > Load Balancer Endpoints *]% &R L £ 9,

Load Balancer Endpoints R—HRRENE T BIFEOIY RRAY MDA T—TILICRREINE T,
FHRHRYNICBIIBAEEZIT IV RRA Y FARICRENE T,
Load Balancer Endpoints

Load balancer endpoints define Gateway Mode and Admin Mode ports that accept and load balance 83 and Swift requests to Storage Nodes. HTTPS
endpoint cerificates are configured per endpoint.

| = Add endpoint | | # Edit endpoint | | ®* Remove endpoint

Display name Port Using HTTPS
O  Unsecured Endpoint § 10444 MNa
® Secured Endpoint 1 10443 Yes

Displaying 2 endpoints.

2. RETHIIVRRIVFEERLETD,

B*IVRERAIVEDIREEV Vv I LET,
[Edit Endpoint]Z+ 7 O4 Ry 7 ANFRINET,
TFa27THVL (HTTP) ITY RERA Y FDFHIE. &4 70O 7K U XD[Endpoint Service
Configuration|t 7> 3 VIEIIHRTFINE T, X217 (HTTPS) TV RKRA > MDIFE. ROBICK

T&3IC. 40705 7R v U XD[Endpoint Service Configuration]tz 7 < 3 > & [Certificates] Z 2 > 3 > H}
RREINET,
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Endpeint Service Configuration

Endpoint service type @ S3 ) Swift
Certificates
Upload Certificate ‘ ‘ Generate Certificate
Server CA
Certificate metadata Subject DN: /C=CA/ST=British Columbia/O=NetApp, Inc./OU=SGQA/CN="mraymond-grid-a.50qa.eng.netapp.com

Serial Number: 1C:FD:27:8B:EG:ASBA30:45:A9:16:4F . DC:77:3E:C6:80:.7D:AFE9
Issuer DN: /C=CA/ST=British Columbia/O=EqualSign, Inc/OU=IT/CN=EqualSign Issuing CA
Issued On: 2000-01-01T00:00:00.000Z
Expires On: 3000-01-01T00:00:00.000Z2
SHA-1 Fingerprint: 60:30:5A8C:62:C5:B8:49:DC:9A:B3:FT:B9:0B:5B:.0E:D2:AZFE.CT
SHA-256 Fingerprint: AF:75.7F:44:C6:86:A4:84:82:7D:11:DE:9F:49:D3:F6:2ATE:D9:4D:2A:1B:84:0B:B3:7E:23:0F . B3:CB:84:8
9
Alternative Names: DMNS:* mraymond-grid-a.5gga.eng.netapp.com
DMS:*.99-140-dc1-g1.mraymond-grid-a.sgga.eng.netapp.com w
DME:*.99-142-dc1-51.mraymond-grid-a.sgga.eng.netapp.com

Certificate PEM
MIIHfDCCBWSgAWIBAQIUHFOni+alujBFqRZF3Hc+xoB9r+kwDRYJKoZ ThvcNAQEL

BORwb] ELMEkGA] UEBhMCQ0EXGTEXBgNVBAQMEE JyaXRpc2gg02 95dW1 i aWEXGDAN
BgNVBACMDOVxAWFSU21nbiwgSW5 L ELMAKGR] UECwwCSVOxHT AbBHVEAMMFEV:
dWFsU21nbiBJc3N1 aW5nIENBMCEX DT AwMDEWMT AwMDAWMF oY DzMwMDAWMT AxMDRw
MDRwi] B-+MQswCQYDVOQEEwIDTEZMBCGA TECAW)Qn JpdG] zaCBOb2x 1 bRIpYTEV
MBMGA1 UECqwMTmV QXBwLCEIbrMuMQ0wCwYDVQGLDARTR] FEMS 4wLAYDVQQDDCTg
Lmly¥E1lth25kLNdyaWQt¥552 23 FhinVuZySuZXRhcHAuY 29t MI IBI ] ANBgkahkiG
SwOBAQEFAROCAQARMT IBCoRCAQERonUkwkEg/B1U1Y+bIRE0MaVISC+RTS£2102v
Hz4rSnr¥Cn/WIRCT+fznmxzata 2RRUDi nNLX] Yk +GUPAATFZ+51dr 6HIrYTE/NK

4 TYRRAYMIBEBREBEZMAET,

X a7 THWL (HTTP) TV RRA Y FDBE. ROBREEETTETET,

CIVRRAVEDY—ERZA TZS3EIFSWIftICEE L XY,

cTIVRRAVINA VT4V E—RZZELET, EXxa7% (HTTPS) TV RARAY FDIFE.
ROBEERITTETET,

CIVRRAV MDY —ERRA TZS3EIFSWIftICEEL £ Jo

CIVRRAVINAYTA VT E-—FZEELE T,

cEF 2T AAAEERTLET,

* REOAZEOEIHEHIYINIcE T TIIBHERIE DIV EIC. FILWEF 2 ) 715
STy IO—REIFERLETT,

RIT%ERL T, T 7 4J)L hDStorageGRID H—/NFERAEZ £ 71377 v 7O— R SNF-CAELIIHZEIC
BY 35iERERTLET,

BEOIVRRA2bDOTOMINZEETBIHEIF. LEZISHTTPASHTTPSICEE Y
D 3B HLUIY FRCY FEERT 3LBABD £ 9. O—K/ATSFIY RAS
> R OERFIBICH > T, BBLTORLEERLET,

S. [fR7E (Save) 1%Z2UUwvILEY,

RhEIBHR

12



[B—RNSYH I RRA Y ~DER]

O—RNSYHIY RRA Y ~OHIBR

ARE|ICRSO—RNS YUY IV RARAL Y MMIBIBRTEE T,
BERHD

* Root Access #ERDHBETT,

* Grid ManagerlCIEHR—FENTWBR TS OHZFERELTH A VAV T23HRELNHD X,
FliE

1. [* Configuration > Network Settings > Load Balancer Endpoints *]% 2R L £ 9,

Load Balancer Endpoints R—IHRRENE T, BIFOIY RRAY M T—TILICRRINFT,

Load Balancer Endpoints

Load balancer endpoints define Gateway Mode and Admin Mode ports that accept and load balance 23 and Swift requests to Storage Nodes. HTTPS
endpoint cerificates are configured per endpoint.

| = Add endpoint | | & Edit endpoint | | X Remove endpoint

. Display name Port Using HTTPS
O  Unsecured Endpoint § 10444 No
® Secured Endpoint 1 10443 Yes

Displaying 2 endpeints.

2 RS BAIYRRAY bOEANCHZ AT a v REVEFEIRLE T,
B [ZTVRRIVLDHIBRIZE )Y ILET,

BRBOXA7OT Ry I ZADKRREINET,

A Warning

Remove Endpoint

Are you sure you want to remove endpoint ‘Secured Endpoint 17

4 [OKlZZUv I LFET,

TYRRAY EDHIBRENET,

O—RKRNS>> VT DEHEA -CLB H—E X

F— kA4 ./ —K_E® Connection Load Balancer (CLB) t—E XIFEILETNFL

13



7o O—RNSOHH—EIDERINZO—RNT IO VITAXAAZILICED FLT:

o

CLBH—EREILAV4O—-—RNSOIVI%FERALT. BIAY. YXTLOER. BLUBEENREL
T ARMMIEDWT, 9534727V r—2a > 6DRETCP Xy FO—UFEGiamERI ~
L=/ —RIZOBILEY, BERANL—Y )/ —RANERTINB . CLB H—EXIENAEDOXR Y kT —
VG L. BRINE/ —REDBTrS 70 v o %ZEmxL £ 9, CLB 3. BERY MU —UER~%
X 92Ty RRy FO—UBREEZZERBLEE Ao

CLBH—ERICEAT B1BHRE R T 3 ICIE. * Support > Tools > Grid Topology %3#iRL. CLB*Y ZDTFDA
ToarvEBRTEZLSICHRZETY —bUzA/—REHERLET,

I Overview '|I Alarms Reports Configuration |
SIS StorageGRID Webscale Depioyment Wik

¢ Data Center 1

‘\ Overview: Summary - DC1-G1-98-161

Updated: 20181027 18:2333 POT

|"-_1-‘ DC1-G1-58-161
G- ssu

CI-44§ CLB
Eg ::::m Storage Capacity
ﬁ Resourcas

- . B Storage Nodes Installed MNAA 5
Lh—‘. DC1-52-98-163 Storage Nodes Readable: A =
|L|-. DC1-33-96-184 Storage Nodes Writable MIA 5
(-4l DC1-ARC1-98-185 Installed Storage Capacity NA =
(s~ Daia Center 2 Used Storaga Capacity A ]
iy Data Center 3 Used Storage Capacity for Data A i |
Used Storage Capacity for Metadata: NIA g

Usable Storage Capaciy MAA ]

CLB H—EX%Z{FERY 3HE1F. StorageGRID Y XTF LD VY ARX M ERET S EZREF LTS
LYo

RE B
"YU AR B

"YU AR b EEHRLTLET"

FEEINTVWEWVWISAIT7 Ry NO—0DERE

D747 h2y =0 ERALTVWA5EEIE. BARNICERESNIIVRRA >k
TOHAYVINDRIZAT NN T4 v I ZRITAND T, EREDHDIHED
5 StorageGRID Z{RE TET X9,

TI7AILETIE BTVYR/—RDUSAT >V bRy NT—2Id trusted TY, DFD. StorageGRID
& FERATEATRTONBR—FTOEI VY R/ —RADA NI REGET 7 4L N TEELET (
Fy hD—=0H4 R4 ONEBEEICEAT 2BHRZESR)

B/ —RDUSAT> b2y sT—20% Tuntrusted_ 1 IZI8ET 3 Z & T. StorageGRID > X7 AIZHT 3

BEHIHBOBHEZEERTEIE T, /—RDIFAT7V bRy hT—ODMEBESNTLRWVEE. /—RIZ
A—RNSIUHYIYRRAY FELTHTHNICRESNICR— DA N Y RERIEITZRITANE I,
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B :75—boxA/— D HTTPS S3 BXKDAZZITAND

T—bJIA/—RT. HTTPS SBBRZFEL VATV bRy b T—=0 LOITRTDA VNIV R ST
(VI EEETILELET, COHE. RO—MBNEFIEZRITL T,

1. Load Balancer Endpoints R— T, 7R— bk 443 T S3over HTTPS ODO—RNS VB IV RRA Y F %2R
ELEXT,

2. Untrusted Client Networks R—2 T, '— DA/ —RDISA T by bID—OQEBEINTULA
W EexIBELET,

REEREFETDE. R— b 443 TO HTTPS S3 ER Y ICMP TO— (ping) BRZRE. '— b1 /—
ROOSATUORRY NT—TOLEDITRTOA VNIRRT v IDHREINE T,

fl2 : ANL—=—2/—RBIS3 oY b 4—LY—ERXRERZXETS
HBIANL— ) =R SDTIORNTYRSI TSN ITIA—LY—EINZ T v II3BMCTEIH. 0

FATURRYRT—=ITEDRAIL—=2 /) —RADAUNDT Y RERIZRLETZELET, COBFEIE. R
DFIRZRTLET,

* Untrusted Client Networks R—J T, AL =S/ —REDISAT7U MRy RT—IHMEEETINTULAR
WTCZEELET,

BREXRIFTDRE. ARL=S/—RIBISATURRYRNT—OTRENT T v I EBZITANLELLED F
3 H. Amazon Web Services NDT7 I hNT Y RERIZF|ISHEIFHFILE T,

RE:EIBR

"Ry RIS HA RS

"O—KNASYH IV RRA Y FORE"
J/—RDISATY Ry b —TDEEIRBEINTLIEEA

DA77 Ry NI —0%ZERBLTVWREEIE. &/ —RDIZAT7 bRy NT—
IPMEFEEINTUVBINE DD ZIBETET XTI, ILERTEMLIEHF LW/ —FROTT7#)L
FREXIBETDEHTEFETD,
WNERHD

* Grid ManagerlZ I3 R— TN TWVWBR T SO EFRALTH A V1 VT I3HREBELNHBD £,

* Root Access 1ERDNRETT,

B/ —REFREFT—bT A/ —RPERNICRESNIEIVRRA Y FTDAEA VNIV R NS T o

wIEZITAND LSICKRET 3HEI1F. O—RNSUHIVRRAI VM EERLTEETET,

@ O—RNASYUHIVRRAVEDHBREINTULEAEWVWE, BIFEDISA 7Y MEGRHEKT
ZAEEMDHD X,

FE
1. I* Configuration * Network Settings * Untrusted Client Network *| %3#iRL £7,
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[Untrusted Client Networks] R— SRR ENE T,

ZDR—T|ZIE. StorageGRID X TLARADIARTD ./ —RHBPRREINET, /—RDIZTA TV bRy
FD—ODNMEBEINTVLWBRHENLNH BHEIE. Unavailable Reason FJICTY M ARTRENE T,
Untrusted Client Networks

ITyou are using a Client Network, you can specify wheiher a node frusis inbound traffic from the Client Metwork. If the Client Network iz untrusied, the
node only accepts inbound traffic on ports configured as load balancer endpoints.

Set New Node Default
This setting applies to new nodes expanded into the grid

New Node Client Network & Trusted
Default ) Untrusted

Select Untrusted Client Network Nodes

Select nodes that should have untrusted Client Network enforcement.

_|  Node Name Unavailable Reason
| DC1-ADMA
£ 1 DC1G1
= | DC1-31
2 | DG1-52
& |DCc1-s3
DC1-54

Cliznt Metwork untrusted on 0 nodes

2. Set New Node Default* 22> 3> T, #EEFIE THLW/ —RES Uy RICBMT2EDT 74k
REZTIEELE T,

° *Trusted * [ #LERT./ —RHEBMINDEIIC. FEDITA TV by hI—OhEBEINE T,

° * Untrusted * : L3R T/ — RAEBMTINZ ETIC. EDITAT7 by bO—J I3 EEINEE
Ao BEICKHLT. COR=JICR>THLWLW/ —ROBREEZTETTET,

() comEli. StorageGRID ¥ 27 LROBHED / — KICIZEELEE Ao

3. Select Untrusted Client Network Nodes * £ > 3> T, BARHICEKRESNI-O—RNS IV RKRL Y
FTDHRISAT Y NEGRZHITD ./ —RZERLET,

BARINDFIVIRY IR ZAVEEFTICTBRE. INTD/ — P2 BRI LILHERERTE X
ER

4 [1®7F (Save) &2V voILE,

FLWI 77 T4=)LIL—=ILHATCITEMSN., BRINET, O—RNSUH IV RARA Y MHERE
TNnTLWARWE, BBEOYSA 7Y FMEGHEKR T I EMAH D £,
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BE AR
"O—RFNZUHIYRKRA Y FORE"

N TRASE) T4 JIL—TDEE

NATRAZED) T4 (HA) JI—TZ=FERLT. S3/Swity 547> MIRTBEMDS
WTF—REFZIRETE XY, HAJIL—FZERAL T, Grid Manager & Tenant
ManagerNDRIAEDEWERiZIRH IS HTETE T,

* "HAZ L= ld"

* "HAY IL—FOERFE"

*"HA I —TDEREA T 3"

CNATRAZEVT A TIN—TZRLT 3"

CNATRAZEY T4 TIL—TDIRE"

CNATRAZEVT A TIL—TZHIFRLTWET"

HAZ IIL—T &

NATRAZSE) T TIL—TF REIP7 LR (VIP) ZFERALTTS—hroxTA/—
FEEIFEE/ — R —EXNDT7IT1TINY I T v TT7 I RZRHLET,

HAZIL—TiE. BB/ — RS — b9 14/—REDIDULEDRY N T—O AR —T 14 ATHERINE
T HA I —T%1ER T2 ZiE. Uy Ry bT—2 (eth0) £V A4T7> b2y bT—72 (eth2
) ICB 3%y h =042 —T 214 RZBERLE T, HAZIL—THDIRTDA >V EZ—T 1 XlE. B
LRy b= T2y FRICEETZIHELHD FT,

HAZIIL—=E JIL—TRDT7 I T4 TA > Z—T x4 RATEMENTAREIPT KL XZ1 DU EHRFL F
To PIOTATAVR—T A ANMEATE BB STIHBE. REIPT RL RO >R —T 1 RUHEE
LET. COTzAIINA—N=—TOCRIH D BEEITEBEHN TS, 75177 TVTr—23a 0 0O
EIFEFLACBRL, BEOBAITTUEZHITTEER T,

HAIWL—TRADT I T4 TAVE—T A ANIRZ—IC. HOITRTDA IV ER—T A RIEZ. NvIT vy
TELTERESNE T, CNSDIBEZFRTT SICIE. * Nodes >*_node_name > Overview *ZER L £ 9,
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DC1-ADM1 (Admin Node)

Crverview Hardware Metwork Storage Load Balancer Events Tasks

Mode Information @

Name OC1-ADM1

Type Admin Node

1D T11bTh9h-8d24-4d9f-87 Ta-be3fadac2Ted
Connection State «* Connected

Software Version 11 4.0 (build 20200515 2346 Sedchbf)
HA Groups Fabric Pools, Master
IP Addresses 192.166.2.208, 10.224 2 208, 47.4T7 2208, 47 474219 Show more »

HAZ L —TZ BT BRICIE 12D VR —T A XAEBRIIAZ—IIBELE T, BRI —I3. BE
PRELTVIPZRLZADBNY I Ty TA U Z—T A RCBEDETEINEBWVWED, 79707102 —7
IARXTY, BENRRINDE. VIPTY FLAZEHNICBRIYRAZ—ICREENET,

TxANF—=N=F ROVWITNHDIEBETE YA —ENBRIaeMEDHD £,

CAVER—TIARAWEEINTWVWDS / — RHMELET B,

CAVE—TIAADRESINTVE S/ —REMDIARTD/ — REDEHRD DB EBH20-EAODNET

CTFIOTATAVE—T A4 ADMZELET B,

*O—RNSUHH—EINELET B,

CNATRAZEV T —EXDMELELFT,
TOTATAVE—TTARAERALNT D/ — ROABTR Y b T —IBENRE LIIHE.

C) TTANA=—N=DEIA-—INBVWIEHHBDFT, BEEkIC. CLBY—EXR (BLLFE) O

BE, FHEITVYRIX—IvERIFTF U RIR—C v DY —ERDEEICE>T, 7T
IINA—N—lFbUH—ThEEA.

HAZIL—ZII3DU LD/ —RDA U Z—=T A APEENTWVWEHE. T AINA—N—HRITIT1TA
VRA=TIARIMD /) —RDA >R =T A AT BRIEENHD XTI,

HAZ )L— 7 OERAE
NATRASED T (HA) FIL—FIdW< O DIERTHEATEF T,

* HA Z')L— &, Grid Manager & 7= | Tenant Manager AD R AMOEWEBELSFIRHELE T,
*HAZIL—lE. S3/Swit 754 7> MIAIBAMOEW T —2EGxIRMTE Y,

CAVA—=TTA AN 1 DD EVWHATIL—TTlE. ZEDOVIP 7RLXZIBELRD. IPv6 7KL X
ZHATRHICRELIEDTEEXT,
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HAZIL =3 JIL—FICEENBIANTD/ — RHAELY —EXZIRHE T 35T ICOH R T Az =M
TEEI HATIIWN—TZE T2 LTI BERY—EXZRHBITZ21TO/ —Rh oAV E—T 1R
ZEBML TSV,

EE/— R I O—RNSUYH—EIDNEEN. Grid Manager £7l3TF Y EIXX—J v ADT I
AEBMICLET,

S — RS IA /=R IO-RASYHYY—ERE CLBH—ER (B HEEhEd,

HA JI)L—7D B/ CDRATD/—REHAZIL—FIEBMLET
Grid Manager AND 7 7t X c TTARVER/— R (BhIRXE—)
cETSSATUER/—R
SEICTSATUEBIR) —RHOBEIYRZ—TH B

ENBODET, —BOXYTFHUIXFIEIF. T5A
RUEBE/—RFTLHARITTEEZE A,

Tenant Manager D&HICT7 AL ET c TSATVER /) —RERIFFETSATUER/
—R

SIFXLFSwift VA7 b7 OEX-O—-FNZ cEBE/—F

YTIER CH—RH A =R

S FESwift 547> b7 UEX-CLBHY—E el N e Gl
A

* I *CLBY—EXIFELEENZE LT

Grid Manager ¥ 7=/ Tenant Manager T HA 7 )L— 7% FH$ 2155 DHIREE

Grid Manager % 7zl Tenant Manager®H —E X TEENREL TH. HAYIL—THTTI A ILA—N—Ek
DH—ZNFEA

T AINA—=N—DFEERFIC Grid Manager £7-l& Tenant Manager ICH 1 > > L TWBIGEIEY A>T
FENZ7d. BEYA VAL TRRIVZBHIZIBELNHD FT,

ToSATVER/ —RZFERATEIRVGESIE. — DXV TFH U AFIEZRITTEEzEA. 7z 1ILA—/)\—
&, Grid Manager Zfff L T StorageGRID ¥ R T LEERTE £,

CLBH—EXTHAZI—7%ERT3BEDEIREE
CLB H—EXRICEEREELTH. HAJIL—THRTIzAINA—N—F D H—NFEE Ao

() CLB H—F RiFEEanE LT,

HA JIL—TDREAF T a Y
ROEIF. HATIL—TDEETERBEAZRLTVWET, BF T2 avIlIFRFFAL
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FFRD' B D £9,

Active-Backup HA

GW 1 (Backup)

HA Group 1 VIPs
_Lb GW 2 (Master)

_I—) GW 3 (Master)
HA Group 2 VIPs

GW 4 (Backup)

DNS Round Robin

I—) GW1IP

DNS
Entry

I—P GW2IP

GW = Gateway Node
VIP =Virtual IP address

Active-Active HA

I_. HA Group 1 VIP

ONS
Entry

GW 1 (Master in HA 2)

> (Backupin HA 1)

|—’ HA Group 2 VIP

7~ GW 2 (Master in HA 1)
(Backup in HA 2)

(70574717207« THAI ORICTRTESIC. EHOEETBIHAT IL—T2IERT 388, 85tRIL—7F
v MME/ = RBEHAT L —TEIEZ ZIFC LR LET, /—REHAY L -T2 ZNETN3IDULERET S
E 12D/ —REFITSAVICTIRERDZ AT F U AFIBORTHLH., WINHDOVIPEFERL T

Bt e,

RDOKIF. HICTRIEHABEDOAX) v b ZFEHHDTT,

B —

EX XE M= =
TOT4T 1IN OT v T HA * StorageGRID TEEIN. 4 *HAJIL—THD1DD/—R
BOOAVHR—RV BB L N 70747 TS, EFHA
FH Ao IIN—=—TFTH%E<H 12D
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C EET T ILE— /S J—RHT7A RILIREICERD £
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B —
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CHEZAIL—Ty bHEELET
* A RIVREBDERX MMIHD &

Ao

* rITa v IHERD HAT L

— TR ENE T,

R
* U472 hOEBEICK T

TTANLFA—N—DMERICES
BIREMED B D F 9

* StorageGRID OAZBT/\—R

VIT BT BUENDHD F
ER

*A-HICELBREETF Vv IN

KETY,

* RENLDEMICED X,
* StorageGRID DANEBT/\— K

*HAJIL—TOEHIIEZ 3I1FE DITEBHRTIHNELHD
WBZIL—Fy P mELET, ER
c BRI AINA—N—, s A—HICKBBEEMEF v IN
MNETY,

NATRASE) T TI—TZEHT B

1DUEDNATRASE )T (HA) JIL—T%{EHR LT, BB/ —FREEIFT—F
D1/ —RFEDY—EINDOAREOGEVW T IR ZRETET T,
NERHD

* Grid ManagerlCIdHR— FENTWBR TS OHZERLTH A VAV T23HRELRHD XTI,

* Root Access 1EBRHMIHETT,

CDRRAIICDWT
HAZ IL—TICEBIMNMT 21> 2— T 14 RANERDEZEEB L TVWBIRELAHD X,

CAVE—TIARF TV —REFEE/ —FOHLDTHZIVEN DD XTI,

CAVA—TTARIFTI YRRy cT—7 (eth0) £/IE0Z14 7> 2y bT—2 (eth2) ICEBLTWL
BZRUREHLHD XTI,

* AR —T 1A RICIF. DHCPTIEAHRLKEEIPT7 RL R F1-IZFNIPT7 RL R ZRETIHNENH D
XS

FIE
1. * Configuration > Network Settings > High Availability Groups *#% &R L £ 9,

[High Availability Groups]XR— U HRRINE T,
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High Availability Groups

High availability (HA) groups allow multiple nodes to participate in an active-backup group. HA groups maintain virtual IP addresses on the active node and switch to a

backup node automatically if a node faiis.

Name Description

No HA groups found.

Virtual IP Addresses Interfaces

- [1ERk (Create) 1Z2UwvoLE7,

Create High Availability Group&X 1 7 AU 7Ry ¥ AWKRREINE T,

-HAZ I —TD%EIZ AL, BEIIGCTEBE ZANLET,
. [Select Interfaces]|z 2 ) v LE T,

Add Interfaces to High Availability GroupX - 7 O 7Ry I ADNKRRINE T, CORICIE. FHAATRER/
—R. AV —=T 4R BELVIPAT TRy FHARREINE T,

Add Interfaces to High Availability Group

Select interfaces to include in the HA group. All interfaces must be in the same network subnet.

Add to HA group Node Name Interface I|Pv4 Subnet

gidl-g1
g140-g1
g140-g2
g140-g2
g140-g3
¥ g140-g3
g140-g4
o] g140-g4

ethl
eth2
eth
eth2
ethl
eth2
eth(
eth2

172.16.0.0/21
47.47.0.021
172.16.0.0/21
47.47 0.0/21
17216.0.0/21
192.168.0.0/21
172.16.0.0/21
192.168.0.0/21

Unavailable Reason

This IP address is not in the same subnet as the selected interfaces

This IP address is not in the same subnet as the selected interfaces
This IP address is not in the same subnet as the selected interfaces
This IP address is not in the same subnet as the selectad interfaces

This IP address is not in the same subnet as the selected interfaces

This IP addraess is not in the same subnet as the selected interfaces

There are 2 interfaces selectad.

=31 3

IP7 RLZADDHCPICE o TEIDYHTHENTWVWABE. 1 F—TJ A XFVXAMIRRINEE Ao

5. Add to HA group *#| T, HAZIL—FIZEBMT 21V R—T A1 ADF v IRy I RZEIRLE T,
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AR =T A ZADFERICETEZRDAA R A ITERL TS L,

cAVR—T A RV EDH 1 DFERL TS L,

CHEHDAVA—T T A AEFIRTIERIE. TIRTOAVE—T A AT Uy Ry hT—2
(eth0) F£7=lxo 147> by T —2 (eth2) LICFETAHRELNHD £,

CYNRTDA VR —TTARIE ALY TRy FRFLRBEEDTL T4 v IR ZHFE IV TRy FAIC
FEIZIVEDHBD XY,



IP7RLRIBRNOY TRy b (BRKOTL T4 v I REZFEDH TRy R) ICEIBRINET,

CHRBRBRATD/—REDAVR—T A RZBRLIEE. 70 A—N—DEETZ . ER
Lic/ —RICHBTZH—EXDAHFDMREIPTERRIREICED £95,
* Grid Manager % 7zidTenant ManagerHARZERIC2 DU EDEIE/ — FZ#ERL X9,

*O—RNZUHH—EXOHAREZFIB I 3561k BB/ —F F—boza/—F FiF
ZTOMAZE2DUEERLFT,
* CLBY—EXDHAREZITO7 — b/ —FZ2DUEERLET,
() cBY-EREEELIhELLE,
Add Interfaces to High Availability Group

Select interfaces to include in the HA group. All interfaces must be in the same network subnel

Add to HA group Node Name Interface IPv4 Subnet Unavailable Reason
| DC1-ADM1 ethi 10.96.100.0/23
¥ DC1-G1 ethl 10.96.100 0:/23
] DC2-ADMA ethl 10.96.100.0:23

There are 3 interfaces selected.

Attention: You have selected nodes of different types that run different services. If a failover occurs, only the services
common to all node types will be available on the virtual [Ps.

core

6. @R (Apply) 1ZoUwo L%,

BIRL o > &2 —7 1 Xl&. Create High Availability Group/R— Dlinterfacestt 7 > 3 VICRRINE
To TTAIWETIE. VRAMDBRIIDA VR —T 24 ADBEIRZ— LTERSNE T,
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Create High Availability Group
High Availability Group
Mame HA Group 1

Description

Interfaces

Select interfaces to include in the HA group. All interfaces must be in the same network subnet.

Select Interfaces

MNode Name Interface IPv4 Subnet Preferred Master
g140-g1 eth?2 47 47.0.0021 L
g140-g2 eth2 47 47.0.0/21

Displaying 2 interfaces.

Virtual IP Addresses

Virtual IP Subnet: 47 47 .0.0/21. All virtual IP addresses must be within this subnet. There must he at least 1
and no more than 10 virtual IP addresses.

Virtual IP Address 1 0.0.0.0 +

1. DA >R =T 4 A% BHEIRZ—IZF 3551, [* Preferred Master* (BT XZ—*) B TEDA
VR—TTAAEERLET,

BRIYZAZ—E. BEDEELTVIPTY RLABNY Ty TA V2= 24 CBEIDHTEINRVLR
D, 79T4TA>B2—T A RXTT,

HAZ' JL—7h'Grid Managern®D 7 7t Rzt 9 3155813, 74T VEE/ —RLEDT
(D) >5— 7 2EBEIRE—LLTERIBUENBD FT, —HOA YT F> X FIE
i3 TSAXVEE/ —RFTLARITTETIEA

8. R=TUDREIPT FL XU avic. HAYIL—TORBIPT FL ZZ1~10BAAL &Y. T3 R5ES
() 200wy o LT, BEDIPTFLIZEMLET,

IPv4 7 FL X2 D% < 1 DIEETIHVENHD T T, BEICIGL T, EBIMOD IPv4 7 KL XX IPv6
TRLRAZEETEET,
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IPv47 KL RIE. TRTDXYN—AVRZ—T A ATHEEINZIPVAY TRy FRICHZHEHLHD F
ER

9. [1R7F (Save) &V UvYILET,
HAZIIL—7HMER SN, REBRADIREIP 7RL XZFERATESLSICBDFET,
BEIEHR
"Red Hat Enterprise Linux £7zi% CentOS Z#f > X b—JLLEX "
"VMware 21 > X k=)L 3"
"Ubuntu £7z13 Debian z 1 > X k—=JLL X9

"EREOBDEE"
NTTRASE) T4 I —TDiRE

NATRAZED)Tq (HA) JI—TZRELT. JIL—THPHBE 2ZELT=D.
AVR—T x4 R%ZEBMERIFHBRLEED.. (REIP7RLAZEBMEXISEFRLIEDT
X9,
HEREHD

* Grid ManagerlCIEHR— FENTWBR TS OHZFERLTH A VA1V T2HRENHD XY,

* Root Access 1ERDNRETT,

ZDRRIIZDOWVWT

HAZ )L — 7% 4R&ET 3IBRAICIF. ROLSBHDOLRHD 9,
CBEDOITIL—FNAE—T A AEZBMLTVWEYT, ITICTIL—TICEDYHTESNTWB DT >4
—JIAREF[LY TRy FROA VA —T 21 ADIPT7 RLRAZIEETINELHD £,
*HATIIL—THE5DA U 2—T x4 ADHIRTEEZIE. Uy RRY NID—0F 05147 b2y bk

T—0D/)—RFDA YR —T A ADHATIL—TTHEATNTWVWSIHE. T FORmYFIED/ —F
DERFLEIFTETEE A

FlE
1. * Configuration > Network Settings > High Availability Groups *% &R L £ 9,

[High Availability Groups]R— R ENE T,
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High Availability Groups

High availability (HA) groups allow multiple nodes to participate in an active-backup group. HA groups maintain virtual IP addresses on the active
node and switch to a backup node automatically if a node fails.

Name Description

HA Group 1

HA Group 2

Virtual IP Addresses Interfaces

47.47.4.219

47.47.4.218
47.47.4.217

gl40-adm1:eth2 (preferred Master)
g140-g1:eth2

g140-g1:eth2 (preferred Master)
g140-g2:eth2

Displaying 2 HA groups.

- WREET BHAT L —T&&ER L. *Edit*Zz 2 ) v I LET,

Edit High Availability Group4 ¥ 7 A4 R w 7 ZHRRINE T

MEBIZIGL T, JIL—TD&RIEIIBE #EFHL X,
MEIZIS L T. * Selectinterfaces *&2 27 1) w27 LT, HAIL—TDA VA —T 1 XA E=EELFT,

Add Interfaces to High Availability Group X 1 7 AJ 7Ry 7 AHFRREINE T,

Add Interfaces to High Availability Group

Select interfaces to include in the HA group. All interfaces must be in the same network subnet.

Add to HA group Node Name Interface

gid0-g1
gid0-gi
gi40-g2
g140-g2
g140-g3
it gid0-g3
g140-g4
ot g140-g4

ethl
eth2
eth0
eth2
ethl
eth2
ethl
eth2

IPv4 Subnet
172.16.0.0/21
47.47.0.0/21
172.16.0.0/21
47.47 .0.0/21
17216.0.0/21
192.168.0.0/21
172.16.0.0/21
192 168.0.0/21

Unavailable Reason

This IP address is not in the same subnet as the selected interfaces

This IP address is not in the same subnet as the selected interfaces
This IP address is not in the same subnet as the selected interfaces
This IP address is not in the same subnet as the selectad interfaces

This IP addrass is not in the same subnet as the selected interfaces

This IP address is not in the same subnet as the selected interfaces

There are 2 interfaces selectad.

IP7 FLZXHDHCPICE > TEIDHTHNTWVWBHZE., 12— TJ A XFVRMMIKRTEhFEFEA

S FIWIRYIREFAVERIEATICLT, A2 —TJ A XZEBMETIFHIRLE T,
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cAVA—TIAREDBLEDH 1 DBRL TS L,



C MDA VA —T T A AEFEIRTIERIE. TIRTOAVE—T A ARSI Uy Ry hT—2
(eth0) F7lFT A7 bRy hT—2 (eth2) LICFEETIRELRHD T,

CIARTDAVA—T A RIF. ALY TRy FAFEIEHBOTL 70 v I X%xHFOH T3y FRAIC
FET RELHD X,

IP7RLRIBRNDOY TRy b (BAOTIL T v I REFHODH TRy ) ICHRINE T,

c BBBIAATD/—REDAVEA—T A R%EFERLIBE. 720N A—N—DFHEETBZ . FER
Lic/ —RICEETBZIH—EROADMREIPTERRIEEICHRD £9,

* Grid Manager % 7zldTenant ManagerHARFERIC2 DU LEDEIE / — RZERL 9,

*O-RNSUHY—EXDOHAREZFMAI 358 BB/ —F. F—bozA/—F &
ETOWMAZ2DULEZEIRLE T,

* CLBY—EXDHAREZ 1TSS — b0/ —RE2DULEERLE T,
() cBy—exEmLEINELL
6. [EA (Apply) 120U voLET,

BIRLIEA =T A ADPIR=TZDAVE—T AR avVICRTRENET, T7A4ILNTIE. U
ARDRIIDA VR =T A ADMBEIARZ— LTERINE T,
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7.

8.

28

Edit High Availability Group 'HA Group - Admin Nodes'
High Availability Group
Mame HA Group - Admin Nodes

Diescription

Interfaces

Select interfaces to include in the HA group. All interfaces must be in the same network subnset

Select Interfaces |

Node Name Interface IPv4 Subnet Preferred Master
DCi-ADMA ethi 10.96.100.0/23 L
OC2-ADM1 athi 10.96.100.0/23

Displaying 2 interfaces.

Virtual IP Addresses

Virtual IP Subnet 10096.100.0/23. All virtual IP addresses must be within this subnet. There must be at
least 1 and no more than 10 virtual P addresses

Virtual IF Address 1 10.95.100.1 +

=

MDAV —T 14 RZ2BRIYRAZ—ICT BHEIF. [* Preferred Master* (Bt XX —*) 5 TEDA
VR—TIARZERLET,

BEIRE—IF. BEHIRKELTVIPZRLABMNY I T T4 —T 14 ACBEIDHTINAEWVE
D, 705747142 —T 1 XTY,

HAZ )L— 7 H'Grid Manager"®D 7 7t A =izt 35515, 7SAXVERE/ —RLEDT
(D) 8- 7 2EBEIRE—LLTCRRIBUENBD FT. —HOX YT F> X FIE
i3 TSATVEE/—RFTLARITTETIEA

MBIZIGLE T, HAZIIL—7DREIP7 R L X EEFHL X,

IPv4 7RLZEDHRCEDH 1 DIBETIHNELNHDFT, HEIZIGL T, BIMD IPv4 7RL XL IPV6
FRLAZIBETEET,

IPv47 RL RF. IRTDOAYN—A 2B =T A ATHESNBIPVAT TRy FRICHZHBEDH D F



ER
9. [R7F (Save) 11XV UvILEY,
HAZ IL—THhEFHINE L7

NATRASE T dIL—FZEIBRLTVWET

FRLAELLB2TENATRLAZE)Ta (HA) JIL—T%HIRTEEI,

DEBZHD

* Grid ManagerlCIEHR— FENTWBR TS OHZFERELTH A VA1 VT I3HRERHD XTI,

* Root Access ME[EDNETT,

CDRRIZRITLET

HA L—7%HIBRd 2 8. TDTIL—FOVWTNHDREIPT KL XA FERAT 3 LS ICRESNTLSS3E
7olESwift7 S+ 7 > ~1EStorageGRID ICEF CTEI R BRDE T, 547 bFDEILEZEREET 3121, ZH
TBSI3XISWIRT SA TR T TV r—oa > B IRTEHLTHSHAY IL—T%EIR T Z2HBENHD £
o BUVFAT7hZEHLT. ADIPTRLAZFALTERLET, e xiE. BIOHAY IIL—T DIk
BIP7RLZAR, 41 VA M=)LBEEXIFIDHCPZFEAL TA Y E—T 21 RIKRESNLIPT RLRARET

ED
FIE

1. * Configuration > Network Settings > High Availability Groups *% &R L £ 9,

[High Availability Groups]XR— S HRRINE T,

High Availability Groups

High availability (HA) groups allow multiple nodes to participate in an aclive-backup group. HA groups maintain virtual IP addresses on the active

node and switch to a backup node automatically if a node fails.

Name Description Virtual IP Addresses
HA Group 1 47.47.4.219

4747 4218
HA Group 2

47 47 4 217

2. §IiR 9 BHAZ IL— 7% FEIRL. *Remove* 227w o LET,

Interfaces

gl40-adm1:eth2 (preferred Master)
g140-g1:eth2

g140-g1:eth2 (preferred Master)
g140-g2:eth2

Displaying 2 HA groups.
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A Warning

Delete High Availability Group

Are you sure you want to delete High Availability Group "HA group 1'7

3. [OK|ZzoVwo LEY,

HAZ L= HHIRENE T,

S3APIT>RRA UV EDRAXAAVEEFRELTUVET

SRR FERDEREZ HR— L 3ICIE. Grid Manager #EHLT. S3 7541
;‘/ FDEFRELBIIVRRAVEDR XA VEHD) AN ZHRETIHENHD £
BEREHD

* Grid ManagerlZ I3 R— TN TWVWR T SO EFRALTHA V1V TI3RELNHBD FT,

CREDT UL AERDBETT,

c VY RDTYTIL—RBETHRTRVWC CZHEEL THEBELNDBD XY,

(D X1 20BEE. FUy ROTYTIL—RORTRBEELAVTI RS,

CDRRAIICDWT
DFATVENSITURRA D RAA VB EFERETETBRLDICTRICIE. ROEEEITARNTERITT SN
EAHDET,

* Grid Manager ZfEFHLT. S3 TV RERAV DR XA %% StorageGRID ¥ X7 LICEBML XY,

* V547> b StorageGRID AND HTTPS ##ICER T SEEAED. 7517V MR BEETEZIARTO
RXAVRAICHLTERINTWVWRZCZRRLET,

e RIE. TVRRAY FDDBERE TY s3.company.com. HTTPSESICER I AAEICHAE X
NTWBRZEEHERITINENDHD XY s3.company.com TV RRA VM EIVRRAVEDTAILR
77— R Subject Alternative Name (SAN) @ *.s3.company.coms

*ISATUEIMERTBEDNS U —NZRELE T, 75072 bHERUCEERT S IP 7 RL XD DNS

LOA—FZE®H. TIILRD—REZBTCHBELBIRTOIVRRA Y ERXMV%%Z L O— FHSRY
B&S3ICLET,
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OSATU MG Fm R TA/— R BE/— R, EREANL—/—FOIP 7KL
2EEAT BN NATALSEUF 17— TORIEIP 7 KL T 5 T

(i)  StorageGRID IciBiTZ £ 9, DNS LO— RICELL IP 7 KL X ZBMT 3720l
OSATYRT T —2ashT Uy RICEHT 55 AR 2R T < BBIHD &
3_0

IS4 7 MOHTTPSESICER T 2AEIF. 75147 M)y RICERTDIFEICL>TERD E

XS
*O—RNSUHH—EXEFERLTERTIBE. 7547 MIBFEOO—RNSUHYIYRKRIU
BOERRERFEARAL £,

@ BO—RNSUHIYRRAY MIZIRBDOEREDHD. BLBZITYRERAT FFXA
VRERHTDILIICEIVRRA VP EZRETETET,

COSATYRNR R =Y — R ETeldF— FI T4/ — R EOCLBY —E R IR T 3HE. 7517
Vg BEBIY KA Y RO RXAYRETRTBML TEH S NIY Uy EOHRR LY — /N
EEEALET.

C) CLB #—F R IFFELL SN E LTze

FIE
1. BRIBREP[*Y bT—IREP[F A1 V&) ZFRLE T,

[Endpoint Domain Names] R—SHRIRENEF T,

Endpoint Domain Names

Virtual Hosted-Style Requests

Enable support of 53 virtual hosted-style requests by specifying APl endpoint domain names. Support is disabled if this list is empty. Examples: s3 example com
s3.example.co.uk, s3-east example.com

Endpoint 1 s3.example.com x

Endpoint 2 o+ X

2. (+) 7A4OVEFEALTIZr—ILREZENML. *Endpoint*7 « —JLRICS3APIZY RIRA >V FD R XA
VEOVRAREADLET,

CDOUREHEDIZE. S3REKRI MERADERDY R— MMIEMICHED £I,

3. [fR7E (Save) 1ZUUwvILEY,
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