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NetApp® StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Maonitor Installation Advanced -

Home

This Node

Nede typs Gateway e

Meode name | xirBe-10

Primary Admin Node connection

Enable Admin Node ]
discovery

Primary Admin Node IP | 162.188.7.44 |

Cennection state  Connection 1o 132,188.7.44 ready
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P R

Installation
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° 8G100 R—k *

Network Link Configuration

A\ You might losa your connection I you make changes 1o the natwork or link you are connected through. If you are nol reconnected within 1 minute, re
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Network Link Configuration

AT

A Yau might lose your connection i you make changes 1o the natwork or link you are connected through i you are not reconnected within 1 minute, re
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nx7,

Link Status

Link State Speed (Gbps)
1 Up 100

2 Down N/A

3 Down N/A

4 Down N/A,

5 Up 1

B Up 1
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2.

Link Settings

Link speed | Auto

Port bond mode | (@) Fixed | (") Aggregate

Choose Fixed port bond mode if you want to use ports-2 and 4 for the Grid Metwork and poris 1
and 3 for the Client Network (if enabled), Choase Aggregate port bend mode if you want all
cennected ports to share a single LACP bond for both the Grid and Client Networks.

Grid Network

Enable network R

Metwork bond mode | (@) Active-Backup () LACP (802 3ad)

Enable VLAN (802.1qg) ]
tagging

MAC Addresses 50:6b:4b:42:d7:00 50:6b:4b:42:d7:01 50:6b:4b:42:d7:24 50:6b:4b:42:.d7:25

If wou are using DHCP, it is recommended that you configure a permanent DHCP reservation, Use
all of these MAC addresses in the reservation to assign one IP address to this network
interface.

Admin Network

Enable network E|

Hetwork bond mode (@) Independent () Active-Backup

Connect the Admin Network to port 5. Leave port § unconnected. If necessary, you can make a
temporary direct Ethernet connection to port & and use link-local IP address 165.254.0.1 for
ACCESS

MAC Addresses d8:.c4:97:2a:24:05

If wou are using DHCP, it i= recommended that you configure a permanent DHCP reservation, Use
all of these MAC addresses in the reservation to assign one IP address to this network
interface.

Client Network

Enable network | |:|

.'E'ﬁﬁbling the Client Metwork causes the default gateway for this node to move to the Client
MNetwork. Before enabling the Client Metwork, ensure that vou've added all necessary subnets
to the Grid Network Subnet List. Otherwize, the connection to the node might be lost,

[*Link speed * (UYOFEE*) | ROV FEATIVI)IARDSE. XY hD—0R— D) > UEREEER
L¥T,

JUYRRY NIT—=080ZATY bRy =V IERTZ2RY b0 XMy FH, COREZTR
—bL. COREICHIETBELIICKRETBIHBEDNHD XTI, RESNLV VIREICELIE TR TRE
R bSO —NZERTEIHRENBDET, COFT>aviFV Y IRECHIARDEIE (FEC) £
—FOEAZIVIN—bF—CXOAPI— T 3D, AIEBISEIIEE) VY IREZEALE T,

3. {FHY % StorageGRID v F T — o 2B FEIFEMCL £,
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TJUYRRY bT—=TI3MATT, COXRY T—TIFEMICTTEEA

a FISATIUANEERY NT—JICEHRINTULARVESIZ. BBy NI —JD* Ry D=2
EEMNCTS *Fov IRy I XDEREERLET,

Admin Network

Enable network
b. 7FSAT VAN SATU b3y bT—JICERSNTVSRHEIE. 51T bRy bT—00D
XY RT—OZBMICTR*FIvIRYIREAICLET,
NT T—ENICR=FTDISAT7> b2y bT—VDERENRTEINE T,
4 ReBRLT. R—bRYTAVIE-RERY NT—IRYTA VI E—RERELE T,
ROFTIE. RDLS
cH*J)YRRYNT=DC AT bRy NT=OTTI VS —F* & *LACP * BNEIRENF L

feco BRY FT—=TIC—ED VLAN 2T Z25E T B2RENHD 9, fEIF 0~4095 DETHERTET X
ER

c* By NI—VRIGERESNITIOT4T INNvITvT*,
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S. FERICEED & IFhUS.

Link Settings
Link spead

Part bond mode

Grid Network

Enabie network

Netwerk bord mode

Enable VLAN (502, 1q) tagging

VLAN {202 Tq) tag

MAC Addresses

Admin Network

Enable network

Network bond mode

WAC Addresses

Client Metwork

Enable network

Network bord mods

Enable VLAN {802, 1q) tagging
VLAN (B0Z. 1q) tag

MAC Addresses

| auto

Choose Ficed port Bond mode if you want 1o tse ports: 2 and 4 for the Grid Network and ports 1 and 3 for the
Client Network (if enabled). Choose Aggregate port bond mode if you want all connected ports to share a single
LAGF bond for both the Grid and Client Networks,

]

ActiveBackup CP {802 35d) )
If the port bond mode Elwe;arﬁeau Donds mist be in LACE {B02 Zad) mode.
=

I
E o8

ENBbdb:42:dT:00 5XEb:db:42:d7:01 ElBbodb 424724 BDBb4b:42:d725

I you are using DHCP, it is recommended that you configure a permanent DHCP reservation. Use all of these
MAL addressec in the reservation to assign one |P address fo this network interiace.

-~ o
(O)Independent i iwe-Backup |
Connect the Admin Network 1o ports & and 6. [ necessany, you can make 3 temporzry direct Ethernet

connection by disconnecting ports 5 and &, then comnecting to port & and using link-local IP addreses 1692584001
for sooess.

d8:c4:5T7:2a:24:55

If you are using DHCP, it is recommended that you configurs 3 permanent DHCP reservation. Use sl of these
MALC addresses in the reservation to assign one |P address fo this network interfzce.

Active-Backup | @)LAcF {802 3ad) )
If the port bond mode is Aggregate, sl bonds must be in LACF (802, 3ad) mode.

b
R

5D:8b:4b:42:dT:00 ED:6bidb 42:d7:01 BQBb:4b42.d7T:24 5lGb4b:42:d7T:2E

If you are using DHCP, it = recommended that you configure 3 permanent DHCP reservation. Use all of these
MAC addrecses in the reservation to assign ong [P address to this netwerk interface

RFE V)Y ILES,

EHLTULWBRY =0 FRI U IZEET R L. ERDRDODNSAREEDHD X

®

To 1PURICHEERINBVERIR. 775472 RUCEDHTSNTVWBMHMDIPT KL
A2DOWFNHZER L TStorageGRID 7 IS5 A 7Y XAV A b—FDURLZBASNILET

. +https://services_appliance IP:8443



REE IR
"BMmo#isr TEDAF (SG1008E L U'SG1000) "

StorageGRID IP7 R L XZ%ZRELTWVWET

StorageGRID 7 7S5 A7V AA VA —Z%Z@FHE L T. StorageGRID DF' v Rxw
fDO—0. BEBRYNT—D, I9SAT7VMRY NI—OTH—ERT7 IS4 7> RIC
FRATNSIPT7RLREILN—Ta I BRERELET,

CDRRAIICDWT

BHEINIEZEXRY NDI—OTT7TISAT7VADENIP ZEDYTBH. DHCP H—/NTF7 RLADKA —
AEEDYTERIRELHD XTI,

VY OREERBITB5E8I1F. U—EXTTSATVRO) Y IVREDEEFIRZERL TLLET L,

=2}
1. StorageGRID 7 75A 7Y RAA YA S—=FT, *ZY rIT—UDRE*>*IPHER* ZFRLET,

[IP Configuration] R—JHRRINE T,

2 Ny RRYy bT—UZRETBICIE. R=ZD* VY RRYy bT=0* 2023 T8N £E
*DHCP* OWINHhZZRL X T,
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Grid Network

The Grid Metwork is used for all internal StorageGRID traffic. The Grid Metwark provides connectivity
between all nodes in the grid, across all sites and subnets. All hosts on the Grid Network must be able to
talk to all ather hosts. The Gnd Metwork can consist of multiple subnets. Metworks containing critical grid
senices, such as NTP, can also be added as Gnd subnets

P ® Static (O BHCP
Assignment
|Pvd Address 17216.3.72/21
(CIDR)
Gateway 1721601

A All required Grid Network subnets must also be defined in the Grid Metwork Subnet List on the
Primary Admin Node before starting installation

Subnets 172.18.0.0/21 ®
(CIDR)
172.18.0.0/21 x
192 168 .0.0/21 + X
MTU 1500 s

[*Static* 1 ZFRLIIBEIE. ROFIBICR->TI VY Ry b —0Z2RELE T,
a. CIDR RicZ A L TE#RY IPv4 7 RL RZAALE T,
b. F— b1 ZASILET

2V bT=ICT— bz AHRVERIE. BICH# IPv4 7 RLXZBAAILET,

C. v RIL—LEFERTZHEEIF. MTU 74 —JLR%Z 9000 REDT v VRTL—LICELFEIC
TELXT, ENLNDFZEIZ. TT7AILMME1500 DX FICLE T,

2y RT—0O MTUEIE. /—RFRDBEGESNTUVWBR XAy FR—RMIKRESNTWLS
ELBILTHEIZHRENHDEFT, £5LBVE. XY NT—INT =TIV ADOBEP
INTw MBERDRETBEREEDHD £9,



2y FD—IDNT 4 —IVREBARICED I, TATD/—RDT Uy KRy
ND— 2128~ T4 XT MTUBAEERLICR S &5 ICRET 3BENBD &

() 3. BLO/—FDTUY ERY FT—50 MTU REICAS BEVAS HHAIE, *
Grid Network MTU mismatch * 75— kDR hUH - FE T, MTUBIETTRTDRY
FO— 281 TTRLTHEBEEHD FH Ao

d [#7F (Save) 12U vILE9Y,
IP7RLRAZZEEIRE. = bz A TRy DU RNBEEINDAREMELHD 9,

StorageGRID 7 75 A 7V XA Y X =S ADE FENKONTIIZEIF. BIDHTEFLVLENIP 7
FLAZEALTURLZBANDLEY, LexidE. T+ CANDLET
https://services_appliance IP:8443

e JVy Ry hI—=ODH TRy FOUIMHRELWVWS EZHEEL T,

JUy RS Ty bBHBHEIEF. JUVYRRY N T—=IO7— b DT ADRETY, BEITEZIANRT
DTV R TRy D TOT— bV ABHTT I ERAETH D EHBET

Y, StorageGRID D1 VX h—ILZFBRT 2L EI. TIARVEER/ —RODITU YRRy bT—7
IRV FIRXRTINSDT TRy FBERITBIVELNHBD XTI,

@ FTI7AILFIL=FEIVRAREINEFA. V547> bRy FTO—=ODBICH>TULE
WHESIE. T4 RIL— DTy Ry D=0 =z 2FERLET,
* IRy BT BICIE AT E )y I LET S TV IV ILET,
CERATATVWAEVWG TRy FZHEIBRT BICIE. BIBRT7AO>Z2 00w I LET %o
f.[f®7F (Save) 120U v LEd,
4. T*DHCP* ] Z&RLIIFBEIF. ROFIBICR->TI VY Ry M T—U%KRELET,
a. [DHCP] S A KRR V% &R L 7=, [Save] Vv I LZET,
FIPvA 7RLZ*], [*T—hroza*] BLV[* TRy b *] T —ILRICIE. BEMICED
ANEINET, DHCP H—/N\HDMTUEZEIDHTEHLSICRESINTLBRIHESIF. MTU 71 —JL K
ICZDEHRANTN. 71 —ILRISGAIDERICED T,

Web 7' J|E. StorageGRID 7 FSA 7V RA VA M—=ZDFHLWIP 7 RL ZICEEMICU XA
Lo RENET,

b. ) wRrRXYy T—UDH TRy DIV MIPELWZ EZREELEF T,
Ty RGBTy bDHZFEIE. VYRR NT—I5 =T TADRETY, IBETZINRT
DTy RY Ty b, COF— I TAMIBATT VL RAARETH D EHRET
Jo StorageGRID D1 VA b—)LZBIRTZ LTI, TIZATXVER/ —RFDJVYy Ry bT—2
HITXY FJIXRNTINSDH TRy FDERTIHELNHD £,

@ TIAIWRIL=—FEVRMENEEA 75172 bRy bT—OHBMICE>TUVE
WEEIE. 774 ML= DTy Ry D=0 =D xAZFERALET,

s HIRY REEMTBICIE ATV ZI VI LET S 7N 27V v I LET,
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*FRINTVWAVWT TRy FZHIBRT 31213 BIR7r 22200y I LET %

C PvVRIL—L%EFERTZHEIE. MTU 70 —JLKE%Z 9000 REDT v VRT L—LALISELFBEIC
ZBELFEFT, TNUNDBEIE. TT7AILME1500 DFEFICLET,

Y RT—oOMTUBIE, /— RSN TOE R A v FA— MIRESNTUS
(D) fEERALCTHEUBEABDET. £5LANL, kY bT—2/87 I ROMEP
N7y MBRDRET BRI B D £ T

Fy RT—IDNT #—IVREBARICEDBIclE. TATD/—FOTUy Exy b
=G4V E—T T RTMTUBHEBRL A S &S ICRET BRELBD £ 7. B4

() o/—FOZUYERY FT—20 MTUREICAS BBVHS 3HAIE. * Grid Network
MTU mismatch * 75— h D b UA—ENET, MTUBIEIARTORY kT =T RATT
FLTH3BERSHD E A

a. [1#7% (Save) 1Z2UwoLEd,
S. BIERXY N IT—U%RBETDICIE. R—SODEBEBRY I —0t20> a3 T 5N~ £/IX*DHCP* @
wWInhzERL X I,

(D BERY FD—UERET SICIE. Link Configuration R—S TEEXR Y N T —I%BHMIC
TRIHRENHD XTI,

&dmin Metwork

The Admin Metwork is a closed network used for system administration and maintenance. The Admin
Metworlk is typically a private network and does not need to be routable between sites

IP (@ Static (D BHCP
Assignment
[Pvd Address 10224 3 T2/21
(CIDR)
Gateway 1022401
Subnets 0.0.0.0/32 +
(CIDR}
MTL 1500 =

LxE

6. T[*Static* ] ZFIRLIIBEIE. ROFIBICR > TEEBXY FI—0%KRELET,
a 7ISATUADEER—F 1L T, CIDREIRIZZFEAHALTENIPVE 7RLAZADLET,
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BIER—N11E. 7ISATVRAEICHD 2 DD 1GbERIAS R— kDS 5E. EAIOR— T,
b. ¥y — DTz A4%ZANILET,
2y RT—=DICF =AM D RVEEIX. BLENIPYY 7PRLAZBADLET,

C v YRITL—LZERTEHEIF. MTU 71 —JLF%Z 9000 DT v 2 RT L—LICHE L ffEIC
EELFI, TNUADBEIE. TT7 4L ME1500 DFEFRICLE T,

Y RT—=UDMTUMEIE. /—FHERINTVWER XAy FR—MMIRETNTWS
(D) BrALTHAUBABDET, £5LBVE, Ry bT—5/87 - ROMER
INT Yy FEBERDREETZEEMEDLHD £7,
d [1R7F (Save) 122 Uwo L%,
IP7RLRZZEETRE. = b7z TRy FOUXNBEBEINZAREMEDLHD £9,
StorageGRID 7 754 7V XA Y X =S ADE BN ONTIIZEIE. BIDHTEFLVLENIP 7
FLRZFEALTURLZBAADLEY, e zxid. T+ CAALET
https://services_appliance:8443

e B N I—IDHTRY FOUIMARELWI EERERLET,

BELES— FY T2 BALTIRTOY TRy MNCF IR TE B L2RRT BBEND D
¥

(D) #EBrybT—S8— Oz EERTETT 4L M — MR TE Ft A,

*H TRy bZEBMYRICIE BATAOYEIVy I LET R 7OV 20 )Y LEFET,
*FERINTUVWERWY TRy b ZHIBRT BICIE BIBR 7200w I LET %
f.[f®7F (Save) 1Z0UvILET,
7. [DHCP] ZEIR L 1=35E (3. ROFIRICH > TEERY FT—JZRELFT,

a. [DHCP] SV AREZ V% EIR L 1=, [Save] Zz7Uw o L%,
FIPv4 ZFRLZ*]. [*7T—hTx0*] LU [* P TRY M *] 70 —ILRIZIZ. BFBICED
ANEINET, DHCP H—N\HA MTUEZEID H TR L SICRESINTVSRHEIFE. MTU 71 —JLR
ICEDENASTIN. Ta—ILRISFHRAWMDERICED XY,

Web 75 J#|&. StorageGRID 7 7S AT7VRAA VA L—=SDFHLWIP 7 RL XICEBEHICU ST
LY hSNED,

b. By hT—IDHTRY DU MPELWS EEZRERLET,

BELIET— b A Z2FERLTIRNTOYTRY MITIERATEZ L 2RI 2HENDHD F
ERS

(D) #EBrybT—s8— bz RERTETT 4L L— MR TE Ft A

s HITRY REEMTBICIE BMATAAVZI VY I LET 7N 2TV v I LET,
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*FRINTVWAVWT TRy FZHIBRT 31213 BIR7r 22200y I LET %

C PvVRIL—L%EFERTZHEIE. MTU 70 —JLKE%Z 9000 REDT v VRT L—LALISELFBEIC
ZBELFEFT, TNUNDBEIE. TT7AILME1500 DFEFICLET,

Y RT—oOMTUBIE, /— RSN TOE R A v FA— MIRESNTUS
(D) fEERALCTHEUBEABDET. £5LANL, kY bT—2/87 I ROMEP
N7y MBRDRET BRI B D £ T

d. [1#7Z (Save) 1Z2UwoLEd,
8. IUSAT7 ULy N I—I%BETDICIE. R=ZPD*IS5A4T7> by D=0 o> 30T * 58N
*FIE*DHCP* OWITNhEEIRL X T,

CD DA77 b2y NT—0%ZFET BICIE.  Link Configuration AX— < T Client Network %Z
BHMCTEIRENHDET,

Client Network

The Client Network 15 an open network used to provide access to client applications. including 53 and Swift.
The Client Metwork enables grid nodes to communicate with any subnet reachable through the Client MNetwork
gateway. The Client Network does not become operational until you complete the StorageGRID configuration

steps
P (®) Static () DHCP
Assignment
IPvd Address A7 47 T 183721
(CIDR}
Gateway 47 47.0.1
MTU 1500 =

9. * Static * ZIER L 1215813 ROFIEICR>TISA T bRy b I—0EKRELE T,
a. CIDR RicZ=EHAL TEWN IPv4 7 RLXZ AL E T,
b. [R7Z (Save) Z2 Vv L%,
C UOFATUhRYNIT—=OHF = ITADIP7RLADNELWC EZRESRELET,
IS5A4T7 Ry RD—=IOHWBRIR->TWVWBRIHEEIE. T7AILMIL—FDRRTREINE

() T FIALRL—FRISATY rEY bI—05— kI TARERAL. F51 7>
by hD=ODNBEMICBE > TVWSEIFRIDA >R =T A BB TE XA,
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d v >RIL—LEFEATSZHEIF. MTU 71 —JLR%Z 9000 BREDT v VR T L—LICHELTEIC
TELET, TNUADIBEIE. TT7HILME1500 DFEFRICLE T,

Y bT—=TDMTUEIRR. /—RFIMEREINTVE XM Yy FR-—MIRESNTWVWS
BERILTHBZIVERDBD T, €5LBVE. XY FT—=INT —I 2 ADREP
NT Yy MERDEET BEEEMEDHD T,

e [fr7F (Save) 1Z20UvILZFET,
10. [DHCP] Z3ER L e 813 ROFIBICR > TISA T bRy b I—0ERELE T,

a. [DHCP] S AR V& #ER L 1%, [Save] 20 ) v I LFT,

[IPv4 Address] 7 + —JL R & [Gateway] 7+ —JL RHABFBICALINE T, DHCP H—/\H' MTU
EZEDHTAELSICHRESINTUVRIHZEIE. MTU 71 —ILRICEDELADTTN. 71 —ILKRIE
FAWMDERICAED EY,

Web 75 &, StorageGRID 7 7S AT7 VXA VA L—=ZDFHLWIP 7RLXICEBEBNICUATLY
FENFET,

a F—rYIAAELWC L ERRBLET,

OSATY bR FT—IBEMICE>TVSHAR. 7740 FL— MIERENE
() 3. FTALML—FEISATU Ry bO—O8— bz AEEAL. I35
hRy hT—IBERIC B > TUWBRIZRIOS Y8 — 7 T RICBBTE $t A

b. Dv Y RIL—LEFERTZHEEIFE. MTU 71 —JLE% 9000 REDT v VR T L —LALICHELT-EIC
TELET, TNUNDBEEIX. TTAILMME1500 DFEFICLE T,

Xy bT=00 MTU fEld. / —RFHHEHRSNTVE XMy FR-MIRETNTLS
(D) BLRACTHAUBABDET, £5LANL, Ry bT—2/87 5 —T > AOMEP
N7y MBRDRET BRI B D £ 7,

B
"B—ERTTIZATVAD) VIR EDEE"

oy D — U EGORES

£ 9 % StorageGRID % KT =2l PFTXSATVADSTIECRATER I L =R
TAIRELRHDET, XY NT—O5—r O A RBADI—T 1 2T ZRAET BICIE
StorageGRID 7 /5A 7V RA VA M—ZEBBRZH TRy FEDIP 7RL R D
BETANTZBRELHDEF T, MTUREZHRITZHTETET,

FIE

1. StorageGRID 7 75 A 7V XA VA =5 DX Za2—/\—h"5. *Configure Networking *>*Ping and
MTUTest*Z2o v LET,

[Ping and MTU Test] R—IHRRINE T,
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FPing and MTU Test

Use a ping request to check the appliance’s connectivity to a remote host. Select the network you want to check connectivity
through, and enter the IP address of the host you want to reach. To verify the MTU setting for the entire path through the network to
the destination. select Test MTU

Ping and MTU Test

Metwork Grid fed

Destination [Py
Address or FQDN

Test MTU [

FRYyRTD—=0 ROV TIEIVRYIIADSE, TARTZR Yy b T—0%FRLET, JUVR.E
B, ¥/Edo5317> b,

ZFOXY R T—ULDRIALD IPvA 7 RLAFIIZLEH R X% (FQDN) ZAHALET,
e ZE FYRDT—OLEDTF— b T TARTSATIEE/ —RICping B XETEXT,

MEBEIZIHLE T, *TestMTU* F v IRy IR EAVICLT. Ry M IT—OBBETT AT X—> 3N
DINZALED MTU BEZMERELET,

feZE 7TISAT VR —RERIDY A bD/ —FOEDNRZTATEET,
[EEHRDOT A * 20Uy I LET,

v T —UEGEHEMRIEEIE. [ Pingtestpassed | Xvt—J ¥ ping XYY ROEADVERRIN
x93,



Ping and MTU Test

lUse a ping request to check the appliance’s connectivity to a remote host. Select the network you want to check connectraty
through, and enter the |P address of the host you want to reach. To verify the MTU setting for the entire path through the network to
the destination, select Test MTU

Ping and MTU Test
Metwork: Grid >

Destination |Pvd 10.96.104 223
Address or FQDOMN

Test MTU

Test Connectivity

Ping test passed

Fing command output

PING 18.96.184,223 (1€.95.184,223) 1472(1588) bytes of data.
1438 bytes from 18.96.164.223: icmp_seq=1 ttl=64 time=8,318 ms

--- 18.96.184.223 ping statistics ---
1 packets transmitted, 1 received, 8% packet loss, time @ms
rtt min/favg/max/mdev = 8.318/8.318/8.318/8.808 ms

Found MTU 1588 for 18.96.164.223 via bre

REIB R
"Xy D=0 IDRE (SG100E K UV'SG1000) "

"MTUREZZEL 9"
R—rLARILDZ Y bT— TGO

StorageGRID 7 7S A7V AA VA —ZEEFDMD /) — ROBD T IV AT 7147
I+ —)LOTHIFICHESHRWVKSIC. StorageGRID 7SS4 T VALV A M—=SH4EEL
TeIP7RLRFRIFT RLRAEHEICHBFED TCP R— kFIFR— v Ik
TEB_ xR LETD,

CDRAZIZDWVWT

StorageGRID 7 7S5 A 7V AA VA —ZICREBDR— D) XA b ZFERALT. 7FZAT7RET )Y R
Fy hTD—TOROMD /) — ROBDFEFZTANTEET,

7. AEENFS H—/\® DNS H—NTHERAINZIR— bR, EBBRY NT—0C 047 bRy bD
—J. BLUVUDP R—FTERETAITEZLHTEFEY, TNHDR—FD—EIZDOWLTIZE.
StorageGRID Xy R T =IO DHA RSAVICHBIHR—F )T 7 LU REBBLTLIEIL,
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R—=—brEHRET—TIICREIINTWVWE I )y Ry kT —27R— k&, StorageGRID /X\—< 3

C) MBS0 L TOAEM T, &/ —REAFITELIR— 2RI 2I1CIF. FHALTWV
% StorageGRID DN—2 a VISR LIcRYy FT—0HA RSA DV EHRTI2HENHD F
ER

FIE

1. StorageGRID 7 7514 7> X1 > XA k—5hH5. Configure Networking *> Port Connectivity Test
(nmap)*Zzo v I LET,

Port Connectivity Test R—JHRREINE T,

R—MEGRT—TIICIE. JUYRRY FT—OTO TCPESEZMVEL TS/ — RE1ATHRREINE
To B/ —REATIZDVWTC, FTIATVRITIVCATEZIMNERH DT )Y Ry hT—IDR—
T —TILICKRRETNET,

The following node types require TCP connectivity on the Grid Network

Node Type Grid Network Ports

Admin Node 22,80,443,1504,1505,1506,1508,7443,9999

Storage Node without ADC  22,1139,1502,1506,1511,7001,9042,9999,18002,18017,18019,18082,18083,18200

Storage Node with ADC 22,1139,1501,1502,1506,1511,7001,9042,9999,18000,18001,18002,18003,18017,18019,18082,18083,18200,19000
API| Gateway 22,1506,1507,9999

Archive Node 22,1506,1509,9999,11139

RICERBEINLT ISATYRAR—bEI Uy Ry bT—ORDEDMD / — F OB DERiZ T X BT
TEY.

2 Ry bT=0 ROV TRIINE. TAMTBZRY FT—UZERLES, *JUy R *~EEE

LERREFISATIUR

B EZDRYRNT—IULEDRZALDIPVA 7 RLZDEEZIEEL T,

fezIE XY RT=0 LD — b TARTIATRVEER/ —F27O0-TTEEY,

ROBUSTRTESIC. NAI7>%=FERALCEHEZIEELE T,

4. TCPR—+hES. hVITRYI>FR—rDU R b £LIFR—-—bOEEZANDLEFT,
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The following node types require TCP connectivity on the Grid Network

Node Type Grid Network Ports

Admin Node 22,80,443,1504,1505,1506,1508,7443,9999

Storage Node without ADC  22,1139,1502,1506,1511,7001,9042,9999,18002,18017,18019,18082,18083,18200

Storage Node with ADC 22,1139,1501,1502,1506,1511,7001,9042,9999,18000,18001,18002,18003,18017,18019,18082,18083,18200,19000
API Gateway 22,1506,1507,9999

Archive Node 22,1506,1509,9999,11139

Port Connectivity Test

Network Grid v
IPv4 Address 10.224.6.160-161
Ranges
Port Ranges 22,2022
Protocol ® TCP UDP
Test Connectivity

5. [HEDFAN 1 EIUYILET,

c BIRLIER—MLRILORY T —0FEDEMEIZEIE. [ Port connectivity test passed 1 £ \L\5

Xyt —IhFEONF—ICKRREINE T, nmap AYY ROHAIE. NF—DFICKRRINET,

Port connectivity test passed

Nmap command output. Note: Unreachable hosts will not appear in the output

# Nmap 7.70@ scan initiated Fri Nov 13 18:32:03 2020 as: /usr/bin/nmap -n -oN - -e br@ -p 22,2022 10.224.6.168-161
Nmap scan report for 10.224.6.160
Host is up (0.80872s latency).

PORT STATE SERVICE
22/tcp open ssh
2022/tcp open down

Nmap scan report for 10.224.6.161
Host is up (0.20060s latency).

PORT STATE SERVICE
22/tcp open ssh
2022/tcp open down

# Nmap done at Fri Nov 13 18:32:84 2020 -- 2 IP addresses (2 hosts up) scanned in .55 seconds
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© Port connectivity test failed
Connection not established. Services might not be listening on target ports

Nmap command output. Note: Unreachable hosts will not appear in the output.

# Nmap 7.70 scan initiated Sat May 16 17:07:02 2020 as: fusr/bin/nmap -n -oN - -e br@ -p 22,80,443,1524,1505,1506,1508,7443,9999
Nmap scan report for 172.16.4.71
Host is up (@.00020s latency).

PORT STATE
22f/tcp  open
8@/tcp  open
443/tcp open
1504/tcp closed
1505/tcp open
1506/tcp open
1508/tcp open
7443/tcp open
9999/tcp open

SERVICE

ssh

http

https

evb-elm
funkproxy

uted

diagmond
oracleas-https
abyss

MAC Address: 00:50:56:87:39:AE (VMware)

# Nmap done at Sat May 16 17:07:03 202Q -- 1 IP address (1 host up) scanned in @.59 seconds

cBIRLT 1 DULEDR—FIHLTR—=FLRILORY NT =GR TERVEEIE. T Port
connectivity test failed 1 £WS X wE—IUDNFRVWNF—ICRRIINE T, nmap Y Y ROEFIE.
NF—DOTFICRREINET,

IROVNF =1,

) E— FRX FDR— bAD TCP T TN, EEFICIZETEHRENAED

27l RLET. BREDNRINBZVIGE. R— bDIREIF Tfitered 1 £BD. T7A1T7 T +—IL
IC&->TTOY I SN TVWBRIEMDHD FT,

() ' of—rb—BRRINET,

© Port connectivity test failed
Connection failed to one or more ports.

Nmap command output. Note: Unreachable hosts will not appear in the output.

# Nmap 7.70 scan initiated Sat May 16 17:11:0Q1 2020 as: fusr/bin/nmap -n -oN - -e br@ -p 22,79,80,443,1524,1505,1506,1508,7443,9999 172.16.4.71
Nmap scan report for 172.16.4.71
Host is up (@.00029s latency).

PORT STATE SERVICE
22/tcp  open ssh
79/tcp  filtered finger
80/tcp  open http
443/tcp open https
1504/tcp closed evb-elm
1505/tcp open funkproxy
1506/tcp open utcd
1508/tcp open diagmond
7443/tcp open oracleas-https
9999/tcp open abyss

MAC Address: @0:50:56:87:39:AE (VMware)

# Nmap done at Sat May 16 17:11:02 2020 -- 1 IP address (1 host up) scanned in 1.6@ seconds
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3. root 7THOY FOFHILWNRT—RE2DD T4 —=)LRICAAILET,

Baseboard Management Controller Configuration

User Settings
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Confirm Root Password | sesss
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Baseboard Management Controller Configuration
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MAC Address d&:c4:97:28:50:62
IPvd Address (CIDR) 1
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Baseboard Management Controller Configuration

LAN IP Settings

IP Assignment &+ Static " DHCP
MAC Address d8:c4:97:28:50:62
IPv4 Address (CIDR) 10.224.3.225/21
Default gateway 1022401
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password
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I- Remember Username

NetApp® | forgot my password

B [HA>1> (Signmein) 120Uy I LET
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A % Sync 2> Refresh A root ~

# Home - Dashboard

* Dashboard Control Panel

# Dashboard

Device Information
BMC Date&Time: 17 Sep 2018

62d 13"

18:05:48 System Up Time

System Inventory

Power Cycle @

FRU Information More info @

BIOS POST Code & Today (4) Details & 30days(64)  oetails @ Threshold Sensor Monitoring

All threshold sensors are normal.

\ |
Settings
Login Info Login Info
Remote Control 4 avents 32 events
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Maintenance
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Mode encryption allows you to use an external key management server (KMS) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for the
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NetApp® StorageGRID® Appliance Installer

Home Configure Networking - ‘ Configure Hardware ~ Monitor Installation Advanced =

Upload StorageGRID Software

If this node is the primary Admin Node of a new deployment, you must use this page to upload the StorageGRID software installation package, unless the version of the
software you want to install has already been uploaded. If you are adding this node to an existing deployment, you can avoid network traffic by uploading the installation
package that matches the software version running on the existing grid. If you do not upload the correct package, the node obtains the software from the grid's primary
Admin Node during installation.

Current StorageGRID Installation Software

Version 11.3.0

Package Name storagegrid-webscale-images-11-3-0_11.3.0-20190806.1731.4064510_amdG4.deb

Remove

e A O—RLTEELEY I RO TNy T—20 [Browsel( 2B )20 Uwo L. FxvIH LA
771)L®D [Browse]( B ) =0 v I LET,

NetApp® StorageGRID® Appliance Installer

Home Configure Networking = Configure Hardware - Monitor Installation Advanced ~
|

Upload StorageGRID Software

Ifthis node is the primary Admin Node of a new deployment, you must use this page to upload the StorageGRID software installation package, unless the version of the
software you want to install has already been uploaded. If you are adding this node to an existing deployment, you can avoid network traffic by uploading the installation
package that matches the software version running on the existing grid. If you do not upload the correct package, the node obtains the software from the grid's primary
Admin Node during installation.

Current StorageGRID Installation Software

Version None

Package Name Naone

Upload StorageGRID Installation Software

Checksum File Browse ‘
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NetApp® StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware ~ Monitor Installation Advanced =

Upload StorageGRID Software

If this node is the primary Admin Node of a new deployment, you must use this page to upload the StorageGRID software installation package, unless the version of the
software you want to install has already been uploaded. If you are adding this node to an existing deployment, you can avoid network traffic by uploading the installation
package that matches the software version running on the existing grid. If you do not upload the correct package, the node obtains the software from the grid's primary
Admin Node during installation.

Current StorageGRID Installation Software

Version 11.3.0

Package Name storagegrid-webscale-images-11-3-0_11.3.0-20190806.1731.4064510_amdG4.deb

Remove

e A O—RLTEELEY I RO TNy T—20 [Browsel( 2B )20 Uwo L. FxvIH LA
771)L®D [Browse]( B ) =0 v I LET,

NetApp® StorageGRID® Appliance Installer

Home Configure Networking = Configure Hardware - Monitor Installation Advanced ~
|

Upload StorageGRID Software

If this node is the primary Admin Node of a new deployment, you must use this page to upload the StorageGRID software installation package, unless the version of the
software you want to install has already been uploaded. If you are adding this node to an existing deployment, you can avoid network traffic by uploading the installation
package that matches the software version running on the existing grid. If you do not upload the correct package, the node obtains the software from the grid's primary
Admin Node during installation.

Current StorageGRID Installation Software

Version None

Package Name Naone

Upload StorageGRID Installation Software

Checksum File Browse ‘

f. R—LR=—JICRBICIE. T*Home* 1 (R—L) ZFERLET,

6. Installation (f X k—JL) £ 3> T, BEOREL DT VX b—ILBEEERT T (Ready to start
installation) TH3 =2 L £ 9 node name 2 75ARVUEBIE ./ —RTIH Uy RICEBMLES
admin ip"™A YA S—ILORABREZHBEMCHE>TVWB e ZzHRLET,

[Start Installation* (- X b—JLDBHIR) [ REZVHDEMCHE > TLWRWEEIE. Ry ND—UKREET
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Home
© The installation is ready to be started. Review the settings below, and then dlick Start Installation.

This Node
Node type Non-primary Admin (with Load Balancer)

Node name GW-5G1000-003-074

Primary Admin Node connection

Enable Admin Node discovery O
Primary Admin Node IP 172.16.6.32

Connection state Connection to 172.16.6.32 ready

Installation

Current state Ready to start installation of GW-SG1000-003-074
into grid with Admin Node 172.16.6.32 running
StorageGRID 11.3.0, using StorageGRID software
downloaded from the Admin Node.

Start Installation

REDIRED T Installation is in progress | ICZH D, [ Monitor Installation | R—IHRRINFT,

@ EZRADA VA R=IR=JICFEHTT IR TINENRDHDIHEIE. XZa—/N—H5*
EZADA VA= *ZO0) I LET,

8. Ty RICEBDTISAT VA —RBBBEEIE. TTSATVACCICLEROFIEE#ZDEL £
XS

ESPEN
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StorageGRID 7 S5 A 7V AA VA= TlF. A1VA=—IHRETITEZERTAT—H
ADREEINET, VIMIITDA VA N=—IDRTTRE PTTSATVANIT
- l‘éhgﬁjo

FIE
1L AYZA = LOETRAZEHRTIICIE XZa—N—D* AV A= LOBER*ZIUvILET,

Monitor Installation R—J 241 > X b= ILOEITRANRRRINE T,

Monitor Installation

1. Configure storage Complete
2. Install OS Running
Step Progress Status

Obtain installer binaries I oo

Configure installr I Corote

instal 0 N nstaler VM running

3. Install StorageGRID Pending
4. Finalize installation Pending

BEOXT AN REETROXXIZRLET. BROXT—RIAN—F. ERICTETLEEX
J%mLET,

YRR =5iE MEIOA YR R —LTET LS RO HBRITENAEVESICLET,
(D) 1> F—LEBRALTVSHAE BRI ILEOEVERSIE REDZT—Z AN
—CRAT—RAN [ AF Y TEH ]| ERRENET

2 AVZAM—IDORAD 2 DDRAT—J DETRAZHER L F T,
°*1, ARL—2 DAL *
AVRA=SDBTTISATUVRADRSATHoBFOREZHEL. RAMERELET,
° X208 A YAM—ILLET

A4 >R ~—F7H StorageGRID DR—RXERBZARL =T A VIV RTLAAX=SH T TSA4 TV RIC
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B ROWTNHADTOCZINEITINZF T, 1 VAM—ILOETRREZEHLE T,

o FSATVER ) —REZFCIRTDT7 IS4 T7 >R/ —R T, Install StorageGRID X 7— I H'—FBF
BlEL. lAAAFDAVY —ILIZX v E—UHRREINT, JUY RIYX—C v EFRALTEERE/ —
RTID/—RZAERITDILDICKDENE T, ROFIBISEHF T,

CTTISATUVRATZARIER/ —RZ2A YA M=ILT3568. /—RZERIIVEREHD FE
ho TTSATUIANIT—bENET, ROFIRIFERTETE I,

TPISATYRTSAIIVEBR ) —REAVAM=ILLTWVWBIES., 5 D HORXAT—
C) BREREINET (420 T —X%BRITRI7V—>ayvboflzER) , £57

— X100 PULET->2THRET LEWVEGEIE. Web R—ZSEFHTEHL TS

W

Home Configure Networking - Configure Hardware - IMonitor Installation Advanced -

Monitor Installation

1. Configure storage Complete
2. Install 05 Complete
3. Install StorageGRID Running
4. Finalize installation Pending

Connected (unencrypted) to: QEMU

platform.typen: Device or resource busy

[Z2O17-07-31T22:09:12.3625661 INFO -- [INSG] NOTICE: seeding ~var~local with c
ontainer data

[2017-07-31T22:09:12.3662051 INFO [INSG] Fixing permissions
[2017-07-31T22:09:12.3696331 INFOD [INSG] Enabling syslog
[2017-07-31T22:09:12.5115331 INFO [INSG] Stopping system logging: syslog-n

EZOl?—B?—BlTZZ:09:12.5?0096] INFO [INSG] Starting system logging: syslog-n

[2017-07-31T22:09:12 .5763601 INFO [INSG] Beginning negotiation for downloa
of node configuration
[Z2017-07-31T22:09:12.5813631 INFO [INSG]
[Z2017-07-31T22:09:12.5850661 INFO [INSG]
[2017-07-31T22:09:12.5883141 INFO [INSG]
[Z2017-07-31T22Z2:09:12.5918511 INFO [INSG]
-07-31T22:09:12.5948861 INFO [INSG]
-07-31T22:09:12.5983601] INFO [INSG]
-07-31T22:09:12.6013241 INFO [INSG]
-07-31T22:09:12.6047591] INFO [INSG]
-07-31T22:09:12 .6078001] INFO [INSG]
-07-31T22:09:12.6109851] INFO [INSG]
-07-31T22:09:12.6145971 INFO [INSG]
-07-31T22:09:12.6182821 INFO [INSG] Please approve this node on the A
min Mode GMI to proceed...
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WHELDDHEIINRNTY, BT 77ILIE/ —RICIC1 DT OERITBIHENDBD XTI,

TVIZATVADA VA= IILEREOHAZBIELICVWEEZTVWAEREERI—Y
@ M. ZEHATEFEXY configure-sga.py A7) Tk [+]'configure-sga.py 227 ') 7 ~%={EH
LT 7TSAT7VR/—RDAVAM—ILEEREZBENLT "

FlE
1. ROVWITNHDAETISON 771 ILEERL £

° ConfigBuilder 7 71— 3>
"ConfigBuilder.netapp.com"

° o configure-sga.py P T IA T VARERI I o AU 1) T & StorageGRID 7 7517
VAAVAR=TF (*Help*>* 7 ISAT7 VARV TL*) hoAdo>O—RTEE
9o configure-sga.py A7) 7+ ZFERAL TEREZEILITZIFIEEZSRL T IZETWL
"configure-sga.py RV ) 7+ Z@EBLT. 77747V /—ROA YA M= )LEHREZEENLT S"
JSON 7 71 JLAD / — R&IF. ROEBHICRESBELHD T,

"I XFEULE 22 XFEUTOEMEBRR NATIEETI2HNERHDET
" TIILT Ry b BFE BLUNA TV EZFEHTEXT
" INFEELIIBEBONFEENTAITIVICTREIITEEEA. £ BFERITEFERT3 L

@ JSON 771 ILAD ./ — F% (REMDORF) H—ETHB I czMRL TS
Lo —ETHWVE. JSON 771 ILZERL TEBD / —FZ2RETTEHA-

2. T *Advanced * > * Update Appliance Configuration * | Z&RL £7,

[Update Appliance Configuration] R—HERREINE T,
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Update Appliance Configuration

Use a JSON file to update this appliance's configuration. You can generate the JSON file from the ConfigBuilder (§ application or
from the appliance configuration script.

A\ You might lose your connection if the applied configuration from the JSON file includes "link_config"
and/or "networks" sections. If you are not reconnected within 1 minute, re-enter the URL using one of the
other IP addresses assigned to the appliance

Upload JSON
configuration
Node name - Upload afile v

7y 7O—RIBHRED JSON 771 ILZFEIRLFT,

a [*BR*]Z&RLET,
b. 771 ILZHRL TERLET,
c. T*R< 1 ZFRLEY,

T7ANDT7 Yy TO—RFENTRIENET T, RETOCIADRT TR L. 77 7ILBHREDF T
VIR—TDREICRTEINE T,

JSON 7 71 JLD#ERLIC T link_config 1 « [ networks 1 « F7IEZDEADEI > 3
(D UHEFENTUVWBREAIE. 7 TS5 T7 Y ANDERREDONZAREENRHD T, 19

MAICBERINBWVEEIF. 7747 VRCEDHTSATVWSRMO IP 7RL R

OVWTNHEFRLT. 77547 VADURLEZBASILET,

Upload JSON

— e e

JSON Browse ‘ appliances.orig.json

configuration

Node name --Selectanode v

J—R&* ROy TR IVICIE. JSON 7 7ML TEESNICR LMD/ — FEHRRTINE T,



7A1IDERTHRWNEES., 77 17IILAIKRETRRIIN, EBONF—ICIS—Xvt
@ —/b‘ﬁ SNET, EBWR T 7T T4 7> RBHEETNEFH A, ConfigBuilder
FERALT. B JSON 77 IILEERTE £,

4. J—R&* RAYTEIVDI A DS/ —REZEIRLET,
Apply JSON configuration * R % > EMICH > TW 3,
Upload JSON

JSON Browse appliances.orig.json
configuration '

Node name Lab-80-1000 v

Apply JSON configuration

5. Apply JSON configuration * 3R L £ 9

ERLTC/ — FICBRABERAINE T,

configure-sga.py X7 U 7+ ZFERLT. 77547V R/—RODA VA M—LEREXBELT S

ZHEHATEXY configure-sga.py 77AR VB —RD1 VA M—ILXERER

Y. StorageGRID 7 TSA TR/ —RDA VA R=ILEARAIRPEERXRAIDEZL 2 H
LT BRIV TETT, CORVITRE BETDT T SATADZHHB5E
ICRIIBE T, RV EFRALT. 7 7547*/7\0);’2"@@%&7&%{: JSON 7 71
WEERTZECHTEXT,

HBERHD
CTITSATURE TV IICREBEL. Xy bT—JICEGEL. BRERALTEEXT,
* StorageGRID 7 7S A 7Y AA VA =% EBLTISATVEER/ — ROy FT—2U 2T IP
TRLRAZHRELTHEETET,
c TSATVEIE/ —RZA VAT 3581E. EDIPT7RLAZHERELTHEE XY,

D/ —REA VAL TRET 3%EFE. TIAIXVEE/—RNMEACTNH. EDIPT7RFLR%
BRELTHEETET,

c TIARVERER/ —RUADTARTD ./ —RIZCDWT. StorageGRID 7 F5A 7V RAA YA —=ZD IP
BER—JICRRINDZIIRTDI VY Ry b T—0H3 Ty bH TSATVEE/ —FRDI VR
Xy hD—UH TRy PRI FTERINTWVS,

cZATYO—RLTEEFEXT configure-sga.py 771N CDT7AIUIA VR =)L T—HA4T
ICEENTVWETY, £7/l&. StorageGRID 7 FSAT7 VR AV A =D *Help * > *Appllance
Installation Script* #2 U wv O LT7 XA TEET,
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COFIEIF. ARV RZFA VA VEA—T A A 2FERLIERBRDOH 2 LRI —HF TR LT

(D W& 9, £7. StorageGRID 7 7ZA 7V RA VA M=% FERALTREEBHLTZD
TE T, [+]'StorageGRID P FSA TV AA VR h—SEBALLT 754 7> AREDH
&t"

Flg
1. Python RV T+ ZFRTTBHICERT S Linux IO 1 > LET,

2. 20 ) T MBI Y 2 —MRABAILTE L ERAIBRBNIA—ZD—EZRTI BICIF. RDKSIC
ABNLET,

configure-sga.py —--help

o configure-sga.py XZ U FrTIE. XO52DHTIATVR
° advanced BMCODERTE. 77747V ADMEDHREZZTLISONT 7 1 ILDIYERR 7
Y. StorageGRID 7 754 7 > ADEEXIZIER
° configure RADE—F, /—R& BLURY N T—INFX—FZRETDDICERLEFT
install StorageGRID -1 VX b—I)LZFIAT 2B SICFERALEY
° monitor StorageGRID 1 > X b —JLDEEHRATY
° reboot 7 F7SATVAD)T—EATY

o

%7 3< > K (advanced. configure. install. monitor. F7zldreboot) 5IEDH L ICEANIT DL
—~help A7 I >%EIBETD . TDOH T ATV RATHERARIGERA TS a VOFMERIANILY
TEIMDIRREINET configure-sga.py subcommand --help

8. F77ZAT7 YR/ —ROREDHKREZHER T BIIE. UTOIX Y RZETICANT 2D EHRLET
SGA-install-ip ICl&. 7 FXSA TR/ —ROWITNHDIP7RLAEZIEELEX T, + configure-
sga.py configure SGA-INSTALL-IP

CORERICIE. TSATUBE/ —ROIP7RLIADPEE, UV R, 9547 by cT—2ICH
TRERBRE. TTSATUADRED IP BERHARTEINE T,

Connecting to +https://10.224.2.30:8443+ (Checking version and

connectivity.)

2021/02/25 16:25:11: Performing GET on /api/versions... Received 200
2021/02/25 16:25:11: Performing GET on /api/v2/system-info... Received
200

2021/02/25 16:25:11: Performing GET on /api/v2/admin-connection...
Received 200
2021/02/25 16:25:11: Performing GET on /api/v2/link-config... Received

200
2021/02/25 16:25:11: Performing GET on /api/v2/networks... Received 200
2021/02/25 16:25:11: Performing GET on /api/v2/system-config... Received
200

76


automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html

StorageGRID Appliance

Name:
Node type:

LAB-SGA-2-30
storage

StorageGRID primary Admin Node

IP: 172.16.1.170
State: unknown
Message: Initializing...
Version: Unknown

Network Link Configuration

Link Status
Link

o U1 b W DN

Link Settings

Down

Port bond mode:

Link speed:

Grid Network:

Bonding mode:

VLAN:

MAC Addresses:

Admin Network:

Bonding mode:
MAC Addresses:

Client Network:

Bonding mode:

VLAN:

MAC Addresses:

Grid Network

CIDR: 172.16.2.
MAC: 00:A0:98:
Gateway: 172.16.0.
Subnets: 172.17.0.
172.18.0.
192.168.0

e Speed (Gbps)

10
10
10
10

N/A

FIXED
10GBE

ENABLED
active-backup

novlan
00:a0:98:59:8e:8a

ENABLED
no-bond
00:80:e5:29:70:f4

ENABLED
active-backup
novlan
00:20:98:59:8e:89

30/21 (Static)
59:8E:8A

1

0/21

0/21

.0/21

00:20:98:59:8e:82

00:20:98:59:8e:81
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MTU: 1500

Admin Network

CIDR: 10.224.2.30/21 (Static)
MAC: 00:80:E5:29:70:F4
Gateway: 10.224.0.1

Subnets: 10.0.0.0/8

172.19.0.0/16
172.21.0.0/16
MTU: 1500

Client Network

CIDR: 47.47.2.30/21 (Static)
MAC: 00:A0:98:59:8E:89
Gateway: 47.47.0.1

MTU: 2000

FHA AR A AR AR AR A R R
#HHH4 If you are satisfied with this configuration, #HHHH#
##### execute the script with the "install" sub-command. #####
FHH AR A AR AR AR R

4. REOHREDVWINHDEZEE T IVENH35E1F. ZFEHALET configure U7X Y Rz EH
LTEHLET, IRIE TTSAT VAN TSATVEIER ) — RADEGICHERTBIP7RLX%ZIC
ETETIHFRBRETY 172.16.2.99° 20 ) v o L. T+1 CABLEFT "configure-sga.py
configure --admin-ip 172.16.2.99 SGA-INSTALL-IP

S. T ZA TV ADBEZISONT 7 ANV I T v T 35E1E. advancedEfRE = FERAL £
backup-file Y7 OATY VR, & XIE. PV RLRAZEF DT ISATVADEKRERXNY I TV TT 315
BRETY SGA-INSTALL-TP Z$8E L £ appliance-5G1000.json ' ®oJwo L. T+l CASIL
£9 “configure-sga.py advanced --backup-file appliance-SG1000.json SGA-
INSTALL-IP

HREBFBROEMNINICISON 77 MILId. RV TRDORITTERALET ALY FUICEETAENT T,

ERENTIEISON T 7 MILDRLELD /) — REDRT FSA TV RBE—HLTWEZL%E
(D) mRLE¥. BREEA1—T StorageGRID AP [ZOWTHARKIEN B B HAER
E.CDTFAILICEEZMRABVTL T,

6. 77547V ADKREICHEEIBRITFNUE. ZFERALET install &P monitor 7 FSAT7 VA% A
VAL=ILTBEHDOHTTITYR L+ configure-sga.py install --monitor SGA-INSTALL-IP

1. 772547 2R%2)T— 9§38 T+] ZANILET configure-sga.py reboot SGA-
INSTALL-IP

StorageGRID DE&TE D BHENML

gy R/)—REEALM S, StorageGRID > X T LDEREZBIELTETE I,
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BEZHD
CAVRAM=INT=AATICHBBZRDT 7 AL DIGFRZzHRL TEETET,

T771IL% &nFA

configure-storagegrid.py REZBENMLT 378D Python X7 7k~
configure-storagegrid.sample.json ROV T NTERTZ Y TILER T 71
configure-storagegrid.blank.json ARV T THERITBZZEDOEK T 71ILTT

* ZERL THE T £ Y configure-storagegrid.json 7 7ML DT 7 A IILZERT B ICIE. >
TIBR 7 71 I ZZELET (configure-storagegrid.sample.json)E7ITZTEDEET 7 1)L

(configure-storagegrid.blank.json) o

CDRRAIICDWT

ZHEHATET X9 configure-storagegrid.py Python X7 1) 7 H LTV configure-storagegrid.json
StorageGRID ¥ X 7 LDREZ BEL T 272D DIEL T 71 Lo

@ F7-. Grid Manager £7cld1 XA F—JLAPI ZERAL TV AT LZRET R EDHTER
ER

FlEg
1. Python RV T+ ZRTTBHICERT S Linux I IcOd1 > LET,

2 AR =INT—HAATZRBEALIETA LI FUICBREILF T,
7z ZlE. T+] EANLZFT cd StorageGRID-Webscale-version/platform
_ _C. platform|ETT debs. rpms  F7ld “vsphereo

3. Python RV ) T +ZRTL. 1ERLTER 7 77 ILZERALE T,
B :

./configure-storagegrid.py ./configure-storagegrid.json —--start-install

TTH%

JANINY = zip RETOCITI 7AIDERIN. 1 VA M—ILEREERITIDTALI MY
IZAD>O—RENET, Uy R/ —RTEEHIRELIHFEIC StorageGRID > X7 LEZUAN)TES
KT BRI VANINYT—2T7ANZNY I Ty TTRIRERHBDET, T xlE. Nv o7y
TENtEFaT7BRy NT—U LEDFBFAR. BEBRIVTTVRIAMNL—YEDOGEFRICOE—-LE T,

@ DANYNYTr—T 74 )LICIE StorageGRID & X7 LD T—RZEIE T 31O DEESF —
ENRT—RHAFENTVE O, BRIRETIVELNHBD T,

SUALNRT—RZERTBEIIEELIGEIE. ZERATSIHEDHD T Passwords.txt 774
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JL%ZBIE. StorageGRID Y AT LD T 7V RICHBR/INIT—REHRLE T,

S i i kR
##### The StorageGRID "recovery package" has been downloaded as: #####

#H4#44 ./sgws-recovery-package-994078-revl.zip FHH4##
#HHH4 Safeguard this file as it will be needed in case of a #HHHH#
#HHH4 StorageGRID node recovery. FHHH#

Rttt da A At a4 A At d a4 A A4 4 E 44 A AR E A4 A E A4S E a4 H T4
StorageGRID Y AT LA VA M= IILBLUVRETND . BREXAvE—CHRREINEFT,

StorageGRID has been configured and installed.

1> X b—)L REST APl D&

StorageGRID (CIF. 1 YR M—=ILEZ XUV %F1TTB7-6D RESTAPI £ L T.
StorageGRID 1 > X k—JL API & StorageGRID 7 7547V AA VA R—F API D 2
DHBEREINTVWET,

EB55MDAPIH. Swagger 74—V —XAPI 75y b 74— LZERALTAPIORFa XY M ZREHELT
W& J, Swagger Tld. A—HF A2V F—T A XAZFEBLTNIA—RZXF T a>ZZBLIIHFED API
DEMEERR L AN S, APl ORRZEDZ N TEFET, TORFa XY M 1ZEENKR Web 77/ 0
< ¢ JavaScript Object Notation (JSON) 7—ARFERICDOVWTHRIEEL TVWB CZAIIRELTVE T,

@ APl Docs Web R—S %R L TRITT 2 API LBIZ IR TZDHBTHRITINE T, RET—
B EOMDT— R &R > TR, B, FLEEBRLEVESISEEL TSV,

# RESTAPI XY R APIO URL. HTTP 7023y, AR ATSa2DURLNIX—2. &
FUBEINS API EETHERINE T,

StorageGRID - > X ~k—JL API

StorageGRID 1 > X k—JL API [&. StorageGRID > X T LZBRIICKRET D EE. LUV TSI VEER/
—ROUAN)ZRITTEIREDNDIHEICOAMEBTEERT. 1A M—JLAPIICIE. Grid Manager 5
HTTPS BB T7JERXRTE XY,

APIDORFaAXY MNMITIERTBICIE. TZATVEER/ —ROA VA M—)LE Web R—JICEEL. X
=~ a—/\—7H'5 * Help * > * API Documentation * ##RL £ 9

StorageGRID 1 X =)L API (ICIZXRDE I 3 >ohdH b £,

* *config *-- APl DE@mU U —XEN—=2 3 VICEETS 218F. HmUU—-IAN=-UarBLU0€00 ) —
ATHR—FENBAPIDAS vy —N—2 3V Z—ERTRTETET,

crgrid*— Ty RLRILOEERE. )y ROFME. Uy Ry hT—=00H TRy by JUYR
INZAT—R, NTPELUDNS H—NDIP 7RLRRE., Uy RREZHEELIVOEHTETET,

* *nodes *— / — R LARILDHBRTEIRIE. VY R/ —RODUINEEETESI1EH. Uy R/ —RODHI
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IR. BRE. BT BFVITVY R/ —FROREDI LY bZIT5ENTEET,

* *provision *— FOEY 3 =V JgE, 7O aZ Y B zRAmL. 7OES I Z > JMEBORT—
RAERRTIET,

* *recovery *- FSAXVEE/ —FOUANVIE, BROVELY e UANUNYT—207 v FO—
Re UANY DORE. LTV ANVUIBORT—RADRTZITIEHNTETFET,

* *recovery-package *— U ANU Ny —2 %R0 >0O— R T 308,
* *sites *— A~ LRI DERERIE. T bZER. R, HIBR. BFLUVEETETET,

StorageGRID 7 /514 7> X1 > X +—7 API

StorageGRID 7 754 7Y XA Y X b—SAPUCIF. DSHTTPSIEHTY VX TEXT
Controller IP:8443,

APl RFXa XY MMIT7IERTBICIE. 7TZA4T7 > AD StorageGRID 7 FSA TV AA VA R—=5DXZ
a—/N\—H'5 *Help *>* APl Docs * Z3#IRL £,

StorageGRID 7 7S A7V AA VA M—=F APl [ZIE. ROEI>a>hHD £7,

**clone*— /—ROoVO—Z>T%EHEE LUFIET 57D DIIE,
* *encryption * —BEE L ZBIEL. BEBILAT—X X ZRTT D7D DMIE,
C*N—RUT TR —EHRINN—RI I 7 TORXTLREZERT 3= D12,

* *installation* : 7 7SA TV ADA VA M=ILERIBL. 1A =)L« AT—RAZERT =DM
%,

* * networking *— StorageGRID 7 7S A 7V ADT )y Ry bD—0, BERXY NI—D, 9547 >
Ry hD—ODRE. BLVT T4 T7VADKR— MREICEET 0BT,

* *setup *- Y AT LICEET BIBERMOEUSP T SAYVER/ — R IPOEHEKRLBE. 7TS5A47 2 ADH)
HiM > X b —ILERRE ICIR I DAIE,

* *support *~-O > FA—5D ) 7 — k& OFBUS D 7= DALIE,

**upgrade* (T TISAT VR« T7—LITTDT v TTL—RICEEET B

* uploadsg — StorageGRID ¥ Y XA =L 7 74L& 7 v TO— RT3 =D D,
N—FRITT7DHREDZ TN a—FT1>7

REFECHAEIREELIEZEIF. N\— Rz 70ty b7y FREHORBEICET %
ST a—FT4 VT BREERI B ERUDIEDHD T,

EEREH
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MTEEI,

WMERHD
*BMC AW ah—RADT I RAEEZEEL TEBELHD £7,
* Kernel-based Virtual Machine (KVM) ZfER T 3FEIE. KVMT7 TV 45— 3 > OBAS K MERRER
HURETY,
° Se;i_aI-Over-LAN (SOL) %#EAT3HEIE. IPMISOL AV —=ILT7 U5 —2 3 > OFERZRERINE
T9,
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REUT7ILEZ—2F)
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2. VGA OV — I zfERAT3HEIE. ROFIEZETLET,
a. VGAXIGEZRE T 54 7V AEED VGA K— MIEFKL £,
b. EZRIZRRINZI—RZHEELET,

3. BMC KVM Z AT 35 &1d. ROFIEZERTLE T,
a. BMC B8R — MC#ESL. BMC D Web 1 > Z—J x4 RCOJ1>LET,
b. T* E—Fra>rO—JL*] Z&ERLET,
C. KVM %&£ 9,
d REE-ZZOI—REREELET,

4 D) TIR—bimEREFEALTVWEEEIE. ROFIEZERTLET,
a 77547 AEED DB-9 ¥ 7 ILR— ML ET,
b. FREZMHERALET 115200 8-N-1,
C. JUTZINEZ—IFILICHREINTWA O—RZHEERLET,
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ipmitool -I lanplus -H 10.224.3.91 -U root -P calvin sol activate

b. (R F7IIEZ—FILOO—REERLFT,
6. OKREZFALT. 7FSAT7YADI—R=ZREAELET,
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EXDBHBRINTUVET,
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ZRLET
—MOT7—FTIFv7ORIIIMERATEEEA

PCIUY—XDEIDETIS—; UY—XRET
ER

LA —F4TF> 3> ROM ADAR—ZBH D FE
Iy

AV = ILEATNAZIRROMD FEA
AV —ILAATNA ZIADBREDOHID FEA
INZAT— RDEHNTY

J—rA7>a>oO—RIS5— (Loadlmage H'
IZ—%ZRLZFLT)

T—rFFoa>hRELELL (Startimage 1Y
IZ>—%ZRLELE)

72y aDBEMICKBLELE

Dy b 7ORJLVIEEETEEEA

DXE 7x—XDBMC L7 TR MIKBLELE
MRC : ERR_NO_MEMORY

MRC : ERR LT _LOCK

MRC : ERR_DDR_INIT

MRC : ERR_MEM_TEST

MRC : ERR_VENDER_Specific

MRC . ERR_DIMM_COMPAT

MRC : ERR_MRC_compatibility

MRC : ERR_MRC_STRUCT
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d—F ZRLET

0xFO MRC : ERR_SET_VDD

0xf1 MRC : ERR_IOT_MEM_BUFFER
OxF2 MRC : ERR_RC_INTERNAL
OxF3 MRC : ERR_INVALL_REG_ACCESS
OxF4 MRC : ERR_SET_MC_Freq
0xf5 MRC : ERR_READ_MC_Freq
0x70 MRC : ERR_DIMM_CHANNEL
0x74 MRC : ERR BISTFxT w7
OxF6 MRC : ERR_SMBus

OxF7 MRC : ERR_PCU

0xf8 MRC : ERR_NGN

O0xF9 MRC : ERR interleave_failure

N—=—Ro2x7Dty b7 Y IHNITLIEELDICRRAET

N—=R O T T7EERT—TJIERIS—ICL>2TT7 T4 T7VADT— MNLEIRET L
BH o1 EldE. StorageGRID 7 FS5A TV AA VA M=% FHATEIRCRBZ D
HOFET,

FE
1. 77S5A4AF72ADLED £, BMC ICRRENZT—rI—REIS—I—RERERLET,
2. M OFRICHR— FHDRBAIZBEIE. T2 R—MIBEBLEHDELLETL

BEIEEHR
"TISATVAOT — hROI— R ZHEERT 3"

TTIATVADIS—O— RORER"
EHGOREDO NS TN a—FTa>T
StorageGRID 7 754 7V ADA > X b —LEICESGOBRENRE LG EIE. UATIC
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CE I AXARZ RIS SBENHD T,
TISATYRAEHTEZLA

Y—EXT7TFSAT7 2 RERTEIRVESIF. Xy bT—JBE DB 2H. T/l
— RO 7ORENERICTET LTVLWERWVWABEEEDH D X9,

FE
1L 7ISATYADIPT RLAEFEALTT 7547 > RIpingE¥ELE T, +ping

services appliance IP
2. ping BS5DIGENBEVZEIF. ELWIP 7RLZZEALTVWSZCEREELE T,

gy kxry bT—=0, BERY NT—=0, EBISATV XY NT—=OTDT7TSATVADIP
TRLRAZERATEET,

B IP7RLAMVELWESIFZ. 7TSATRADT—TILIES. QSFP 7zl SFP FS > — /N, LU
*‘/ fO—oDtEy b7y TEESRELED,

COFIETHEE HERLBEVIZERIE. TI7ZAILYR-MIBELWEHOELZE L,

4. ping BERINL 7B EIE. Web 7505 ZHAET £,
5. StorageGRID 7 5147 VXA YA M—=SDURLE LT T+) ZANDLET
https://appliances controller IP:8443

R—=LR—=IPRREINET,

StorageGRID 7 S A 7V RA VA = DRTHRICH—ERT IS4 T7 VR %) T —
)

StorageGRID 7 7S A7V AA VA —=ZDRTHIC. Y—ERXT7FSAT7AD) T
— FORMBIZRBBEDHDEFT, LI, 1A M—ILDBEKBLIEBEIFT—ER
TTZ2ATAD) T— bDBRBIZHRZZEHHD XTI,

CDRATICDWT

COFIE IF. H—ERT7TSA4T7 AT StorageGRID 7 FS5A TV AA VA M=SHERITINTVWBRIHEEIC

DHBRAINET, TVXM—=ILHTET TS E. StorageGRID 7 TSA 7V RA VA M—=FhMERTE 4L

BAH. COFIEIFHKELESEDXT,

FIE

1. StorageGRID 7 7S A7V R + A VXA M—=5DX=Za— - /)N\—H'5. [Advanced>*Reboot Controller*] %
2w LET,
Reboot Controller R—JHRRINE T,

2. StorageGRID 7 7547 >R + 1 > XA —FT. [Advanced>*Reboot Controller] ZZ 1) w2 L. ZXDWL
ITNHDA TS 3 >ZERLE T,

° Reboot into StorageGRID * Z3#RL. /—FzZzJ Uy RICEEMNLTIO>Y cO—Z%Z)7—rL X
To AVTFHFVRAE—RTHEEZRET L. /—RZEBBEICRIERITTTVIFEIE. DA

87



ToarvEERLE Y,

C XVTFIURE—REMHIFLI-FEFOMO—-5%) J—+93ICIE. * Reboot into Maintenance
Mode * ZFEIRL £9, COF T a>vid. Uy RICEENMT %81IC/—RTEMDX YT+ >R
BERTIINELNHIERIERLE
ER

NetApp® StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardwars - Monitor Instaliation Advancad -

RAID Mode
Reboot Controller Upagrade Firmware
Fequest a controller reboot. l Reboot Controller ]

[ Rebool inlo SlorageRID ] | Reboot inlo Maintenance Mode: |

Y—EXTTISAT7IANIT—rENET,

TVIZGATVADRAYTFHUR

TISATVADA Y TF I REEDREBIZRDZ e HDFEFT, COEI> 3 VDF
El&. 7547 > RXAH StorageGRID S AT LICT— D x4/ —RERIFEE/ —R
ELTITICBATNTWS e ZHIIRELTUVET,

FIE

T ISATIVRAERAYTF Y RAE—RICLET"
* "> bO—FHBLEDDA > A T DYIDER"
"I hAO—ZDT—FEE—ADEE"
"H—ERT TS TV ADHR"
C"H—ERXTTSAT Y ADEREBND?
c"W—ERTTISATVADT 7 D"
"W —ERTTISATVADR T A T DIIH"
C"W—ERTTISATIVAD) VIREDEE"
*'"MTURREZZEL X9

* "DNSH—NOHREZMBL TLET"

"XV FFYRE—RTO/ — REESIEDER"

t
%

TVISAT 2V RZA T F U RE—RICLET
BEDXAYTFHYAFEZRITTBRIIC. PITSATVRAZXYTFHFIVAE—RIZTS



HENBHD XT,

WERHD
* Grid ManageriCI3HR—FENTWBR T IO HZFERELTHA V1V TIREDRHD £,
* Maintenance % 7:(d Root Access #ERDHNE T, FHMICDULTIE. StorageGRID ODEEFIEZESRL
TLETL,

CDRRAIICDWT
StorageGRID 7 7S A V7V REXVTFVAE—RICTBRE. PTISATVRICVE—RT7IVERTELL
RBEZEDHDET,

@ R E— F@StorageGRlE) ?’7547"/2@/\"2'7— REKVRZRb « F—lF. 75047
AHBEHL TV ELRLEE T,
Flig
1. Grid Managerh* 5* Nodes *%3#iIRL £,
2. Nodes R—J DY) —Ea—T. 7TFATFYAA ML=/ —RZHEIRLE T,
B[RRI &EBRLET,

Cwverview Hardware Metwork Storage Objects ILM Events Tasks
Reboot
Shuts down and restarts the node. Reboot

Maintenance Mode

Places the appliance’s compute controller enance Mode
into maintenance mode.

4. [* Maintenance Mode]*ZER L £ 9

BROAAT7OJRY I ADRRINE T,
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A Enter Maintenance Mode on SGA-106-15

You must place the appliance’s compute controller into maintenance mode to perform certain
maintenance procedures on the appliance.

Attention: All StorageGRID semnvices on this node will be shut down. Wait a few minutes for the
node to reboot into maintenance mode.

If vou are ready to start, enter the provisioning passphrase and click OK.

Provisioning Passphrase

S. 7AEYI=ZVINRATL—=XZANL. T*OK1 ZFRLET,

EHRFTN——ED X vt— ( TRequest Sent ] . T Stopping StorageGRID | . [ Rebaling 1 %
E) 13 PFTISATURABAYTFHF U ZE—RICBITIBODOFIEZTETLTVWE L ZzRLTVWE
ED

Owendiew Hardware Metwork Storage Objects LM Evenis Tasks

Reboot

Shuts down and restaris the node.

Maintenance Mode

Attention: Your request has been sent, but the appliance might take 10-15 minutes to enter
maintenance mode. Do not perform maintenance procedures until this tab indicates
maintenance mode is ready, or data could become comupted.

. Reguest Sent

TITZAT VAR TFH U AE—RIZIE>TWRERIE. StorageGRID 7 7 ZA 7Y AA YA =7
ANDTIVERIFERATES URLDBHERA Yy E—JICRREINE T,
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Overview Hardware Metwork Storage Objects ILM Evenits Tasks

Reboot

Shuts down and restarts the node.

Maintenance Mode

This node is currently in maintenance mode. Navigate to one of the URLs listed below and
perform any necessary maintenance procedures.

hitps fH172.16.2.106:8443
hitps 10.224 2 106:8443
hitps 47T 47 2 106:8443
hittps A1169.254.0.1:8443

When you are done with any required maintenance procedures, you must exit maintenance
mode by clicking Reboot Controller from the StorageGRID Appliance Installer

. StorageGRID 7 7 5A 7V RA VA M—=ZIZ7 V2 RXT3ICIE. RRSINTEVWITNHAD URLICTIER
LET,

AlEETHNUE. TTSATURADEERY FT—UR—bDIPT7RLRAZEE URL ZERLEFT,

@ ADT XX https://169.254.0.1:8443 O—HILEER— MCEEERTINEN
HHFERJ,

. StorageGRID 7 75 A TV AA VAR —=FT. PTSATVABPAYTF UV RAE-RIZBH>TWVWE L%
BERLE Y,

A This nodeis in maintenance mode. Perform any reguired maintenance pracedures. If you want to exit maintenance mode
manually to resume normal operation, go to Advanced = Reboot Controller to reboot the cantroller,

WMBBAYTF U RAIR I ERTLET,

ATV RAEEDNRT LIS XVTFUVRAE—RZRTLTGEED ./ —ROERZBRAL X
9, StorageGRID 7 547> R + 41X M—FH5. Advanced>* Reboot Controller* %z &R L .
Reboot into StorageGRID * %3&RL £ 9,
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NetApp” StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Menitor Instaliation Advanced -

RAID Mode
Reboot Controller Upgrade Firmware
Feguest a controller reboot. [ Reboot Controller I

Rebool info SlorageGRID Reboot inlo Mainlenance Mode |

TIZATAN) T LTIV Y RICBBMT 3 ETICRRK 20 9DD2 ehHDEFT, VIT—hF
PET L. /—RFHRBUIT VY RIZBMLI:C c 289 %ICidE. Grid Manager ICRD £9, [/ —R*

(Nodes *) 12 7ICIF. BEDAT—RADNKRRINET o 7T TBT 53— %<0 /—RHY
Jw RICEFRSINTWEA L ZRT. PTS3A4T7 VR —RDFE,

NetApp® StorageGRID® Help ~ | Root~ | Sign Out

Dashboard W Alerts - m Tenants ILM ~ Configuration - Maintenance - Support -

StorageGRID Deployment StorageGRID Deployment

~ Data Center 1
« |DC1-ADM1
«'|DC1-ARC1
«|DC1-G1
+|DC1-51 Network Traffic @
»|DC1-52
»|DC1-53

Netwaork Storage Objects ILMm Load Balancer

1 hour 1day 1week 1 month Custom

6.0 Mbps

O FO—SHBBILEDO A > AT DYIDEZ
OV MO—Z08EEEEICHDIBEEDHR LED &, T—FEE—TT7 147X
EHEETIDICHIILET,

WMERHD
HATZAFO—SDBMCIP 7 RLADRBRETT,

FIE

1.3 hO—-5DBMC A Y R—T A RCTIERALET,

2. T*H—N—F5 1 ZBRLET,

3. Ty ZFRL. *7U2a>vORT*1 ZBRLEY,
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Server Identify

HER
SBOHA LED IZ. O rO—Z0r1@E (K) &\ (K) ICmTLES,

() I¥FE-TRAEASEOMT SATLEHE, MEORE LED HRR I LI EABD &
¥,

TTH
O> bO—S3A) LED ZEIT 93l ROFIEERITLET,

s A bO—ZOEE/NRILICH DA LED X1 v F =L XTI,

* A hO—Z5DBMC 12 —7 x4 XH5. *Serveridentify * 3R L. *off * Z#EIRL T, *
Perform Action * Z3&RL £ 9,

O bO—-Z0FECEROTEDHR LED AVET L £,
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BEEE IR
"A>hO—SOTF =2t RX—ADEE"

"BMCA A —T A ANDT7I1R"
> hO—S057—42t 22—~ ADEE

N=—RIOTT7DAYTFIVART Y TIL—REZETTETELSIC. A hO—-5%4%
ELET,

VELZHD
CXAVTFUANBERIY FO-FZR/ELTETE Y,

(FF>ay) T—RE2—HNOOY FO—SDUEEZHRT ZICIE. BSEBOMEALED Z4 ICLF
ER

"2 +O—SFWAILEDD A > & F T DYIDEZR"

FI&
1. F=REVE—TAYTF AU EBEAIY FO-FERELFT,

o A hMO—ZDRIEFIFEED LED AAEFBICEIT L TWA e =ERLET,

AIE DA LED (332 FO—SORENEILOEHEICHD . REILFEOMFFSNTVEHESH %
DI BDONEERIZEN DD £,
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cBIAVMO—SORHEICH BRI T, —HITBN-VESZHERLETT,

2. 32 rO-Z0REREILHLGEDFIFSNTVWRGEIR. BIEARIILOOY FO=ILeA I Jr—2I1C7
I RGTBEHDICMODAL FT,

3. AP gy AV MO—SDBRAEHRTI-HICERLIBESIX. SBOHA LED ZHEITL T,
o AV MO—ZDRIE/NRILICH D5A LED X1 v FEHLEX T,
e AV FO—5OBMC A YA —TJ A XAEFEALET,

"> bO—SHIILEDOA e A TDYIOEZ"

Y—EXT7TFSA47 > ADRH

77T ANEYNCEE L BVWEEPESHNEELLEHEIE. KEIVEERS
EHHBD T

VEZHD
RGBT TSAT VRALRALN-VESDRIEAT T A7 v AZABRLTEETET,
TISATVRERTBET—TINZHRNTBODINILZHELTEEET,

T—REVR—ATHT BT T 7A4T7 2 ADMEBENBIBFREHREL TEETE I, Z8BLTIRTL”
> bhO-507 =Rt 2 —ADEE"

CTISATYRADAYTF Y RE— ROBBENE LT 2BRLTKREW' 7T STV REAYT
FYRE-RIZLET

CDRRZIIDOVT
77547 ADKAIL. StorageGRID / — RICV IV EATERLBD XY, 7TSA TV ZANEELT
W3REIE. COFIE ORIFKICEEDH AT vy IV ERITTEET,

StorageGRID V7 bz 7ZA VA M—ILEBHINCT T3AT7 VR 2RBT 2. COFIED
SET% 9 <IC StorageGRID 7 XA TV AA VAR =ZICT7 7 ATERVGEDRHD £7,
TIZATREBLY TRy b EOMDERZ bHS StorageGRID 7 FZA TV AA VA h—
()  SE7ot2FBCLRTEETH. MOV TRy FEORR FHBIRT I LR TE £t A
CDREEIF 15 PURIC GTDOT TZA TV RAOWTNHADARP F vy aI> bUHERA L
7OMLIEEST) BNICBESNE S, HZH5WVE. dVWARPFvyyaT Y M) ZO—A
WIL—BREET— bz ADSFHTN—TUFT UL, TSICCDRREZEETEXY,
=2}
1. TTISATVREAYTF Y RE—RICLIEES. 77547 R vy y OV LET,
a gy R/—RicOg1>LEd,
LROOY>Y RFZANLET, ssh admin@grid node IP
i ([CERESINTWEBNRT—RZASILET Passwords.txt 771 Lo
iii. DAYV REASIL TrooticIDEZX 9, su -

V. [CRBEINTVWBNRAT—REASILZXT Passwords.txt 771 Lo

root& LTAJA>3E. FAYT B SEDLDET $ 8T 1 4o
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b.

TT5AT7 A% vy b LET, + shutdown -h now

2. FTSATUADERNA TICHB>TVWB e 2R T 3ICIF. ROWTNHDEEZFERLEY,

o

o

770 17 O)HUEL&_%% /ﬁ LED b\/ﬁ)\]—b—t\/\éo
BMC 1 >R —7 4 ADERHNER—JIC. PTZAT VAT 7B ->TWBRZEHRENE T,

3. T ATV RITEFHEINTLS StorageGRID v k7 —2H DHCP H—N%ZFEB L TLW3IHEEIE.
DNS/ %Yy hI—UBELVIP7RLRADEBEXZEFHFLE T,

a.

b.

T75A4T7AFED MAC 7 RLASRILERERL. BEXY cT7—2R—FDMAC 7KL X &4
ELEI,

C) MAC 7 R L ZSAJLICIE. BMC BIA— D MAC 7 KL AR I TLE T,

BERXY FT—JR—bDMAC 7 RLZAZRET BICIE. INILICEE SN 16 ERIC*2* ZiB
MIBIBERBD FT, fc& I FNILICEE#HINTULS MAC 7 RL ZDOEKEND * 09 * DIHFE
BIER—FDMAC 7RLADKEIF*B* @D ET, INILICEH TN/ MAC 7R bZ@EE)%?J‘\
* (y) FF* D&, BER—FDOMAC 7RLRDKREIE* (y+1) 01* b Fxd, CO5FE%E
fABICTTSICIE. Windows T Calculator ZBIE. Programmer £— FIZERE L T Hex Z3ER L.
MAC 7 RLXZAZILTH 5. +2= L AN L,i@“o

ONLTETTZATVADDNS/ Xy bT—0ELUIP 7 RLRZRERT 7547 > XD MAC
TRLREEEMTBZES. Ry b T—JBEEICKEL X,

RPRT 7oA T RCBRERATZHIIC. TDT TZATVADIRTDIP 7R
LADNEH SN EBRITIBELNDHDET, 25LBVE. TTSATVADT

@ — FRHCFHTLWDHCP IP 7 RL ZH B E N T, StorageGRID ICHIEH{TIRAD
CEhHBDET, COFIETIE. FTZAT7VRERINTVEZITARTOD
StorageGRID %y b7 — U ZRIBE HEHRLE T,

@ DT TZAT AN IP 7 FLRZEALTWIZEIE BOALIETTS1T7 VR
DIPTRLZADVEBNICHLWT IS4 TV IATHERAINE T,

4 7ISAT U RZEBRODALTRHBLE T,
a 7—=JINIININZMIF 7=y bT—=O IV —NZROALET,
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d.
e.

f.

C) INT A —IVADEBETZHSCTZDHIC. T—TIL'ZRL>7=D. IADBHIFID. IFTALE
D, B&DIFT=DLAEVWTLLIEETW

- BENRELLETTISATURZFvERY FERIETIVIHDSEDALETT,

TEEE 28, AT 7Y 88, BLUSSD2 BEBERRE LT TS5 TV INSBAT TS
AT RIBLET,

CNBEDAVER—2RY FORBEFIBICRE->TL IV,

RBHT7 T4 T7 A% vEXRy FERIZTYIICERELE T,
F—TILER RSO —NERHLTLETL
TISATURADEREAN. P7TSATUADLED £ 7 — FEOI—RZERLET,



BMC 1 > &2 —J x4 XA%ZFEALT. 7—brROXT—2RAZER/LET,
3. 7S ZA4 7R/ — RH Grid Manager ICRREIN. 77— FHARRINTVWABVWC EZHERELET,

RE:EIBR
"FYERY MFERIETSYIANDTTSA T ADEFE (SG100E L SG1000) "

"SG100E K USG10007 FZA TV ADRAT—RRAA VP —RDRTR"

"TISATUAOT — RO I— Rz T 3"
Y—EXT7 T SA47 2 ADEFEEDH

Y—ERXRT7TSAT7 VR TREZHERT D IOICERREED 2 2HD X, LT
NHODERREICEENRELIHZSIE. 7TSAT7 2V ADERORIEZHITFT S
BHIC. TEBRITRIBRTDBEDNHD T,

BELHD
C RAERREZRBLTEETET,
TRV —DEREREERMRETET TS T ADYIENIGF AL TEETF T,

"AYhO—SOTFT =2t RX—ADEE"

*HI1DODEREENEHIN. BELTLB I ZHRBLTHETET,

CDRAZIZDWVWT

@ SG1000 DEFEBEIZFEL T,

FIE
1. BREBEHNSBRI-RFEZRTET,
2. AL\ RILEHB EITE Y,
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RAEREEZY v —VICATA REETHRALET,

AZy b ZXASARESETHRATRESE. FEOSYFHEAICH D C c2RL T LS L,



S. ALNYRILETICHL T, EREEZEBEEL X,
6. ERI—REEREBICESL. BEBOLED PRI T3 I xHELET,
H—ERXRTISATVADT 7 DKM

Y—EXT7TSAT72RICIE. 8 DDAHMT7oHHOET. WIhHhDT 7 TESE
NRELIGRIE. 7TS5AT7 2 ADGNMHEYICITONS L SIS, TEBRITRELXK
B 2MENDD XTI,

VEZHD
C BT 7R LTEEET,
CTREVE—DTFUETIRT BT TSA T ADYPIENRIGFhEERL TE T E T,

"AMO—-SOT =Rt A —ADEE"

DT FUHNMDMITSN. BELTVWB 2L THEFXT,
CTITSATUVADAYTFHYRAE—FHEBRENE LT

"PISATVREAXA T FHFVAE—RICLET"

CDRRVIZDOWVWT
T77ORRNG. TTSAT VR —RICTIERATERLBDET,

ROEF. T—ERTTSATVRADT 722 RLTVWET, PTSAT7VAOEHAN—-ZWMONATE. &

MI77onHDET,

C) 2DDEREEBEICHENTNT 7 UHBHINTVE T, CNSDT 7 VIECOFIR ICIFEF
NTLEE A
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FIE
1. TISATIVRZXYTFYRE—RIZLIEB. PTIAT7 VR 2wy UV LET,
a gy k/—FiZOJA>LET,
LROOARYRZANILEF T, ssh admin@grid node IP
i. (CEEEINTWVWBNZRT—RZANILEY Passwords.txt 771 Lo
iii. xDAY>Y REASILTrootiCIDEZ £9, su -
V. ICEEEINTWVWENZAT—REANILET Passwords.txt 771 Lo

root LTOTA >33, 7OAVTEHBDEEDLDET T 1 4

b. Y—ERXRTISAT7 A% vy b4 T L%T, +shutdown -h now
2. mOWINDDOAEEFERALT. Y—ERT7TSA 7V ADERENA TR > TVWBR I ERERELE T,
°c FTSAT Y ADEIEICH ZEIR LED hSEIT L TW 3,
°BMC A >R —T7 x4 ADBJRFIEHR—TIC. PTTZAT VAT TICHBE>TWVWBZEDREINET,
B EBAN—DZvFZRHEETT. PTZATVIANSAN—ZEROALET,
4 BENRELTWE 77V ERELET,
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S BENMRELLT7 7y v—DSMODELEY,

6. KBAT 7V ES Y —SDA—T VRO MCRAT1 REETHALE Y.

T7oDimEAA REVICEDEX T, EVIFEEOHTHATWLWET,

8. LEAN—%2T7 FSATYRICRL. ZvFERLTFTAN-ZREDOUEICEEL £,
9. 7747V ADERFREAN. AV FO—FDLED £ 7—rROI—RZERLF T,

BMC 7 >&—J x4 X%ZFALT. 7—rROXT—2XZEHLET,
10. 77547 >R/ —RH Grid Manager ICRIEN. 77— bARREINTVWARWI EZREELF T,
H—EXT7TISATVADR A T DR
H—EXT7FSA4T7 > RAD SSD IZIX StorageGRID AXRL —F7 1 VI AT LDEEN
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TWEY, Floo P74 T7VRDEEB/ —RELTERESTNTWBIHBEIE. SSD I
IFBEEOT. B8R T—ER-XT=TJILHRMEINTVET, TREZEERT 7D
I« RS TIERAID1 ZFERALTIS—U I EVWITNHD RS T TEEHLNREL
o5 B, TEBRITEAXKRBELTREMZERITIVELRAHD X7,

HERLHD

C F—REVA—DRSATERRT BT TS T Y ADYERN RIS ERRAL TE T £,

"AYMO—SOTF—R2E A —ADEE"

CCDRSATTERENRELEDEHRETZ7HIC. ERD LED AEBETHRHRL TWA e xHERLE
L7

C) BERORSATZMONTE. PTSAT VR —FMELELE T, RT—RXA VYD
T—RORTICEATSBEHREERL T BEZERL TSV,

AR ATEAFLET,
* BY)R ESD REZHELTHETET,

FIE
1. FSATDELED P&EBICRBLTVWB CEZRBLE T,

F7c. Grid Manager Z{EFH L TSSD DAT—RXRAZERTEZICHTEFEXT, [/ —F (Nodes) |z&E
IRLZIC. #3FRL £ Appliance Node >*/\— R T 7* RS T TEENRET S L. Storage
RAID Mode 7« —JLRIC. BENRELIERSATICET I IX v E—UDHRRINE T,

2 ESDURMNYRDR Ty TDIHZEFEICESMHIT. BEIOREEHST=OHICT ) W TDiHE XZ)L
T_ZLCEEEL/i-a_o

3. HARSATZEEHL. 7FSATVRADELD, BESHLENBZEL - FESHIBRICET £,
WEBMIEITRTRELTEVWTLEETL,

4 BENRELLERSATOV I —IRRZVZHLET,

I, Press the
redease button

N Attertlion: Ensvine
that the ey handie
is fulty open before
you altempl to slide
li. Piace the drive.on a L drive oul

static-free, level surface.
RSATDONY RILDSEFRETHE. R0 7H 20y bHSANET,

S NYFILZERE. RIATZ5|IEHL T, BHEIHLENBZIELIcFESBIBFAICEET F Y,
6. MARSA T2 RIATROY MIEATBHEIC. FSATDIVU—RRZUZRLET,

SYFHHREET,
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ii. Cloze the drive tray handle

Note: Do not use gxcessive force
while clasing the handla.

1 XBARSATZ20Y MIBAL. RZATONYRILZEHALE T,
(D) AYRLEBUBBICHAEANTERLESISERL T LS,

RSAITHELIBATND . AFVEWVLWSEDLLET,
RS TE BFFDORSATDOIS—7—R2%2FEBLTEFNICVEILRENET, JUY RIYXR—T
vEERALT. BBEODRAT—XAEHERETEXT, [/—F (Nodes) 1ZZEIRLXIC, Z&IRL T
Appliance Node >*/\— R T 7% Storage RAID Mode 7« —JL RIZIE. RS IHRLICEEEIQ
2% T lrebuilding ] CWS XytE—IHRREINET,

8 RIATDRIRUIDOWVWTIE. TIZAILTR—FIEBBULEHLE LI,

BEENAFEELERSA TORNDFEIBICOVTIE. TIZAILYR—=KMIEBVEHDELLETL,

HYH—EXT7TISAT7VRAD) VIR EDEE
Y—ERXRT7ISATOADA =Ry M) IOBREXZEBEITBZIENTEXT, R—Fb
x5,
NERHD
CTTSZATVREAYTFHFYAE—RICTRIHRENHD £, StorageGRID 7 FZA TV AZ XV TF Y
AE—RIZTRE. PTSATVRICVE—RT7ICRTERLL BB DB ET,
"PITISATIOREZA YT FRAE—RICLET"

CDRRATICDOWVWT
Y—ERXRT7TSATUVADA =Ry IV IREEZREETBF T3 VIliE. ROBLDHHD FT,

*R—brAR>Ta4VJE—F*% TFixed ] h5 T Aggregate | F7=id § Aggregate ] h'5 T Fixed J ICE
BLET

* Xy NT—URYT 1 VT E—R * %Z Active-Backup 5 LACP |Z. F7zld LACP h'5 Active-Backup |
7R
xE

* VLAN 27 =B E1IFEMICTBD. VLAN ZTDEZZEEL XY
VIO REEEET D

FIE

103



104

. StorageGRID 7 754 7>V X1A4 > X —FH5. Configure Networking>*Link Configuration* % 3&#R L

EJCR
NetApp® StorageGRID® Appliance Installer

Home Conﬂgure NET.WG”(iI'IQ - CDﬂﬂgU[E Hardware - iMonitor Installation Advanced -
Link Configuration

Home IP Configuration
Femap Ports
Ping Test i i ) )

O Th o Review the settings below, and then click Start Installation.

Port Connectivity Test (nmap)

NV UREICHBREEZMA LI,

72 aYOFEMIOVTIE. TRy bT—=JUYIDHRE] 2BRLTLLET L,

OERICEED R IINL. CRECZIVYILET,

BEHRLTWERY b= XRV VI ZEET B . ERPRONSAREEDH D F

(D o 1PURICBERINBZWVESIE. 7747 RAUTEIDETONTVLWAMMDIPT KL
ADWIFNH & ER L TStorageGRID 7 7547V RAA VA M—FDURLZBANILET
. +https://services_appliance IP:8443

TISATVADIP 7 RLRIIH L THREBEREEZITVWE T,

VLAN S&REZZEBE LGS 7TSA T AOY TRy hHZEBESN TV BAREMAHD T, 775
1T 2VADIPTY FLRAZEE T BHENHZHEIF. IPTRLADREFIBICEWVE T,

"StorageGRID IP7 RL ZZ®ELTWLWE "

XZa—D5[RY FT—TDHFE *>*Ping TA L ZEIRLZF T,

TISAT Y ADERERICIT o) VIVREDEBILE > THEEZITAREDH 2Ry b T—0 LD
IP7RLXRICHLT. PingTestV—ILEFEARAL TEGERRALET,

RETHTZARVEE/ —FDJT VYRR RT—=JIPT7RLRE, 1 DULEOMHD/ —FDT )y
RRY RT—=JIPT7RLRICDWVWT, ping BNBZC EZEELE T, BEICIBLT. Ry hT=o Y
JDOREFIRICR > TRIEZEELET,

)Y OREDODEENEELREEL TWEA ez L5, /—FZEUT—rLZET, StorageGRID 7
TS5AT7VR 42X M—=5D5. Advanced>*Reboot Controller* &R L. "ROWSFNH DA S 3
VEEIRLE T,

° Reboot into StorageGRID * Z#IRL. /—FZJ Uy RIZBEMLTCO>Y O—Z%Z)J—rLZF
To AVTFYVRE—RTHEEEZETRT L. /—RZEBEHEICRIEMB TETTLBHRIE. COF
ToaraEBERLET,

c XVTFIVRE—REHIFZLI-EFEFOMO—F5% 1) T — 9 3ICIE. * Reboot into Maintenance
Mode * ZiEBIRL X J, COATavid. Uy RICEEBMYTZHIIC/ — RTEBMDX>TF+ >0
BARTIINELNHIESIERLE



EX

NetApp" StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Monitor Instaliation Advancad -

RAID Mode
Reboot Controller Uparade Firmware
Feqguest a controller reboot. [ Reboot Controller l

Rebool inlo SlorageGRID Reboot nlo Mainlenance Mode |

TIZ2AT7ZAN)T—=rLTHIVY RICBEMTZEXTICRK 209D BehHBDET, VT—

M7 L. /—RHBBUI Uy RIZBMLIEC C =R T 511, Grid Manager ICRD £9, [/
—R* (Nodes *) |2 7IlId. BEDRT—EABRREINET o 7IT1TRBRTS— DAL, /
— Ry RICEREINTVWBR ZRT. 7 TSAT7 R/ —RDGE

Net;ﬁ\pp'll StorageGRIDa Help ~ | Root ~ | Sign Out

Dashboard o Alerts - m Tenants ILM ~ Configuration « Maintenance ~ Support ~

A StorageGRID Daployment StorageGRID Deployment

# Data Center 1
«'|DC1-ADM1
«|DC1-ARCH
«|DC1-G1

Netwaork Storage Objects ILMm Load Balancer

1 hour 1 day 1 week 1 month Custom

«|0C1-51 Network Traffic @
«|DC1-52

«|DC1-53

6.0 Mbps

MTUREZZEL XS

TVISATVR/—FDIPT7RLRAZRETSESICEIDETIEMTU REZEETSE
=

WBEBRHD
TISATVADRAYTFH Y RAE—RPEBINF LT
"TISATUREA YT RE—RICLET"

FIE

1. StorageGRID 7 754 7> XA XA —Sh5. Configure Networking>*IP Configuration* % 3R L £
ED

2. )y RRy hI—0, BEBRYNI—U, BLVITAT7O bRy ET—00O MTU REICHEREE
EMRAET,
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Grid Network

The Grid Metwork is used for all internal StorageGRID traffic. The Grid Metwark provides connectivity
between all nodes in the grid, across all sites and subnets. All hosts on the Grid Network must be able to
talk to all ather hosts. The Gnd Metwork can consist of multiple subnets. Metworks containing critical grid
senices, such as NTP, can also be added as Gnd subnets

P ® Static (O BHCP
Assignment
|Pvd Address 17216.3.72/21
(CIDR)
Gateway 1721601

A All required Grid Network subnets must also be defined in the Grid Metwork Subnet List on the
Primary Admin Node before starting installation

Subnets 172.18.0.0/21 ®
(CIDR)
172.18.0.0/21 x
192 168 .0.0/21 + X
MTU 1500 kB

Xy hT—=0D MTU fEld. /= RFHMERENTVSE Ry FR—- MIRESNTWVWSIEL
() RLTHEBEABNET, £5LBUE. Ry bT—2 /KT -T2 AORER/Y v
MEEDRET BTN B D £ 7,

IYRT—=ODNT =XV RAERARICEDBICIE. IRTD/—RDT Iy RRy ~
D=4V R2—T 214 XATMTUBENIZIZRLCICHRD L SICKRETIHNELHD £9, AL

@ D/—RDTIVYRRY FT—=0D MTU REICKITHEVDH B5E1E. * Grid Network
MTU mismatch* 75— rDN U H—3NXT, MTUEIZIARTDRY 8T —0RA4TT
BLTHZIHNEITHD £ A

3. REICHEIBITNUE. T*RE*1 ZFRLZF T,
4 /—KR%E)T—rLZFJ, StorageGRID 7 FSAT7 VX« 1> XA —SH5. Advanced>*Reboot
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Controller* &R L. XOWITNHA DA T a = BERLET,

° Reboot into StorageGRID * Z3#RL. /—FzZzJ Uy RICEEMNLTIO>Y cO—ZZ)7—ML X
To AVTFHFVRAE—RTHEEZRET L. /—RZEBBEICRIERITTTVBRFEIE. C0F
ToavEBERLED,

C XVTFIURE—REMHIFLI-FEFOMO—-5%) J—+93ICIE. * Reboot into Maintenance
Mode * ZFEIRL £, COAF T a>vid. Uy RICEENMT 281IC/—RTEMDX YT+ >R
BERITIIVELNHIERIERLE
ER

NetApp® StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardwars - Monitor Instaliation Advancad -

RAID Mode

Reboot Controller Upgrade Firmware

Fequest a controller reboot. [ Reboot Controller j

[ Rebool inlo SlorageRID ] Reboot inlo Maintenance Mode: |

TIZAT AN T LTI VY RICBBMTEZETICRK20 90D 2ehHbFEd, UT—
AT L. /—RHABUOITU Y RIZBMLIEC C 2R T 5I2IE. Grid Manager ICRD £9, [/
—F* (Nodes*) 12 7ICId. BEDRT—EANRREINET o 7IOT1TBRTZ— DAL,/
—RHATV Y RIZERINTWE L ERY. 7TS5A4T7 YR/ —RDEE

NetApp® StorageGRID® Help ~ | Root ~ | Sign Out

Dashboard " Alerts ~ Tenants ILM ~ Configuration « Maintenance ~ Support ~

A StorageGRID Deployment StorageGRID Deployment

# Data Center 1
' |DC1-ADMA1
' |DC1-ARC1
«|DC1-G1
»|DC1-51
»|DC1-52
' |DC1-53

Network Storage Objects ILM Load Balancer

1 hour 1 day 1 week 1 month Custom

Network Traffic @

6.0 Mbps

REEER
"StorageGRID DEE"

DNSH—/\DREZHR L TWVWET

DT TSATVR/)—RTHEFATNTWS R ALY R—L2 X T L (DNS) H
—NZzHERL. —RNICEEITBZENTEET,

BELHD
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TISATVADAYTFH U AE—RPFBINE LT,
"PISIATVREAYTF I AE—RICLET"
CDERATICDOVT

KMS D7RZX RAIEIP 7 RLATIEBL RAAMVHELTEESNTWVWS O, BBRILSINET IS4 T7 VR
DE—FIEH—/\ (KMS) FLIEKMS 75X RICEHRTETHVESRIE. DNS U —N\REDEENREIC
BRBEBZEDHDET, 7TS5AT7>ADDNS REICMRATEEEIF—RNABHDTHD., XoT7FVXE—FR
ZRTITBHIEERONET, CNHSDEEZKAFGHICITDICIE. Grid ManagerCONSTH—NZEIELFT (*
Maintenance > Network > DNS Servers *)

* DNS BRED—BEMBREENNREICHDIDIE. RAMRICIP 7RLATIIG L LB R X1 4% EA
LTKMS H—N\HAEBINTWB ./ —REBILT7ISAT7YADHTT,

c J—RBET7TISAT7 R E R XA VA%ZFERALTKMS ICERT 3BaI1IE. Uy RABICERINT
W3 DNS H—/\D 1 DICEHRTINELRHD FT, CNSDDNSH—/IAD 12D, RALVEEIPT
RLRICEBRLETD,

* J—RHARATUYRDDNS H—NICT IV ERATELRWES. Fd/ — KRBT ISAT7VR/—RH
F75A40DEEIITT )y RLRD DNS REXZELHEEIE. /—RIFKMS ICESRTEEHA. 7
TSAT7 A EORES{LEINTTT—XIE. DNSHEE IMPERATNIDIETESLTETEE A

KMS $#55% [E)%8 3 % DNS RI%E £ #RT 31213, StorageGRID 7 FS5A 7Y RA YA R—5T 1 2MULED
DNS H—ND IP 7RLXEEELET. CO—BHE DNSREICKD. 7T 5172 XUd KMS ICHE#L
T/ —FEODT—2%ZEBETEZIENTEET,

T ziE BERbEIN/ —RBF TS0 EFICT 1)y RD DNS H—N\DEEINHGE. /—FIEL
B DNS 8% £EALTVB 1D, TV ST VIR A TKMS IC7 VX TEACAD F

9. StorageGRID 7 FS5A 7Y RA YA =S THLULWDNS H—N\D IP FRLXEANT B L. KMS &
BiEERLT/ —RFOT—R%ZES{LTEXT,

=2
1. StorageGRID 7 754 7> X1 XA k—5H5. Configure Networking *>*DNS Configuration % iR
LE¥J,
2. 3BELIDNS H—NHAELWVWC e ZzHRL T ZE L,

DNS Servers

A\ Configuration changes made on this page will not be passed to the StorageGRID software after appliance installation.
Servers

Server 1 10.224.223.135 x

Server 2 10.224.223.136 + %

3 MEICIHLT. DNSH—NEZZTELET,
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@ DNS REICN T BEEIF—FNBHDTHD. XUTFUIAE—RZRTIBeRDNE
ERS

4. —B5RY7 DNS REICRED BT, *RF* Z&ERL X7,

J—RiE. COR—JTEEINTWVS DNS H—N\HREZFEAL TKMS ICBERL. /—FLEDT—
HZESTEBLSICLET,

S J—RF—apEsftEInis. /—R%E)TJT—rLET, StorageGRID 7 FSAT7 VR A1 VA =3
H5. Advanced>*Reboot Controller* Z3ER L. XOWITNHADA T a3 >z ERLE T,

° Reboot into StorageGRID * Z3#RL. /—FzZzJ Uy RICEBEMNLTO>Y cO—ZZ)J—rL X
To XTFVRAE—RTHEEERZT L. /—REBEFMEICRIERITITTVIHEIE. Z0F
Toa EERLEY,

CAVTFIURE—REMIFLALEEOOMO—-F% ) T —FFBICIE. * Reboot into Maintenance
Mode * Z#BIRL £J. COATF>arvid. Uy RICEEMT 81lc/—RTEMOX YT+ > R0
i;!i’&%ﬁ@'%%%b“%%i%étci%ﬁbi

NetApp® StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardwars - Monitor Instaliation Advancad -

RAID Mode

Reboot Controller Upgrade Firmware

Reguest a controller reboot.

| | ———

Reboot Controller |

L=

=RV T—=rLTHUy RICBUEBMY S L. Grid Manager IC1) A hENTWB
@ AT LEED DNS H—N\HDMERINET, JUy RICBENMLEHCIE. 7754

FPUADA YT FUVRAE—RDEEFIZ. StorageGRID 7 5147V ALV A —=FT

BESNI—RMADNS Y— N\ 7SS4 7V ATERAINGLABD XY,

TIZAT AN T LTI VY RICBBMNTZETICRK 209D 2 ehHbFEd, UT—
AT L. /—RBBUI VY RIZBMLZ 229 %1C1E. Grid Manager ICED £9, [/
—K* (Nodes *) [ 7ICId. BEDRAT—EADNRKRRENET o 7IOT1 BT T7— DGR/
— KRBTy RICERINTWBRZ EZRT. 7 TSA4T7 R/ —RDGE,
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NetApp& StorageGRIDs Help ~ | Root ~ | Sign Out

Dashboard o Alerts ~ Tenants ILM ~ Configuration « Maintenance ~ Support ~

A StorageGRID Deployment StorageGRID Deployment

# Data Center 1
« | DC1-ADM1
| DC1-ARCH
+|DC1-G1
| DC1-51 Network Traffic @
+|DC1-52
«|DC1-53

Netwaork Storage Objects ILMm Load Balancer

1 hour 1 day 1 week 1 month Custom

6.0 Mbps

ATV RXE—RTO/ — FEES{EDER

AVAN=IRICTTSAT7 RO/ — FESEZEMICLISZSIF. /— FEBES{EOD
RKEPF—EBEY—/N (KMS) OF#LE. 87 TSAT7VRX/—RD/—FiESt
AT—RAZER/TETET,

WBERHD

CAVRANIKICT TISATAD /) — FESEZEBNLTEBEDNBD X, TTSATVRADA
YA B—IIRIC/ —FESEZBMICT B EIETEREA.

CTTIATVRERAYTFHFVRE—RIZBED F LT
"PISATVREA YT AE—RICLEFET"
FIE

1. StorageGRID 7 FS5A 7Y RA YA =3 h56. *N—RITT7ODRE *>* /—FESL* ZBIRLF
ER
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MNode Encryption

MNode encryption allows you to use an external key management server (KMS) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for
the appliance and a KMS is configured for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status

A\ You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed

Enable node encryption 4]

Key Management Server Details

View the status and configuration details for the KMS that manages the encryption key for this appliance. You must use the Grid Manager to make configuration
changes.

KMS display name thales
External key UID 41b0306abcceds1facfcelilb1b4870ae1c1ectbd5e3849d790223766baf3bch7?

Hostnames 10.96.99 164
10.96.99.165

Port 5696

Server certificate >

Client certificate ?

Clear KMS Key
A Do not clear the KMS key if you need to access or preserve any data on this appliance

If you want to reinstall this appliance node {for example, in another grid), you must clear the KMS key. When the KMS key is cleared, all data on this appliance is
deleted.

Clear KMS Key and Delete Data

Node Encryption DR—IZIERD 3 2D a>hH D £,

° Encryption Status ICI&. 7 T54 7YX T/ — RESIEHENHEDIHIDRRIEINET,
 F—EEY—NDFMICIE. TTIAT U XOBSICERTNTUVS KMS (LB T 21EmAIRRE
NET, T—NBLVISAT7Y MNIBZEOEI > a Vv ZEBRAT 2. SIRZEDFME LUV T—X
AZRNANCTETFET,

* HARRYINDEIFRE D EFAR Y. SIFEERMICE T 2BIREICTLd 5121, StorageGRID DEEF
BED KMS ICB8 T 2158 EZEB L TLEEL,

* KMS R X FADEH TFHLAVEENRET ZHEIF. XA VR—LTXTL (DNS) H
—N\DELWIZE. BLUVTTZA4T7VRADX Y R IT—IOHWELLKERESNTWVWSR &=L
TLIEE WL,

"DNSH—NDREZHR L TLWET"

*AEEAEORIEZ AT T RWESIE. TI7ZNIILYR—-MMIERVEHELRTE L,
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cKMSKey 20 UT 938, 7TTZATVAD/ — REBESEHNEMICAD. StorageGRID -1 ~EIC
BRESNTWVWETISAT7 Y REF—BEEBY—NOBOBEMIIVERIN. 7SS4 T7VADITA
TOTF—EHHIBRINET, 5D StorageGRID Y RFLICT FSA TV A%EA VA —=ILT BHIIC,
KMS ¥—%Z VU7 923RENHD FT,

"F—EBEY-N\REDIVT"

() KMS DFREZ IV T T2E. PTTSZATVANST—EHHEIBREN. KAICTIEATSE
BL<BEDFEFT, COT—RIZIVAN)TETXHA

2. J—RFBEBItRAT—2ROERNTT LS. /—R%Z1)TJT—rLFJ, StorageGRID 7SS4 T7 VX »
14>V X =5 Hh 5, Advanced>*Reboot Controller* &R L. XOWITNH DA TS 3V EFERLF
ER

° Reboot into StorageGRID * Z#IRL. /—FZzJ Uy RIZBEMLTO>Y O—Z%Z)J—rLF
To XAVTFYVRAE—RTHEEETT L. /—RZEBEHEICRIEB TEITLBHRIIE. COF
Toa aEBERLET,

C AVTFIVRE—RE#IFLI-EFEFIOMO-5% )T —FF3ICIE. * Reboot into Maintenance
Mode * Z&ERL EFJ, COA L3>z, Uy RICBEMIT3RIIC/ —RTEBMOX>YTFH >R
BERTIINENHZIBEIERLE
ER

NetApp” StorageGRID® Appliance Installer

Home Configure Networking = Configure Hardware - Monitor Instaliation Advancad -

RAID Mode

Reboot Controller Upgrade Firmware

Reguest a controller reboot.

(| | E——— |

Reboot Controller '

L

TIIAT VAN T LTI VY RICBBMTZETICRK 209D 2 ehHDFET, UT—
AT L. /—RHBBUI Uy RIZBMLZ %2589 %121, Grid Manager ICRD £9, [/
—K* (Nodes *) | 7ICIE. BEDRAT—EADNRRENET o 7IOT1TBTT— bR/
— KRBTy RICEGRINTVWBEERT. 7TSA4T7 R/ —RDGE,
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"StorageGRID D EIE"

*— Y — NREDY T
F—BEY—N (KMS) OREZIVT7TBLE. VT4 7V AT/ — FESEHE

MCHEDET. KMS DEREZI VT TBE. TTIATVADT—RIITLRICHIRSE
N 77EXATERLLBDET, COT—RIFVANUTETEEA.

VELZHD

TISATVRALEDT— 22 REFTIHENDHZIHEIF. KMSOREZT U T $5H1IC. /— ROERFL
FIE Z2R1TIBHEDHD T,

@ KMSZ0 U7 $BE. VISATADT—EHRLICHIREN, 7I/EXTERBDZF
Fo COT—RIFIVANITETEEA,

J—REEREILELT, BTN TWVWSBT— 4 %StorageGRID ADMD / —RICBEILES, v R/ —
ROEBEREFELEFIBBICOWTIE. UANVEXDTFHFYZADFIEZBSEBL T IV,

CDRATIZDWVWT

TIS5A4T72VAKMS DEREZ VIV T T3, /—RES{EHERCKRD, P7TSA4T7VR/—RE
StorageGRID # 1 kD KMS DFRTE & DD EMITHEREINE T, €D’ TTSA T ADT—XHHI

BREN. TTSATYRIGA VA —LEOREDEFICADET, COTOLRETICRT LI TEEE
ho

KMS OFREZI VT T2RENRDHD T,

* TTSA4T7 2 RA%RID StorageGRID AT LICA YA R—ILFBREIIC. KMS ZER LAV, £/ERD
KMS Z{ER T %801

@ B L KMS ¥—%FHAY 3 StorageGRID AT LICT F5A4T7 VR /) —REBA VA =
LT 3581F. KMS DEREZ V)7 LBEWVWTL IV,
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* /= RESMEHREMCHE>TVWBER T ISA TV RADERZELELEH E,

KMS %2 1) 77 L T StorageGRID > X7 LARDM®D / — RICT—RZBE) T J80IC. 7T
() 7 ROBREELELET, 77517V ADEREELT SHICKMS 22U TT5E. 7
—SNEDNBTD. 7T 51TV ADMEL AL BB AN SB D £ T

FlE
1. IS99 RS 77247 AQAYEa—T4 272 O—ZDIP 7RLIOWT A Z AL
9, [+] https://Controller IP:8443

Controller IPI|¥. 3D®DStorageGRID %y kT —JDWVWINHATOIYEa—FT>»J A bO—7
(AL —=2a>bO—7TERV) DIPPRLZXTY,

StorageGRID 7 7S A 7Y XA VA =S5 DHR—LR—=IHBRREINET,
2. Configure Hardware * > * Node Encryption * ZZR L £

Mode Encryption

Mode encryption allows you to use an external key management server (KMS) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for
the appliance and a KMS is configurad for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status

A\ You can only enable node encryption for an appliance during instaflation. You cannot enable or disable the node encryption setting after the appliance is installed

Enable node encryption 4]

Key Management Server Details

View the status and configuration details for the KMS that manages the encryption key for this appliance. You must use the Grid Manager to make configuration

changes.
KMS display name thales
External key UID 41b0306abcced51facfcel1b1bd870ae1c1ecbbd5e3849d790223766bafisch?
Hostnames 10.96.99.164
10.96.99.165
Port 5656
Server certificate >
Client certificate >

Clear KMS Key
A\ Do not clear the KMS key if you need to access or preserve any data on this appliance

If you want to reinstall this appliance node {for example, in another grid), you must clear the KMS key. When the KMS key is cleared, all data on this appliance is
delated.

Clear KMS Key and Delete Data
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(D KMS OFREZ V)7 I3E. 7TSATVRALEDT—2WRLICHIFREINE T, CDT—
FIFVANIVTEFE A,
3. V4 YRIUDTET, *KMS F—%Z2 0 U7 L TT—X%ZHIBR* ZBRLF T,

4. KMSOFREE V)7 LTHMELIRWEEIE. CASILE T clear KMSF—%2 VU 7L TT—42%
HIBR*) ZFEIRLE T,

A Warning

Confirm Clear KMS Key and Delete All Node Data
Clearing the KMS key:

= Deletes KMS encryption key from the nods
= Deletes all data on the node
= Heboots the appliance

Ifyou are sure you want to clear the KMS key and delete all node data, type 'clear’ in the text
box. Then, select Clear KMS Key and Delete Data.

fclear] _i

KMS BBt — IRTOT—2H/ — R S5HIBREN. 7TSA4T7RBR)T—rLFET, DB
IC1 20 DIEBH D BIBEDH D 7

S. VS UHERE. P7ISAT7VAOAYEa—To AV A—FDIP7RLZDWVWITNDE AL
&9, [+] https://Controller IP:8443

Controller IP|. 3D®MStorageGRID %y hT—JDWVWIFNHATOIAYEa—FTr>J AV bO—7F
(L= bO—3TEHEWV) DIPPRLRXTY,

StorageGRID 7 7 Z5A 7Y AA VA =S DHR—LR—=IHRRINEF T,

6. Configure Hardware * > * Node Encryption * Z33R L £ 9

7. J—ROBSEHEMICHE>TVEIZ L. BLU*F—BEY—/NOFMl* HELU *KMS F—CHIFR* D
Y rAO—LTEF—CABEDBHRD V1 Y FUNSGHBREINTVWAZ CZHEELE T,

TPT7Z2AT2VRATD/ —FESIEOBA YA —ILETIE. JUVy FTO/ —FiES{LZBEBMICTS
CLIETEFRE A

T’

TISATVANIT—E L. KMSH I UTFEINTA VR —ILEIORREICHR > TWVWB &2 L5,

StorageGRID S AT LS T T4 TV A ZYBNICEDAT EHNTEET, BAYAM—ILDHDT
To3ATVADERBICOVTIE. VANVBEELUOX Y THFYZADFIEZBBL TSI,

ESPEN
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