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Owerview Hardware Metwork Storage Objects ILIM Events Tasks

Reboot

Shuts down and restarts the node. Reboot

Places the appliance’s compute controller Maintenance Mode
into maintenance mode.

Maintenance Mode

4. [* Maintenance Mode]*Z &R L £ 9

HERDA 1 7OJ Ry I ZABRRENE T,

A Enter Maintenance Mode on SGA-106-15

You must place the appliance’s compute controller into maintenance mode to perform certain
maintenance procedures on the appliance.

Attention: All StorageGRID senices on this node will be shut down. Wait a few minutes for the
node to reboot into maintenance mode.

If vou are ready to start, enter the provisioning passphrase and click QK.

Provisioning Passphrase
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Owendiew Hardware Metwork Storage Objects ILM Events Tasks

Reboot

Shuts down and restaris the node.

Maintenance Mode

Attention: Your request has been sent, but the appliance might take 10-15 minutes to enter
maintenance mode. Do not perform maintenance procedures until this tab indicates
maintenance mode is ready, or data could become cormupted.

. Reguest Sent

TISATUVADPAYTFH Y AE—RICHE>TWEIHEIFE. StorageGRID 7 7547V RA YA =3
ANDT7 V7L RFEHETES URL DPHESRAvE—JICRREINE T,

Overview Hardware Metwork Storage Objects ILM Evenits Tasks

Reboot

Shuts down and restarts the node.

Maintenance Mode

This node is currently in maintenance mode. Navigate to one of the URLs listed below and
perform any necessary maintenance proceduras.

= hitps: #1172 16.2. 106:8443
= hitpsAH10.224 2 106:8443
= hitps /47 47 2 106:8443
= hitpsfH169.254 0.1:8443

When you are done with any required maintenance procedures, you must exit maintenance
mode by clicking Reboot Controller from the StorageGRID Appliance Installer
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A This nodeis in maintenance mode. Perform any reguired maintenance proceduras. If you want to exit maintenance mode
manually to resume normal operation, go to Advanced = Reboot Controller to reboot the cantroller,

8 MEBUAYTFUVARRVERITLET,

9 XVTFUREENRT LB XVTFUYRAE—RZRTLTGEED ./ —ROERZHBAL X
Yo StorageGRID 7 FZA 7>V X + 41X b—FhH 5. Advanced>* Reboot Controller* Z:ERL. *
Reboot into StorageGRID * %3&RL £ 9,

NetApp” StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Menitor Instaliation Advanced -

RAID Mode

Reboot Controller Upgrade Firmware

Request a coniroller reboot. l Reboot Controller ]

| Reboot inlo Mainlenance Mode |

Rebootinto SlorageGRID
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NetApp® StorageGRID® Help ~ | Root ~ | Sign Out

Dashboard " Alerts = Tenants ILM ~ Configuration = Maintenance Support =

A StorageGRID Deployment StorageGRID Deployment

~ Data Center 1
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Software Update

You can upgrade StorageGRID software. apply a hotfix. or upgrade the SANtricity OS software on StorageGRID storage appliances.

« To perform a major version upgrade of StorageGRID, see the instructions for upgrading StorageGRID, and then select StorageGRID Upgrade.

« To apply a hotfix to all nedes in your system, see "Hoffix procedure” in the recovery and maintenance instructions, and then select StorageGRID Hotfix.

« To upgrade SANtricity OS software on a storage controller, see "Upgrading SANtricity OS Software on the storage controllers” in the installation and maintenance
instructions for your storage appliance, and then select SANtricity OS:

SG6000 appliance installation and maintenance
SG5700 appliance installation and maintenance

SG5600 appliance installation and maintenance

StorageGRID Upgrade StorageGRID Hotfix SANTtricity OS

4. SANtricity OS*&2 27w o L £,

SANtricity OSR— U HRRINE T,
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SANricity O35

You can use this page to upgrade the SAMtricity 0 software on storage controllers in a storage appliance. Before installing the
new software, confirrn the storage controllers are Mominal (Nodes > appliance node » Hardware) and ready for an upgrade. A
health check is automatically performed as part of the upgrade process and valid MYERAM is automatically installed based on the
appliance type and new software version. The software upgrade can take up to 30 minutes per appliance. YWhen the upgrade is
complete, the node will be automatically rebooted to activate the SAMtricity 05 on the storage contrallers. If you have multiple
types of appliances, repeat this procedure to install the appropriate OF software for each type.

SANtricity 05 Upgrade File

SAMtricity O3 Upgrade File Browse
12

Passphrase

Frovisioning Passphrase

12

3. NetApp Support Siteh* 5% 7 > 00— K L7z SANtricity 0S 7w 7 L—R 771 ILZERL £,

a BRI ZIVYILET,

b. 771 EZHRLTHERLEY,

Cr*RC* 20Uy I LET,
T7AND 7Yy TO—RFENTRIIECNE T, REETOCIADRT TR L. [T —ILRICT 71
ILBaNRREINET,

(D) 771 BRSO R THESNBEHEEL AN T LS,



SANIrcity O35

You can use this page to upgrade the SAMtricity 0 software on storage controllers in a storage appliance. Before installing the
new software, confirrn the storage controllers are Mominal (Nodes > appliance node » Hardware) and ready for an upgrade. A
health check is automatically performed as part of the upgrade process and valid MYERAR s autormatically installed based on the
appliance type and new software version. The software upgrade can take up to 30 minutes per appliance. YWhen the upgrade is
complete, the node will be automatically rebooted to activate the SANtricity 05 on the storage contrallers. If you have multiple
types of appliances, repeat this procedure to install the appropriate OF software for each type.

SANtricity 05 Upgrade File
SAMtricity O3 Upgrade File ‘ Browwse RC_ dlip
o N |

Details € RC dlp

Passphrase

Frovisioning Passphrase

L2

6. 7O a = I NRITL—IXZANLFT,

F*Start* (RZ—bk*) 1| REVHBEHICRDET,

SANMtricity OS5

You can use this page to upgrade the SAMtricity OS5 software on starage controllers in a storage appliance. Before installing the
new software, confirm the storage controllers are Nominal (Nodes = appliance node » Hardware) and ready for an upgrade. A
health check is automatically performed as part of the upgrade process and valid MYSRAM = automatically installed based on the
appliance type and new software version, The software upgrade can take up to 30 minutes per appliance. YWhen the upgrade is
complete, the node will be automatically rebooted to activate the SAMtricity OF on the storage contrallers, If you hawe multiple
types of appliances, repeat this procedure ta install the appropriate OF software for each type.

SANtricity OS Upgrade File

SAMtricity O3 Upgrade File ‘ Browwse RC dlp
o e —

Details & RC dlp
Passphrase
Fravisioning Passphrase
24
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A Warning

Nodes can disconnect and services might be affected

The node will be automatically rebooted at the end of upgrade and services will be affected. Are

you sure you want to start the SANtricity OS upgrade?
o= [
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SANtricity OS Upgrade Progress

~ Storage Modes - 0 out of 4 compleled

Q
Site It Name It progress 1l Stage It Detaits 11 Action
RTP Lab 1 DT-10-224-1-181-51 Waiting for you to approve
RTPLab1  DT-10-224-1-182-S2 Waiting for you to approve | Approve |
RTPLab1  DT-10-224-1-183-53 Waiting for you to approve | Approve |
RTPLab1  NetApp-SGA-Lab2-002-024 Waiting for you to approve | Appeove.

-
-

9 MEIZIGLT. /—R®DJ X ~%*Site. Name. Progress. Stage. F7cl& Details *CTHRIEF 7= (3%

10.

10

JBICY —bLET, el *BRE* Ry IRICABZANLTHED / —FZERELET,

ROV bZZXo7O-ILT3ICE 72 a>OETRICHEZEEDRNZFEALE T,

Ty FIL—RXxa—IBMT2ERDITERIVYR/ —REERERBLET, ALEA TOEEEH/ —
RHBA—EIC1 D227 v I L—RENET,

TIIAT VAR ML=/ — RDOSANtricity OS7w FJ L — Rk /— F"‘&T—'—JJ:&":J:U

DT —hF3EB NI TETVBIDNEODMDHERINBVATDERLABEVWTL T /
@ — R TSANtricity OSD 7w FJ L — RHERBINZ . €D/ —RDH— l:Z?b‘ﬁJ:l_,i
To HBET/—RZTFYvTIL—KRTBRE. 7TSATVR/—RBPUT—rENFET,

CDESBUNEBZRTIBE. /—REBELTVWS I 472 hTRA ¥ —E XD FIER
TREREMD DD T,

cINRTDRA ML=/ —R%ZSANtricity OS7 vy 77 L—RF a2 —ITBMT BICIE. WINHD*ITART
ARREHZ OV ILET,

J—ROTyTIL— REFHEEABAL. /—FErlE/—KYL—T% 1295
()  EBL. &/ —FTFYTIL—ROBRTTEETHS>THS. RO/ — REEBLE
7

1 DULD*EF R E>ZE D) v LT SANtricity OS7 v 7Y L—RFa—IC1DOUED/—R%ZE
mLFERS,

/ — RADSANtricity OSD 7w 7o L— RDOERIFEBETTEFIH. U FINTWLDS
()  FRTORFL—Y/— K TSANtricty 0SO 7 v 75 L— R & ERT 3 %
T. SANtricity OSO 7w 74U L—R 7O RIFETLEFHEA.

[* Approve * (&FR) 120U wod3c. 7v7JL—R7OCRICE>T/ —RET7YTIL—RT
EIZINESHDRESNE T, /—RET7YFIL—RABERBEIE. 7y I L—RF*a—ITEBM
TNET, [+]



J—=RIZE&oTUI BRLIET7 v I L—RI7 7D ERNICEAINTVLWAW D, 5D/
—RET7YyTIL—REFICTYTIL—RTOCRERTIBRENTEET, /—RHAERBIC
Ty TIL—REINTLWAWEE., 7O0EXD Complete] FIIRDOWVWTNHDDA Yy E—IHRRS
nxd,

* ARL—=Y/—RIEITICTyTIL—REINTVLETD,
* 2D/ — R TIESANtricity OSD 7w 7 L— RIFERITTET £ A
* SANtricity OST7 7 1 ILHA'C D/ — RIZHIGEL TLWEH Ao

F'SANTtricity OS upgrade is not applicable to this nodes; W5 Xwt—J &, / — RIZStorageGRID & X
TLATEEARELRA N —2 - O bO—FWBVWCEZRLET, COXYE—JlE T T4 T7 Y
AZAML =2/ —RICHLTRRAINE T, COXYE—IUHRREINTVWE/ —RET7v I L—RE
91 SANtricity OSD 7w FJ L — R 7O€ERXZFET TEX T, + [SANtricity OS file is not compatible
with this node] EWS Xwt—Jld, /—RISC A YXAM=I)LLES e LTVWA7OER CIFER
3SANtricity 0S7 7 A LU ETH Bt R L TWET, HEDSANtricity OSD T v F¥ L — RHET
L7co. €D/ — FIZELSANtricity OSZX U >YO— R LT, 7y 7JL—R7OLXZEDRL F
ERS

1. SANtricity OS7 Y FJ L —RF*a—Hm56/—RELIEIRTO/ —RZHIFRTI2HRELNH D51 *
Remove 7=l Remove All* 27 1) w2 L%,

BICTRT LSS, AT—U D QuevedZ B X THED & * Remove R4 U HIERRICHR D SANtricity OS
7w TIL—RUEBHIS ) — REHIBRTER<ABEDET,

: Q

site 1T Name 11 Progressli Stage 11 petaits 11 Action
Ralsigh RAL-S1-101-106 Queved
Raleigh RAL-52-101-197 | Complete

Raleigh RAL-S3-101-168 Queued
Sunnyvale SV1-51-101-199 Queued
Sunnyvale SVL-52-101-83 Waiting for you o approve
Sunnyvale SVL-53-101-94 Waiting for you to approve m
Vancouver VTC-51-101-183 Walting for you to approve
Vancouver -VTC-52-101-194 Waiting for you o approve
Vancouver VTC-S3-101-195 Watting for you to approve | Approve |

12. GBI NRJ ) w R/ —RIC SANtricity OS D7 v U L — RAEAINZ FTHEL £,

SANtricity OSD 7w 7 L — ROBEREPICLWITNHAD ./ —RTIS—XT—IHKRRIN

@ BHBE. EDO/—RDT7YvTIL—RIFKBMLTWET, BEIS U ANDTBHRHIC.
TPIZATVRZA YT FTUVRAE—RIYIDE R ZBEDRHIZENHD £, Hi19 5
HIICT =Y R=MIBERAVEDELIET U,

J—REDT77—LTzT7HETETT Grid Manager T7w 74U L—RTEHRWEE. €D/ — RIZ Error
BEAT—IJICRRLET, " TD./—RTSANtricity OS 7w FJ L —RT3ICIE. RFE— RZEEH

—_

1



TRIBENBDET, FALTVWEBTTSATUVRADA VA M—ILEAYT TV ADFIEZSRB LT
TV PYTIL—FRER COA-TA VT Z/ROT Y TIL—RIERTERY T5—ZHRT
BICiE. ROFIEZRITLE T,

a XVTFHFYVRE—REFEBLT. I5—)] ODXT—IUDKRRINS ./ — KD SANtricity OS 7 v
7[/_ l\“ L/gs-a-o

b. Grid Manager% {#H L TSANtricity OSD 7w 74 L —R%ZBREL. TTL£7,
AGRINT=TARTD ./ — R T SANtricity OS D 7w FJ L—RHFTET T35 . SANtricity OS 7 v 74

L—ROEBRRT—TILHELC. FD/NF—IZ SANtricity OS D 7w 74 L— RKH5ET LI-BREHAEK
T~enEd,

SANMol DS pgradoe compleied ot JO20-04-07 13 2607 EDT
SANtricity 05 Upgrade Fila
SANtncity OF Upgrade Fie @ Erave
Passphrase

Provesoning Passohrase o

13. BdD SANtricity OS 7w 7L — R 7 7 A ILDRERR, TTERED / — RITRTUIZDOWVWT, CDT7vTY
L—FFIE Z#DiRLF 9,

@ 2T—R2ZH [ Needs Attention ] D/ — KRB HBHBEIF. XTFVRAE—RZFERALT
Ty IIL—RERITLET,

RIS R
"X>TF 2 AE—R%EFEALKE28000 > ~O— 7 TOSANtricity OSD 7w 4 L — R"

AV TF 2 AE— RFZERALTE28000 > kO— 3 TDSANtricity OSO 7wy FJ L — R

08.42.20.00 (11.42) &K DHI®D SANtricity OS ZfERALTWA X L —>O> bO—5
DFE. XTFYRAE—FFIEZFERALT7y I L—RZzERT3HELRHD F
ER
BELHD
* NetApp Interoperability Matrix Tool (IMT) ZZ&BRLT. 7v I L — RIZERT S SANtricity OS dD/\
— 2 vhBFEVWDOT ISA TR CERENH D e R LTSI,

* E5700SG Y FO—S5% XYTFFYRE—RICL T, E2800 O FO—SADQESKZ P TIHNEND
DFJ, StorageGRID 7 T 5A TV RZEXVTFHVRAE—RIZCTRE. P7TIAT7VRIVE—RT7OE
ATERLL BB HOET,

"PISATVREA YT AE—RICLET"

CDRAZICDWVWT
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—E I D StorageGRID 7 754 7V RATE 2)—XY bO—3>® SANtricity OS #7z13 NVSRAM
27V TITL—RLBVWTLSIEEL,

@ —EIZEH D StorageGRID 7 7 SA 7V R%2T7 w7 L—R33. EAETILRILM AR
S—=Il&oTE BR T2 FERATERRIA0MELHD £,

FIE
1. H—EXSv by Ih 5. SANtricity System Manager IC7 72 AL TH 11> LET,

2. LU SANtricity OS V7 h 7771 JLE NVSRAM 7 7 A L2 BB SA 7V MIA U YO—RL
x93,

@ NVSRAM (&, StorageGRID 7 7547V RICEBTY, BED NVSRAM 4o >O— R
ZERALBVTLEE L,

3. E2800 and E5700 SANTtricity Software and Firmware Upgrade Guide & 7zi& SANTtricity System Manager @
FUTAINILTICERE SN TWVWBFIBICHE->T. E2800 3> bO—ZD 7 7—LD 7 NVSRAM %
7yITIL—RLET,

CD TTIL—=RIT7AIWRBEBICT I T4 TS BRENRDDEY, 7U T4 Tibesk
HEFLICLBVTLSREL,

4 7y T L—RUEBHIRT LS., /—RZD)TJT—kLEY, StorageGRID 7 5147 VR + A VA —
ZHh5. Advanced>*Reboot Controller* ZiER L. XKOWITNHADA T3 U EFEIRLE T,

° Reboot into StorageGRID * &R L. /—RZzJ Uy RiCEEMLTaO>Y rO—5%72)TJ—MLZF
Fo XTFVRE—RTHEEZTZET L. /—RFZEBEIEICRIER/ITETVIHEIE. COF
T2 avEERLET,

CAVTFURAE—REMIFLIZFEI > MO—-F%2 U T — 9 3ICIF. * Reboot into Maintenance
Mode * Z:#RL FJ. CODA T avidk. Uy RICHEMY3HIIC/ —RTEMOX>TF > RA0L
ié!i%%ﬁ?%%\%b“iﬁ%%ﬁﬂi%ﬁbi

NetApp® StorageGRID® Appliance Installer

Home Configure Networking = Configure Hardware - Monitor Instaliation Advancad -

RAID Mode
Reboot Controller Upgrade Firmware
Fequest a controller reboot. [ Reboot Controller |

(| |

FIZ2AT7AN)T—=rLTIVY RICBEMTZETICRK 209D B ehHBDOET, VT—
EAET L. /—RBBUI Uy RIZBIMLEC %239 3121 Grid Manager ICED £9, [/
—R* (Nodes *) 12 7IClF. BEDRT—RADKRREINET o 79T TRBRT7I— %</
— KRBTy RIZERINTWEZEZERY. PS54 T7VR/)—RDBE,
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NetApp® StorageGRID® Help ~ | Root~ | Sign Out

Dashboard o Alerts ~ Tenants ILM ~ Configuration « Maintenance ~ Support ~

A StorageGRID Deployment StorageGRID Deployment

# Data Center 1
QDCLADW
|¢' DC1-ARCA
v |DC1-G1
«|DC1-51 Network Traffic @
v |DC1-52
v |DC1-53

Netwaork Storage Objects ILMm Load Balancer

1 hour 1 day 1 week 1 month Custom

6.0 Mbps

BEEIBR
"Gy RIF—V v EFEALTR FL—Y Y FO— S OSANtricity 0SE 7w 745 L—RLE 9"

SANtricity System Managerz R L CRS1 77 7—LVUx
VTV ITITL—KTB

RSATT7—LIITET7YTIL—RLT. BFOBIELNIEEETATERL
x93,

BEEHO

CRAML=CTFTISATUVRDAT—RAN THRE THIzHRLET,
CFRTORSATDRTF—Z RO BEBRE TS SUE B D 57

* &#1/\— 3 > D SANTtricity System Manager h'-1 > X k—JLENTWT, StorageGRID D/N\—2 3> &
BN H2 =B LET,

* StorageGRID 7 IS5 A 7 VR Z XV TF UV AE—RICLTEETET,
"PISAT UV REXYTFHFVAE—RICLET"

CD ERFE—RFTIE. A bL—=2O2Y bO-SA\OEGHNFE SN, INTODIOT7IT1ET
1HMRILETNT, IRTDRSATHATSAUICBRDET,

—EIZHESD StorageGRID 7 I SA 7Y ATRIAT I 7—LO 757 v TIL—RL
() BUTCRETV, BBLUOBATFLR M AU S —C&>TiE BE 7— 2 E@ATS
BBBBEDBDET,

FlE
1. ROWFNHDFAET SANtricity System Manager ICT7 72X L E T,

° StorageGRID 7 7 2AT7 VR + AV A M—=ZZFEALT. * 7 RF/N>X k *>*SANtricity > X7 L +
Ir—Tv *Z2FERLET

° Grid Managerz {#f L T* Nodes >% %R L £ *appliance Storage Node >* SANtricity & X7
VRIS SabZh
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NBEDA T 3 UHRRINZVEER. SANtricity System Managerd O 1 >~
() —UPERFSNAEVBEE. ARL—U0Y FO-50IP : +IZ7 2+t L TSANtricity
System ManagerlC 727X L ¢ https://Storage Controller IP

2. JEITFHE L T. SANtricity System Manager BBED 1 —H R /NXT—REAHNLET,
BAML—=—CTF7TIAT7VRICHEAVAM=ILENTWVWBERSZAT T 7—L 7T T7DN—2 3 V%R
9,
a. SANtricity & X 7 LY *—+ T, * Support > Upgrade Center *Z3ERL £7,
b. RSATIT7—LVTT7DT7YTIL—RT. *7vFIL—RORB* Z&8RLE T,

L

RIATT77—LOTT7DT7vFIL—RIZ. BEA VA M=ILENTWVWBRSATT7—LTTT

T7AIIDRRENE T,

CHEDRSIATI7—LUITIHIRREINTWVWERSATIT7—LITTDIEDS IV ERSAT

DZXELET,

Upgrade Drive Firmware

1] Select Upgrade Files

Review your current drive firmware and select upgrade files below .

What do | need to know before upgrading drive firmware?

Current Drive Firmware Associated Drives
Ms02, KPME1VUGB[JUGII View drives
Total rows; 1 D

Select up to four drive firmware files Browse._.

RDHITIE

* RSATTF—LITT7OUES I VI * MS02* TF,
- RS JHBIFIE KPM51VUG800G T3,

Associated Drives 5| T I * View drives | Z3&RL T, ANL—=ST7FSAT7UVRARNDRSATHEZIC

mOffironTnadhzRTLET,

a RSIATIT7—LITTDT7VvTITL—FI1 2 RFUZRALE Y,
4 FERREBRRSAT I 7—LOIT7DT7 v T L— R0 O0—RLTERBLET,
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5.
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a RSATIT7—LIxT7DT7YvTIL—RT, *RZy 7y THR—br*%ZFIRLET,

b. Xw k7w FHR— bk Web - T, T *Downloads * | #7%#3&RL. I *E-Series Disk Drive
Firmware * ] Z3ERLE 9,

E-Series Disk Firmware R—ShHRRINE T,

CRAML=UT7 AT VRICAVAR=ILEINTWVWSR RSATHIF * 2ENENEERL. ERST
THANFICRFO T 7— LT T7IVES I VDA BRHINTWS e 2R LET,

s D=Lz T7IESI ORIV ITHWEEG. CORSAITBINFICIZIEBFD I 7—LITT
eSS aUhEgENnEJ,

s RSATHEFMEHINT RS TON—VYESH 1 DULETHNE. ENSDODRSAT T
F—LIOTTDTY I L—RERTTEET, FREDOVVIEZFERLTCITI7—L I T7 771
IWEADO—RTEE
ER

PRODUCTS v SYSTEMS v DOCS & KNOWLEDGEBASE v COMMUNITY v DOWNLOADS v TOOLS v CASES v PARTS v

Downloads = Firmware = E-Series Disk Firmware

E-Series Disk Firmware

Download all current E-Series Disk Firmware

Drive Part Number Descriptions Drive Identifier 5 Firmware Rev. (Download) Notes and Config Info Release Date

ive Part Number Descriptions KPM51VUG800G Firmware Rev. (Download

MS02 Fixes Bug 1194908

E-X4041C 55D, 800GB, 5AS, P KPM31VUGBOOG M503 -~ 04-5ep-2020
MS03 Fixes Bug 1334862

d FILWI7—LYz7UESI VAU IRINTUVWRESIF. 7J7—LI9TF7)ESI YD V0%
EBRLEYS (Fo>O0—R) 310 )w o L TR T>O—RLET .zip 77—LDxT7 7710
EELT—HA17,

e. Y R— b YA DB I YO—RLIERSAT I 7—LITT7DT7—HA4T 7712 EBHE (BFR)
LE9d,

RSATIT7—LITT7DT7 YT L—REAVIAM=ILLET,

a. SANtricity Y R T LY R—S VYD RSA T I 7— L0777y I L—RT, *7vFIL— RO
*EBERLET,

b. [* Browse] Z:#IRL. Y R—bHA S AT>O—RLEHFLWRSAT I 7—L7T7 771
ZEIRLE T,

RSATIT7—LIoTT7 7 71ILDEFNIE. +DLIICBEDFT
D _HUC101212CSS600 30602291 MSO1 2800 0002.dlp

RSATIT7—LI9TT7 T 7AILE—EIC1 DT D, BRK4DFTEIRTEZT, ALRSATICHE
BORSATI7—LI9TT7 774D WHELTWVWRESIE. 7717IILBAEIS—DRELET, 7
IO L—RIERITBZIRSIATI7—L Iz T7 774N EREL. ENLUANDT 71 ILIZHIFRL £
ER

C. T*RA*) ZFRLEY,

" RSATOBIRICIE BIRLIET7—LIzT777AINTTPT Y TIL—RTEBRIATHIUR
FETRTWLWET,



MHLTWB RS TDHANRRENET,

BIRLIERSATOT7—L Oz T7H* R T 77— LIz 7 " ICRRENET, COT7—LIxTT
EEEITINENHD5EIE. "B *ZERLET,

d 47514 (INTLIL) *TyvTFIL—F] Z:&RLET,

753427y T L—FAREFRTEBZDR. TISATUADBAYTFYRE—-RT, IRT
DRSATEIRTORI2a—LDINOTIVTAETAMMELEINTVWEH T,

e. T—TJILDRYIDIIT, 7vFIL—FFTBRIATZERLET,

RANTS9T4Re LT BALETINDORSATZINTEAL 7 7—LozF7IED VTS
JL—FT2C=HELFT,

L[ RE—=F 1RG0 )y I L. Py TIL—RFERTIBZczBLET,

Ty T L—REELETZIHRELNHDIHEIE. *FLlE*ZBERLET, ZITHFOT7—LTTT7DA
JVO—RIFTTLET. ARINTVWARVWIT 7—LAT T 7DAT7>O—RIEFFvrovILENET,

@ RSATT7—LOTT7DT7 VT L—FZELETBZ . T—ab%Kbnicb. R34
TZEATERLB1DTBREMELHD £,

9 (FF>3aYy) PyFIL—RFRETNABTDI A bZRTTBICIE. *OJ 2R EF* 2BRLFT,

O77741E 750D A T O—RI7AINRAICEVWSEBITHREFESINET latest-upgrade-
log-timestamp.txto

FIBDT v T L—RRIZROWVWITNDDIS—HRELBEIE. HESNI WA EEZETLT
T2,

EIDYTEAR A TOESE
IZ5—DEAD 12 LT RIATICBYBREZEGNBVATRRMEDNHD T, ZEHTBHRFF17
DNREBHDRIATTHB L ZHRLET . FBICOVWTIE. 772 ALY R—MIBBEL
BHhELREL,

FSA T 2T 35813 KBEARFSATORENMIBZEER ST LALLM ENLIDDBKRE
WI & ZzRERL TSV,

FENRELLRSATORBIE. AL—ITLATIO ZRFERICKRITTERY

AL T LAEBERLTS STV
*BIAVPO-JICIP7RFLADEDETONTVWR L ZRELE T,
A MAO-SICERINTVRZIRTOT—TIHBIEL TVWAVWC =R LE T,
*IRTODT—TIDL oD EEREINTWE e 2B L £,
A Y FARTFTRSAT *

T77—LOTT7Z2T7 Y7L —RIBHI. COTT—ZBETIHENRHD XTI,
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c* RELBAR) a—LIIN—T*

1 DUEDR) 2a—LTIN—=FFEFIT A RO T—IDHPRREBIFEIE. 77—LIT 72TV T
L—R3BHIC. COTS—ZEBETIHVEDNDHD I,

CFIARTDORY 2= LT N—TTRITHOFBNE (N IT IV RXT47 I N)T1X%Y
ZES)

1 DU EDHHB R NIBZRITHDIFEIF. TOUBERT L THS I 7—LD 7T v I L—
REBIUENDHD FJ, System Manager THUIBDEH IR T EZEARL £ 95

RO HBVWRY a—L*

T77—LOxT727yvTI7L—RFIBE0II. R a—LDEDIOHSBRVREZEBET ZHELNHD X
ERS

crW\WIhH DY FO—SHRBEUANDIKE *

WINHDDRAML—CF LAY b O—S 2RI AIRELRHD XS, 77—LTx 727 v TIL
—RIBHII. COREEEBIETIHNELNHD £,

A MO-FSA TPV NI ZTETRA ML= N=T 1 2 a VERF—BLFEA*

AV A= EDT—ZDBEEFICT I —HRELT LTce COMBZRERT BICIE. TI7ZAILY
R—MIBEWEDE <TET L,

**SPMICKBT—EARN—XIY FO—SDEENKKL F9 *

A hO—5TRML—=SN—F 4 2a I vEITT—ER—ADIST—IEELF L. COM
BRI DICIE. T7ZAIILTR—=MIEBULEHDELLTETL,

o * BT —ANRN—ZADRIE (RFL—S7 LAY FO—5ON—2 3> THR— SN TWRES

) *

OV bA—FTHERT —EIN—ADIF7—HRELE Lo COMBZRTBICIE. TIZALY
R—MIEBAVWEDLELRTE L,

°*MELBEEDF T v *

CORBZRRT BICIE. TIVZALYR-MMIBBULWEHDE I,

°c*BE 7 HREIC10E%E X5 DDE B EIFEARAMEL IRY HRESNF LT

COBBEZBRTBICIE. TVZAILTR-MIBBEVEDELIZTL,

c*BET7HMIC2 R—J2CERMEL ARY FHREShELE Y

COBBEZBRTBICIFE. TVZAINTR-MIBBEVEDE LT,

c*BET7HRIC 2EAULEDETLERSATFvRILERAMEL ARy bOSRESNH L

CORBEZBRTBICIE. TVZAILTR-MIBBEVEDELIZTL,



c*BET7HREIC4EZBRP3EAMELIY FURBHDET *

CORBEZERT BICIE. TIVZALYR—-MIBBLEDE T,

6. 7w T L—RUEBHRRET LIS, 77547 RA%E)T—rLEY, StorageGRID 7 X547 VX - A

VXA M—=ZH5. Advanced>*Reboot Controller* ZiEIR L. ROWVWITNH DA T a3 & ERLE T,

° Reboot into StorageGRID * Z:#IRL. /—FZJ Uy RIZHBEMLTO>Y O—ZZ)J—cLF
To AVTFHFVRE—RFRTHEEZRETL. /—RZEEBEICRIERITET TCVBRIFEIF. COF
T2avzEFERLFT,

c XVTFIURE—RE#HIFZLI-EFEOMO—F% ) T — 9 3ICIE. * Reboot into Maintenance
Mode * ZEBIRL X J. COAT>avid. Uy RICEEBMTZHIIC/ — R TEMDX>TF >0
BERITIINELNHIBEIHERLE
ERS

NetApp” StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Monitor Instaliation Advancad -

RAID Mode

Reboot Controller Upgrade Firmware

[ Reboot Controller ]

Reguest a controller reboot.

Rebool info SlorageGRID

Rebool nlo Maintenance Mode: I

TIIAT AN T LTIV Y RICBBMTZETICRK 209D 2 ehHDFET, UT—
AT L. /—RHBBUI VY RIZBMLEZ %229 5121, Grid Manager ICRD £9, [/
—K* (Nodes *) [ 7ICIF. BEDAT—EADNKRREINET o 7IOT1 BT T— DR/
— KRBTy RICERINTVWBREERT. 7 TSA4T7 R/ —RDGE,

NetApp® StorageGRID®

" Alerts - Tenants ILM ~

~ StorageGRID Deployment

Help ~ | Root - | Sign Out

Dashboard Configuration ~ Maintenance ~ Support ~

StorageGRID Deployment

~ Data Center 1
' |DC1-ADM1
+'|DC1-ARC1
«|DC1-G1
»|DC1-51
«|DC1-52
«'|DC1-53

Network Storage Objects ILM Load Balancer

1 hour 1 day 1 week 1 month Custom

Network Traffic @

6.0 Mbps

ESPEN

"2 kL—23Y bO—3®OSANtricity OSE 7w U L—RLTWET"
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E28000 > O— S D3XHE

E2800 O FO—SABEUNICHEE L B VBEREENRELBEIE. KEHNIREE R
BB ET,

CDRRIICDOWVWT
R TAA FO—FRILLN—VYESOXRBERAIY FO—ZZAELTHEET,

*EELNEELAE2800 I FO-FF ¥ ZXE—DI Y TLY I AEREZRIRT 2 ODFIREZ LY
YO—-RLTHEEET,

EJ)—XDFIEEZ. IERINHE. FRIIBEDOFIEOFMZHZ2HNELH 3158
ICDOABRBRLTLEEL, StorageGRID 7747‘/20)3/ bO— S ZRHT BRI
EJU—XDFIEZEZEBEZICLBVWTLIETV. FIEBNEAD £7,

* OV EO-JICERTZIRT—TILZ2#A TR 1cODINILZABLTEETET,

CIRTDORZATHEF 2V T RESNTVBRIHEIF. 2Ty IR E2800 0> bO—FXH#FIE
DFIEERERL £, ZHUlE. NetApp Support Siteh*5 E & 1) — X SANTtricity Storage Manager % % 7
YO—RLTAYZA=I)LL. OY bO—SDRHZIC Enterprise Management Window (EMW ) Zf&E
BLTExaUT A RESNIRSA 70Oy I EIRT 21EEDNSTENE T,

() EESEF-TKSIIOOYIERRIZETE 7T T AERBTE EE
hoo

*REDT IV RERNIUETT,
* Grid ManagerlZ I3 R— TN TWVWBR T SO EFRALTH A V1V TI3HEBELHD £,

CDRRAIICDWT
A hO—SF Vv ZRA—ICEEDNRELTDESHE. RD 2 DOAETHIRTETXT,

* SANtricity System Manager @ Recovery Guru 'S, AY FO—S5ZRX# T3 LD ICHEREINE T,
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Grid Network

The Grid Metwork is used for all internal StorageGRID traffic. The Grid Metwark provides connectivity
between all nodes in the grid, across all sites and subnets. All hosts on the Grid Network must be able to
talk to all ather hosts. The Gnd Metwork can consist of multiple subnets. Metworks containing critical grid
senices, such as NTP, can also be added as Gnd subnets

P ® Static (O BHCP
Assignment
|Pvd Address 17216.3.72/21
(CIDR)
Gateway 1721601

A All required Grid Network subnets must also be defined in the Grid Metwork Subnet List on the
Primary Admin Node before starting installation

Subnets 172.18.0.0/21 ®
(CIDR)
172.18.0.0/21 x
192 168 .0.0/21 + X
MTU 1500 kB

Xy hT—=0D MTU fEld. /= RFHMERENTVSE Ry FR—- MIRESNTWVWSIEL
() RLTHEBEABNET, £5LBUE. Ry bT—2 /KT -T2 AORER/Y v
MEEDRET BTN B D £ 7,

IYRT—=ODNT =XV RAERARICEDBICIE. IRTD/—RDT Iy RRy ~
D=4V R2—T 214 XATMTUBENIZIZRLCICHRD L SICKRETIHNELHD £9, AL

@ D/—RDTIVYRRY FT—=0D MTU REICKITHEVDH B5E1E. * Grid Network
MTU mismatch* 75— rDN U H—3NXT, MTUEIZIARTDRY 8T —0RA4TT
BLTHZIHNEITHD £ A

3. REICHEEIBITNUE. T*RE*1 ZFRLZF T,
4. /—KR%E)T—rLZFJ, StorageGRID 7 TS5AT7 VX« 41> XA —SH5. Advanced>*Reboot
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ZRTTHRLRDONET, CNSDEFEZKBGRICITDICIE. Grid ManagerCONSH—N\ZiEEL £ (*
Maintenance > Network > DNS Servers *) o

* DNS RED—HRHBZEENNEICHZDIE. R FRICIP 7 R L XTI A S TREH B X1 > %% EH
LTKMS H—N\HERINTWB/ —RESLT7TSAT7VADATT,

* J—REBILT7TISAT VR ERAALVEEFERLTKMS ICERTIEEIE. Uy RAICERZRINT
W3 DNS H—/\D 1 DICEHR T IMRELRHD FT, CNSDDNS H—/ID 12D, RAXASVEEIPT
RLRICEHBRLED,

* J—RKHBIUYRDDNS H—NICTIEATERVEE, £HE/ —REBSILT7 IS4 7R/ —RH
F75A4>DEIICT) Yy RERD DNS HEZEELHERIE. / —RIFKMS ICEHRTETEEA. 7
TS5AT7 A LOBE{LEN-T—42IE. DNS BE WERINZEXTESETET XA

KMS $#E#i% B89 %5 DNS I8 #f##R 9 BICIE. StorageGRID 7 FS5A 7 VR4 YA —5T 1 2UED
DNSH—NDIP 7RLXZIBELF T, CO—BEFMARDNSRBEICED. 75147 RIEKMS [TEHL
T/ —RFREOT—2%1EBTBRIENTEFET,

e ZiE. BN/ — R A T340 EICZT )y RO DNS Y—N\HWEEINZES. / — RIS
BID DNSE%* £/2ERA L TWA7dH. AV SA VIR TERETKMS IC7 X TEALLAD X

9, StorageGRID 7 /SAT7VAA VA M—=FTHLWDNS H—/\DIP 7 RLAZANTBE. KMS %
BixFERALT/ —RODT—2%ESLTETZXT,

FIE
1. StorageGRID 7 754 7> XA > X k—ZFh 5. Configure Networking *>*DNS Configuration % 3&iR

LExT,
2. 18 LT=DNS H—N\HAIELWI e ERESRLTLIEE L,
DNS Servers

A\ Configuration changes made on this page will not be passed to the StorageGRID software after appliance installation.

Servers
Server 1 10.224.223.135 x

Server 2 10.224 223 136 + X

3 MEIZIELT. DNSH—NEZELX T,
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MNode Encryption

MNode encryption allows you to use an external key management server (KMS) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for
the appliance and a KMS is configured for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status

A\ You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed

Enable node encryption 4]

Key Management Server Details

View the status and configuration details for the KMS that manages the encryption key for this appliance. You must use the Grid Manager to make configuration

changes.
KMS display name thales
External key UID 41b0306abcceds1facfcelilb1b4870ae1c1ectbd5e3849d790223766baf3bch7?
Hostnames 10.96.99 164
10.96.99.165
Part 5696

Server certificate >
Client certificate >

Clear KMS Key
A Do not clear the KMS key if you need to access or preserve any data on this appliance

If you want to reinstall this appliance node {for example, in another grid), you must clear the KMS key. When the KMS key is cleared, all data on this appliance is
deleted.

Clear KMS Key and Delete Data

Node Encryption DR—IZIERD 3 2D a>hH D £,

° Encryption Status ICI&. 7 T54 7YX T/ — RESIEHENHEDIHIDRRIEINET,
 F—EEY—NDFMICIE. TTIAT U XOBSICERTNTUVS KMS (LB T 21EmAIRRE
NET, T—NBLVISAT7Y MNIBZEOEI > a Vv ZEBRAT 2. SIRZEDFME LUV T—X
AZRNANCTETFET,
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* KMS KRR FADESH TFHLAVVEENRET ZIHEIFE. XA VR—LYXTL (DNS) H
—N\DELWZE. LUV T TZA4T7VRADX2 Y FIT—IOHDHELLKERESNTWVWSR &=L
TLIEE WL,
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* /= RESMEHREMCHE>TVWBER T ISA TV RADERZELELEH E,

KMS %2 1) 77 L T StorageGRID > X7 LARDM®D / — RICT—RZBE) T J80IC. 7T
() 7 ROBREELELET, 77517V ADEREELT SHICKMS 22U TT5E. 7
—SNEDNBTD. 7T 51TV ADMIEL R BB AN SB D £ T

FlE
1. IS99 RS 77547 AQAYEa—T4 272 O—ZDIP 7RLROWT A Z AL
9, [+] https://Controller IP:8443

Controller IPI|¥. 3D®DStorageGRID %y kT —JDWVWINHATOIYEa—FT>»J A bO—7
(AL —=2a>bO—7TERV) DIPPRLZXTY,

StorageGRID 7 7S A 7Y XA VA =S5 DHR—LR—=IHBRREINET,
2. Configure Hardware * > * Node Encryption * ZZR L £

Mode Encryption

Mode encryption allows you to use an external key management server (KMS) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for
the appliance and a KMS is configurad for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status

A\ You can only enable node encryption for an appliance during instaflation. You cannot enable or disable the node encryption setting after the appliance is installed

Enable node encryption 4]

Key Management Server Details

View the status and configuration details for the KMS that manages the encryption key for this appliance. You must use the Grid Manager to make configuration

changes.
KMS display name thales
External key UID 41b0306abcced51facfcel1b1bd870ae1c1ecbbd5e3849d790223766bafisch?
Hostnames 10.96.99.164
10.96.99.165
Port 5656
Server certificate >
Client certificate >

Clear KMS Key
A\ Do not clear the KMS key if you need to access or preserve any data on this appliance

If you want to reinstall this appliance node {for example, in another grid), you must clear the KMS key. When the KMS key is cleared, all data on this appliance is
delated.

Clear KMS Key and Delete Data
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A Warning

Confirm Clear KMS Key and Delete All Node Data
Clearing the KMS key:

= Deletes KMS encryption key from the nods
= Deletes all data on the node
= Heboots the appliance

Ifyou are sure you want to clear the KMS key and delete all node data, type 'clear’ in the text
box. Then, select Clear KMS Key and Delete Data.

fclear] _i
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6. Configure Hardware * > * Node Encryption * Z33R L £ 9
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Y rAO—LTEF—CABEDBHRD V1 Y FUNSGHBREINTVWAZ CZHEELE T,
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StorageGRID S AT LS T T4 TV A ZYBNICEDAT EHNTEET, BAYAM—ILDHDT
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