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Single Sign-on

You can enable single sign-on (S30) if you want an external identity provider (1dP) to authorize all user access to StorageGRID. To start, enable identity federation
and confirm that at least one federated user has Root Access permission to the Grid Manager and to the Tenant Manager for any existing tenant accounts. Mext,
select Sandbox Mode to configure, save, and then test your S50 settings. After verifying the connections, select Enabled and click Save to start using S50.

S50 Status # Disabled " Sandbox Mode " Enabled
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Single Sign-on

You can enable single sign-on (S30) if you want an external identity provider (1dP) to authorize all user access to StorageGRID. To start, enable
identity federation and confirm that at least one federated user has Root Access permission to the Grid Manager and to the Tenant Manager for
any existing tenant accounts. Mext, select Sandbox Mode to configure, save, and then test your S50 settings. After verifying the connections,
select Enabled and click Save to start using S50.

S30 Status " Disabled * Sandbox Mode " Enabled

Sandbox mode

Sandbox mode is currently enabled. Use this mode to configure relying party trusts and to confirm that single sign-on (S50} and
single logout (SLO} are correctly configured for the StorageGRID system.

1. Use Active Directory Federation Senices (AD FS) to create relying party trusts for StorageGRID. Create one trust for each
Admin Mode, using the relying party identifier(s) shown below.

2. Go to your identity provider's sign-on page: https:/fad2016.saml.sgws/adfs/|s/idpinitiatedsignon_htm

3. From this page, sign in to each StorageGRID relying party trust. If the SSO operation 15 successful, StorageGRID displays
a page with a success message. Otherwise, an error message is displayed.

When you have confirmed SS0 for each of the relying party trusts and you are ready to enforce the use of 350 for StorageGRID,
change the S50 Status to Enabled, and click Save.
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Sandbox mode

Sandbox mode is currently enabled. Use this mode to configure relying party trusts and to confirm that single sign-on {SS0) and
single logout (SLO) are correctly configured for the StorageGRID system.

1. Use Active Directory Federation Services (AD FS) to create relying party trusts for StorageGRID. Create one trust for each
Admin Mode, using the relying party identifier(s) shown below.

G_ Go to your identity provider's sign-on page: https:ffadZU1E_5aml_sgws.-fadfsflsfidpinitiatedsignnn.htm)

3. From this page, sign in to each StorageGRID relying party trust. If the SS0O operation is successful, StorageGRID displays
a page with a success message. Otherwise, an error message is displayed.

When you have confirmed SSO for each of the relying party trusts and you are ready to enforce the use of SS0 for StorageGRID,
change the S50 Status to Enabled. and click Save.

3. UYUEIVYIFTBN URLZDAE—LTITSUHICDMITF. PAT70T T« TANAEDT A >
FIOR=DIITIEALET,

4. SSO%fEA L TStorageGRID ICH 1 V1 > TEB CZHRT B ICIE. *ROWVWT L DY 1 MIH1 Y
A% ERL. 75T VEE/ — FOIREFREIDZERL THA 120Uy I LET,
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You are not signed in.

™ Sign in to this site,

I S5G-DC1-ADML j

A-—HHENRT—FDANZKRDHBZTOY T EHRRENET,

5. JxFL—Fy RA—HOI—HFLENIAT—REZAHLET,
°SSO YA VA >HLUOT 7T MUBHHINT 2. DA yvtE—IUDRREINET,

+" S5ingle sign-on authentication and logout test completed successfully.

° SSOMEHKRKTBL. TS —Xyt—INRREINET, BB ZEEL. T5VFDIvF—%H
ELTPOELTLREL,
6. FEEDFIEZRDRL T MMOITRTOBE/ —FICH A VAV TEIEZIezHRLET,

IRTDSSOY A A >EXUOT T MUBN TN LTc 5. SSOZBMICTBEENTETE T,

TN A U F DB
HYRRYIRXE—RZFEAL TIARNTDStorageGRID SIFAEFAEEEEZ T A LT
5. VTN VAT (SSO) ZBMICT B ENTEET,

BERHD
CTATUTATAV =AY BLEBIDOT T L—FTYRIIN—"TZA>HR—tLT. EDTIL—
7ICRoot AccessBIEMRZEID HTTEKRENHBD FT, BIFOTHY T AU Y MIXL T, D4
CEBIADT 7L —F v RIA—HHGrid Manager & Tenant Manager\®Root AccesstEPR % 5> T L)

BRI BRENDD T,
*HURRYIRE-—FZFERLT. IRXNTOMRENBECEZT A ML TELHLEBEDYHD XT,

FlE
1. T* Configuration * Access Control * Single Sign-On *1 Z3&RL £ 9,

[N AFVR=DHREE. [P PRy IRE—RDEREINE T,

2. SSO R7—4R% *Enabled * ICEEL X7,
3. [1®7F (Save) 1 EOZUwYILET,
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A Warning

Enable single sign-on

After you enable S50, no local users—including the root user—will be able to sign in to the Grid
Manager, the Tenant Manager, the Grid Management AP, or the Tenant Management APl

Before proceeding, confirm the following:

# YYou have imported at least one federated group from the identity source and assigned Root
Access management permissions to the group. You must confirm that at least one
federated user has oot Access permission to the Grid Manager and to the Tenant Manager
for any existing tenant accounts.

* You have tested all relying party trusts using sandbox mode.

Are you sure you want to enable single sign-on?

=1

R

4. BEZHESREL. *OK*Zz7 Vv I LET,

1

SU TN A VA BRI D & Lz
ITARTOIA—HYHSSO%FEH L TGrid Manager. 77> hIx—T v, J'Uw REEAPI,
()  5&UF+Y NEBAPICT S € R T BUBENBD £F. O—HILL—H I StorageGRID
ST O LR TERBDET,
UGN A A EENILTVET

RBICBOTHBBIII VTN A2 F Y (SSO) 2EMCTHENTEE T, 74
TYTATA7ITL—2avzEMITBRHER. BAICT IV A T V2 EN
ICTBHENHD T,

BEREHD
* Grid ManagerlZ I3 R— TN TWVWBR TS UHEFRELTHA V1V TI3HRELNHBD T,
*BEDT UL AERIBETY,

Flig
1. T* Configuration * Access Control * Single Sign-On *1 %3&RL £ 9,

[Single Sign-On] R—IHKRREINET,

2. [* Disabled * (% *) 147> a>&EFRLEFT,
3. [fRTE (Save) 1ZUUvILEY,

A—ANLIA—FHRY A AU TERLSICB 2L ZRIEEXR Y E—IDKRRENET,
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A Warning

Disable single sign-on

After you disable S30 or switch to sandbox mode, local users will be able to sign in. Are you sure

wou want to proceed?
o

4. [OK|Zzo7Uvo L%,

JK[E] StorageGRID (1 > > 9§ 3 . StorageGRID DY Vo U R—=IUHRRIN,. O—AH)ILI—H
X377 L—FT v K StorageGRID 2—H'DA—HZENAT—REANTIHELRHD £,

1DDE’/ — ROV TIIYA 27 > O—RNREM L E BRI

SUONYAVFY (SSO) Y RTLDMEILET B L. Grid Manager [CH 1>+ > TE
BUWBEDHD XTI, CDHZFEIE. 1 DDEIE/ — RICX LT SSO = —RAICERNIC
LTHoBEEMNMITARENTETET, SSO ZEMNICL THESBEBRICT BICIE.
J—=ROOARVRITIIIT IR TEIHERHD £,
MEBRHOD

cBEDT IV RIEBRHIURETT,

c HEHEBELTHELHUNENHD £ Passwords.txt 771 o

* O—AIILDroot1—HD/INRT— REEZEL TELBELRHD T,
CDRRIIZDOWVNT

1 DB’/ —RICHL TSSO ZEMICTD L. O—AILD root —H & LT Grid Manager (CH 1 >+ >
TEF£YJ, StorageGRID Y AT LERETDeHIC. /—FROOAYY R TIEFERLTHI V7T MET
CICEIE/—RDSSO ZBEBMICTIHENHD XTI,

1 DOEIR/ — KISH LT SSO ZEIICLTH, 71 v KNOMOER/ — K0 SSO BEK
()  @EELEEA. Grid Manager DY > ILH A Y4 Y R—I0 * SSO* #EMICTBF T v 2
Ry o 2NEF > OEET, BiFD SSO RERTATEH L BVNE DR SNET,

FIE
1. g/ —RICOJ—1>LEY,
a XNDIANYFZANILEJ, ssh admin@Admin Node IP
b. [CEBEHINTUWBNRT—RFZASALET Passwords.txt 771 J)o
C.RODIARY REANDL TrooticIDERX £, su -
d ICREEHEINTVBENZRT—REZANLFT Passwords.txt 771 Lo

root LTOJA> T2, FOAVTEBHSEODET $#T 1 #
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2. kDAY FZERTLET, disable-saml

IR1E this admin Node only XYY RD X wEZ—IHRRINE T,
3. SSO ZEMICT B zMERLET,

J=RTOVINTA A D ENI B o ZR T Ay E—INRRREINET,
4 Web 7S5 oHh 5. RILEE./ — KR LD Grid Manager IC7 V12 X9 %,

SSO #EMIC LTz, Grid Manager D1 > U R—IHARREINEF T,

S. A—4%% lTroot ] EA—AILD root I—HFDNZAT—REFERLTHI>V1YLET,

6. SSO HREDEBENNERT-®HIC SSO Z—RMICENIC LTHZEIF. ROFIEZEITLET
a. I* Configuration * Access Control * Single Sign-On *] Z3&RL £,
b. IEL <72\ SSO RE H/cldH\) SSO REZEEL T
C.[fR%F (Save) 122U vILEY,

SUTNTAFIR=TT*Save* e V) w I B E. Ty FREATSSONEHMICERMES
nxI,

7. thDIEAM T Grid Manager ND 7 7 ADWNETH o771 SSO = —EFMICEMIC LB EIE. XRDF
IEZ3ETL £,

a BPERAZVERTLET,
b. [>T I R%ZE2Uwo LT, Grid ManagerzFAL 9,
C. BIE/—RFRTSSOZBEBMICLET., ROVWITNHOFIEZETLET,

*ROOARVREZEEITLET, enable-saml
1315 this admin Node only XYY RO X wEZ—IHRRINE T,
SSO #BEMICT B ERRLET,
J—=RTOVINTA A D EMI BTl ZR T Xy E—UHRREINET,

c gy R/ —REYT—FLZET, reboot
8. Web 7ZUHh 5, ALEER./—RKH S Grid Manager ICT7 7R F 3,
9. StorageGRID DY A >+ O R—=IHWKRRIN. JV Y RIX—JvIZTIERTBICIESSO LTV
vILVEANTEIREN DD zHRLFT,
REE1ER
"IN T ERELTVET"
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