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Storage usage @ Total objects
6.5 TB of 7.2 TB used 0.7 TB (10.1%) remaining
I i
objects
Bucket name Space used Number of objects
Bucket-15 969.2 GB 913,425
® Bucket-04 937.2GB 576,806
® Bucket-13 815.2GB 957,389 Tenant details
@ Bucket-06 812.5GB 193,843 - A
Bucket-10 413.9GB SLERSS o 4955 9096 9804 4285 4354
) Bucket-03 403.2GB 981,226
® Bucket-07 362.5GB 420,726
View the instructions for Tenant
® Bucket-05 294.4 GB 785,190 L Manager.
@ 38 other buckets 14TB 3,007,036

Go to documentation &

FFY T AV b OBE
Ry 2R—RFOLERRICIE. ROBHHIFRTZEINE T,

CHRETNTVWAN Y rERIFOYTH. JIIL—T BLUI—TFDOHE
* PSRRI FA—LT—ERXIVRRAV LD GREINTULBRIES)

20BN B FlzRER TS XY,
Ayl aR—ROEAICIE. ROBHWOIKRTEINE T,
*TFUEDAFTI Y bDEFE

S3T7AHAUYIRTIE. AT CHEDIAEFNTH 59 . RootAccess ¥R HDHEIF. T2
b DOKETIEAR <. T Getting started 1| EWSHA RS04 UHBRREINET,

CTFYETATY FDOAHZID,
* StorageGRID D RFa X> bAD) > T,
AL =20 =2 DOERKR
AL =SFERRRNARILICIE. ROBBEHIRRINET,

CTHFIVRDA TPV T —RDE,



@ Ty ITO—RENIA TP T —2DEHEZTLES ATVI IV MEEDALRT
—RDAE—ZRNT B DICERINE AR—IERTREINEE Ao

*UF—EPRESNTVBBEEIF. TPV T —RMFEATEZAR-—IADEHBE. LUVEDLOD
AR—ZADELEG, 74—RIF MORAL I ENTEZ ATV T —2DEZFHIRLE T,

4 — SEBRERBOREBESVTED, BAICE > THBBT 3T LHBD &
o T2 RIE. THY DI +—2%EBRHE. StorageGRID (&7 F > DA T
N7y TO— REBELI L EILF—REF Ty I L. HLLURDASEET L&
(D) 9. 77U, StorageGRID TlE, 74— & BBLENL S DEHIIT BHIC, TUEDT
Y TO— ROY A XFEBSNF Ao 2 TDTH FHMBRSNIBA, 24— S ERE
ABHESNBE T MA—BIICHLLA TV b7y TO— R TEHAD
SENBDET. U r—SEAEOHBICH 10 SUENDB BB £,

CBARKONT Y REIEOAVTFOBENY A IERIET ST,

EFBEDTSTEIAY MIA=VILEEHEDRE. EONT Y FFRIFEOAVTFTHESINTLWREETRX
R—=ZAHDVKRTEINE T,

N [Buckcio6 914568 -

IS TICHIGT BOIC. ATV AT —2DOEFHBEENT Y bRV TFOF TV MY
Z@OCRARKONTY bEIFAVTFDU X b

Bucket name Space used Number of objects

Bucket-02 944.7 GB 7,575

@® Bucket-09 899.6 GB 589,677

@® Bucket-15 839.6 GB 623,542

@® Bucket-06 846.4 GB 648,619
Bucket-07 7308 GB 808,655
Bucket-04 700.8 GB 420,493

® Bucket-11 663.5 GB 993,729

@® Bucket-03 656.9 GB 379,329

@ 9 other buckets 2Z3TE 5,171,588

THFYRI9ODULEDNT Yy FEIEOAVTIAHZH5EIE. MOTRTON Ty fFEFO>TFHH
ALO—FBTICHD1 DOV MIICEEINE T,



7 —2ERRKRT Z—k

Grid Manager T #—&FEHT7 7 — bHEMIBR > TWVBRIHBE. 73— 2D TRELISEBERFICRDLSIC
Tenant Manager ICRRENE T,

TFTFYEDI #—2D 0% ULDEREINBZ . [TFHU I+ —2ERENFV ] 75—rDNUH—

TNET, FMICDOWVWTIL. StorageGRID DERE S TN a—To VI DFIEICHZTZ—R)T 7L
VREBRLTIIZEL,

A% Only0.6% of the quota is remaining. If the quota is exceeded, you can no longer upload new objects.

I—REBRIIBE. FILWATD TV b 27y 7O—RIB3ZLIFTEEE Ao

9 The guota has been met. You cannot upload new objects.

@ HMERTLTCTZI— DI =L@ EEEY 511X, StorageGRID DERE RS Tl a
— T4 VI DFIEEBRLTLIET W,
IVRRAVEIS—

Grid Manager ZfEFFALT1 DU EDI Y RRAV b2 TSV b 74— L —EXTHERATAILDICKREL T
W3I55(d. Tenant Manager DX v 2Rh—RISBE7 BUARICIY RRA Y RIS —DEELIIBEICT
= hFDRTEINET,

a One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The |ast error occurred 2 hours ago.

IVRRAYVEIZS—DFEMZRTIBICIE. TVRRAVFEERLTI Y RRAY MR=DZRTLE
ER

ESPEN

"TISYRIT ALY —ERODIVRRA YIS —DLZ TN a—FT1 20"
"WIINT AT I ZERLET

T+ FEEAPHIDOWT

Tenant Manager DA—H A > Z—J 214 ADKHDICTF > MEE RESTAPI Z{ERA L
TORATLEEBARVERITTETET, L zIF. API zERL TUEZEEME L
D, A—FREDERDOI>T 1 T ZHRICEHR LD TEFT,

T+ NEEAPITIL. SwaggerdA—7 >V —XAPITSw b7 +—L%EEALEY, Swagger Tld. FRE
THES THNI—HTH, HHDPT NI~ A 22— 7 11 REFALT AP ZBETS &
9o Swagger DA1—HA VA —T T4 ATlE. FAPIMIBICEAT ZHMBRE RFa XY M E2BBTEE

o

Swagger D77+ FEEBAPIORF XY MITIERTBICIE. ROFIEZRITLET,

10


https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html

FliE
1. Tenant Manager ICH-1 > > L9,

2. Tenant Manager®/\ v 4 —T* Help > API Documentation *%#RL £ 7

API SLIE
TF > FEEAPI Tld. ERARRER API UIBNRDE IS a VICHEETNE T,

*account—IREDTF Y ETHI Y MW TINIE, X L —SOFERRBEHRONEHEENET,
cauth—1—Ht w3 VERE 21T 7= DIR/E,
T+ FE’API Tl&. Bearer h—27 VER AR R—rEINTUVWET, TFH2 MIOTA VT BIC
‘j:\ WL\DIEEY (’Dios POST /ap1/v3/authorlze) o —L— ﬂh‘wu\nE*nét ‘123\'—:1.U T’r k— 7

VHNRENET, CDO =T iE. BED API EZ3R ( [ Authorization @ Bearer k—27 > ) OAwH —
TIEEITZ2HNELHD XTI,

X2 ToomEICDOWVWTIR. T2O0XYA NI IIR M7 4—=S T VIR T 21RE] #28BLT
<fETL

StorageGRID Y AT LTI VI IHA > A > (SSO) HBERMICH > TWLWBRIFEIE. FID
() FeszmEIRETT, StorageGRID DEIEFIRD (> 14 ¥ IS
BDAPINDH A V(> ZBRLTLES

* *config *— BB ) —REFF> FEEAPI D/N—J 3 VICEET B18fE, MR U—IN—TaVE&
VEDIY)—RTHR—FETNBAPI DX vy —N—2 a3V —EBERRTCIET,
* *containers *—S3 /N7 k713 Swift A>T I B RDAIE,

Zokal SrRl 9 %77 Ut XFFH]

S3 © BN S EIEEMNT Y R ZERRT D
* HVWEMREDOEE
ATV MIFH L TEATINIWBOESEHIHZRELET
* N7y FDCORSHEZER. B#H. HLUVHIFRT 2
ATV NORIRT U ABRBOEHFOEML L EML

* CloudMirrorL 7 & —> 3 >, B, RERE (XEZT—REH) BED
TSw kI A— LY —EXDERBREDESIE

* ZZEDONT v bz HIRRT

Swift AT HIERTIEEMHLARNILERELET

* * deactivated-features * —3JE7 U 7« T SNI-EHIREM D & B 1¥BEHE RN T B 121E,

* *endpoints * — TV RRA >V b EBEBITZ-HODNIE, TV RRAV M EFERTZECT. S3N\Tv bk
IEANBBDH —E X% StorageGRID CloudMirror L 1) r—> 3> BH. FEIIRRREICERTEE
ERS

**groups *— O—AIITFYIIIN—TZBEL. ABT7AT T4 T4V —ZADBTzTL—FTYRT

11



T RIIIN-TZBUGT B e HDUIE,

* *identity-source * —NED T ATV T4 T4V —RZRETDNIE. LUV T7zF7L—FTyvRITIL—T&
I—HER=ZEFHTHREAT S 0IE,

* regions — StorageGRID ¥ X 7 AICRESINTWVWE ) —2 3 >z 5T 2 - DALIE,
**S3-FTFIUIA—HYDSI T I ERF—EEIET HMIE,

* *s3-object-lock *-- StorageGRID ' X F LDI O—/NILAESIA TS o bOv Y (#EH) OERZERSRT
B0,

crusers* — 7Y A —ERRELVEERT B 7-DDIEE,

SR DFFE

ZAPIBEZBREARTTARE. HTTP 70 3>, IVRBRAYMURL. BBEFIEA T3 >DINT X—
ZADU R, BROAXAXDE (WMERIBE) . BESININEEZHERTETET,

12



grou ps Operations on groups
Jorg/groups Lists Tenant User Groups
Hame Description
type filter by group type
string
(query)
limit maximum number of results
integer
(query)
marker marker-style pagination offset (value is Group's URN)
string
|'que:'y;
includeMarker if set, the marker element is also returned
boolean
(query)
order pagination order (desc requires marker)
string
(query)
Responses Response content type applicationfjson v
Code Description
200
Example Value Model
{
"responseTime": "2018-02-01T16:22:31.0662",
"status": "success",
- "apiVer=ion": "2 25

APIERDETT
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2. 9N—=FR21—HDIDBE. BRTEMDODNIXA—ZBBRENE SN EREEELEFT, RIS, TNS5DE
ZEIELET, HELBRZEIS T B7OHIC. FKICHOD API ESROBE NMBEICKRZ ZEDHD FT,

3. ERDAXDAIZEE T 2HENDHZNESHZHIMILE T, EDIHFEIE. ["Model|22 ) v I LTET
1—ILFDEBEHZHRBTETE I,
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4 rELTHATLKETVW 1 ZIoUy I LET,

S MEBIRNFA—FZIBET 2D BDEICIGLTEROANZEELX T,
6. [*Execute] Vw2 LEY,

1 IGED—RZHER L. BRDVEILIEAESHh 2L FT,

REE ISR

"JORYAMJIIR+T+—2 ) (CSRF) DBALE"

"StorageGRID D EIE"

+UREEAPION— 3 VU EER

THYREEAPI TR N—YaYEEKRZERL TEELY Yy 7L — D R—
fENFEd,

NI

7= ZIE. ROER URL TIIN—23 Y 3D APIBEESNTULETS,

https://hostname or ip address/api/v3/authorize

BN—2a > OBE#HEMEMNRL *_not compatible _ * DEENTHNZ &, TV FEIEAPIDXD v —/\—

JarvhENRDET, UFION—a e BEEELH 2 DEEEITS . THY MNEEBAPIOYAF—N
=g hENDET, BERMEDOHZIEEICIE. FILLWIVRRA Y M TONT s DEBMBEDHD £,

ROBE. BEDRZA TICEDVWTAPIN=2 3 VDB EDESICEHFEINZ D ZRLTVWET,

BAN—Ta>eE#EERHD XY 2.1 2.2.
BAN—2a> BB HD FEA 2.1 3.0

StorageGRID V7 Iz 72O TA VA M=ILLTFEIF. BFN—23>0T77+ > NEEAPI DAHAHE
ICHRD F 9, 7=72L. StorageGRID Z#H L WHEEE) U —XRICT7 v 7T L — R LTHZE. Da<ed
StorageGRID D#EE!) 1) —X 1 DR DEIE. HWVWAPIN—= 3 VICH5|EMETIVEATEET,
HVWEKIE. XDBETHEIEEY—T7INET,

* BNV A —N T Deprecated : true | &% 3,

* JSON IBEDAIC T deprecated : true ;] HEMITN S
BEDU U — 2 THE— FENTVBAPIN—D 3 VAR LET

HR—FEINTWVWBAPI DX v—N—23 > D) A NERTICIE. XD API ERZFERL X,
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GET https://{{IP-Address}}/api/versions
{

"responseTime": "2019-01-10T20:41:00.8452",
"status": "success",
"apiVersion": "3.0",
"data": [
2,
3

ERDOAPIN— 3 > DISE
INZANTGA—RZFERLTAPIN—=2 a3 Y ZIBETEERT (Japi/v3) Flld3Avy A — (api-Version: 3
) o MADMEZIEE LIIZERIE. AV A —ERNIELDHEBIEINE T,

curl https://[IP-Address]/api/v3/grid/accounts

curl -H "Api-Version: 3" https://[IP-Address]/api/grid/accounts

JOXYA VI IRA T +— 1) (CSRF) DBALE

CSRF h—0 Y &AL T vF—IC L35 =4t 95 . StorageGRID (CXI 9 B2
OXYAPMIIIRET+—21) (CSRF) WBZHSIEHATEEXT, Grid
Manager & Tenant Manager (Dt ¥ a2 57 #EeEx BFICEMICLE T, oD
APl 7547V ME. A1 VEICCDEEZBMICTEINE DD ZEIRTEEXT,

WEENBDY A & (fzeziE. HTTP 74— L POST ZEALT) AOERZ FUH—TEIHEE. o1
VAV LTWAA—HD I yF—%2FERAL TRHEDEREZRE NXETEET,

StorageGRID Tld. CSRF k—% V% fEH LT CSRF WA e N TET T, GHICLIEE. BHED
TJvF—DORBIEFEDA YA —FIIFED POST /N A—RXORNBE—HTIHNELRHD £,

COBBEXTBMICTDICIE. BRELET csrfToken /INTX—H DB true 38:FHTdo T 74 METY

falseo

curl -X POST --header "Content-Type: application/json" --header "Accept:
application/json" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true

}" "https://example.com/api/v3/authorize"
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trueMIHFEIE. ATY GridCsrfToken 7w F—|&. Grid Managerds KUADY A VA VIZT VA L7RfE%x
FALTHRESINET AccountCsrfToken 7w F—IF. Tenant Manager"DH 1 >+ > TlEZ >R L7R1{E
THREINZFT,

Iy —HWEETIHEEIE. SXATLOREEZZTETETEZIARNTOER (POST. PUT. PATCH.
DELETE) IZIZRODWVWITNHIDEZENTWVWIRELHD £,
* o X-Csrf-Token CSRFh—27 >0 v —DENFINY A —ICHETNTUVET,
CIVRRAVIEDR T A —LIYA— R EINAEANEZZITANDSIHBE | AcsrfToken 7A4—LIT>J—R
INTEERDAN/INT X —Z,
ZOMDOBIE KVEFEMICDOWVWTIE. AVSAVDAPI R¥Fa XY hEBEBLTLLIETWV

CSRFb—2 20y F—DREINTVWBIEKTIF. DERAINEXT "Content-Type:
@ application/json" CSRFIXENS DIRENE SIIBIEINBZT=DIC. JSSONERDAXH
le\g@?’\‘"co)gfﬁo)’\“/ﬁ—o

THY IO RT LT VL RADERE

TFIRTHAODCADT I REgEEI—FIHGETBICIE. 7T L—FT Y RT714T
DTATAV—=ADBSTIN—TE2AVR— LT, BIEMERZEDYTE

9, StorageGRID ¥ X T LLETI VI ILFA A > (SSO) HEMICH>TULAELD
IO, O—AILTFHF TN —"TTELVI—SE2ER TR EHTEXT,
C"TATUTATATTTL—a EERT S

c I — T OB

*"A—ALI-FOER"

TATYTA4T4 7T L—>aVzERATS
PATTA4 T4 7T L—>a ERERAT . T NTIINL—-T e T NaA—Y
HFHRRICERETCET X T, 77> ba1—HIE, FOWEBNIL T vILZERLT
TFONTHOMMIHA A TEEXY,

"JI1TL—FTYRTATOTATAY —AEHRET D"

"TATIOTA4 T« —REDEEIEHR"

"TATUTA4 T4 7T L—>3 > OERML"

T7ITL—TYRTATUTATAV—RZRET S

T+ > bJ)L—7 ¥ 1—4 % Active Directory. OpenLDAP. Oracle Directory Serverz &

DRIDL AT LTEEBITSZHEIE. 77170747477 L—>a a8/ ETCEX
ERS

NERHD
* Tenant ManageriZ I3 R— b INTWVWER T U ZFERLTH A1V TIRELRHD £,
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*RHEDT It AERNBETT,

* PAT>VT 4T 7A/NA XL TActive Directory. OpenLDAP. Z7zI&Oracle Directory Server% & Fg
LTWARENRHD FJ, BHINTULWAWVWLDAPVIY—ERZFERT 2HB/IE. TIZAIYR—MIC
BEVWEDELTEETWL,

* LDAP H—/\ X D&SIC Transport Layer Security (TLS ) %#EAT3BEIE. 71TV T«o T« 7ON
AEAMNTLS 1.2 FlF 13 ZFEBLTVWIRENHBD T,

CDRERIIZDWVWT

TFHEUMNMITATUTAT47xT7L =23 B —ERERETEZINEOMNE. TR T ATV LDORE
FEICE>TEBDFY, T+ +H Grid Manager BICERE SN A TVT4 T4 7x7L—>a>y—
EXERHEITZIHEDNHDET, FATVTAT147TTL—2a > R=JIIFTIEILIZEZICCTOAY L
—IUDRRINBZGEIE. COTFHFYRRICAD 7T L—TYRT7ATUTATA4YV—REREITDLIF
TEEEA

o This tenant account uses the LDAF server that is configured for the Grid Manager.
Contact the grid administrator for information or to change this setting.

FlE
1. 7OEREEB*>*"TATYTA4T147x7L—>a>y* Z#ERLET,
2. [*FPATYTATA7TTL—2a>EEMITS ] Z&ER
3. LDAPH—E XD XA TS 3> T, *Active Directory . OpenLDAP . F7-i& Other *%3#RL £ 9,

OpenLDAP *% &R L /=355 1%, OpenLDAPH —N\%ZREL £9, OpenLDAPH —/\NDREICEETEHA
RS 2mBRLTIETU,

Oracle Directory Server ZfEF 3% LDAP H—/N\—DEZRETBICIE. * T * ZBRL X T,

4. [ Tt ] ZBERLIBEIE. [LDAPEM 10> a>D T —ILRICANLET,

° * User Unique Name * : LDAP Z1—H'D—ER ID A"EFENTWVWIEMHDOLH, CORMIFEFEILT
9 sAMAccountName Active Directory$ & U DIFE uid OpenLDAPDIZE., Oracle Directory Server
HRET3HEIF. CAALET uido

° *User UUID * : LDAP 2A—H# DKM A—ER ID AEENTVIBEDRE. COBMIILRALT
9 objectGUID Active Directoryd K U DIHBE entryuuID OpenLDAPDIHE, Oracle Directory
Server®RE T BEEI1F. CAHLET nsuniqueido IEELLBUDRZRI—HDEIZ. 16 /N1 b+
FRIXFIHERD 32 H1D 16 EHTHIHBELNHBD £, N1 I VIFEHINET,

° * Group Unique name * : LDAPZ JL—7D—ERIDAEEFNTVWEIEMEDSAF.,. COBMIFEELT
9 sAMAccountName Active Directoryd & U'DIFH cn OpenLDAPDIZE, Oracle Directory ServerZz
BRETRHEEIE. CEANLEFT cno

e *J)L—FUUID* : LDAP JIIL—7DkElG—ER ID AFENTVWIEMDSEI. COEMIFE
B L TY objectGUID Active Directoryd & U'DI5HE entryUUID OpenLDAPDIZE, Oracle
Directory Serverz i%E€ 9 2% alF. E AL ET nsuniqueido IBELEBEDE Y IL—TDIEIE.
16 N1 b FFIIXFIHD 32 H1D 16 EMTHIVELHD £T, N1 ITVIFERINET,
5. Configure LDAP server (LDAPH—/\NDERE) U3 VT, BEARLDAPY —NELURY N7 -0
ERZEZANLFT,

° *Hostname * : LDAPH —/NDRA FHFIFIPT R L R,
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° *Port* ! LDAP H—/\ADEFICERT SHR— ko STARTTLS DT 7 #JL b7R— ki 389 .
LDAPS OF 7 #JL F7R—FIE 636 T, 72712 77477 4—ILAELLEREINTLWNILX F
BEOR—rEFERATETED,

° *Username * . LDAP H—N|Zl#Efi s 21— DA% (DN) DFTEL/VR, Active Directory DIFE
IE Ao RIWATF V& FRIEA—F—TF) O NILAZEET DI EHTEEXT,

HEIDI-HICIE JIL—TEIVI-HZRTI 1R, BELORODBMICT VX T S1ERH
WHETT,
* sAMAccountName F7cld uid
" objectGUID. entryUUID &7cl¥ “nsuniqueid
" cn
* memberOf F7clE isMemberOf
° * Password * @ 1—HRICEHENMITSNIZ/NIT—R,

° * Group base DN * : &' JL—F%#I&REK S BLDAPH 7V 1) —Di#5]%& (DN) DFEL/VR, Active
Directory Tl&. ~NX—X DN (Zxf L THEXEIZA A% ( DC=storagegrid . DC=example . DC=com
BRE) ODIINL—TEIRTCITTFL—FYRIIN—FE L THERTETET,

*TIN—TD—BHLEMEIX. FAET3*TIL—TDR—ADN*HNTC—ETHINELHD £,
° * User base DN* | 1—H'% &KX T BLDAPH TV —Di#RI% (DN) OREL/NZ,

PA—H—D—BRBEMEIR. ENENHETZ*1—F—X—XDN*HAT—ETHIHLENHD F
ERS
6. [* Transport Layer Security (TLS) *]ta ¢/ 3 y—C\ t# a U 7__{ EQE%E?R L/ i 3_0

o * STARTTLSZ MM (H#f3E) * : STARTTLS%ZfER L CLDAPHY — N DBEXFREL T, bt
BINBZA S>3 >TY,

° *LDAPS ZfEf * : LDAPS (LDAPoverSSL) #7723 >Tid. TLS ZfEMA L T LDAP H—/\N
DFEGEHILLET. COA T2 aVIEEREZREERT SLHICHR—FENTLET,

c*TLS ZFEALAWVWTL T L * ¢ StorageGRID & X7 LY LDAP H—NOEDHRy fT—0 ~5 7
1V IIIMREINEE A

Active Directorytf —/N\CLDAPEBE ZEA T 2% 51d. COF T a v R—rEInTLEE
Ao STARTTLS % 7:i% LDAPS R T 2HELHD X9,

7. STARTTLS 713 LDAPS Z:#IR L 11;mE 3. EDREICER T 2AZZERL £7,

CARL—=FT 4T DATLDOCATIRERFER | AXRL—FT a2 « DXATLICA VA M=ILENT
W3T 7 4L bDOCASERRE % FH L TERZREL I,

c*NRELCASIFAEZFER *  ARZLEFaUTAAZEZERALF T,

COREZFERLIISEIE. AREZLEF 2T AEZIE-LTCATERETF I bRV I X
ICBED T E T

8. THEDT R ZBIRL T, LDAPH —N\—DIELRELXBIIL X7,

BB EIEER. R—JOBLICEREA vy E—IDNRTEINET,
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9.

&

B BRI EIE. MREEERLE T,

MDA )—> 3w b&. Active Directoryz £ 3 2LDAPH — /NDREFZRLTVE T,

LDAP service type

Select the type of LDAP service you want to configure.

Active Directory OpenlLDAF Other

Configure LDAP server (ll fields are required)

Hostname Port
my-active-directory.example.com 389
Username

MyDomain\Administrator

Password

Group Base DN

DC=storagegrid,DC=example,DC=com

User Base DN

DC=storagegrid,DC=example,DC=com

AW

"FF Y B

"OpenLDAP ' — N\NDHFREICETZ2HARZ1 "

OpenLDAP ' —/\NOFREICETEIHA RS>

TATYT14T47TTL—>3 I OpenlDAP Y —N\%ZER T 315513

[l

ﬂh%ww,w‘%wwwmww
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OpenLDAP H— N THEDHRENBETT,

memberof A —/\—L - & refint 7 —/N\—L 1

memberof 77 —/N\—L A & refint Z—/N\—L A ZEBMITIHREBEHLHD £9, FMICDOLTIE. OpenLDAPD
BEEAMRODIN—RIN—TRXAIN=29TOXYTF Y XFIEZBRL T IZE W,

127w e

RD OpenLDAP BHE A VT Y I RF—T—REZRETDHBENHD X7,
olcDbIndex: objectClass eq
olcDbIndex: uid eq,pres, sub

olcDbIndex: cn eq,pres, sub
olcDbIndex: entryUUID eqg

Floo NTA—I 2V AERBELTBICIE. Username DAL I THIBAETNTWER T4 —ILRICAI VTV IR
ERELTLIEE L,

OpenLDAPDEEBEH A ROUN—RTI—TFAXAIN=29TFOXRTF U RETB3ERZERBL TS
Lo

TATOT4 T4V —REDEHIREER

StorageGRID > R TLIE. PAToTA4 T4V —ZXADBSTT7L—TFTyRIIL—TH&L
OCaA—HZzEHNICEHALE T, - DIERZ I SICBEMICLIEDFIRLIZD T4
ENH3mEE. FHZRFNICHAR TSI T,

PBEREHD
* Tenant Manager(C & R—F SN TVWE TS IOHEZFERLTH AV TRI2HRELRHD XTI,
cREDT I AERNBETT,
CRESINIETATUTATAYV—ZADEMCE>TLWIHRELRHD £,

FI@
1. 7OEREB*>* AT T14T147x7L—>a>y* EFERLET,

TATUTATAT7IT L= a3 rR=IHRRREINET, T—N—0DFH REUIE XR—2JDEE
ICHDFET,

@ RESNTWVETATUTA T4V —ABEWIR>TVRWEE, *T—N\—DFEHR R
VNETOT 4TI FE Ao

2. TH—NDOEE ZFRLET,
FEHNFEmR NI 2R IERA v E—ODRREINE T,

&R
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TF > NERER"
FATYTa4T4 7T L—>a>0EML
CDTFHFIMMITATUTAT14 7T L—a > —EREZRELEBRIE. T+
NIWN—=TeA—FDT7ATT4 T4 77 L—>3 > E—BHE IS KERICE
ICTBCENTEXS, PAIT70TA4T147TT7L—>a>zE\MTS
Y. StorageGRID Y AT LETAToTA T4V —ABEDPOEDIIRELFEA.
L. RERRFRFINZ IO, BEICBEAMNICTZENTEET,
BERDHD
* Tenant Manager(Z & R—FEINTWE TS IHEZFERLTHA VA>T RIHRELRHD XTI,
*HKEDT VL AERNUETT,
CDERTICDOWVT
TATUTATA7TTL—2a>ZEHICTBAIIC. ROKUTFBELTLIZEL,

CTIFL—Ty RA—HES AU Y TERBD T,

WAV ALTVWET T L—FTy RA—HE v a i EelET > b7 Ao M7 S
TRALERFCBDERIH Ly a YHHRTINICER S C BRI A 21 > TERLRD T,

* StorageGRID Y RTLETAT VT4 714V —XABDEERIFITHONEE A

FliE

1. 7OEREB*>* 7AToT4T147x7L—>a>y* EFERLET,

2. [PATUTA4T47TTL—=oa3>%BWITE] FzvIRvIR%EATICLET,
3. [1R7F (Save) [ %=FEIRLET,

EIPELES

P R

JI—TDEE

THYRA—HNRRITTEBR XA ZFIHT BICIF. I—FTIL—TFICHERZEID I T
¥ 9, Active Directory X> OpenLDAP R D7 ATV T A T4V — A6 T T L—TF
wRIN—=TH2AVR—rTB D, O—AINITIIN—TZERTZEHTETET,

StorageGRID R TLTI YU ILGA>F > (SSO) HMEMICHK->TWBEFEE. O—A)La
()  —HRFFYrRA—TrICHA A S TEE A, L. JIL—TORIRICESWT S3
1Y =% Swift UV —RICTIVERTRIEETEET,

T2 M EIRHER
THFYNIIN—=TZERT DRIIC. TDII—FICEIDHTRIHERZRET L TIZEV, T2 FNERER
I&. Tenant Manager £7cld7T+ > FEEAPI ZEFRAL TA—HYHRRITTEEZI IR IZRELE T, I—HIF

1 2ULEDTIN—TFICBTRENTEET, #RIF. I—PEHRDITIL—FICELTLWBRESICERIN
I
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LEY

Tenant Manager ([CH 1 > > §3IC1E. £lEdTF Y MEBAPI ZFEHET3ICIE. DR EH 1 DDIER
WENDH TN IL—FICA—FHBLTWVWBRRELNHDXT, HAVAVTEZIRTOI—HIF. XD
BRRAVERITTEET,
c Ay aR—RERRLET

BODNRAT—RZ=ZET3 (O—HIL1—-HDIHEE)

IARTOIERICD
HE S hH\

®

WC, JIL—TD77ERE—RREICL>T. I—FHREZEEL TUEZRITTES
FFI-—THEETIRECHEDHZRTTEINESIHIDNRED T,
A-FHEHRDTI—TICBLTUVWT. WINH DT IL—Th%E

Bae. BRLEIARNTORE CKEICRAMDERTTY I/ EXTEET,

RAIRDERICRESINTULS
BRBE3DTEELTLE

G =TI ROMEREEID S TR e A TEE T, S3TF Y k& Swift 7+ kTIZF IL— T OIERH
2TV, FrydUaIC
7ot 2K

E'Iljlé

Frv v U UICKEND DB IcOEEICIIRAT 15 DZELFT,
B3

JL— 72+t X (Root
Access )

Tenant Manager £ 77> FEEBAPIND LTV X ZRMELE T,
OE St A—YDTFU RN T AT MY A1 2T BICIE. Root
Access tERDHBETT,
EEE

Swift 7> bDHe CDTFUETATY D Swift AT FEAFTIT T A
DINT I L RERHELET
R

EEEOERNMBETT,

* Swift L—H'H' Swift REST API Z{EH L TAIEZR1TT DI
B0 S37L7:2

Swift
ToTY
IWEBEBLEY

S3TFFYEDH, A—HICEHDD SI TV ERT—DERE LK VHIBRZEEFRI L
9. COERZF-AVWI—FICIE.

¥ 7N E n
*storage (S3) *>*My S3 access
keys* | XZa—FAFaViERRINFIFEA.
TRTONT Y FZEIE *S3TFUL I S3ONT Y hFRIFTIL—T R D —ICBFRELS 2—HIC

Tenant Manager ¥ 77> NEIE APl ZEA L T S3 N7 v /1:0)1’F55Z<‘:|J=]'JB?7&
AL, TFYRTHIVFRADIARNTD S3NT Y FOREEEIRT S
CZEFFRILE T,

C DMERZERF LBV —FICIE
Ao

Bucket X—a—FA > g idRRINE

Swift 7> b ¢ Swift I—ICTF > FEIBAPI Z{EA L T Swift A> 5T+

DEEMLANILEZGHHTZCZHFILET,
Xl T

T2 NEEAPI D5 Swift JIL—FICEIDH TR N TEDD

I&. Manage All Buckets #EFR7=17T9, ZDHEFRIE. Tenant Manager % f&
BLTSwift JIL—ICBIDE TR CIETEFEE A



7t XtE =EA

IVRRAVEEEEBL S3T77F+Y DA, I—HH Tenant Manager £7-ld7 7> NEEAPI ZFEAL
E3ra T. StorageGRID 75w h 77— LY —EXDTRAT1%—> 3> LTHER
TRLYRRAY M EERELIIRETETZLIICLET,

COERERLEVWI—H—ICIE. * TV IT4A4—LY—EXIVRRAI K
*RX-a—FTFaVERRTINEE A

B
"S3 ZfEAT 5"

"Swift = ERAL XI"

S3TF Y MADTIL—T DR

S3 A—HIIN—TDERZEEIBICIE. 7xTL—TYRIL=TZ21 Y KR-+rT3
M O—AIWTIIN—TZERL X9,
REBRHD
* Tenant Manager(C I3 R—FENTWE TS IOHZFERL THA VAV TIHRERBHD XTI,
* RootAccess ¥ERRZ1FDA—HJIL—FICBLTWVWBRELRHD £,
c JxTL—TFTYRIN—"TZAVR—bTBHEE. 7TATT14T147x7L—>a > EREFHT
TJxT7L—TYRIIN—TDBREBADTAT T ATV —RTTICEELTVWIRELRHD £7,

FIE

1. * access management * > * Groups * Z3#RL £ 9,

Groups

Create and manage local and federated groups. Set group permissions to control access to specific pages and features.

: B

Mame = m = Type = Access mode =
Applications 22cc2e27-BBee-4461-38c6-30b550beeech Local Read-write
Managers 8b15b131-1d21-4539-93ad-f2295334Tc4dB Local Read-write

2. T*JN—T=ffil* 1 Z#FRLEY,
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10.

24

[O—ALTN—TFN2TZ2FBRLTO-DIWITIN—TZ2ERTIH. FLE [ 7zTL—>3>d)L—
TNRITZRL T MHEICRELETA TV T4 T4V =AW 5TIN—T=2AVR—rLET,

StorageGRID Y X T LTI VT I A A > (SSO) HEMICHE>TWBIEE. O—AILTIL—TICE
92 2—1H|& Tenant Manager ICH A > 1> TEEB A 15l 9547 N7 TV r—2 3 > %ER
LT, JIL—TDERICEDVWTTF VMDY —XEZEBITEZCIFTEEY,

TIN—TDREIZEAILET,

C*O—ANLTIIL=T* I RTRBE—RDBADOEAZANILET, RRBIEHETRETETEI,

c*JxTFl—2ardIIL—T* | —BEO&HEIZANILE T, Active DirectoryDiZE. ICBIEFITHSNT
WB—EDHEITY sAMAccountName JE1 (Attribute) : OpenLDAPDIZ&E (L. ICEETIFTSNT
WB—RBO%EITY uid B (Attribute)

[* Continue * ] Z3&RL £,

TVIOERE—RFZERLET, I—UDEHBOITIL—TICELTVT. WINHL DT IL—THHEAHFWMOE
RBICRESINTVSIHE. ERLICIRTORE CHEICHADDERTT7 7 EITEE I,

° *Read-Write * (F7#JL k) : 21—%(d Tenant Manager ICOJ 1Y LTCT+ Y FOREZEETE
£7,

cH*HANDER* I A IIHRECREDAZRITE XY, Tenant Manager X777 > MEIE
APl Tl&. ZEERUIBEZRITITBZIFTEEFFA. O—NILDFHARDERI—HFIEIBDTD/INZT
—REBETSET,

CCDIN—=TDTI—T1ERZZEIRL X7,

TV NEBERICEATIBRESR LTIV,

[* Continue * ] Z3&RL £,

IN=TRIVS—=ZFRL T COTIL—TDAYN=IIH593 S3T7IERERZRELFT,

c*SITIERAKRL* 1T TAI b NTYRRUS—TT7IEIDFAINTVERLWDAED, TDY
IWN—=TDO2A—HIEXS3 VY —RIZTIERATEEHA. COF T3> aEERTZE. TIAILELT
& root A—HICDHFS3I VY —IADTIEZIAMHFIEINE T,

C*RAMDEARATIEX* L IOV -TDOI-HITIE. SB UV —INDHAID ERT U IHEF
AIENE T, RERIE ATPz I bZVRNLT ATDT I MT =8 XET—8R T ZHH
WMZCENTEET, COFATIaVZ2FEIRTZE. TFAMRYIRICHRAWMOERTIIL—T R
2 —®D JSON XFIHRTRENE T, COXNFHIFRETST T E A

CHINT VLR L TDTIN—TFOA-FIIE N7y b EBL S3 VY —ZAANDTILT 7t RANEFE
SNET, COAT2aVZBERTBZBE. TFRAMRYIRIZTINTIECRTIL—=TRIS—D
JSON XFFHRTENE T, COXFINIRETT T E A

CHARBLY L TII—TARADI-H—IZIE. TFRAMRY IR TIEELERIMIGEENE T, S5E
BRI, JIL—TRIS—DFMCOVTIE. SBISATU T TV r—a>vERKTH
FIEZBRL TIEE L,

[*Custom* | ZFRLIIZBEIF. JI—TRIVS—ZANLET, ETINL—TRI—DFAXIF5
. 120 N\ FETICHIBINTUVWE T, BM%A JSON EROXFSN 2 ANTT2HENRHD FT,

ZOBITIE EBELEENAT Y FRODA—FE (F—TFL T4 v IR) I—BRITBITAIEDRTET It
ADHBDTIN—=TFDOAYN—=IZEHFRIENET, CNSDTHINEDT AN —REZRODD EFIH
DIN—TRIS—2NT Y h RS —DT I RIEREZEERTINELRHD £7,



Mo 53 Access e

"Statement": |
Read Only Access (

"Sid": "AllowListBucketOfASpecificUserPrefix",

Full Access "Effect”: "Allow"
"Adiul‘l": “53:%II|
@ Custom "Resource": "arm:aws.s3::department-bucket”,
(Must be avalid 50N formatted string.) "Condition”: {
"Stringlike": {

"s3:prefix": "S{aws:username}/™"
}
!
L
{
"sid": "AllowlserSpecifichctionsQnlylnTheSpecificFolder”,
"Effect”: "Allow",
"Action™: "s3:"0bject”,
"Resource”: "arm:aws:s3::department-bucket/S{aws:username}/™"
1
|
)

N 7z7FL—FTyRIIL—TeO—-ANTIL—TDOEESZERTIMNMIIGL T, RRINDIRE 2 ZER
LET,

e TJxTL—=FTYRIN=T I *TIL—T=Em*
cO—AIIWTIN—T " * AT

O—AILTI—7Z2ERLTWBESIE. T*Continue* ] ZFEIRTZE. XT7v 74 (A—HF—DEM
) ARIRINFET, COFIEIZ. 7xTL—FT Y RTIL—FICRHLTIRTINEE Ao

12 JIN—=TIEMT 28— —DF v IRV IRZF UL, *TIL—TDER * 2 #RLE T,

BBIZIGL T, A—YZEMETICTIL-—TZR®RETZICHTEET, BTIIN-TICA—FZEMT
BB HLVWIA—HFZEMIBLEIICTIN—TZERIBZCEHTEE Y,

B [T ZFRLET,

ERR LTz I =TT I —TD) XA MIRRINET, T v JICERAIDBZHEEICIIRKT
15 73%ELFT,

S
"7 MR

"S3 ZfERT 5"

SwiftT 7+ > FED Y IL— T DER

SWit 7> R T7ATMNIR TR TV REREZEBIEBIRICIE. 7T L—TVvRTIL
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— A VR—bTBD O—AITIN—T%21EHRLET, Swit 7+ 7 AT+
DAVTFHEeFTO U ZEEBTBICIE. Da<<ed 1 20T I)IL—TH Swift EIRE
MERZFR > TWLWARELHD X7,
MBRHOD
* Tenant ManageriC g R— SN TWE TS OHZFERL THA VAV TRIHRERHD XTI,
* RootAccess 1ERZ1FD1—HJIL—TICBLTLWBIRELRHD 9,
CTJITL—TFTYRIIN—"TE2AVR— T BBEIE. TAToT4T4 7T L—23 % H_REFH T,
TJITL—T Y RITIN—=THEREBADTATUTATAV—RTTICFELTWVWAIRELRHD £7,

Flig
1. * access management * > * Groups * ZiEIRL £ 9,

Groups

Create and manage local and federated groups. Set group permissions to control access to specific pages and features.

‘ o

Mame = D = Type = Access mode =
Applications 22cc2el7-88ee-4461-a8c6-30b550beeecl Local Read-write
Managers 8b15b131-1d21-4539-93ad-f229534Tc4dB Local Read-write

N

-T2k * 1 ZFRLET,

N O=ANITIIN=TF2TEERLTO—ALITIL—TZERTBD. [ 7zTL—>a>dL—
TNEITZZRLT MAICRELE AT T4 T4V —ZADSTIN—T2AVR—rLET,

w

StorageGRID Y AT LTI VI IILHA A (SSO) BEMICHE>TWVWBRIHEE. O—AILTIL—TICE
9% 2—1I|% Tenant Manager (ICH 1 >4V TEEH A KL 93477 r—> 3 % ER
LT JIL—TD¥ERICEDWVWTT Y rDOUY —X%BEBIZCIFTEET,
4 JIN—T0%EIZEATILET,
crO—AINIIN—T* | RRBE—BOLEOEAEZANLET, RAAIEHETRETET X,

e JxFL—=avdIL—T | —BEO&AFIEASILE T, Active DirectoryDiFE . ICEETITSNT
WB—EDHEITY sAMAccountName [ (Attribute) @ OpenLDAPDIZE . ICEAEGITSNT
WB—E0DZEITY uid B (Attribute)

5. [*Continue* ] ZEIRL XY,
6. 7UOERE—REBRLEFT, I—UHWEHOTIL—FICELTVWT. WINHh DT IL—IHRAHIRDE
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10.

1.

12.

BICRESNTUVBRIGE. BIRLIEIRTORE CRKBEEICTHAMDERTTIJEXTEET,
° *Read-Write * (F 7 #JL k) : 21—%(d Tenant Manager ICOJ 1Y LTCT+ Y FOREZEETE
7,

CHrHANDER* I A IIRECREDAZRITE XY, Tenant Manager X777+ > M EIE
APl Tl&. ZERUIBEZRITITBZIFTEEFRA. O—NILDOFARDFEHRI—HIEIBEDD/INZT
—REEECEET.

- IN—THRZRELET,

o A—4PH Tenant Manager £7=137 7> BB API ICH 1 V1 VT 23HEBELH BHBEIE. * Root
Access * FT v IRy IR%EAVICLET, (FT7AIL)

o A—HH Tenant Manager £7-137 7> FEBAPI ICT7 VX T B3HEHARVIEEIE. * Root Access
*FIWIRYIREZATICLET, e RlE. TFHYMITIERTEIRELABZWVWT U r—o3Y>
DFTVIRYIR%EATICLET, RIS, * Swift Administrator * #[RZEID XK TT. ChH5D1—
PICAVTF ATz FOBEBEHILET,

I'* Continue * 1 Z:#ERL £,
Swift RESTAP| ZEH 32BN HZHEIE. *Swit BIBE * Frv IRy IR ZBIRLFT,
Swift 2—4h% Tenant Manager IC7 27t X3 3(C1&. Root Access MERDHETY, 7272 L Root Access

MEPRTIE. Swift RESTAPIICRREEL TV T =L IcD A T2 U b ZBDRAATZED TBILIET
T Xt Ao Swift RESTAPIIZEREET B ICIE. Swift EIEEDIERNKETI,

TJxTL—TYRINL=TeO—AINITN—TDELESZERT IS L T, RRTNDIRE 2 ZER
L&Y,

c JxTFL—FYRIIN—TF: *TI—TE{ERK *
c O—AITI—T " *H{T*

A—AILIIIN—T=z e L TWBIHEIF. [ *Continue* ] ZERT B . RTv 74 (A—H—0D
EBM) BAREIINFT, COFEIF. 7zTL—TY FIIL—FICRHLTIFRRETNEE A

IIN—TICEMT3EL—HF—DF TV IRYIREF UL, * TIL—TDER * Z:#RL £,

BBICIGL T, A—YZEBMETICTIN-—TZE®REITZHCHTEET, COJVIIN-TICheTaA—TF%=
EMI3IedH. HILLWI—FZERNTREEICTIN—T2ERITZEDHTETET,

[ET 1 ZFRLET,

B LTcd I —TH TN —TDI X MMIRREINE T, Fv v JICKEADIDD D IcOEBICIIRAT
150%28ELEY,

B
T N EERAER

"Swift ZERAL X9

TN—TDFBERTELIUVRET S

TIN—TDOFHEMERTTIEIC. TIL—TDORTE. 8B RUS—, BKUVTIL—7F
ICBT31—H0Z2ZEEITEZ3_ENTEEXRT,
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RERHD
* Tenant ManageriZ I R— b EINTWVWE T U0 ZFERLTH A1V TIMRERHD £,
* Root Access R ZFDA—HJIL—FICBLTWVWBRELRHD £9,

Fig

1. * access management * > * Groups * ZZERL £ 9,

2. HlERTNFIIRET VI —TDRFI1ZERLE T,
F7-1%. *Actions * > * View group details * Z3ERL £ 7,

TIN—TDFEER—IDBRREINE T, ROFIE. S3TIL—TDFMR—IZRRLET,
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Groups = Applications

Overview
Display name: Applications #
Unigue name: group/Applications
Type: Local
Access mode: Read-write
Permissions: Root Access
53 Policy: None
Mumber of users in this group: 0
Group permissions 53 group policy Users

Manage group permissions

Select an access mode for this group and select one or more permissions.

Access mode @

Select whether users can change settings and perform operations or whether they can only view settings and
features.

@ Read-write Read-only

Group permissions @

Select the tenant account permissions you want to assign to this group.

Root Access

Allows users to access all Tenant Manager features. Root Access permission supersedes all other

permissions.

Manage All Buckets Manage Endpoints Manage Your Own
53 Credentials
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S MEBIIHELTIIN—TREZEELFT,

@ BERNBEZHEICREF TSI, BEILaVTEEZTORIC TEBEZ2REF 2:FER
LET. EEZREI DL XR—VOELICHERXA v E—CHRFEINET,

a BEIIGLT. RABFILIFRETAAVZBERLET , KRB Z2EHLETT,
TIN—TD—EDLFIIIEETE XA, 7T L—TY RITIL—TORTRBIFHBETST T EA-

b. MEIZHL T, #EREZEHL LT
C. JIN—TRII—DHAEIE. S3 Fld Swit 7+ MCELEEZTTVE T,

*S3TFUMDIN-TERET BB BEICIGCTHD S3TIL—TFR) S —2FRL X
To ARRZLD SI R —ZFRLIIFEIE. JSON XFFNZHEICIGCTEHL T T,

* Swift 7Y FDTIL—TERET BHEIE. BEIZHL T * Swift Administrator * F v 7Ry
D2EFVFEIFATICLET,

Swift Administrator #EFEDEFEMIC DWW TIE. Swift 77+ > DT IIL— T2 1ER T 2 FIEEBB L
TLTIEEL,

d BEICGL T, I—HYZBMEIFHERL £
4 BELIctr2 30Tl TEEZRF @B@RLEICZRRABLET,

Frvy I IR D B IcOEBICIIRATI5RZELET,
BB
"S3TF Y NBDTIL—TDIER"
"SwiftT > DT IIL—TFOIER"
O—ALTIN—TFADI—H DB
BEICHCT, O—ANTIN—FICaA—FZEMTETE T,

BEREHD
* Tenant ManageriC g R—FENTWE TS OHZFERLTHA VAT RIHRELRHD XTI,
* RootAccess ¥R ZFOA—HJIL—FICBLTVWRRELHD £,

Flg
1. * access management * > * Groups * %3#RL £ 9,
2. A—H%ZEBMT30—NILTI—TDREIZERLET,

F7-lE. *Actions * > * View group details * 3R L £ 9

T —TOFEHR—INRREINET,
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Groups = Applications

Overview
Display name: Applications #
Unigue name: group/Applications
Type: Local
Access mode: Read-write
Permissions: Root Access
53 Policy: None
Mumber of users in this group: 0
Group permissions 53 group policy Users

Manage group permissions

Select an access mode for this group and select one or more permissions.

Access mode @

Select whether users can change settings and perform operations or whether they can only view settings and
features.

@ Read-write Read-only

Group permissions @

Select the tenant account permissions you want to assign to this group.

Root Access

Allows users to access all Tenant Manager features. Root Access permission supersedes all other

permissions.

Manage All Buckets Manage Endpoints Manage Your Own
53 Credentials
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3. TA—H—0EE) ZF#RL. T1—¥—0EM ZFRLET,

Manage users

You can add users to this group or remove wsers from this group.

Username = Full Name = Denied =

User_ 02 User_02 Managers

4 I —FITEBMT 21— —%ERL. *2——DEM* Z:&RLET,

Add users x

Select local users to add to the group Applications.

Q Dispiaying I result:
Username = Full lame =+ Denied =
User 01 User 01 Applications

R=DELICERBA Y E—UDRRRINET, vy VT ICERADD B T-HEEICIFRAT 159
EBLEY,

IIN—TRERET S

IIN—TDRRGZHRETETEI, JIL—TO—EDEHIIHETET £t Ao

BERHD
* Tenant Manager(C g R—FEINTWE TS IHEZFERLTH AV VT RIHRELRHD XTI,
* RootAccess ¥ERRZ1IFDOA—HJIL—FICBLTWVWRRELHD £,

FIE

1. * access management * > * Groups * ZEIRL £ 9,
2. RNBZERETZIIN—TDF v IRy I AZERLET,
B [*Tooarv > *JI—THORE* 1 ZHEIRLE T,

Edit group name (JIL—T5DIRE) X 7OTRY I ADNRRINE T,
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Edit group name X

Specify a new name for the group Applications.

Must contain at least 1 and no more than 32 characters

‘ Ila['-|:-i Catigns

Cancel

4 O—-NIWITIN—T=zRET 25613 BEICISLTRTRZEHFLE T,
TIN—TD—EDLHIIIEETE XA, 7T L—TY RITIL—TORTRBIFHBETST T EA-

o TEBEZRTFI ZERLEI,

R=IDELICHERBA Y E-—IDRREINE T, Frv vV JICKEIDDBTCOEEICIIRAT 159
ZELET,

B
T N EERAER

TIN—T=EHTS
BEODIIN—T2ERHTZT. ILWIL—TZ2LDORRICIERTET XTI,
WHEBHD
* Tenant Manager(Z g R— SN TWE TS IHZFERLTHA VA1V TRIHRELRHD XTI,
* RootAccess ¥ERRZ1FDA—HJIL—FICBLTWVWRRELRHD £,
FIE
1. * access management * > * Groups * ZEIRL £ 9,
2. BRHTBZIIN—TDFTvIRYIRZAVIZLET,

3. T*G)—T%=EH* | Z8RLET, JIL—TOERDOEMICDVWTIE. S3TF > kFIESwitTF >
EDTIN—THERTZFIEZSBLTLETL,

4 [ O—AIWTIN—T*2TEBRLTO—DILITIN—TEERT DD, £hlF[7zTL—>a>TI)L—
T RTEFRL T LRICKRELTE T T T4 T4V =I5 TIN—T21 >V KR—bLET,
StorageGRID Y AT LTI VI IHA A > (SSO) HEMICAE>TWBRIFE. O—AILITIL—TICE
9 22—H|$ Tenant Manager ICH 1 >4 > TEEt A, 115 L. 95477 TV r—2 3 0% EA
LT JIL—TOMERICEDVWTT Y MDOUY —X%EBIZ I TEET,

S JIN—TFDREZEATILET,
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C*O—ANLTIIL—=T* I RFRBRE—RDBADEAZANLET, RRBIEHETRETT XY,

c*JxTFl—2arvdIL—T* I —BEO&HEIZANILE T, Active DirectoryDiZE. ICBIEFITHSNT
WB—EDHEITY sAMAccountName [ (Attribute) : OpenLDAPDIZE L. ICEHEMIFSNT
WB—E0D%EITY uid B (Attribute)

'* Continue * 1 Z:#RL £,

CRBIZIEL T, COYIIL—TDMRZZEELET,

'* Continue * | Z:#RL £,

CWEBIZHBL T, SSTFHFYMDITIN—TZ2ERHTZ551F. *S3RI—DEM* AT aVREzreid
/340)71‘3 Jo—ZBIRLE T, DRRZLR)D—%ZFIRLIIBEIE. JSON XFHZRBEICIGL TEHL F

10. T*JI)L—T=tEm * 1 Z3FIRLE T,

© © N ©

&Ik
"S3T > FADTIL—TDIER"

"Swift7TF+ > FEBED Y IL— T DIER"

"7 METEHER"

TI—TZHIBRLTVWET

SATLDSTIN—TZHIRTEEX T, €DJIL—TICET D1 —HIE. Tenant
Manager ICH A >A > LD TFHFY N TAT Y b Z2ERALIEDTEZEIFTEARLAD
x9,
WERHD

* Tenant ManageriC & R—FEINTWE TS IHEZFERLTH A1V TRIHRELRHD XTI,

* Root Access #ERZFDA—HJIL—FICBLTVWBHRELHD £,
FIE

1. * access management * > * Groups * ZEIRL £ 9,
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Groups

Create and manage local and federated groups. Set group permissions to control access to specific pages and features.

: B

Mame = D = Type = Access mode =
Applications 22cc2el7-88ee-4461-a8c6-30b550beeecl Local Read-write
Managers 8b15b131-1d21-4539-93ad-f229534Tc4dB Local Read-write

1

2 g 20N —TDF v IRy I RAERERLET,

B [*Tooa>v*>*JIL—7DHIKR*] ZRRLE T,
BERXvtE—IUHRREINET,

4. [*JN—TDHIR*] #BIRL T BREXvE—JICRENIIIN—T%HIBR 2 e =B LE T,
R=JOBALICESREXA Y E—IUDRRREINET, v v VT ICERDDID B THEBICIFRAT 157
FELEXY,

REEEER

"F > N EIRIER"

O—A)Ild1A—HF0ER

O—AIA—HZ{ERLTO—AIITIL—=FICE8IDE T, -7 I X TE 316
ERETBZENTETE T, Tenant Manager (CI&. Troot] WS EHIOFRIERS
nrcO—AllLaA—3H1 28FATVWET, O—AILIA—HFIFEMFLIVEIRTETET
DN root I—HZHIFRT B LIEFTETEEA

MEBRHD
* Tenant Manager(C I3 R—FENTWE TS IOHZFERAL THA VAV TIHRERBHD XTI,
* Root Access HERDERE SNTFRAD | EZIAADA—HITIL—TICBEL TVWBIRERHD F£7,
StorageGRID R TLTI YT ILGA > A > (SSO) HMEMICHK->TVWBIEE. O—A)La
@ —HFEFTF I MIRZ— Vv RRET T RERBAPIICHA VA TEE A T27EL. TIL—

TORERICEDWT, S3XESwit 75147 b7V r—> 3> zERALTTHF > ROV
V—RIT7IERTBILIFTEET,
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UsersR—IAD 771X

TOEAEEE*>*Users * #EIRLE T,

Users

View local and federated users. Edit properties and group membership of local users.

Username = Full Name = Denied = Type =
root Root Local
User 01 User_01 Local
User_02 User_ 02 Local

O—AILI—HFZERLTVWET

A—AIL1—FZERLT1 DU EOO—ALTIL—FICEIDE T, I—HFOT7 7 XERZFIEIT 5 &
NTEFET,

WINDTIL—TFICHBRELTWVWAW S3 I—HI(ZIE. BEMEREIESI JIL—TRUS—DNERAEhEFE
Ao TNESDI—HIE NTY bRV —ZBLTSINTY b7V ELRXZFFRATNTVBRIEEDHBD £,

JIL—FICE L TUWARL Swift —H (. BIEEMER X/ Swift A>T FADT7 I RIFSINEHAS

Fig
1. T*a—H—ER*1 ZFIRLE T,

2. DT 4 —ILRICEZADLET,
c* I H—L* DAY DTILHR—L TmEZIE. I—HORLEY., FET7TVr—>a3a> 0%

EINSER
CrA—HR* I IOA-YDNY AU VICERT BB, I-TRIE—ETHIVENHD, BETE
Et Ao

° *Password * | A—4%h\H o o VERICERT /N T — K,

CH*NRAT—RORER*  [NRT—=R ] T4 —=ILRICAALINZRT—REBELENRT—RZAADLE
ER
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T URRAZIEE Y L T FVW ZBRLESBE. COA-YRETFHFY R TAODY MMV AVTE
Fth. CIUF I—FHEE 1 OUEDTL—TICRL TV B AN S 2 BEHRABTT.

fce i, COMEEZFERT L. A—YDN—KHICH A V1V TEBVKSICTEHIENTER
ERS

3. T*Continue*] ZEIRLF7,
412 koO—AgIIL—FIca—F=EDOYTET,

TJIL—TICBLTVWAVWI-FICIIERERIINEINEEA. 77 EXFAIREBNICEMENI—Y
IZIE. BEDRBLTWVWEIARNTDIIL—TFICRNT B3 IXRTOERNEZS5NET,

S. T*a—H—DfEp * 1 Z#ERLEY,

Frvy I IR D B IcOEBICIIRAT 15 RZELET,

A-HOFMZRET S

I—HOFHZRETIRIC. I—TFDIINR—LENRT—RZEBELED. I—FZRDT7IL—TFIZENM
LD, A—UDRTF2MIT7IERATERVELIICLIEDTEZX T,

FIE
1. [A—H—]1VRIT, FlZRTECIIRET 21— — 0B ZERLE T,

Fleld. I—¥—DF v IRy IR ZF LT *Tooary > A—H—0FlzRT * 2:&RT
BEHTETEY,
2 RBICHELCTA—YREZEELF Y,
a TNA—LFTLIFRETAAVZBRL T BB LTA—HYDINR—LZEELEY , 27
I LET,
I—HRIFEETETEEA.

b. [NXT—=R N 4TT. BEICIGLTA—HY—DNZXT—REZZEBLFT,

C[*TOEXR*1RTT, A—H—HDNYA VA VTZIeEHFTTIH ([*VWWR *]ZFR) . 21—
HF—DRBIZHLCTHA A LBVWESICLET ([*IEWV*] Z&ER) o

d [ JIL—TF*NR2ITT. A—HY—%JIL—TIBMI EHh. BEBIZIGLCTTIL—THSHIBRLET,
e RBIZGLT. [EE%ZRTFE (Save Changes) | %Z#EIRLE T,

Frv v U UICRKEND DB IcOEEICIIRAT 15 DZELFT,

O—A)lLa1—HnEs
O—AIL1A—YEERLTHLLWIAI—YERRICERT DD TEET,

FIE
L[A—¥—]UR T, ERTZI-—H—HBRLET,
2. Ta—f—%iEH | BRRLET,
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BSFHLLWI—HOXD T —ILREZZTELXT,
c* JIR—L* L ZDA—FDTILFR—L LRI A—HFORKEeH. £ET7TUr—>3>0%

AT,
crA=HR*T I IRA-YHNY A A VICERT 40, A-FRIF—BTHIUELHD. BETE
Et Ao

° *Password * ! 1—Hh A oA VERCERTS/INAT— K,

c* NAT—ROWER* | [NAT—R ] 74—=ILRICAALIENZAT—=REBLENRT—REZADLE
ER

T URAZIEER* L THFVW) ZBRLAEEES. COA—HRETFYRTAOI Y MIYA VA VTE
Ftho CHkE. I—PAER 1 DU EDTIL—TICEL TV 3 AR 53 BELRETT,

fceziE. CoOMEEZERAT L. A—FH—BNICY A VIV TERVESICTBIENTER
EXS

4. T*Continue* | Z:&RLZEJ,
S. 12 EoO—hITIL—TEZBIRLE T,

JI—FICBLTVWAWI—HICIIBEERIINESNEHA. 77 AFHIEEBHNICEMENI—H
ICiZ. BERERLTWAIARTDYIL—TICH TR IANTOERENEZSNET,

6. T*1—H—DEp* 1 ZFRLEY,

Fvy I ORI DB ICOEBICIIRAT 15 RZELET,

A—ALI-HZHFRLTUVET

StorageGRID T+ > P HU Y MIT7 V2R TIREN G B oTcO—AHILI—HIE. BLICHRTEX
ER

Tenant Manager ZfEALT. 7x7L—7Ty RI—HFHIRTEEITH. Jx7L—Tv RI—HIFHIRT
TEtA 77 L—TFTY RIA—HZHIRTDICIE. 72T L—FTYRTFATUTa T4V —R=ZFERT 34
ENHDET,

FiE
1L [2—%1UXLT. HBRI20-HDINLI—HFDFTvIRvIREFVICLET,
2 *Fooay > A—H—0HIR* ZERLE T,

3 WERAA7OYJRYy I RT, T*aA—H—0BIBR*1 ZFRLT. PXTLDS5I-—F-ZHFITBZL
ZHERLE T,

Frv v U UICRKEND DB IcOBEEICIIRAT 15 DZELFT,

B
"7 MR

S3ITFHFUNT AT FDERE
Tenant Managerz B L T, S37 VXX —%BEL/D. SAN\T v b EERH LV
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BIELLEDTEED,

*"S3 VUV ERF—DEE"
* "S3INT Y FDOEE

S3T7UERF—DEER

S3TFYRTAHIY FDOEI—HIZIE. StorageGRID Y XA TLTHA T 7 LD
ERAHLZIT O RODT7 IV EAF—DHRETY, 77E2XF—F. 77€XF—IDL
=Ly rT7IOERF—THEHRINET,

CDRRVIZDOWVWT
S3T7VERAF—IFRDELSICEETEET,

* Manage Your Own S3 Credentials * #fRHA\ERE S N1 —HE. BHD S3 7/ XF—%ER £ 7=I3H!
BRCTEET,

* Root Access * 1EBRMRE SN2 —HIF. S3root 7HT Y FELUVEDMMMIARNTOI—HFDT7IVERF
—%BEBTEET, root 77EXFx—II. Ny rRUS—Troot 77t XX —HBATRBICEMNICHE > T
WEWHED, TFURDIARTONT Y R EFA TS T MADITINT VI EZBHLET,

StorageGRID Tld. BHN—2 32 2 L BHN—23 Y 4 DRI R—bENTWEY, JOXTHO >
E7OEZIE NT Y FRY S —THRMNIZEIZE > TLWERLWHAT D, FachEzt A

BADS3T7 IVt AF—%ERT 2

S3 TF 2 hEERALTVWSEEIE. BYBHERADNIE. BOD S3 77X —%1F
MCEET SBTFHYNTADYRDONT Y MEFATIOT I MIT IR BICIE. 7
TJEXAF—HDBETT,

HEBRHD
* Tenant ManageriZ I3 R— b EINTWVWER TS0 ZFERLTHA V1V TIRENRHD £,
* Manage Your Own S3 Credentials #E[RHDUE T,

CDERTICDOWVT

TFYETAODRDONT Y b ZERB L VEETES S3 7/ XF—Z 1 DUEERTEET. HILLT
JEAF—ZER LTS FILWIIOEXF—DES—D Ly hT7IOERF—TTIUT—23>%Z8HL
F9. EXaV T« LOEENS. BEUAEDOBDF—ZERLBAVWTLLRE WV, e EALTLRLF—
FHIBRL TSET Ve F=D41 DAL BHERMMETVTVSHEEIF. GV F—DEIRVINICE S H]

ICHLLWE—ZELTH S, HVF—ZHIFRLE T,

BEX—ICIE. BEOBEMERE/IIBEMERZRETET EHA. BWERICDOWVWTIE. MOAA RS4 ICHE
S2TLIEELY,

*F-OBMHRZEREL T, 77/ EXZREDCHEICHRL XY, BVWEMHARZRETS L. 7I7EX
F—DEI—ILy rT7IEIF—DROTRHATNZ ) XTI ZERTEE T, HRVYNOF—I3EH
HICHIBRSNE T,

*RIBOEFaUT o - URIMEL, FHILLF —ZEBHNICERT 32BENBRVSEIE. F—OBEMHAR
ZRETDHBIIDHDEEA. HETHLLWF—ZERT 35513, AVLWF—ZFETHRLE T,
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THOYRIBTSS3IN Ty AT U MIIE. TenantManager T7 AT Y MMIRRE
N3702XF— D=Ly b7 RF—%FRLTT7I7ELATEEXYS, CDRDH. 7
(D) 2ERF—BART—FCALE S ICRET SUBABD £ 9. EBHICT I LRF—Z0—
T—>3> . EFHEINTOVWARVWE—ETATY D SHIBRLET, £l oI —H (37
TERAF—ZHBLABWVWTLLIEZEL,
FIE
1. T*storage (S3) *>*Myaccesskeys* | ZERL£7,

[NAT77ERF— | R=IPKRREN. BIFEOT7IEIF—N—ERREINE T,

2. T%—ERL* 1 Z3FIRLZF T,
. XOWTNHAEEITLET,
o BMEAREZRE L AL * ZEIRL T, BREREI M YINAEVWF—%2ERLE T, (TT7#ILEK)

° [j_ﬁ?b,ﬁﬂf‘ﬁ@?&ﬁ? | ZZR L. BERRD Bt C R ZRE L &

Create access key

o Choose expiration time

Choose expiration time

Do not set an expiration time @ Set an expiration time

MM/ DD/ YYYY = HH || MM AM

Cancel Create access key

4 [ TOERF—DER Y ZFRLE T,

Download access key (77 EZZXAF—DAT>O—R) 4A47O0Ry I ANKRRIN. 77E2XAF— 1D
=Ly R T70EAF—DN—ERRINET,

S. 7UERAF—IDEY—UL Y NTIERF—%2RERIGAAICIE—93H. [ *Download.csv * | %%
RLTT79ERF—DEY— UL Y RT7IERF—%2BLCRATL YRS — b T 712 RELET,
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@ COBERZ AE—FFZATO—RTBET. TORAT7OT Ry I XZ2BALHVTL
123,

Create access key

(:) Choose expiration time ——— ° Download access key

Download access key

To save the keys for future reference, select Download .csv, or copy and paste the values to another location.

o You will not be able to view the Access key |D or Secret access key after you close this dialog.

Access key ID

SHTBQKDRVHQ34YKKUAWX 0

Secret access key

UGU9+XeACtnOWQYFdbzmgmgVXXDvCkSOzT10s29K |_D

o}, Download .csv m

6. [T 1 ZHEIRLE T,
FLOWEF—EX [ YA T77ERF— | R=JIZRRINE T, Fvr v JICERDDD D THEEICITH
AKTI59EELF T,

B
T N EERAER

S37 Ut AF—%ERRLET

S3 TF 2 b EERALTVWSIEGIE. BYBHERADNIE. S3TI/EXAF—DI) Xz
RATEET. BMHRTU R b2V — T3, DL HRYINICE B F—ZHEER
TEET, BEICKLT FLLWF—ZERLIED. ERALABoTcF—ZHIFRL T
DTEEY,

BERHD
* Tenant ManageriC g R—FEINTWE TS IOHZFERLTHA VA1 VT RIHRELRHD XTI,

* Manage Your Own S3 Credentials 1ERHD N E T,
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THOYRIBTSS3IN Ty AT U MIIE. TenantManager T7 AT Y MMIRRE
NZ3772ZXF—IDEe>—0Ly b7 RF—%2FRALTT7IVEATEEY, CDH. 7

(D) 2ERF—BART—FCALE S ICRET SUBABD £ 9. EBHICT I LRF—Z0—
T—>3> . EFHEINTOVWARVWE—ETATY D SHIBRLET, £l oI —H (37
JE2AF—ZHBLBEVLWTLIZTL,

FiE
1. T*storage (S3) *>*Myaccesskeys* | ZERL£7,

[NAT77ERF— | R=IPKRREN. BIFEOT7IEIF—N—ERREINE T,

My access keys

Manage your personal S3 access keys. If a key will expire soon, you can create a new key and
delete the one it is replacing.

4 keys Create key

Access key ID * Expiration time =
AR EIOTLS 2020-11-23 12:00:00 MST
e L 2020-12-01 19:00:00 MST
rrrersesnaggn None
srrrrEEEEREERRERAD None

2. & —% * Expiration time * £7z(% * Access key ID* TY— kL %7,
3 MBIZHLT. ILLWF—ZERL. BRALAC B> TF—ZFETHIRRL 7,

BEOF—OBMERIYINBFICHLVWF—ZERLIIEEIE. AT bOA T o0 MI—ERIC
TIORRTEBRLBRBZ IR HILLWF—DERZRIBTE XTI,

HARRYIN DO+ — IZBEERICHIFR SN E I,

E e E:
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"BRDS3T VL AF—Z{ERT B"
"BRDS3T7 IVt AF—ZHIRT B"

BRDS3T7IERF*—ZHIIFRT S

S3 T+ hZFEALTVWRIREIFE. EYRIERLDNIE. BHD S3 7/ XF+—=H|
FRCEFXYT, 77EXF—%ZHIRT B, THFUNTFTHAODNROA TSI NS
W MNMIEDTIVERAF—TT7 IO RATERLBEDET,
HNERHD

* Tenant ManageriZ I R— b INTWER T U ZFERLTH A1V TIRERHD £,

* Manage Your Own S3 Credentials 1&fRD\BET T,

THIYRIBT3SINTy AT MCIEZ. Tenant Manager T7 AT Y MMIRRE
N37€XF— D=Ly 70 RF—%FEHALTT7IERTEXI, CDH. 7

@ JERF—ENRAT—REBLESICHRETIHRENHD £, EFEHNICTI7EXF—%20O—
FT—=>arvl. FRAINTVWAVWF—ETHOY EHBHIBRLEY, £ oI —HiE7
JEAF—ZHELBVWTLEETL,

FIiE
1. T*storage (S3) *>*Myaccesskeys* | ZERLET,

[RATI7ERF— I R=IPKRREN, BFEOT7 I/ RF—H—EBERREINFTT,

2. BB BAR TV ERF—DF TV IRYIRZERLET,
3. I*Delete key (F—DHIBR) 1 * =&ER

DAATATRY I ADTRRINET,

Delete access key X

Are you sure you want to delete key *******¥diaiistDBEAT
This might take a few minutes.

When you delete a key, you can no longer use it to access objects and
buckets,

Cancel Delete key

4. T*Delete key (F—DHIR) 1 * &R

R=VODBALICESREXA Y E—IUDRRREINET, v v VT ICERDDID B THEEICIFRAT 1559
ZELXY,
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AMOI—FDSIT I/ XF—Z1EHT S

S3 T+ b EFEALTWBRIEEIE. BYIGIERMNBNIE. NTY cXF T MIT
DERGTBIZRELHZT7 TV r—a>rRe. o1 —4%D S3 7Ot XAF—Z{ERKT
TE9,
RERHD

* Tenant ManageriC g R— SN TWE TS OHZFERL THA VAV TRIHRERHD XTI,

* Root Access #ERNHETT,

CDRRTICDOWVWT

MOI—FDRTF U STATYEONT Y bZERELVEETES LIS, 1 DUEDS3T7I/ERF—%
ETEET. HILLWITIERF—ZEH LIS HILLWITIEXF—IDEY—ILYy hT7IERF—TT
TVr—o3 z28HLET, tFXa) 7+ LOEALS. A—PDNRBETEIUEDF—ZEHLBEWVTL
EEW, el FAINTLARVLF—FHIRL T LTV, F—D1D2LHh %< BMHARIESLTULS
BalE. AVF - HARYINICAZEICHLVF—ZERL TH 5. dVF—ZHIFRLE I,

BEX—ICIX. BEOBMHAR X IXIAMHAREHRETIT F A BREARICDOWVTIE. XOHA RS0 VIR
9T<TCL__kL\o

*F—OBMHRZEREL T, I—TOT7 I/ R z—EHEICFEIRLE T, BLWEMHRZRETS . 7
TJERAF—IDES—TLy b T7IERF—HROTRHATNBZ VI ZEBBATETE T, HRTINDF*—
IFEEFRICEIFRENE T,

*RIBOEFaUT o - URIDMEL, FHILLF—ZEBNICERT 3BENBRVSEIE. F—DOBEMHAR
ZRETBIHVEIIHD EEA. HETHLLF—ZERTBHEIE. dVWF—ZFHTHIRLE T,

A—HIZET S S3INTy heATT o MMIlE. Tenant Manager TZDI—H IR L THRR
SNBT7IEZAF—DEI—ILy b T7IOERF—%ZFEALTT7 IV ERATEET, DD,
(D) 7oErF—@ART—FEAL &S ICRETBUBENBD £9. EHNICT /£ RF—%D
—T7—=>3>l. FEINTLVAVE—RETHIUY D SHIBRLET. o oI —HLIF
TIOEAF—2HBELBWVTLLEEL,
FI&E
1. 7O REE*>*Users * ZFEIRL£T,

2837Vt RF—%2BERIBZI—HZBIRLFT,
I—F—DFHER—IHRTEINET,

S [*TUERF—*]=BRL. [*F—DER | ZERLET,

4 ROVWTNHZRITLET,

° BMERRZRE LBV * ZERL T, BHRMINGVF—ZERLET. (FT77)LH)

° [_é_ﬁ?b,ﬂﬂﬁﬂd)?&fi | 2R L. BHARRD Bt C R ZRE L &
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Create access key

o Choose expiration time ———— i

Choose expiration time

Do not set an expiration time @ Set an expiration time

MM/DD/YYYY = HH 2] MM AM

Cancel Create access key

S [TIUERF—DIER ¥ ZERL T T,

Download access key (77 EZZXAF—DRAT>O—R) AA47O0Ry I ZANKRRIN. 77E2XF— 1D
Eo—OLy hT7OEAF—H—BRRINET,

6. 7OVXF—IDE>—0ULy N7 IERXT—%LZLBGFAICOE—93h. [ *Download.csv* | %i&E
RLTT79ERF—DE>— UL Y RT7IERF—%BL ALY RS — b T 712 RELET,

@ COBERZ AE—FBFZATO-—RTBET. TORA 7O Ry I XZ2BALHVTL
12EL,
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Create access key

(:‘:) Choose expiration time ——— ° Download access key

Download access key

To save the keys for future reference, select Download .csv, or copy and paste the values to another location.

o You will not be able to view the Access key |D or Secret access key after you close this dialog.

Access key ID

SHTBQKDRVHQ34YKKUAWX 0

Secret access key

UGuS+XeACtnOWQYFdbzmgmpgVXXDvCkSOzT10s5z9K |_D

¥, Download .csv m

T[T ZFERLET,

FLOLEX—F. I—HYFHAR—SOT7IERAF—A2TICRTEINET, v v FICBERADID DT80
EBHICIIRATI159%ZELFT,

S
" MEERHER"

AMOI—FDSIT I/ ERAF—ZRRELTVET

S3 T rEFERALTVWEGEIE. EYRERIHNIL. BlOI—FDS3 7I/EXF
—ZRTCEFET, AMHRTUR b2V —bT3L. FHLHRINICLSF—%=

MCEFET. BEICIHLT. HHLLF—ZER LD, ERAINGR B o>TcF —ZH|
PRLIEODTEE T,

NERHD
* Tenant Manager(C I3 R— SN TWE TS IOHZFERL THA VAV TRIHRERBHD XTI,

* Root Access 1ERHDPHRETT,

I—HIZBTS SIN Ty AT U MIIE. Tenant Manager TEDI—H|Zx L THRR
INBT79EAF—IDEI—ILYy NTFOERX—%ZFERLTT7IVEATELXY, CDH.

@ TOERF—EINRAT—RLRALELDICRETIHENHD £, THHNICT/ERXF—%0O
—T7—>aryl. FHAINTVWERVWF—ETHT Y D SHIBRLE T, £l oI —HEIE
TIOELAX—ZHBLBWVWTLET L,
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FE
1. PO REME *>*Users * ZEIRL £ 7

[1—%— | R—IPEFEN. BEOI—H—D—BERTINET,
2. 837U EAF—ERTTBI-—FEBERLET.
14— ORER—VDERRINET,

3. T*7UuRF—+1 ZBRLET,

Password Access Access keys Groups

Manage access keys

Add or delete access keys for this user.

Create key Displaying 4 results

Access key ID = Fxpiration time: =
T WX G 2020-11-21 12:00:00 MST
e HM 2020-11-23 13:00:00 MST
rerrrreaersrres |ooC None
TV AL Ngistid

4. X —% * Expiration time * £7:|& * Accesskey ID* TY— kL £ 7,
S MEBIZIGL T HILWLWF—ZERML. BRALABL B oTc*F—Z2FHTHIRL XTI,

BEOF—OBMERMINZEIICH L WF -2 LIS5E. 2—FRBT7AV > OA T bT—

BRRICT I RATERLBB LB FHILLWF—DERZRIBTEET,

HRIND* — IZBBBICHIFRETNE I,

&I
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"BDOA—DSIT IV REF—%{ER L TWLWET"
"MDOI—DSITIEAF—FHIBRLTWLWES"
AMOI—FDSIT7 IR —%HIBRLTWET

S3 T+ AL TWVWEREEIE. BYIGIERAHNIK. RloI—5D S3I F7I/EXF
—%ZHIRTEXT, 7I9ERF—%ZHIRT D, TFHFUNTHODNROA T -
ENTYRMIEFDTIVEAXT—TT7ICRTETLHLLBEDET,
MBRHOD
* Tenant ManageriZ I3 R— b EINTWVWER T U ZFERLTH A1V TIRERHD £,
* Root Access 1ERHDPHRETT,
A—HIZBTS SINTy AT MZIE. Tenant Manager TZDII—H|IX L THRR
INB3T79XAFXF—D>—0Ly 70 RAF—%2FEHLTT7IERATEET, DD,
() 7oERF—BART—FLRALES CRETZUBABD ET. EHEHICT /£ RF—%D

—F—>3> L. FHINTLWAEWE—EZT7HT Y D BHIBRLET, £/, o1 —H (T
TIOELAF—2HBLABEWVWTLLIETL,

FIE
1. 7OEXEE*>*Users * Z3&RL T,

[I—H— I R=IPERFREN, BFEOI-—F-H—EBRRINET,
2. 837U RF—%2EBERIBZI—HYZBRLFT,
I—HY—DFHER—IHRTIINET T,

3. FUERF—*ZBIRL. HIRIB3ET7 I/ ERF—DF v IRy I RZERLET,
4. *F7ooay > ERLIF—ZHIBR * Z&RLE T,

ROEATOATRY I ADNKRREINET,

Delete access key X

Are you sure you want to delete key *******¥diaiistDBEAT
This might take a few minutes.

When you delete a key, you can no longer use it to access objects and
buckets,

Cancel Delete key
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5. T+*Deletekey (F—DHIRR) 1 * %5EIR
R—SDELICHERA Y E—SHRRINET, Fv v i v FICERLIDID B OEBICIIRAT 155
=ELET,

B
T N EERAER

S3INT v hDER

S3T > hZBEYIHERTERAL TULWBIHEEIE. S3INT Y FOEK. R, HIFR. S
MLARILDEBEDEFH. Cross-Origin Resource Sharing (CORS) DRE. &Bi&k7 It
AHROEFOEIM L ERMIL. S3 7TV b T 4— L —EXDEEZERITTETE T,

S3ATTxo/bOvIEERTS

FTO 0 CHMRIFICEE T 2 RAFNEMICEN T ZIHEN D B5E1F. StorageGRID T
S3ATzr Oy IKEZFERTEEY,

S3AT2xU DAY EIFEITETH?

StorageGRID S3 # 7> 7 O w U #KEIZ. Amazon Simple Storage Service (Amazon S3) T® S3 #
Iz bOvIICBE TR 4T MRERRE T,

KICRdLSIC. StorageGRID Y RF LTI/ O—NILERSI AT hoOyv IRENEMICE->TLS
e S3TFYRTAIYERTIE. S3A TPz bOOvIEZBNCLTVEZHESMCERESNT Y
FEERTEET, NT Y b TSIATZzI bOOYIDREMIHE>TVWBRIFEE. S3 U177 T
T=avid. FONTY FRAOEEDOA TSz bN=2 a3 VOREBEREEVEICG U TIEETE XY, &
T RDN=23vilid. S3 ATz hOv I THRET DL S ICEEINIFIFRENVETT,
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StorageGRID with S3 Object Lock setting enabled

StorageGRID S3 tenant

Bucket without 53 Object Lock Bucket with S3 Object Lock
Objects without Objects with
s3 client retention settings retention settings

application

Objects without
retention settings

StorageGRID S3 A7 17 hOw U #4EEIZ. Amazon S3 #HE— R EFAZFOE—DRIEFE—REZBMHELE
To TTAILTIE RESNATS I MN=Uavid, EOQA——THEEFTEIFHRTE X
Ao StorageGRID S3 A7V ¥ bdOw I#EETIE. ANFTVXE—RIFHR—EENT . FRIBIEREZF
DA MRRE AU L DRES N A TSI T Y M EMRLIED T BT LR TE £ A

Ny RTS3ATVLY ROy IBEM LS TVBHE. SIUSITY R FIUTr—2a Vs, 7TV
T4 N ORI E SEHEIC, XOF TV FLALORBREOVLT N, FLBEAZABITHLT
BETEET,

* Retain Until -date : 7 7> 19 /N\—0 3 > D retain-until - date DMFROBNHTHBIHEES. 7T
MIFZABELABETT A TEFLIFHIR T IETEFE A BREBICIHL T 727 FOD retain-
date ZEX T IITETEIN., CORMNERS T IITEXH A

CFU—HIR=ILR* ATz bN=23 VIV —HIR—ILRZBRATZ . TDOAF T2 D
EBICOYIESNET, e XF RBEELIZENNFICEESTZ AT/ MCU—HILKR—ILR%Z
RETBIRVEDDIHBEDN DD T T, U—HILAR—ILRICIZEREARIZH O TEAD . BHATRHICHIRSh
BFTHREEINE T, V—HIAKR—ILRIF. ENhFTOREHABC IZBEERD D £E A

CNSDREDFHMCDOLTIE. D TUsing S3 object lockl #BBLTL 72TV "S3 RESTAPI DHHR— k&
N2IE L FIREIE",

RERDERINT v b DEIR

S3ATT o Oy UiEEIL. LEID/N— 3 > D StorageGRID TEA TN TW-ERUMEREICR D B HEEET
o HUEID/N— 3 > D StorageGRID Z{FH L TEINT v b EERLIZEEIE. 5ISHREINSDONT Y
FOREEZEBIETETEIN. FILVLWEMNT Y MEIERTER<AD ET, FIEICOVWTIE. Ry 7y 7D
BB 7 —T 1 7N EBBLTLIEEV,

"y R T TDF Ly IR—2X 1 StorageGRID 11.5 TL A —HFEMNT v FEEIBY D HE"
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Grid Enable global 53 Object
Lock setting

v

Maintain compliant ILM
rules and ILM policy

Administrator

Y
Review considerations for
Tenant buckets and objects with

Administrator 53 Object Lock '

Is the global 53
Object Lock setting
enabled?

Contact Grid
Administrator

Create bucket with 53
Object Lock enabled

v

Ingest object versions
with retain-until-date and |<f—
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Buckets

Create buckets and manage bucket settings.

1 bucket Create bucket

Name = 53 ObjectLock @ [+ Region % ObjectCount@® = Space Used @ = Date Created =

bank-records v us-east-1 ] 0 bytes 2021-01-06 16:53:19 MST

1
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FtHA. KODIC. S3USA T NTIIr—oa>vid. FONTy MIBMEN3 AT bN—=
AV CIRIFERRE ) —HIILAR— L REREEIBETT X9,

CNTYRSATHAVIINEREIZSIA TSI NSATHALIILNT Y b THR—FENET,
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S3ATOx U bOOYIHEMBNTY NADA T I MDA THATIL

S3AT2x U DAY INEMIES>TWVWBNT Y MIREFESNIBEATI TV bE. RD 3 DOERMBEZERE
TUEEINE T,
1. *FTx 0 FOBDIAA *

cSIATO o OOV IDNEBMIHE>TWVWBINT Y MIA TSI FON—2a VBT REE
IC. SBIUSATIURNT I r—2a3viEA T a>oTHAIO I FOFREFREZIBETETET (
retain-until date . legal hold . F7zld both) . StorageGRID (. TDA T TV FDXRT—R%
ERLET, ChICIF. —BOFTP UMD (UUID) EEDIAHHENEEFNET,
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° StorageGRID & TP TV MART—REF TSV T —REIFRIIEMLET, 1 +TY
RTDA TPV M XART—ROOAE—% 3 DOFRIFLET,
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* Tenant ManageriC g R— b ENTWE TS OHZFERLTHA VAT RIHRELRHD XTI,
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Buckets

Create buckets and manage bucket settings.

0 buckets Create bucket

Name =% $3 Object Lock @ # Region % Object Count @ % Space Used @ = Date Created %

No buckets found

Create bucket

2. [*NTy bDIERL * ] ZBIRLE T,

Create Bucket” « ' — RHARREINE T,
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Create bucket

Enter bucket details

Enter the bucket's name and select the bucket's region,

Bucket name @

Region @

us-east-1 b4

Cancel
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° DNS |[CHEHL TWBHELRHD £ 7,
° 3XFUL 63 XFUTICTZ2HELHD X,
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cFEAMERDIP 7RLADESICIEFTEEF A
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71— FEEFRE DIREE CRE ORENMEEL £,

@ SEHIC DWW TIE. Amazon Web Services (AWS) RF¥a X2 hEZBBLTLLETL,
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5. Create bucket F 7|3 Continue *%#3&IRL £ 9,

6.

7.

© JAO—NILBSIF T I bOOY IREDBEMICE > TOWEBWEEIE. *NT v FOfERZ R L
9. N7y DRSS, N7y bR=DDT—TILISEMENE T,

o JO—NIASIA TV bOOY IREDNEBMCE > TWVWBEHEIE. ™ Continue *1 Z3&ERL
9. X7 wF2: Manage S3 Object Lock (S3A 7TV bpOv I NDERE) ARRINET,

Create bucket

f::/‘::u Enter details

e Manage 53 Object Lock

Manage 53 Object LOCk {This step is optional)

53 Object Lock allows you to specify retention and legal hold settings for the objects ingested into a bucket. If you want to use 53 Object
Lock, you must enable this setting when you create the bucket. You cannot add or disable 53 Object Lock after a bucket is created.

If 53 Object Lock is enabled, bucket versioning is required and will be enabled automatically.

Enable S3 Object Lock

Previous Create bucket
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NTy ER=IPREFEEIN, TFURTAIDFDIRTONT Y bHRUIMENFET,

Buckets

Create buckets and manage bucket settings.

2 buckets Create bucket
Name = S3 Objectlock @ 5 Region 5 ObjectCount® % SpaceUsed @ &+ DateCreated =
bucket-01 v us-east-1 0 0 bytes 2020-11-04 14:16:59 MST
bucket-02 us-east-1 0 0 bytes 2020-11-04 14:17:14 MST

2. ENTy bOBEREEBLET,

HEIZHL T, FREDOATIERZY — LD, VX MZFIRICR—BELIEDTEX T,

o

Name : N7 v hO—ED%&RI, BETI XA,

° 83 ObjectLock : CONT Y R TS3IA T bOOYvINEMER>TVWEIHE S,

o

o

o

o

JO-NILBS3AT2 o Oy IRENENICR>TVBRHEIE. COFIRRTEINIEA

CDFNCIE. HVWERNT v FDIBERBRTRINE T,

Region : N7y bDU—C 3>, ZBETETFHA
Object Count : CONT Y FARDA T U D,
Space Used : CDONT Y NADIARTDA TS ¥ bDFREY 1 X,

IEY A XTI LT —

FIAE—PALAPy—O—To Y7 OAE— FRBF TP MAET—RICHEBLBRBED I R—

AFEEFNTLEE A
Date Created : /N7 v bHMERL S N 7-HEF.
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BREFCII TV T4—LT—EXDOREFIEZSRL T 2T
Buchkets > bucket-02
Overview ”
Mame: bucket-02
Region: us-east-1
53 Object Lock: Disabled
Date created: 2020-11-04 14:51:59 MST
Bucket options Bucket access Platform services
Consistency level Read-after-new-write v
Last access time updates Disabled W
EEER
"BEMLANILEEET D"

"B T U B OEFH OB X oIS EL"
"Cross-Origin Resource Sharing (CORS) DE&E"
"CloudMirrorL 74— 3 > ORE"

"IRY NBRIZRET "

"REREEY —EXDERE"
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BEMLRNILEZRETZHESIF. 77020 bOaRAKE. BBRZ AL =S/ —RELUY A MREICEITS
FTOz U FDEEMHDODEE SHhZBIICLRITNIEED B A. BEIE. /N7 v ;I * Read-after-new-
write * BAM L ANJLZFEHR L TL LTV, Read-after-new-write *BEELARILBISA T 7TV r—2 3
VOBEHEBEIHVEEIE. NTY FOBEELRNILEZRET SN, ZFALTEEELRNILEZZEETEE
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HEFXINET,
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FIE
1. ZRL—=2 (83) *>* NIy bk *ZERLET,
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3. * Bucket options * > * Consistency level * Z3#&RL £ 9,

59



Bucket options Bucket access Platform services

Consistency level Read-after-new-write {default) ~

Change the consistency control for operations performed on the objects in the bucket. Consistency level makesa

trade-off between the availability of the objects and the consistency of those objects across different Storage Nodes
and sites.

In general, use the Read-after-new-write consistency level for your buckets. Then, if objects do not meet availability

or consistency requirements, change the client application's behavior, or set the Consistency-Control header for an
individual APl request, which overrides the bucket setting.

I Al

Provides the highest guarantee of consistency. All nodes receive the data immediately, or the request will
fail.

Strong-global

Guarantees read-after-write consistency for all client requests across all sites.

| “5trong-site

Guarantees read-after-write consistency for all client requests within a site.

@ Read-after-new-write (default)
Provides read-after-write consistency for new objects and sventual consistency for object updates, Offers
high availability, and data protection guarantees,

Note: If your application attempts HEAD operations on keys that do not exist, set the Consistency Levelto
Available, unless you require WS 53 consistency guarantees. Otherwise, a high number of 500 Internal

Server errors can result if one or more Storage Nodes are unavailable.

Available
Behaves the same as the Read-after-new-write consistency level, but only provides eventual consistency
for HEAD operations: Offers higher availability for HEAD operations than Read-after-new-write if Storage

Modes are unavailable. Differs frem AWS 53 consistency guarantees for HEAD operations only.
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read-after-new-write (7 ¥FiRA TSI MGV —RT7 72—+ F*“A’IE%':\ Z‘ I CDOEH
TAIE) ICITEREBEEMZIRMEL £ 'd'o S AMIERIN. T—XREIMRIIETN

F 9, Amazon S3DESMICHYELFT,

7 D Amazon S3DESHRIANUERIZEZRE. 7SV Tr—2a hExR
LAwnE—icxt L"CHEAD&ME%Eﬁﬁ@'%i%éLJ\ BEMLARLE T
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— KRB BZZEAIC T 500 Internal Server Error | DNKEICHEET B AI8EMD D
DEY,

available (HEADJLIE|Z read-after-new-write *B&M L N)L EEEILRE L T H. HEADMLIBICDWT
ERESM) ISERBEEMOAERMELET, R NL—/ —REFEHETIAHRVES
IC. HEADXLIB|CXt L T TRead-after-new-writel & D HEWATRAMEIIRMH S
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Bucket options Bucket access Platform services
Consistency level Read-after-new-write
Last access time updates Disabled

Enable or disable last access time updates for the objects in this bucket.

queues.

queues.

Enable last access time updates when retrieving an object

© Disable last access time updates when retrieving an object

When last access time updates are disabled, the following behavior applies to objects in the bucket:

* Requests to retrieve an object, its access control list, or its metadata do not update the object’s last access time. The object is not added to ILM evaluation

* Requests to update an object’'s metadata update the object's last access time. The object is added to ILM evaluation queues.

@ Requests to copy an object from one bucket to another do not update the last access time for the source copy and do not add the source object to the ILM
evaluation queue. However, the last access time is updated for the destination copy, and the destination object is added to ILM evaluation queues,

® Arequest to complete a multipart upload causes the last access time for the assembled object to be updated. The new object is added to ILM evaluation

o Updating the last access time when an object is retrieved can reduce performance, especially for small objects.
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Resource Sharing (CORS) %#&RETZT %9,

MERHD
* Tenant ManageriC g R—FEINTWE TS IHZFERLTHA VA>T RIHRELRHD XTI,

* Manage All Buckets 1&[R % 7z(d Root Access 1#ERD % 21— IL—FICBL TWARELRHD £9, C
NS DIERIF. JIL—TFIENTY bR —DIERDEREL D BHBEINE T,

CDRRIIZDOWVWT

Cross-Origin Resource Sharing (CORS) &, 23 R XA >DUZ147 >k Web 7TV —2 3 >hF|D
RXA2DIY =T I7ERATEBRLDICTREFaUTAHETT, It zxIE. CWOSINT Yy hZf$
B2 LEd Inages I 574V %REFLET, ODCORSEEERET B Images NT v hEFERT B .
ZDNTy FARDERZWeb Y 1 MIRRTEEXT http://www.example. coms

FI@
1. CORS #EBMICTB1-DICHBLE XMLEZTF A NI T4 X TERL £,
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FARTDORXAUNIINT Y EADGETERDEEMNFATNTOVERITH, ICLHIFATHTLEREA
http://www.example.com POSTER CHIRERZIXET DR XA Ve BERAYVA—IEZIRTHFIIN
F9.

<CORSConfiguration
xmlns="http://s3.amazonaws.com/doc/2020-10-22/">
<CORSRule>
<AllowedOrigin>*</AllowedOrigin>
<AllowedMethod>GET</AllowedMethod>
<AllowedHeader>*</AllowedHeader>
</CORSRule>
<CORSRule>
<AllowedOrigin>http://www.example.com</AllowedOrigin>
<AllowedMethod>GET</AllowedMethod>
<AllowedMethod>POST</AllowedMethod>
<AllowedMethod>DELETE</AllowedMethod>
<AllowedHeader>*</AllowedHeader>
</CORSRule>
</CORSConfiguration>

CORS %E XML DFFMIC DWW TIdE. Z#BRL T2 &V "Amazon Web Services (AWS) RFa XA >
k : T Amazon Simple Storage Service Developer Guide"s

2. Tenant Manager T. *Storage (S3) *>*Buckets* Z#ERL £7,
BRI ENTY FEEERLET,

NT Y EDFHER—IDBRREINE T,

4. Bucket access * > * Cross-Origin Resource Sharing (CORS) *%Z3&RL £,
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o [*CORS ZEMICTS*] FTv IRV IRZEFVICLET,
6. CORS RE XML ZTF X bRy I RUCEED 1T, *EERARZREF * ZERL I I,

Bucket options Buchet access Platform services

Cross-0rigin Resource Sharing
(CORS)

Disabled ~

Configure Cross-Crigin Resource Sharing (CORS) for an 53 bucket If yvou want that bucket and objects in that bucket to be accessible to web
applications inother damains,

Enabla CORS

xmins="http:/ /33 amazonaws.com/doc/2020-10-22 /">
<CORSEnle>
<AllowedOrigin>*</ A1 lowedlrigin>
<41t owedMethed -GET /A1l owedMathod
<AllowedHeader>*< /Al lowedHeader>
«/CORSRules
<CORSEule>
<]l lowedCriginxhttp: //wwd.example, coms fAl T owedOrigins
<A1 lowedMethod>GET< /Rl lowedMethod
<A1l owedMethod>PO3T</ /Al lowediethod>
<R1lcowedMethod>DELETE</Allowedtethods

7. N7y b®D CORS REZEE T BICIF. TFRXAIRYIXTCORS HRE XML ZzEH I35 *Clear*
ZERLTPOELTLRETV, RIZ. TEEZFRFI ZFRLE T,
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Buckets

Create buckets and manage bucket settings.

2 buckets

Create bucket

Name #% S3 Objectlock @ 5 Region 5 ObjectCount® % SpaceUsed @ 5  Date Created =
bucket-01 v us-east-1 0 0 bytes 2020-11-04 14:16:59 MST
bucket-02 us-east-1 0 0 bytes 2020-11-04 14:17:14 MST

2. HIBR S 2ZDNT Y bDF TV IRy I ZZERLE T,

[ 7023V ] XZa—DBMIBDET,

’

3. 7023 AZa—nmo*EONTY b EHIRZEIRLET,

Actions ~

Delete empty bucket

SHEE S3 0Objectlock@ + Region % ObjectCount® + SpaceUsed® <+ DateCreated +

bucket-01 v us-east-1 0 0 bytes 2020-11-04 14:16:59 MST

bucket-02 us-east-1 0 0 bytes

2020-11-04 14:17:14 MST

BAYE—IHRREINET,
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Delete empty bucket X

Are you sure you want to delete empty bucket bucket-027

Cancel Delete bucket
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e Unabie to delete the bucket because it is not empty. You must delete
all objects before you can delete this bucket.
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C) AWSHREME LY RARA > rDIFEIF. BB L TL TV domain-name U 7 JILXZF
S ESHZINEHLHD T domain/ ZEBL TLET L,

O—AIITEIFEINEST—EXD URN

I5ORHB—EX TIIAHELO—HILTHERIINZ Y —EXREFEAT35EIE. URN O 3 BEE EREOH
BEZRIPEENTULT, B D—ER URN BMERENZDTHNUE. EDELS5KRAETURN ZIBEL T
HHEFVWEHA, EBO>TVWRERIIA TSI VTERICTSeH. VY —XZHAILT—ER URN OE
ISR OERDIBERZIEEIT DD TEET, H:

* CloudMirror L U4 —> 9>

urn:mysite:s3:optional:optional :bucket-name

StorageGRID T/H X kTN B CloudMirrorTLY KR4 > FDIFEIE. THEDZIBEMLRURNEZIEETET XS

urn:sgws .
urn:sgws:s3:optional:optional :bucket-name
* BAH
urn:mysite:sns:optional:optional:sns-topic-name

* RERBG -

urn:mysite:es:optional:optional :domain-name/index-name/type-name
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O—HLTHRR FENBRREAT Y KRS OBAR. BB T T donain-
(D) nane T KA1 > FOURND—BTHEDED. Elementic HEROXFIEEETE %
5.

T3V T A—LY—EXIY RRA Y DERK

T39I A—LF—ERZBMCTBEIIC. ELVWEATOIY RKRA Y b EDEL
EH 1 DER L THESBERHD £,
BELHD

* Tenant ManageriC & R— SN TWE TS IHZFERLTHA VAT RIHRELRHD XTI,

CTFIURNTHAODIENDT S Y b T #— LY —E XD StorageGRID BEIEEICL > TEMELINTVWEZHRE
rHO£Y,

* Manage Endpoints 1#EfRD%H 2 1 —HJIL—FICBL TLWABRELRHD £7,

* TSV NI ALY —ERIVRRAYVMIEL>TEREINBZ VY —RZER L TEKBERDHD FT,
° CloudMirror LU —>3> 1 S3NTw b
c ARV BRI D SNS REW Y

 RREBEH L ATV IRAEBRBINICERTAELIICTRTAX—2a VIS RAEMREINTLARL
S8&. Elasticsearch 1 > F w2 X,

C TRATA4X—=2av )V —RICEATREHREERL TEBELHD £,
° Uniform Resource Identifier (URI) DR k&R—

StorageGRID X7 LATHEA REINTWB /N v h%& CloudMirror L ) r— 3> ®
() IUERAYFLLTERYABAE U Uy FEBEICHLShE TANSUELIE
ZRELTLETEL,

° Unique Resource Name (URN)
"Iy b T x—LHY—EXDIY RKRAL Y FOURNDISE"

CEREEI LTI vIL (BERIBE
* AccessKey : 7UEAF—IDEI—ULYy NTFIOERF—
s EARHTTPEREE : 2—HL X /XRT—R
ctFaUTFaERE (D XX L CAGIBREZERY 3158)
Fa
1L ZARL—=2 (83) *>* ISy bhI4—LY—EXDIVRRAY b ZBRLET,

TSR IT4—LY—ERXRIYRRAY ER=IDPRTRINFT,
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Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as
a target for a platform service (CloudMirror replication, notifications, or search integration). You must
configure an endpoint for each platform service you plan to use.

0 endpoints Create endpoint

.

Display name @ = Lasterror @ = Type @ = URI®@ = URN® =

-

Mo endpeints found

Create endpoint

2. [* TV REA Y FOMER " | BRRLET.




Create endpoint

. ect authentication type
o Enterdetails ————— E VI

Enter endpoint details

Enter the endpoint's display name, URI, and URN.

Display name @

URI @

URN @

Cancel

S IVRRAY M ZDEMZBBEICHATIRTRBZEANLET,

IVRRAYIDYR=bTETSY b TA—LTF—ERDEATIE. TV RRAY R—=DTEDIER
ZRTIDEZICIVRRA Y FEDHEICKRTEIND 1D, BRIICEDEREZESOHBZIVEIIHD A

4. [*URI*] 7«4 —JLRIC. IT¥ RARA > kD Unique Resource Identifier (URI) %#38EL £95

ROWTNHDOERZERBLET,

https://host:port
http://host:port

R—bZIBELAEWES. HTTPS URI ICIEZ7R— b 443 A, HTTP URI ICIFR— bk 80 BMERR TN E T,

7= ¥, StorageGRID THRARINTWABNT Y D URIHERDKLSICHED FT,

https://s3.example.com:10443

CDFITIE. s3.example.com StorageGRID N1 7RAZEU T« (HA) ZIL—TDREIP (VIP)
DDNSIT Y h, BLUERLET 10443 O—RNFUHIVRERA Y P TEESINEAR—FERLE
ER
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@ B—QEEZO#T3ICIE. TEBRITEFADH/ — RO HATIIL—FICER T 208D
HHET,

BFRIC. AWS TRIX RENTWBNT Y bD URIHERD KL SICHD £,

https://s3-aws-region.amazonaws.com

I Y RRA > bH CloudMirror L 75— 3 o —EXTHEAINBHBEIF. URIICN
(D) 7y r2EE0BLTRT V. Ny MaIE TXURN S 71 —LRICEHBRENS
CES

5. TV R4 > b®D Unique Resource Name (URN) ZAHLZEY,

() TURESY L ORI, T2 REAY FO URN 2EET 5T LIFTE Ft A

6. I*Continue* ] Z:&ERLEJ,
7. TEREER A 71 OEEERL. BERILTVOVYILEAALET,

TG

Create endpoint

@ Enter details e ?elect authentication type

Authentication type @

Select the method used to authenticate connections to the endpoint.

‘Anonymous

Access Key

Basic HTTP

BETZILTYIVILICIE. TRAT A% =23V )Y —RINT EETAHERNBETT,
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IR A S SRR gLTF>ovIL

E4 TATAX—aVANDELT7 IR % BEEHL,
HELES, Exa)TaDEMICHE S
TWAIYVRRAY NTOIHEREL £

ER
TIOEAFx— AWSFERD VLT vILEFERLT * 7UtX*Xx— 1D

TRATA % —>32 iz Ees

;’7\7-—(? 23> L DEREEAE L £ o H Ly T O —
EARHTTP A—HZHENZAT—RzEFEALT. 77X * 21—H%

R ~—¢ \/\ l‘t EI;JE\E o o .
TAR—INDEGEDEL TS C ZT— R

8. I'*Continue * ] Z3&RL X,
9. Verify server * DS A RAVEEIRL T, TYRRAY MAD TLS B OIS EZBIRLE TS

Create endpoint

@ Enterdetails — Select authentication type o \!enf_y_ ;s.er\.rer

Verify server

Use this method to validate the certificate for TLS connections to the endpoint resource. If you select "Use custom CA certificate," copy
and paste the custom security certificate in the text box.

© Use custom CA certificate

Use operating system CA certificate

Do not verify certificate

Previous
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SERRERELD X1 =EA

H XL CASIRRE%FEHET 3 AARLDEX 2T RREZFERLET. COREZERLICE
BlE. WRAEZLEF 2 To5FAER *CASERAZE * TF A MR v Y
=L TEEO T E T,

ARL—=—TA VIS RTLDCA ARL—TA VIV RTLAVZR—LENTVET T AL b
AIRAEEERALET DCAIFRZZ AL T ZREL X T,

FEFRSZMEEL BV TS 7TV TLS #EfuCER SN BRRZ IR T NE A, COF T aviF
TFaT7TIEHD T A

10 [*FTRMEIYRRAY FOER ¥ ] ZBIRLE T,

CHELLEILTUOvIILZERLTIY RRA Y MIT IV EATEIIBEIF. RZEETRRAD Ay tE—
DHRTEINET . TV RRAY MAOERIE. BV A D120/ —FHSKREEETNET,

c TV RRAY ORIV KRBMLIIZEIR. T5—XvtE—IUHRRENET, T5—ZEBET B
ICIYRRAV b ZEETIHENDHBZHEIE. * T FRA Y FOFHRICRES * 2:FRL TERE
BEFLET, RIS, T*Testy ZFRL. TURRAVPZERLET, *

@ THFORNTHAORTTSY b T 3—LT—EZXDBEHTHRWVGEIE. TV RKRIVH
DIERD KRB L £9, StorageGRID BIEEICEBUVEHLE LT L,
IVRRAVEDERENRT LIS, EOURN ZFRAL TSy b 74— L —ERXRZBRETEET,

B 5 R
"T3Y b T F— LY —EXDI Y FERA Y FDURNDIEE"

"CloudMirrorL 7 4r—< 3 > OERE"

"RV NERZRET D"

"RERET —EXDRE"
TIYNTA—LY—ERIVRRA YV MOEFRZTANLTVWET

TIS3Y NI A =LY —EZINODEGEHEEINIZEIE. TV RRA Y MAOESiE T
AMLT TRTFA4FZ=2a V)Y —ADEFEETEE. BLUEELT=2LT >y
ITT7IOCRATEIBRC®ERTEET,

BERHD
* Tenant ManageriC g R—FENTWE TS IHZFERBLTHA VAT RIHRELRHD XTI,
* Manage Endpoints #£fRD%H 2 1—HJIL—FICB L TWARELHD £7,

CDRATIZDWVWT
StorageGRID (&, 7L 7> v ILICIELWMERNHZHDE SHZRIEL FH Ao

FIE
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1. L= (S3) *>* Sy b Idx—LY—EXDIVRRALY

b*ZERLE T,

Platform services Endpoints R—IHRREIN. REBADT IV b T A—LHF—EXIVRERAV LD

VX RHRTREINET,

use.

4 endpoints

Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to

Create endpoint

my-endpoint-3

my-endpoint-4

Notifications

53 Bucket

http://10.96.104.202:8080/

http://10.96.104.167:10443

Display name @ Lasterror@ +* Type® + URI® = URN® =
my-endpoint-1 53 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
my—endpoint—2 0 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc

arn:aws:sns:us-west-2::examplel

urn:sgws:s3::bucket2

2 HRET AN BRIV RRAY M EBERLES,

IV REA Y b OFER—IBRRENET,
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Overview o
Display name:; my-endpoint-1 #
Type: S3 Bucket
URI: http://10.96.104.167:10443
URN: urn:sgws:s3:::bucketl
Connection Configuration

Verify connection @

Some errors might continue to appear after they are resolved. To see if an error is current or to force the removal of a

resolved error, select Test connection.

Test connection

3 EFEDOTR | EERLET.

CHEELIEILTUIOvIILZERLTIY RRA Y MIT 7 EXATERBRIE. N ZER3 X vt—
DHRTRENE T, TURRAY bADERIE. FF1FD 12D/ —RHSKIESNET,

°c TV RRAY MDWEIEMNKBMLIZIZEIE. TT—AXvtE—IhRKRREINET, T5—%EIET D
ICIY RRA Y b EBBETIHNELNDH S5, [ * Configuration * | Z3EIRL TIHERZEFLE
o RIS [TRAM]ZERL. EEEREFELE T, *

TSV R ITA—LY—ERIY RRAY bDIRE

TSR IA—LY—ERXIVRRAVMOEREEREL T, &HI. URI. £IEZFD
MOFMZZEETETEI, IR BARYND I LTV ILZEHRFLIED, 77—
WA —=N—FD/\Nv 2 7 v S Elasticsearch 1 > T v X %ZgdLSICURI ZEELT:
DTBZEHBERIGEDHDEFT, 7SV IT+—LTF—ERXDIVRERAI D
URN ZZE T3 CIETET Ao

BERHD
* Tenant Manager(C I3 R—cENTWE TS IOHZFERL THA VAV TRIHRERBHD XTI,
* Manage Endpoints 18RO %H 2 1 —HJIL—FICBL TWARBELRHD £7,

FIE
1. ML= (83) *>* TSy b Tx—LY—ERDIVRRAY K~ *ZFERLET,

Platform services Endpoints R—IHRREIN. REBADT IV b T A—LPF—EIXIVRERAV LD
DR MHRREREINET,
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use.

4 endpoints

Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to

my-endpoint-3

my-endpoint-4

Notifications

53 Bucket

http://10.96.104.202:8080/

http://10.96.104.167:10443

Displayname @ * Lasterror® <= Type@® = URI® = URN® =
my-endpoint-1 53 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
my—endpoint—Z 9 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc

arn:aws:sns:us-west-2::examplel

urn:sgws:s3::bucket2

2 fRETDIIVRRAV P EBERLES,

IYRRAY FOFHER—IBRTEINET,

3. T *Configuration * | ZEIRL X9,
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Overview

Display name: my-endpoint-3 #

Type: Notifications

URI: http://10.96.104.202:8080/

URN: arn:aws:sns:us-wast-2::examplel
Connection Configuration

Edit configuration

Endpoint details

URl @

http://10.96.104.202:8080/

URN @

Authentication type 0

Basic HTTP ~

Username @
testme
Password @

T Edit password

Verify server 0

Use custom CA certificate
@ Use operating system CA certificate

Do not verify certificate




4 PEICIELT. TVRKRAI Y MDOREEZZELE T,
() IURRIYFOERBIC. IV RECY O URN 2EET S5 LIETS £ A

A IVRRAYFDORTABEZEEITBICIE. BETAIAVEBRLET #H
b. XEIZIGLT. URIZZELZ T,
C MEIZIGL T, REAX1 T2EELET,

* Basic HTTP 25 EDBmEIE. BEBICKH L TA—HEEZETEL X T, MEIZIHLELTNRT—REZZEE
TBICIE. T*NRT—R%ERE] #FRL. ILWNXTD—REAHDLET, EEEFv I
TRAMRELRHIBEEIF. *NRAT—ROREZTICET * 2 BIRLF T,

s 7O AF—FREEDHBEIE. BEICKHLT 1*S3 F—iREl ZFRL. FILLWFZIEXF—1D
=Ly 7O RE—FWDMFITZE T, F—%2ZELEFT, EEEFT v EILTIH
BENHBHBEIE. * Revert S3 key edit * #3#RL £9,

d BRBICKHLC T, Y—NZRIETIHAEZZTELF T,
S [EBEDTAMCRE EEIRLET,

CHELLEILTUOvIILZEFERLTIY RRA Y MIT IV EATEIIBEIF. M ZEETRRAD Ay tE—
DHRTEINET . TV RRAY MAOERIE. E A D120/ —FHSKREEETNET,

c TV RRAY ORIV KRBMLIIZEIR. T5—XvtE—IUHRERENET, TVRKRAY EEE
LTIS—%ZEBEL. [EEDTRMERFRE] ZERLE T,

AR
"75Y R T A= LY —ERIY RRT Y R OER
T39I =LY —EXIVRFRAY M ZHRLTVEY

BETZTIY T+ —LY—EXDNRBIILSTIHZEIE. TV RRAY MZHIBRTSE
9o

HEBRHD
* Tenant ManageriC & R— b EINTWE TS OHEZFERLTH A1V TRI2HRELRHD XTI,
* Manage Endpoints * #fRD%H 2 21— JIL—FICEL TWBRHELRHD £7,

FIE
1L.ARL=2 (83) *>* TSy b Tx—LY—ERDIVRRAY K *ZERLET,

Platform services Endpoints R—IHRREIN. REBADT IV b T A—LHF—EIXIVRERAV LD
JRARDRREINET,
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Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to
use.

4 endpoints Create endpoint

Displayname @ * Lasterror® <= Type@® = URI® = URN® =

my-endpoint-1 53 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
my—endpoint—2 0 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc
my-endpoint-3 Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::examplel
my-endpoint-4 S3 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucket2

2. BT 2BEIYRRAVMDF v IRy I RZERLET,

FRPDOTSY N TA—LP—EXIVRERA bZHIBRTD . TV RKRA Y M =ER
FTRIIARTONTY MWL T, BEETEZ TSy M T7A4—LY—EIDNEMICED X,

CD ZTTLTOVWRVERIFIRTHESINE T, HTLLEKRIE. BRI/ URN ZBERLAL
EDIENTY FREZZEETDET. 5ITHMIERINE T, StorageGRID (FCNH5DE
RELBERELRIS—C LTHRELET,

B [*Tooa>r*>*TUVRRAVMDOHIR ] ZF8RLE Y,

BRXvE-—IhKRREINE T,

Delete endpoint X

Are you sure you want to delete endpoint my-endpoint-107?
This might take a few minutes.

When you delete an endpoint, you can no longer use it to access
external resources.

Cancel Delete endpoint
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4 [*ITYRKAY FOBIR | BBRLET,
TS9N ITA—LPF—ERODIVRRA IS —D S TINa—FTaT

StorageGRID 75w 74— LY —EXDIVRRA Y b OBEEEA-ESICT
T—HREELEGEIE. FYvPaR—RIZXyE—IWRRREINE T, Platform
services Endpoints R— D Last error 3l)id. TS —DHEEL THSDEBZRL £,
IVRRADVEDILT YO vILICEEMTONTULWSERMNELL BWVWEEIF. IT5
—lFRTINFE A

IS—DRELIEDESHZERLTVEY

BE7HBICTSY N7 A—LT—EXIYVRERA Y M TIS—HRELKLIBEIE. Tenant Manager D4y
PaAR—RIZT =AYy E—IHBRREINET, TSV Tx—LTF—EXDI Y RRAY ER=JIZHEH
LT, I5—DFHzREERTEET,

a One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The |ast error occurred 2 hours ago.

Ay aR—RICRRENBDLERALIS—E TV T +—LYF—EXDIY RRA Y bR=D D EHRIC
HRIAINET, FHBIS—AvtE—2CZRTTBICIE. ROFIEZRITLEY
FI&E

L IVRRAYEDUZIRT, I5—DEELEIVRRAYFEBRLET,

2. TYRRAY OFHR—IT, " ZERLET, COFTICR. TYRRAY FORFOIS—
& IZ7—HWRELTHSDOEBREIRTENE T, ROXT7AIZ28CIT5— @ BE7 HUAIC
RELF LT
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Overview A

Display name: my-endpoint-2 #

Type: Search

URI: http://10.96.104.30:9200

URN: urn:sgws:es:::mydomain/sveloso/_doc
Connection Configuration

Verify connection @

Some errors might continue to appear after they are resolved. To see if an error is current or to force the removal of a
resolved error, select Test connection.

Test connection

Last error details

@ 2 hours ago

Endpoint failure: Endpont has an AWS failure: RequestError: send request failed; caused by: url.Error; caused by:
net:OpError; caused by: os.SyscallError (loglD: 143H5UDUUKMGDRW.)

Io—HIIREDBMGELTVBIHESHERRELTVWET
—ERDIT S —II. #ERED [ *Lasterror* | FIUIHIZTHEIRTINBDGEDHD XTI, TZ—HIIREREL
TWBHESHERERLI-D., BREADIS—%T—TILHSBEHIIICHIBR LD T3ICI1E. XOFIEER
TLE9,
FIE

1. IVRRA M EBRLES,

ITYRRAY COFRAR—SHRTIEINE T,

2. B> ERTAN*ZBRLET,
[FEFEDOT A * | ZFEIRT B L. StorageGRID TSy b 7 A—LP—EXIVRERAV MDEFEETSC

. BLVREDILTUOYINTTIVEIATEIZ2 =R ELET, TV RRAY PADESIZ. Y1+
D120/ —RKRHSEEEENET,
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IYVRRAY IS —DRER

IYVRERAY FOFEMR—TD [ Lasterror* | XwtE—CZFEHALT I7—0OREAZHETET XS, —
BOIZ—TIE. ME ZHRRITDIEDICTY RRA Y FORENMBEIZHED £F9, 7z StorageGRID
ICIELWZ O AR BWVWH. 7IOEIAX—DERYINICAE > TWBOICT AT *—>3 >0 S3NT
w MIT I ZATERWVWEGS. CloudMirror DTS —hWREETEZIERHBDFT, XvtE—JIF' TV RARA
P hOBERBHRELIILET IV CAZEHTIHNENDH D £ 955MIE 'AccessDenied' £7zld
InvalidAccessKeyld' T¢

IZ5—%fRRTBIDICIY RRAY M ZiRET ZRENH B5E - * Test and save changes *ZEIRT S
. StorageGRID IFEFH NIV RRA Y b ZRIEL. REDIL TV VILTT IV EATESZ L=
RBLET. TVRRAY MADERIZ. ST LD 1 DD/ — RO SKRESNE T,
FlE

1L IVRRAV M ZERLET,

2. TVRRAY FDOFAR—I T, *BR ZBIRLE,

B MEBICIGLTCIVRRAI Y FOREERELED,

4 FE>ERT AN TFERLEY,
NEBRIERDN VI RRA VM ILTYIVILTY
StorageGRID ICK B 7Sy 7 #—LHY—EXIVRARA Y MDOKRIETIFE. TVRARAIFDILT VI Y
WEFEALTTFATAX—>a )V —RIERTITZ . BLUVEANBERF T v IERITTETSRIL
HHESRENE T, 7=7/5L. StorageGRID Tl FHED TS v b7+ — LY —EXNBICHNER TR TOMHER
PREESNZDITTIEHD FEA. CDTEDH. TV b T x— LT —EXDERRICI S —MEELIEE

( T403 Forbidden ] &¥) « TYRRAVEDIL TV vILICEEMITOENTWSHERERERL TS
LYo

FOMDT S Y b T A—LF—EROSZ TN a—Ta 2T

BMEHR 72y b7 4—LY—EXD STV a—FT«4 > FJICDWTIE. StorageGRID DEIEF|E% B
LTL7IETL,

"StorageGRID DEIE"

ESPEN
"Iy b T A —LT—ERXIY FRA Y bOYER"

"TSW R IT G —LY—EXRIVRERAEDESRETIAMLTLWET
"I R ITF—LY—ERXITYRRA Y FOIRE"
CloudMirrorL 74— 3 > DERE

CloudMirror L 1) r—> 3 > —E XI&. 3 DD StorageGRID 75w b7 #— Lt —
EXOWIFNHNTY, CloudMirror LU —> a3 Yz ERT 3. AEBD S3/NTw
AT bZzBENICL TS —RTEEXT,

MERHD
CTFIUNTAODNDT S Y b T #— LY —E XD StorageGRID BEIREEICL > TEMELINTVWEIHE
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NHOHET,
CLFVT=23 DV —RELTHEETEINT Y F B L TEKBERHD FT,

* CloudMirror L7 —> 3> DT X744 %= a3 e LTERAIZIVRRAI Y M EAELTHEHE
KHbFEFd, £7-. D URN B"RETI,

CTTFIURTATDYEARADIARTD S3INT Y FOFREZEETE S L SIS, Manage All Buckets 1EFR & 7=
I& Root Access MR ZFDA—H I IL—FICBL TVWARELRHD £, CNSDIERIE. Tenant
Manager ZEH L TN\T Y FERETBEICTIL—TRI S —FENT Y FARD S —DOMREREL DS
BRINExd,

CDRAZICDWVWT

CloudMirror L 7D —> 3> Tld. V—INT Y MDSIVRARAI Y N TRESN T AT R —>a >N
Ty ATz A —-nEz 9, Ny D CloudMirror L7 r—S 3 > BHICT BICIE. B
BINTYy LT —2 a3 VRE XML ZER L CGERTAHRENHDET, LTV —23 VE&E XML T
3. ETAT4F%—=>23> L TS3INTYRIYRRAY MO URN ZERATINELRHD X9,

@ S3ATDx o +OAvINBEMRY —INTY b ERIFTRTaR2—=2a3a>YN\7ry +TE LT
y—arvidR—bEhEEA

NTYy LTV Tr—2 3> FDOREHLED—MRBIBERICOWVWTIE. Amazon®O RF¥aX> hpoOX) —
oarvLFUs—>3> (CRR) ICEBY3FBHZERL T E L, StorageGRID BS3NTw kDL T
—> g VEREAPIZERIETZHZEICDOWVWTIE. S3T9TAT7 M7= a3 a2 EdT53FEEESRLTL
=L\,

AT bEEL Ny T CloudMirror L 7V =3 EBMICT S . Ny MIBMENEFRLWL
ATz OB LTU = rENETH. N7y NRNOBFEOA Tz MIL TV — R ENEHA, LTS
Jir—>g B bIH—F3ICIE. BBEOA TSV FEEBHITINELRHD T,

LTV —2 3 VBEXML TR ML =Y S RZBELIGEIF. TATAX—23 Y S3IVRRIV K
loxt L TALEE = 3R1T9 BBEIC StorageGRID TED I S ANMERAINE T, BELIEAML—COFRIE T
AT 2=V a VIV RRAV M THYR—FSINTVWBRRELRHD X T, TATAHZ—2a VAT LON
VA—HEDHWRFIENH ZHFEIE. ENICERL TS,

FIE
1LY=ZNTy bDLTVT—2 302 BMLET,

S3LFUT—2a> APl THEESNTWARESIC. LU= a3 % BMICTR-DICHERL )
T—=aVBEXMLEZETFRANITA X TERLE T, XML 2RET 2B aIE. RDO=IC

° StorageGRID Tld. VI DL V75— a3 VEREDHFDHR—EEINET, DFED. StorageGRID T
IZ. DFEAIFTR—FEINTUVELA Filter L—=ILOIL XV ko VIO TA TSV
N=2a>ZHIBRLE T, FFMICOVWTIE. LU= 3 VEREICET S Amazon D RFa X2 b
ZBRL TS,

o FRF A4 X =g LTSINTYRIVRARALCYED URN ZERAL T TV,
c MBIZIG L THEIBML £9 <StorageClass> TL XY FEFEIRL. ROWITNHZIRELE T,

* STANDARD : T 7 AI MDA ML= ISR, ATz 7Yy TO—RIBREIICAMNL—D
IS5 2EBELHEWVESIF. #8BL T TV STANDARD R ML —S 0 S IMMERINTL
o

* STANDARD IA: (BE-FI/EIBEDEWVWTIER) COXML—2U3RUE 7o EERK
BULD, BEIZGLTERT7 IVERADBERT—RIFERALET,
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* REDUCED REDUNDANCY : EAEIMEL . BIRAIET. I ORRMICHZRETRENRRT —H
Ik CORML—=U 05 R%ZFEALET STANDARD R L= U5 X,

° ZIBTE T BB E Role REXMLTIFERE INE T, ZDfEIL StorageGRID TIEFERE I EFH Ao

<ReplicationConfiguration>
<Role></Role>
<Rule>
<Status>Enabled</Status>
<Prefix>2020</Prefix>
<Destination>
<Bucket>urn:sgws:s3:::2017-records</Bucket>
<StorageClass>STANDARD</StorageClass>
</Destination>
</Rule>
</ReplicationConfiguration>

2. Tenant Manager T. * Storage (S3) *>*Buckets * Z#ERL F7,
3 YV=ZNTY FDOREIZEIRLET,

NT Y b OFHER—HRRIEINE T,

4. PS5y b ITd—LY—EX*>* LU= EBIRLE T,
S LTV T—=o a3 EBMCTR | Fr v IRy IREAICLET,
6. LU= a3 BREXMLETF I MRy I XICEDAIT. *BEXRE*ZERLET,
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Bucket options Bucket access Platform services

Replication Disabled

Enable the CloudMirror replication service to copy objects from a source bucket to a destination bucket that is
specified in an endpoint.

# Platform services must be enabled for your tenant account by a StorageGRID administrator.
# You must have already configured an endpoint for each destination bucket.
# You must specify the URN of each endpoint in the replication configuration XML for the source bucket.

Enable replication

<ReplicationConfiguration>
<hole></Rale®>
<Hule>
<StatusrEnabledsy Status>
<Prefig»zZ020</Prefigs
<Destination
<Bucket>Rra: Bgwsts 53 L2l —recovds</ Bucket>
<StorageClass>STANDARDS/StorageClass>
< /Destinacion>
</ Bules>

<;Repllcatichcnflguratlcnﬂ

®

StorageGRID BEEBEMNT ) v RIRZ—I v 72130V v REEBAPI #FHLTETF Uk
THhHOU DTSy b T74—LY—EXRZBMICLTHELBELHD £7, 5RE XML DR
ERICIS—HRELBEIE. StorageGRID BEEICERHVEDE LT L,

1 LT —=2a hELKRESNTWVWS C EZEBLE T,

a L7U7r— 3 VRETIEINEL T U —2 3 VOB EFLT ATV LI hEY—RNT Y b

ICEBMML £,

ARRDFITIE. LT v PR 12020 ) IC—T2A4T2I LTIV T—FENhET,

b. ATV MR TFRATaZ—2a>NTy MILTUT—rShicC e 2R LFET,
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A ZDNEWATD I MIOWTE LTV —2 3 Y OFREBRENECRD £,

BEEIEIR
"CloudMirrorL 7 & —< 3 >4 —E XD HE"

"S3 ZfEMRT 3"

"Iy R T ALY —EXI Y RERAT FOER"

ARY MERZHRTET S

BRI —E X & 3 DD StorageGRID 75w b7 4—LTT—EXDS53ED 1 DTY,
NT Y EOBHZEMCTR L. IBELIEAARY MIFET3EHR=Z. AWS Simple

Notification Service ™ (SNS) ZHAR—+rTB3TXT4 R —>a VY —ERICXEFETE
9,

MERHD
CTFIUNTAODNDT S Y b T =LY —E XD StorageGRID BIEEICL > TEMELINTVWRIRHE
HHO £T,
CBEIDY —REBBNTY FEERL TEKHBELHD FT,

CARNY MBRIDT AT RX—2a3 Y ELTHERATS IV RRAY MHEEL. €D URN ZiBEEL TWLWS
BEHHD T,

CTTFIURTADYERDIANRTD SINT Y FOFREZEETET S L SIS, Manage All Buckets 1EFR & 7
|& Root Access MR ZFDA—HJIL—FICBLTVWBAHRELRHD £, CNSDIERIE. Tenant
Manager ZEH L TN\T Y b ERETBEICTIL—TRIS—FIENT Y FRD S —DOMRRELDH
BEEINEY,

CDRRATICDOWVWT

AR MNBRERETDE. V—ZANT Y NRADFA T U FTEELILARY MORET B -CIBEHNE
BEh. AT % —>3 VIV RRA > b LTHERINS Simple Notification Service (SNS) D kEw
JIEKEEINE T, N7y FOBHZBMICT BICIE. BWEBEHRE XML Z{Ep L TER T 2H%ENH D
9, BHFREXML TlIEF. ET X704 X%—>2a>YE LTARYFBHIY RARA Y MDD URN ZEHT 3%
ENRHD FT,

ARY MBI FDREFEO—BIRBERICOWVWTIE. Amazon DRFa XY hEBBLTLLRET
L\o StorageGRID $' S3 /N k D@HIFRE APl ZRET B HEICDOWVWTIE. S3 VAT N7 TV r—2
AVERETEIFIEZBRL TSI,

FTT O ZECHZINTY FOARY FMBEHEEMICLICGES. BHITBHNREDRERICEITINSAL
BIIHLTOAXKEINET,
FIi&
1. Y—ZNT7ry bOBHNEBEICLET,
o ANRY MEBEFEBMICT BI-HICHELRENERTE XML &, S3EHIAPI TIEEINTLWBRRBICHKE -
TTFAMITo2TERL X,

° XML ZERETRICHT>TIE. TRATAHZ =3V hEYIELTARY MBHIYRERAIV D
URN ZfEHEL £,
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98

<NotificationConfiguration>
<TopicConfiguration>
<Id>Image-created</Id>
<Filter>
<S3Key>
<FilterRule>
<Name>prefix</Name>
<Value>images/</Value>
</FilterRule>
</83Key>
</Filter>
<Topic>arn:aws:sns:us-east-1:050340950352:sgws-topic</Topic>
<Event>s3:0bjectCreated: *</Event>
</TopicConfiguration>
</NotificationConfiguration>

Tenant Manager C. * Storage (S3) *>*Buckets* Z:&RL £,
V=2ZNTy hOAFIZERLET,

NT Y S OFER—IHRRINET,

T2y bTx—LTF—EX> ARy MEH* ZERLE T,
[ARYMBHNZEMITS N FTv IRy IR Z2FVICLET,

BHERE XML Z2TF¥ X bRy Z RSO * BEZRE * ZFRLE T,



Bucket options Bucket access Platform services

Replication Disabled v

Event notifications Disabled ~

Enable the event notification service for an 53 bucket if you want StorageGRID to send notifications about specified
events to a destination Amazon Simple Notification Service [(SNS)

# Platform services must be enabled for your tenant account by a StorageGRID administrator.
® You must have already configured an endpoint for the destination of event notifications.
® You must specify the URN of that endpoint in the notification configuration XML for the source bucket.

Enable event notifications

Clear

<NotificationConfigoration>
<TopicConfiguration>
<Id>»Image-cregteds,/ Id>
wFriters
<5 3Key>
<FilterRule>
<Hamerprefix<;/Hame>
“Waluesimages,/ <,/ Value>
</ FilterBule>
</ 5G3Key>
</Filters

< Toplcssrniaws i ens ius—ecast—1 050340850352 =gwa—topics/Topic>

StorageGRID BIEEN T )Y RYRXR—C v I3 Uy REEAPIZFEHALTETFH >+
THAHIEDT Sy b T7A4—LF—EXZBMLTELHBELRHD £9, FHE XML DR
EFERICIS—HRELIBEIE. StorageGRID BIEEICERVWEDLE LT UL,

1 ARY MBRIPELSKERESNTVWE L ZREELF T,

a. RE XML TRE LB Z NUA—93ERZR/mTRIFZY —ANT Yy FROA T2 T MIHL
TEITLET,
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COFITIE. ZERALTA T FHMERINBZTEICARY FBRIDEESINE T images/
TLI74v7I R

b. F2F 4% —S 3D SNS kv UISEAARES NS L EREL £,

e ¥, TRATa0x—>3> bE WU H AWS Simple Notification Service (SNS) THRIX LI T
WBIBEEIE. BRAHAEEINSA—HICEX—ILERXRETELSICH—EREZRETETE I,

"Records": [
{
"eventVersion":"2.0",
"eventSource":"sgws:s3",
"eventTime":"2017-08-08T23:52:382",
"eventName" :"ObjectCreated:Put",
"userIdentity":{
"principalId":"1111111111111111111"
bo
"requestParameters": {
"sourceIPAddress":"193.51.100.20"
br
"responseElements": {
"x-amz-request-1d":"122047343"
br
"s3":{
"s3SchemaVersion":"1.0",
"configurationId":"Image-created",
"bucket": {
"name":"testl",
"ownerIdentity": {
"principalId":"1111111111111111111"
br
"arn":"arn:sgws:s3:::testl"
by
"object": {
"key":"images/cat.]jpg",
"size":0,
"eTag":"d41d8cd98f00b204e9800998ecf8427e",
"sequencer":"14D90402421461C7"

TRAT14 R —> 3> ey IICBRDEVHE(E. StorageGRID BFHIDY — X /N7y FHIEL < RFE
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SNTVLWET,

B

"INy b DBERI DR

"S3 ZERT 3"

"TISY T ALY —ERXIYRKRA Y FOER"
RERET—EXZERTS

BREHRET—EXIE. 3 DD StorageGRID 75 k7 #—LHY—EXDS5ED 1 DT
To COY—EXRZBMICTRE. AT HMERL. HIBRES NIz T £HIEFD
ABT—=BARRITHNBEHINESIIC. TRTAR—2IaVYORRA VTV I RICAT
VIV MXART—REFETEET,

THFYMIRZ—V v EFERAL TREEREZHREL. 7 XX L StorageGRID 5%E XML Z /N7y MMIBEATE
£9,

REMET —ERXTRA TV M XIT—ENTRT 4 2= a VIEESNB D, D
() BEXMLE_ X8F—SBHRE xmi_ LIFENET. CORE XML, 1> MERIES
=T B IHD _BHIRE xmi_ LISRBD £

D AR LDStorageGRID S3 REST APKLIEDFFMICDOWVWTIE. S3UVSA 7Y N7V r—> g R
TE5FIEZBRBLTLIEE L,

* DELETE Bucket metadata notification configuration Z3K
* GET Bucket metadata notification configuration Z3K

* PUT Bucket metadata notification configuration Z3K

REIER
"BERHESHD XML ZHRELF "

"AXRTF—ABRUCEENTVE AT X ZT—2"
"BRRAET —EXTER TN S JSON"

"RERET —EXDERE"

"S3 ZfERTY 3"

BREREED XML ZHRELEY

BREHET—EXRF. RICEENZ—EDIIL—IILZFERLTERELET
<MetadataNotificationConfiguration> XV
</MetadataNotificationConfiguration> X%, FIL—JLIE. JL—ILIRE TIEE
SNFA TPV b BKU StorageGRID D5 FDA T T FDXRT—R%EXET
BTRATA4X—>avEEELET,
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FTCTOMIFTO IO MNRDTIL T4 Y IRATITAINRIITEET, T RIE WS TL T vy
ADFA TSIV MDART—RA%HZXETEET /inages B1DDT AT X —>avil. LT v I XD
DATSTIVCDART—RITEBMLETY /videos BID/ —RICBEBILE T L 71 v I XHEELTVS
REITEM T, EERICIESSNE T, LRI, TLTa v IADDOA TSI MIRTZIL—ILE1DE
SERETY test TL T4 v I XDMIWIA Tz FD2BBDIL—ILTT test2 IFFFRAISNTUVEH Ao

TRAT4 R —>avid. BEREY —E XBICIER S/ StorageGRID T R7R-1 > h® URN Z{FERHL T
EETAIMNENHDET, CNSDIY RARA Y M. Elasticsearch 7 5 XX EICEZRINTWR A VT v
PDRERAATEBRBLET,

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>

RDTRIC. AT —2BHEBE XML DBEERERLEF T,

eaE:T] Bz WA
MetadataNotificationConfiguration X&%F—A@BHTA TS T METATaFR— g AN
DR—ITY VOREEICERINBZIL—ILBOO>TFHRYT,

1 DU EDRuUle BEZSHET,

L= BELILA YT YIRIART—RZEBMTBHE  1FL%
NHB4T2x0 b eRETBI—IHOIYTT
2T,

TLT74 v I ADEELTVBIIL—ILIFIESENZE
ERS

MetadataNotificationConfiguration BEZ&ICE N TL)
79,
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AT—HR

TLT7avIR

it
ofF

URN

B
IL=ILDO—EDHRIFo

Rule ZRICEENTULE T,

Status (CIE T Enabled 1 F7zI& T Disabled 1 %157
TEET, EWMCHE->TVWBIL—ILICDWVWTIFRE
NEITINEFH A

Rule ERICEENTULE T,

TLITAwIRE—HBTBFTTU MTIL—=ILH
BRASN., TORXET—ZHHEE LT AT 1 %~
SavICREINET,

IRNTOATD TV b ZRETBICIE. ZOTLT
1YIREZEELEXT,

Rule BRICEEXENTULE T,

W=IDTFRT4Xx—=>3>QOAVTF+ET,

Rule BRICEENTLE T,

FTOITVMARERT—EADNREEINZT AT 1 R—
>3 YD URN, XOFONT 1 %2FD
StorageGRID > KRR > b®D URN %Z18E T 34
ENHBDET,

*es3HBHDIL XY M THEIUENRHDFT,

* URNDOKEIC. XZT—EH SN D 1> Ty
TREZATZ. ODEANTEEI BHBENHD X

9 domain-name/myindex/mytypeo

I > RARA> & Tenant Manager £7ci377F > b
EEAPI ZEBLTRELE T, FRIFXRDEED
T3,

®* arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype
*urn:mysite:es:::mydomain/myindex/myty

re

T2 RRA Y MIRE XML Z3XET BHICKRET B
BEDRHBDET, £5LBVE. 404 TS5 —THRE
MERBLET,

Urn |& Destination BRICZENTWVWE T,

WA
LWLz

(=AM

IEW

I

IEW,
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B TINDART—2BHRE XML 2fEA L T, BMED XML Z1ER§ 3 A Az CEE T,

AEF—GBARE  BE OIANTOLT TSI FERRICLERETT

COFITIE. INTOA TP IbDATI TV MAEZT—IPREALCT AT X —2avIIXEINET,

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>urn:myes:es:::sgws—-notifications/testl/all</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

2DODI—IIZEECART—2BHRE

COFITIE. LTV I R—HITBRF Tz MDA TV MXEZT—2%ZEELEXT /images H'1
DDTATAZ—=2aAVIIEEIN. LTV IRI—HITBZA TSI MDA T U b XEZFT—2H5E
EENFT /videos 2BEBHDEEBLZICEEFEINF T,

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

BB
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"S3 ZfEAY 3"

"BREREY —EXTERTN S JSON
"REMEY —E ADRE"
RERET—EXORE

BRERET—EXTIE. AT FHMER. HIBR. EIEFDART—R | ZTHE
FENBTUIC. TRATARZ—2aVDORBRRAVTYVIRCF TSI M AXRT—32H
EEINET,

MERHD
CTFIUNTAODNDT S Y b T =LY —E XD StorageGRID BIREEICL > TEMELINTVWRIRHRE
HHO FT,
CAVTIUVIICA VTV IRE[MTB S3NT Y hEER L TELHBELHD £,

C BRERET—EXDT AT X—2a3 e LTERTRZIVRKRA Y MHEEL. €D URN ZHEL T
WAREARHD £,

CTFIURTATDYEFRDIANRTD SINT Y FOFREZEETE S L SIS, Manage All Buckets 1EFR & 7c
I& Root Access MR ZFDA—HJIL—FICBLTVWARELRHD £9, CNSDIERIE. Tenant
Manager ZEH L TN\T Y b ERETBEICTIL—TRIS—FIENT Y FRU S —DOMRRELDH
BEINEY,

CDRRTICDOWVWT

V=ZNTy MWL TREMRET —ERZRELIIGE. TPV b 2ERERIBA T FDXET
—R|RTEBHITBE AT MARIT—EDTRTAX—2a IV RRA Y MIEXEINE T, 7
TPV hZITICBEOCNT Y b TRERET —EXZBMICTR . BBFEOA TV MCEATEIXET—
L2BEHIFEBNICIIEEESNE R A BIFOA TV I I FDRET—EDNTRT 42— 3 Y OBRERA VT Y
TREBMENBELSICTBICIE. ZTP TV M EBHIBHBEDNHDFT,

FIE
1. REREZBMCTBOICHBERARIT—ZBHN XML ZTF XA FIT 1« X TERL X T,

° REMEADRE XML ICB T 315HmzERLTLIEE L,

* XML EZRETRICH->TIF. TRATAHZ—a>Y e L THEERHREIVRARAL> MDD URN ZFEHL
£9,

<MetadataNotificationConfiguration>
<Rule>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>arn:aws:es:us-east-
1:11111111111111:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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2. Tenant Manager T. * Storage (S3) *>*Buckets * Z#RL %7,
3 Y—=ZNT Y bOZEEERLE T,
NTy EDFER—UHRRINE T,
4 TS5y kI xr—LTY—EX>RBREKRE*EEIRLEY
S. MEMEBZEMICTR *F v IRV IREAIZLET,
6. TEXRRY I RIART—ZBHFREZD AT, *BEEZRE* ZFIRLET,

Bucket options Buchket access Platform services
Replication Disabled “
Event notifications Disabled W
Search integration Bisabled e

Enable the search integration service to send object metadata to a destination search index whenever an abject i created, deleted, orits
matadata or Lags are updated

» Platform services must be enabled for your tenant account by a StorageGRID ad ministrator.
* You musk have already confligured an endpoint for the search integration serviee.
& You must spacify the URN of that endpoint in the search integration configuration XML for the bucket you want to indesx.

Enable search intagration

<MetadacalincificacionConfigurations
LRule>
#5tatustEnabledd/Status>
LPrafixyc/Prefins
#hestination>
<Urnrarn:awWssesius-east-1:111T11T131111] sdemain/mydoma in/myindex/ mytype</Urn>
#/Deatination>
</ Rule>
< /MetadatalotificarionConfigurationy)
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StorageGRID BEEEMN T )y RYX—C v X IFBEAPI ZFERBLTETFHF N T AT Y
(D) FOTSYRTa—LY—EXEEMICLTEUBLNBD £, BE XML OREHICT
S—hRE LB EIE. StorageGRID BEEZICERVWEHELIZT L,
[ BBERET—EIADNELLRESNTVWE e zHERLEF T,

a. WE XML TEESNIAZT—2@8MZz NV A—923BUZRmIIA T b2V —INT Y IC
EBIML &I,

ARRDBITIE. N7y MIEMSNEIRNTOFA TPV bHXET—2@HZ U H—LE T,

b. T TV FDARET—REZTZZT ISON RFa XY D TV RRA Y FTHEESNIERA
ITYVIRCEMENC BB LET,

TR
HEIZHL T, ROVWITNDDHAAETNT Y FORKRREZEMNICTETEY,

* Storage (S3) *>*Buckets * Z3R L. *Enable search integration * F = v 7R o X D:&R% ##bR
L%,

* S3API A E#FER L T34 4. DELETE Bucket X 27— S BMEREFEE LT, S3 7517
E7 7= 3 zRETEIFIEZEBRL T,

E e E
"REmEYT —E XDBIE"

"REREHAD XML ZRELEI"

"S3 ZERY 5"

"TI3Y R T ALY —EXI Y RRA Y S DOER"
REHEY —E X TERIN S JSON

NTy b TREMET—EXZBMCTERE. ATV MDART =R XTI ZTD
Bl B, BIBRDMTONS IS, JSON RFa XY bHERINTT AT R2—>
IVIVRRAYMMIEEINEFT,

RO F—2BLATP U bCDBEICERINDISONZ/RL TWVWET SGWS/Tagging. txt &, &L
SEFIDNT Y MMZEBRINE T testo o test N Y MIN—=TJ a3 VEEBINTULWAW D, ZFERALE
9 versionId ¥ HZETT,
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"bucket": "test",

"key": "SGWS/Tagging.txt",
"versionId": "",

"accountId": "86928401983529626822",
"size": 38,

"md5": "3d6c7634a85436eee06d43415012855",

"region":"us-east-1"

"metadata": {
"age": "25"

by

"tags": {
"color": "yellow"

AZT—=ZBHNCZENTVBE A TPV b AET—4

RDRIC. BEBEEDNBHICBR > TVBIFERICTATAR—a IV RRAY MIX
EENB JSON RFaXY FRDITARTDT 4 —ILFZRLET,

FFaxX>bhalliE. N7y b, 272020 b8 N—=23> D (FET35E) HEaEFnE 7,

EAALET ER R HE
NIy hEATS T RDOBR  bucket | ATy FDRHT

key: ATV -4 versionID ! N=J a3 VEBEBINILNTY NROA TSI DA T
U MN—=Tay

region ! N7y =23 2R YRTLREZT—4
us-east-1

size: HTTPY A 7Y MIRRT mds: A7z Ny
N3A72x0 b1 XN~
BA{YT)

A—HXRF—4% metadata : 77T FDIRTOI—HFXRXT—REFT—LEDONR
7 & LT8R

key:value
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ZANDLFT HR % R

27 tags: A TV TV MIERINTVWEIRTODA TPV bR T ZF—
CMEDORTELTHERLET

key:value

R A—HFART—RDIFE. StorageGRID IIXFH£T/-1E S3 ARV @R LT
Elasticsearch ICHfF ¢ BESZELE T, CNHOXFIxHAMNMEIIHEE L THRIRT S LS

@ IC Elasticsearch ZRE T BICIE. BN T —ILRIYvEY ISV Y EYTAMERICET
% Elasticsearch OFJBICRE> T TV RERMEY —ERXZRETBHIIC. TVTYIRD
T —ILRIYEYIZBMICTEIRELHDEFT, REFaXVMNIAUTvI R ERMIT
-l I VTYIRARADRFaAX MDD T —=ILREA TR BETETEH A

S3 Z{ERAT3

DA77 ) r—2 3 TS3APIZER L T, StorageGRID ¥ X7 L%ZIRES 3
FEZEHALE T,

* "S3 REST APIDH K — k"

C"TFHFIURNTATY M CERERET D"

* "StorageGRID T®MS3 REST API(D3R4E"

* "S3 REST API O 7R— b T B L HIFREIE"

* "StorageGRID @ S3 REST AP| MDALIE"

C"NTY RNETIN—TDTIOERR) ="

* "RESTAPIDEF a2 l) 7+« DFRE"

* MR DB L B

C"TOTaT. TARI. BLURE HTTP RO X v k"

S3 REST APIDH7R— bk

StorageGRID (. Representational State Transfer (REST) @ Web H—E XDt v
k& L TEEEINS Simple Storage Service (S3) Z#HHR—kL %9, S3RESTAPI
DHR—FMICED. S3Web H—EXBICHEINI Y —ERBRT7FUIr—>3 Yy
%. StorageGRID AT LZFERATEZIAVTLIADA TSIV MAML—JEEGT
EET, VSATRNTIUT—2a Y THRAEEALTLS S3RESTAPI UH LOE
Bld. RNBELIMBEDD FE A

* "S3 RESTAPI Ot 7R— MCEET3EES"
s " R—bETNBZN—=3 0"
* "StorageGRID 72 v b7 #— L —EXDHR— K"
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S3RESTAPI DY R— BT ZEFER

StorageGRID & X7 LT S3RESTAPI DY R— MCEAT3EERISTET Z2HED

HOET,

1) ==X,
1.5

110

aXT b
* N7y FOBES{EOEEOYR— EMEh F

L7

*S3ATTxr OOy Y EEIESNIRERDE

MERDYR—bZEBMLE LT

s N—=2aVEEBINf/N\YT v b TOD DELETE

Multiple Objects DERADHR— FHEBMT N F
L/TCO

o Content-MD5 BRAwWAH—HIEL L HHR—K
INd&Lo5ICEb LT

DELETE Bucket tagging . GET Bucket tagging
. PUT Bucket tagging Dt 7R— kHBMINE
Lfco ARBPRIDHTERIIEFHR— TN TVE
Ao

StorageGRID 11.4 TERR I N/ v LTl
AT TO -GN T =TV ADARI S
SUOT4RATBETDESICHIRT Z2HEISH <
BDF L

TNy MEHOYR—EAEBIMENELE
s3:0bjectRestore:Post TRV XA,

TILFIN—FDAWS 1 XD LR ERAIND
KOICHEDFE LT WILFN—FrT7yFO—-F®D
EIN— kDY XlF 5MIB H'5 5GIB DRIICT S
MBERHD FT, REDIEDIE5MB LD/NhEL
TBHEENTEET,

* TLS 1.3 DY R—FDEM. LU R—FTh

32 TLSEEEX1—FDU X DOEH,
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"Amazon Simple Storage Service Developer Guide : Obiject lifecycle management"
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NEF TR B2 EENSTY,
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T2V b ZHIRTBMRIFIBHDZREL X I,

ED1H. IMIIL—ILOEREFIEN A TP 7 MIFIEHEBBATNTVWTH, 7T I AT Uy Rk
SHIFRENBZ D BDET. HBWE ILMEBFIENIRTRT LIched. 7TV AT U R
ICRBSNBIEEDHBD FT. FRICOVWTRBERS A IV ILEBZFERLTA ISPV +Z2EIETS
FIEDA TSI bDZA T A VILLEICOBILMOEEZERL T ZE W

@ NTYRSATHAVIERERSI AT/ bOY IDBEMIH>TVWBINT Y K THERAT
TEIHN EROEMNT Y bTRINTY bSATHAVIIRENTR— S EEA.

StorageGRID Tld. XONT Y MMUBZFERL TS I A VIR EZEETET LT,

CINTY RZATHAUILEHIBR
* GET Bucket lifecycle
* PUT Bucket lifecycle D&
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SATHATIIBREERRL XY

SATHAVINREZERT B TODRIDFIEE LT, 1 DUEDIL—ILZEL JSON 7 71 ILZER L
F9, I RIF. TDISON T 7 A ILICIERD 3 DDIL—ILHAZFENTUVET,

T IIL=IE. LT v ORI DA TV MIDFBEEINET categoryl/EZFNUTIEIHHD
7 key2 DfE tag2e o Expiration NTX—RIE. T IRI—ET3A T 0 FOBWHAR
H20205F8 822 DFHIOKFICEINB L SICEEEL X7,

2. )L=)2lE. LTV ORI BA TV MIOABBRINET category2/lo o Expiration
INTA=RIF. TN RI—HT2FTO0 FOEDIAHFDS100BRICHRYINICT 2ZEEL X
ER

AMEIEET 5L —ILiE, 7TV MDA FNIEREBEL LIABRIRIL— L
() T BHEOBAPROASE L BREBR TVABAK. 51 791 S ILBREDERE
T—HOF TT T MNT Y MO SEIRSNBAEMA B D £ T
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FOICHEELET,
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"Rules": [

{

"ID": "rulel",
"Filter": {
"And": |
"Prefix": "categoryl/",
"Tags": [
{
"Key": "key2",
"Value": "tag2"
}
]
}
by
"Expiration": {
"Date": "2020-08-22T00:00:002"
by
"Status": "Enabled"
by
{
"ID": "rule2",
"Filter": {

"Prefix": "category2/"
b
"Expiration": {
"Days": 100
b
"Status": "Enabled"

"ID": "rule3",

"Filter": {
"Prefix": "category3/"

by

"NoncurrentVersionExpiration": {
"NoncurrentDays": 50

bo

"Status": "Enabled"
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INTY SADZA T AV ILEREDER
SATHAUIERET 71 ILEEHRLT=5. PUT Bucket lifecycle BRZHITLTNT v MEBLE T,

RODBEKRIE, YO FINT7AILADSA THAVIILEEE. CVLWSERONT Y NROA TS o MIERAL
¥ 9 testbucket : N7 W bk

aws s3api --endpoint-url <StorageGRID endpoint> put-bucket-lifecycle-
configuration

--bucket testbucket --lifecycle-configuration file://bktjson.json

SATHAVIEREDNT Y MIEBISERAINIC EZRAET 2712 B I21& GET Bucket lifecycle &
KhdpOxd, fFl:

aws s3api --endpoint-url <StorageGRID endpoint> get-bucket-lifecycle-
configuration
—--bucket testbucket

RIS EICIE. BRALESA 7T VIRENRTINE T,

NTY RZATHALTINDOBMRZRILT B . 4720 bHRE ICHARUNICAD XY

PUT Object . HEAD Object . F7z13 GET Object EXRDFEITHFIC. 1 7T A JILEREDEMHRIL—ILH
RIE OREDA TV CHESIHZEHERTEZ T, L—ILABERAINZ GG, BEICIEDNFTENET
Expiration 7710 FOBMHARE —H T 2BMHARZ R /NT X—&,

INTYRSATHATIEILMED BB IND 2. BB L TV expiry-date &
(D)  FEhTw3oEk 2792 MEIBRSNEEROBRTT, FEICOLT
|&. StorageGRID BIEDEITFIED 4T 0 MRIBORESE] EBBL T,

e ZIE. TDOPUT ObjectERIF2020F6H22HICEITEIN, (LA TV TV D EREBINE T testbucket
NT Y ko

aws s3apl --endpoint-url <StorageGRID endpoint> put-object
--bucket testbucket --key obj2test2 --body bktjson.json

BRINDGEIE. AT FOBEZNEEEN 100 H (2020 F 108 1 H) . SAT7HATIILEEDIL—
L2IC—8LiCxzRrLEd,

*"Expiration": "expiry-date=\"Thu, 01 Oct 2020 09:07:49 GMT\", rule-
id=\"rule2\"",
"ETag": "\"9762f8a803bc34£f5340579d4446076£7\""
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=& z1¥. D HEAD Object R % {ERA L T. testbucket N7y FADELA TSI bDXLZF—R%EE
BLFELT

aws s3api --endpoint-url <StorageGRID endpoint> head-object
--bucket testbucket --key obj2test?2

BNDREICE AT FORAEZT—2WEEN. T2 H 100 BTHRTINICAED, JL—IL 2
—HLIZEHRENE T,

"AcceptRanges": "bytes",

*"Expiration": "expiry-date=\"Thu, 01 Oct 2020 09:07:48 GMT\", rule-
id=\"rule2\"",

"LastModified": "2020-06-23T09:07:48+00:00",

"ContentLength": 921,

"ETag": "\"9762f8a803bc34£5340579d4446076£7\""

"ContentType": "binary/octet-stream",

"Metadata": {}

REIBR
"INT oy b DALEE"

"M EZERALTAI Sz b EEIETS"
INTw DA R A LA

StorageGRID > X7 LA Tld. S3RESTAPI IEBMENT= AT LEBDH AR LINGT
w MLEBEZ T R—ELTWETD,

RDFIC. StorageGRID THHR— L INBZHXZLNTy MLUIBZRLE T,

1B1E Bz ZBRLTLLIETL,

GET Bucket consistency BEDNT Y MIOBAINTWS  "GET Bucket consistency 23k % 52
BEMLARILZRLETD, TLE9"

PUT Bucket consistency BEONTY MOBRINSEES  "PUT Bucket consistency Z3K"
HLARNILZEZRELEFT,

GET Bucket last access time D35  FEDNT v N TERIER 7V X "GET Bucket last access time Z3K"
=) BOEHHEMICE > TVBHE
M ->TWVWBHhEIRLFT,
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DZE"
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configuration E3K"
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configuration E3K"
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EROEE"
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compliance Z3K"
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compliance Z3R"
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*"S3A TV bOvIEERT B

" —NBIOBES{EEERT 3"
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* "HEAD Object D E{T"

* "POST Object restore DEIT"
* "PUT Object DIHE"
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° x-amz-server-side-encryption-customer-algorithm$8E L £9 AES256,

° x-amz-server-side-encryption-customer-key:HiLWA T 10 FDOBEStF—%IBEL X
ER
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nNE9d, SERREOREZEALTA TV b - T2 Z2RET 21T —NAIOESLOFERICET
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—ZEELET,
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* x—amz-copy-source-if-none-match
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NETZ—
InvalidAccessKeyld
TITUYRRFaXTE
InvalidBucketName DB
InvalidBucketState DIiH&

InvalidDigest D B&

InvalidEncryptionAlgorithmError
InvalidPart

InvalidPartOrder

InvalidRange : 3072 &5
InvalidRequest
InvalidStorageClass

InvalidTag

InvalidURI

KeyTooLong @ 2 DDTIL—THHDET

MalformedXML DiEES

MetadataToolLarge

MethodNotAllowed DK SICAAILFT

MissingContentLength ( MissingContentLength )

MissingRequestBodyError

MissingSecurityHeader
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500 Internal Server Error

403 21+

400 RIEREBERTY
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S2E:]
NoSuchBucket
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NoSuchBucketPolicy D & S IC78D £9

ObjectLockConfigurationNotFoundError
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H—EXZFATETIEA

SignatureDoesNotMatch D& S ICHEEL £
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2O FRLLE

XBucketPolicyParseException
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404 BEOHD FHA
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404 BEOHD FHA
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403 21+
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400 RIEERERTY
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ROERNT Y CITBEBRINE
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RIELNTY bR — JSON
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FHHREN G WD, WIEBHHER
SNFL7o

LA —ZENT Y FTIRARYE
DETIEFFAISNEEA

HTTP X 57—4 X
400 RIERERTY

400 RIERERTY
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E2X:T] B HTTP X7 —% X

XMaxBucketPolicyLengthExceeded R S —HHFBRINBRA/NTY 400 RFIELERTT
( XMaxBucketLengthExceeded ) KrRUS—EHEBITUVET,

XMissinglnternalRequestHeader AEBEROA YA —HHD FH 400 RAIERERTY
Ao
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BMIHR>TULWEE Ao
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NTVRVEEDNZENE T,

StorageGRID O S3 REST APl D4LIE
StorageGRID ¥ X 7 LAEE DILIEH S3RESTAPI [CEMEINTWVET,

GET Bucket consistency Xk = E{TLEX T

GET Bucket consistency Bk = FH T2 . BEDNT Y MOBRATN TV EBEELANILEFER TSI X
ED

IR LA T2z MCRLTIE. W= RFT7 78 =54 FBEMZRIETDLDICT 74 FOBEEMY
RIEHRESNE I,

CDIIBETT I BICIE. s3 : GetBucketConsistencyt&RR & fzldroot 7 A1 > FHRE T,

e

GET /bucket?x-ntap-sg-consistency HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>
Host: <em>host</em>

by

IS

JGEXMLT. <Consistency> IZROWVWITNHDEZIRL ET,
BEEHIE Bz

IANRT TANTD/ —RHRIEICT —RZRITED . ZITE
NBRWSEIZERNKEL £,
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A S A

strong-global TRTOYA FDIRTDI AT > FERIZCDW
T V=R7782—Z414 FEEEIMFRIESINE T,

strong-site 120 FROIRTDI 47> FERICDW
T V—FR772—54 bEEUIRIESNE T,

read-after-new-write DIHE (TT7AILE) FRATS I MCIFUV—RT7 TR
—S4 FEEME. ATV FOEFICITERE
BUTIRELEFT. SUAMIERIN. T—2fF
5575“1%&311&?0 Amazon S3DEESMICHE L £

X I FEELAVWATS NI LTT T —
3 VN HEAD EXRZFERT I L. FHETER
WX RL—=2/—RBHB & 500 Internal
Server Error | BAZIORTNBA[EEMDH D £
To CNESDIZ—%[EEEY BICIE. Amazon
S3 Y [AKRDEEMDFRIENKETRUVED ., B
BEHIE%E T available J ICEREL F TS

available (HEAD ALIB|3FERBEM) [ read-after-new-write | BEM L NJLEEEIZEL
TIH. HEAD WIBICDVLWTIFEREAU DA Z IR
HLEXd, ARL—2 « J—RAMERTEAWVSES'
J=—R7I78—FBRS1 bEDHAY RiEEDTE
AUNE< D £3Amazon S3 DEEMEELRBZD
& HEAD LEBDH T,

ISEA

HTTP/1.1 200 OK

Date: Fri, 18 Sep 2020 01:02:18 GMT
Connection: CLOSE

Server: StorageGRID/11.5.0
x—amz-request-id: 12345
Content-Length: 127

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"7?>

<Consistency xmlns="http://s3.storagegrid.com/doc/2015-02-01/">read-after-
new-write</Consistency>

E e E
BB
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PUT Bucket consistency &3k

PUT Bucket consistency EXRZFHE T2 . N7y hTERITSNZLBISER T 3BEMHLANILEZIBETE
9,

IR LA T2z MCRLTIE. V—RT7 78 =54 FBEMZERIETDLDICT 74 FOBEMY
RIEHRESNE I,

CDAIBHETT T BICIE. s3 ¢ PutBucketConsistencyt&fR £ 7z ldroot 7 h o > FHIWMET T,

IRk

o x-ntap-sg-consistency /NTX—RICIFRDWVWTNHDEZIEE ST ZHENHD £,

AR Bl

AT FTARTO/ — ROEEEIC T — 2 £ZIFED, BT
NEVEEEBRIERLET,

strong-global ITRTDYA FDIRTDISA T > FEKRIZDL
T U—R772—54 bEEUINRIESNE T,

strong-site 120H 1 FRDIRTDI AT > FEKRIZDWL
T U=R772—54 FEEEIRIESNE T,

read-after-new-write DIFE (TT7FIE) FRATOL I MIREUV—RT TR
— S hEEME. 7T FOBEFICITHERE
alZiRELE T, BTAMIERIN. TR
EHIMREESNE T, Amazon S3DEAMICHEL F
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X IFEELAEVWATIS I MIRLTT U —
3N HEAD EXRZFERT L. FHETER
WX RL—2/—RBHB & 500 Internal
Server Error | B KEIRSNBZAREEDLH D £
To CNBSDOITS—%[EEET BICIE. Amazon
S3 L EIRDEEMDRIENVETHVED., B
&M% T available J ICERELF3,

available ( HEAD JLIB|3iERESM) [ read-after-new-write | S L )L EEIEILEL
TIH. HEAD MBI DVWTIIEREE DA% IR
HLET, L= J—RHOMEATEARVES!
D—RT7I72— FHRS1 EDBHAY RIZEDA]
AMEIE <D £JdAmazon S3 DEEGMCERZD
|¥ HEAD JLIBD&H T,

*OF L —&E9ICIE. T read-after-new-write | BEMHIHEZFERTI3VELNHD £, BRHMEL < H
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e

PUT /bucket?x-ntap-sg-consistency=strong-global HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>

BB
"B

GET Bucket last access time ZE3K

GET Bucket last access time BEXRZ T2 . BRT7 7 ABROEFHFHIMELD/NT v F TEMICE>TL
BZHEMICEOTVWRIRHERERETETEFT,

CDNIBETT §BICIE. s3 . GetBucketLastAccessTimet&EfR £ 7=ldroot7 hH o > AU E T,

e

GET /bucket?x-ntap-sg-lastaccesstime HTTP/1.1
Date: <em>date</em>
Authorization: <em>authorization string</em>
Host: <em>host</em>

&R
ROFITIE. N7y FORET V2 ABEOBEHRDBEMCHE>TULET,

HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 01:02:18 GMT
Connection: CLOSE

Server: StorageGRID/10.3.0
x—amz-request-id: 12345
Content-Length: 127

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>
<LastAccessTime xmlns="http://s3.storagegrid.com/doc/2015-02-01/">enabled
</LastAccessTime>

PUT Bucket last access time ERDIES
PUT Bucket last access time B3R = FEHT 3 . BRT7 IV ABRIOEHEELD/NT v F TEME IZEM

ICTEFT, RIET7 IV RBREAOEHRZEHICTRIENTA—IVRADEELEFT, N—2 3> 10.3.0 LA
TIER S NNy RS LTIE. WINBHT T AL N TEDICHED £,
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CONMIBETT §BICIE. /N b Ds3 : PutBucketLastAccessTime &R X /= ldroot 7 H o > FHARETT,

StorageGRID N\—23 > 10.3 LIETIE. IRTOFHRNT Y F TRIET 7 ARBOEHH
T4 NTEMIAEDET, UEID/N— 3 > D StorageGRID TER SNz MMZZ D

@ BT 74 bOBEZERT 35513 RREBRDINT Y T EICHRERT 7t AEEOE
i EWNICTIHENDD 9, Tenant Manager £7z1dT 7+ > FEIE APl @ PUT Bucket last
access time E3K. * S3* > * Buckets * > * Change Last Access Setting* F v J7Rv I X%
FRALT. RRT7 7L ARROEHZBMEITEMICTTEY,

N7y FTRIET 7 AREOEFHMNEMCHE > TVLWBIHE. NT Y bOWIBOEEIZRDKSICHED FT,

* GET Object . GET Object ACL . GET Object Tagging . HEAD Object DEEKTld. &7 It A&
FAEHFINEFLA. 77200 I BRI T7HAVIILERE (ILM) FHEDF 2 —ICEBMINE L
Ao

* XRT—R2DHZEHT S PUT Object - Copy E3R & PUT Object Tagging XK Tld. =i&7 7t XK
DEHINE T, ATP U MEIILM FHMEDOF 2 —ICEBMET N EF T,

NV —=ZNT Y FTRERT7 7 ABREOEHRNENICK > TLWBIHEIE. PUT Object - Copy BXRTY —X
NTy FORERT7 IV ABEAEFINEEA, AE—SNA T I MEL V—INT Y +OD ILM FF
ADF 21— IEBMINEEA. TcfEl. TATaoHF—2 3 »IZDWTIE. PUT Object - Copy R THIC
BTV ZABEAEHFRINE T, A7z b0aE—IE. ILMFHEDOF 2 —IBIIINE T,

* Complete Multipart Upload 3R Tld. RER7 7 XBRAEHINE T, BT LEA TSI MEL ILM
FMEDF 2 —ICBIMENET,

FlEYITIRTS

COBTIE. NTY FORKRT7 IV RBERBZBMCLTVWET,

PUT /bucket?x-ntap-sg-lastaccesstime=enabled HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>

COFITIE. N7y bDORRT 7 ABFEZEMLTVET,

PUT /bucket?x-ntap-sg-lastaccesstime=disabled HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>

ESBEAE:
"TFYRTAUY hEERT "

DELETE Bucket metadata notification configuration Z3K

DELETE Bucket metadata notification configuration 3K Tld. 5&E XML ZHIFRT 2 & T, BLD/N\T v b
TRERET—EXZEMETEET,
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CDMIBETT T BICIE. /N7 kDs3 . DeleteBucketMetadataNotificationt&fR & 7= ldroot 7 Ho > kAR E
T,

BRI

KOBIE. N7y FOBREFBRET —EXRTENCTIHEEZTRLTVET,

DELETE /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>

GET Bucket metadata notification configuration Z:3k

GET Bucket metadata notification configuration K Tl&. E&ZD/\7 v h TIREREERET 2 7-DIFEH
TRHRE XML ZFTAHT N TETET,

CDIIBETT 3 BICIE. s3 : GetBucketMetadataNotificationt&fR & 7= idroot 7 o > kAR ET T,

=3R4
ROBRIE, CWSINT Y FDOART—RBEHFREZFHAHH L EXT bucketo

GET /bucket?x-ntap-sg-metadata-notification HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>

&

dhy=)

WEDAXICIE. NTY DA ZT—H2BHRENSENT T, XXT—HBHRETIF. NT v FTOER
MEDREZHERTETET, D2FED. EOATIT I MIAVTYIRDMIITON, EDFTI I MXET
—APNEDIT Y RRA Y MIXRESNE D ZHETET T,
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es: region:account-
ID :domain/ mydomain/myindex/mytype </Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>

BEAXAZT—RBRIFEICIE. 1 DULEDIL—IIHAEFENTVET, BIL—IILIF. RENMFT T bZiERE
L. StorageGRID B’A T T U MXRRT—REXETEITRATAF—>aveEELEF T, TAT1 % —>
3 >IE. StorageGRID T RR4 > ~®D URN ZER L TIEETIHERH D £7,

eaEET] Bz WAZE
MetadataNotificationConfiguration X&%F—A@HTA TS T hE  1ELY,
DR—I T TRATa4*—>aVDIBEICER

ESNBIL—IIBOIAYTFTET,

1 DULEDRuUle BERZEAHET,

JL—IL BELILAYTYIRIIXEZT— [EL%
RZEMT2HENDHBFTTIT
b 2HEIBI-ILBEOIYT
FTET,

LI v IRANEELTWVWBRIL
—ILIZEEINE T,

MetadataNotificationConfiguration
BRICFFNTVETD,

ID IL—=ILDO—EDHRIF- AAY-¢

Rule BRICEENTULE T,
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2L A WA

ATF—HA 2R Status [Cld [ Enabled J F7=1& T &L\,
Disabled ] Z1IEETZT X9, EWY
12> TWBIL—ILICDW TS
EDERITEINEF A

Rule BRICEEXENTULE T,

TLT7a0vIR TLITavIRE—HTBATY  1EL\,
7 MIIL=ILDERIN. FD
XRT—ZPEELET AT %
—>avIlEEINET,
ITRTOATIST IV b %2BETD
ICIE. BEOFL T 1 v REEE
LXd,

Rule BRICEENTULE T,

W=IILDTRATax—=23>D &L,
TR,

cat
ofF

Rule BRICEEFNTULWE T,
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2L A WA

URN AT MARRT—RZHEET  1EL.
N37TAT74%—>3>D URN,
ROTONT « ZHD
StorageGRID T KRR > b D
URN Z18E T 2HNELH D F£7,

*es3BEBHDIL A MTH I
ENHDET,

* URNDEREIC. XZT—2hH
BRI NZTI TV IRERA
T, DR TEET IHEN
HH XTI domain-

name/myindex/mytypeo

I RARAY & Tenant
Manager £7z1&7 7+ > FEIE API
ZEALTHRELE T, EERIIR
DEEDHTY,

* arn:aws:es: region:acco
unt-
ID :domain/mydomain/myi
ndex/mytype

* urn:mysite:es:::mydomai
n/myindex/mytype

T RRA Y MIERE XML Z %15
TRRICERET DHRENHD X
To EO5LABVE, 404 T5—T
RENKELFT,

Urn & Destination Z&ICEFEFNT
WEd,

ve=xtll

BICE &N BXML
<MetadataNotificationConfiguration></MetadataNotificationConfiguration> X7, N7
W MIN L TREREIVRRA Y P EDIRENEDKSICHRESNTWVWE D ZRLET, XDFITIE. &L
S % AIDElasticsearch1 TV I RA T TV M X BT —ZHNEEINTUVET current CAHILET
2017 EWSEBIDAWS R X Y TRAMENTLS recordss
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HTTP/1.1 200 OK

Date: Thu, 20 Jul 2017 18:24:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/11.0.0
x—amz-request-id: 3832973499
Content-Length: 264

Content-Type: application/xml

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix>2017</Prefix>
<Destination>
<Urn>arn:aws:es:us—-east-
1:3333333:domain/records/current/2017</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

&Ik
"TFYRTAUY hEERT "

PUT Bucket metadata notification configuration 23k

PUT Bucket metadata notification configuration xRz R I3 &, LA D/N\ 7y F TRERET—EXZHE
METETET, BEROAXICGHBZAXT—ZBHHRE XML Tld. TRT A 2= 3 VBRIV TV I IS
AXBT—REFETRA TSV M EIBELET,

CDMIBETT TBICIE. /N kDs3 : PutBucketMetadataNotificationt&fR & 7= ldroot 7 h 7 > kAR ET
ER

IRk

EBROAXICAZT—RBRBREDNZTENTVIHELRHD FT, EXXT—XBEHBREICIF. 1 DULED
IL=IDEENTVET, FIL—ILF. RIEDIFA TSI h%EIBEL. StorageGRID B'A T TV XX T
—REREITBITATA =23 EIBELET,

ATz MIFTO IO MRBDTIL T4 v IRATIAIINRITTEET, Tz WS TFL T vy
ADA T TV FDART—REFKETEET /images B1DDT AT FZ—>avIl. TLTa v I D
DATT U MIEMLULETY /videos FID/ —RICBEILET

TL74 v I RDEELTVBREIFEMN T, XERFICIEEINET, e, TLTavIRDDATY
T FADIL=ILZIDEUORERETY test TL T4 v I XDMIWA T I FD2EBDIL—ILTY
test2 FRAISNEH A,

TRT4F%—>3IE. StorageGRID T KRR > h®D URN ZEA L TIREIT ZBELHD £, TR
RAYME AT —2BHRENEKEINLESICHEELTVWBRBENRHDF T, BFELTLWARWEE. B
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KRB LTHERBMLET 400 Bad Requesto TT7—Xwt— ! Unable to save the metadata
notification (search) policy. The specified endpoint URN does not exist: URN.

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>

RDTRIC. AT —2BHEBE XML DBEERERLEF T,

R} B WA
MetadataNotificationConfiguration X&%F—A@HTA TS T RE  1ELY
DR—I T TRAT 14— aVDIBEICER

SNBIWN—ILBOaYTFET,

1 DU LD Rule BERZEAHET,

IL—=IL BELLEAYTYIRIIXEZT— [EL%,
KBNS 2HENDHBFTTIT
Vb ERBEIBRIN—IAOIYT
FTET,

TLI7a v IRANEELTWVWBIL
—JLIFEEEINE T,

MetadataNotificationConfiguration
BERICEEFNTVLET,

ID IL—=ILDO—EDHFFo IRV

Rule BRICEFEFNTLWE T,
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2L A WA

ATF—HA 2R Status [Cld [ Enabled J F7=1& T &L\,
Disabled ] Z1IEETZT X9, EWY
12> TWBIL—ILICDW TS
EDERITEINEF A

Rule BRICEEXENTULE T,

TLT7a0vIR TLITavIRE—HTBATY  1EL\,
7 MIIL=ILDERIN. FD
XRT—ZPEELET AT %
—>avIlEEINET,
ITRTOATIST IV b %2BETD
ICIE. BEOFL T 1 v REEE
LXd,

Rule BRICEENTULE T,

W=IILDTRATax—=23>D &L,
TR,

cat
ofF

Rule BRICEEFNTULWE T,
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E2Y:] Bz WA
URN AT MARRT—RZHEET  1EL.
N37TAT74%—>3>D URN,
ROTONT « ZHD
StorageGRID T KRR > b D
URN Z18E T 2HNELH D F£7,

*es3BEBHDIL A MTH I
ENHDET,

* URNDEREIC. XZT—2hH
BRI NZTI TV IRERA
T, DR TEET IHEN
HH XTI domain-

name/myindex/mytypeo

I RARAY & Tenant
Manager £7z1&7 7+ > FEIE API
ZEALTHRELE T, EERIIR
DEEDHTY,

®* arn:aws:es:region:accou
nt-
ID:domain/mydomain/myin
dex/mytype

* urn:mysite:es:::mydomai

n/myindex/mytype

T RRA Y MIERE XML Z %15
TRRICERET DHRENHD X
To EO5LABVE, 404 T5—T
RENKELFT,

Urn & Destination Z&ICEFEFNT
WEd,

BHlz)IITZXLTSB

ROPNE. NT v FOREREZBMICTBHEZRLTVET, COFITIE. INTOFTV I bOAT
CIUMXERT=RPRELTRAT AR = 3 VICEEINE T,
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PUT /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>urn:sgws:es:::sgws-notifications/testl/all</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

COBTIE. FLTa VORI ZF TPV MDAT VTV MAEZT—R%ZBEL XY /images HM
DDTATAFZ—=2aAVICEKFEIN. LTV IR—HITBZA T I MDFA TV FXEZFT—2H5K
EENFT /videos 2BEBHDEEBERICEKEFEINE T,
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PUT /graphics?x-ntap-sg-metadata-notification HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

BEEIEER
"FFEYRNTAOY b EERT D"
BREHAT—EXTERIN S JSON

NTY FTREMEY—ERZBMCTRE. FTVLV FORIT—2EIZZT DB, FH. HIBRNT
ONBTUIC. JSON RFa XY FERTNTT AT R—2 3 VIV RRA Y MIEEINET,

ROBE. F—Z2BLCATO I FDOBEICERINBISONZRL TWET SGWS/Tagging. txt (&, &L

SEBIDONT Y FMIERSINET testo o test N7y MIN=U 3 VBEINTULWERWES., ZFEALE
¥ versionId XTI HZETT,
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"bucket": "test",

"key": "SGWS/Tagging.txt",

"versionId": "",

"accountId": "86928401983529626822",

"size": 38,

"md5": "3d6c7634a85436eee06d43415012855",
"region":"us-east-1"

"metadata": {
"age": "25"

Y s

"tags": {

"color": "yellow"

AZT—=ZBHNCZENTVBE A TPV b AET—4

RDRIC. BREREDEMIB>TVBBEICT AT X —2a VIV FRA Y MIXEENS JSON R+
AAXAYEADIRTOT 1+ —ILRZRLET,

FFaxX>bhRIliE N7y b, 27008 N—=232ID (BETS5HE) HEaEnE 7,

ZANDLFT
NTY AT FOBER

N7y heFATD T bDIER

NTYy bexTT U bDOER

NTYy beFxTT U bDOER

YATLART—H

HE %
NT b

F—Z#LEY

versionld

H1 X

MD5

XATFT—A key:value

SHER
INT Y S D&

T2V bF—D%HEI

N=Sa VBB INENTY MR
DATSTIbDATSTU N
=

fcezlde Ny bkol)—o 3>
DESICIEEL £9 us-east-1

HTTP 254 7> b SEHTS
)%2'7‘*“/“17 NOLE S SIVAC S

IO RDNYS 2

ATV bDIANTOI—HX
BT —REF—LBDORTELT
A&
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ZANILET IHB% =EA

=7 R key:value TV MR LTERSINEG
ITRTCDA TSI N RT %" F—
CEDRT7ELTHERALEY

* ¥ . StorageGRID [&. 2T & A—HXEZFT—RIIWHL T, XFHFLIESI AR M@ LT
Elasticsearch ICH{tC BEZELE T, CNESOXFHEAMEISEEE L THIRTDLSIC
Elasticsearch Z5&E$ 3 ICIE. BN T s —ILRYvEYIB LUV E VI REFERICEAT S
Elasticsearch DFBEICHKE > TL 72TV BREREY—EXERETIHIIC. 1VTVIRDENT 4 —IL
RIVEVITEZBMCTIRERHD EFT, RFaxXy MIAYTyvIRE2{ITHEIR. 10T v IR
DRFAXVEDT 4 —=ILREAATHIRETETEH Ao

GET Storage Usage Z35R D&

GET Storage Usageg'ﬁ%ﬁﬁﬁ?%tx THOY M TERLTWRI ML=V DRBEC T AT Y MMCEE
FFSNTVWBENTY FTEDERABEZHRTETE Y,

FHOYREEFDNTY FTERAINTVWBERA ML —UDEE. TGET ServiceBERZZE LTRSS CTE XY
x-ntap-sg-usage JLU/NT X=X, NT v H;J:%X FL—COFEREZEIE. S XATLTUIEINS PUT
ERX° DELETE R EIFHICEHINE T, FHICO AT LOEEIEVRERLIE. EFREDENERDL
BICEDCKHEEMBCELCICRZ ETICAOLERIID B ZEDAHD £,

T 7 #J)L b TlE. StorageGRID (& strong-global &M= AL T, ERARREOBEEREZEIEL £J, strong-
global BEMAMRIITNTULARWEE. StorageGRID (3. 8L\ F TEEMDH 2 EARTIBHREIRG L
FDO2ELZFT,

CDMIBZETT T BICIE. s3 ¢ ListAlIMyBucketst&FR £ 7z ldroot 7 0 > FHIWMET T,

e

GET /?x-ntap-sg-usage HTTP/1.1

Date: <em>date</em>

Authorization: <em>authorization string</em>
Host: <em>host</em>

ve=xtll

RDBNE 2 DDNTY MCADDATITU P12 NA bDT—EBMEMENIT ATV TE. N7
VM 220F T2V b6 N1 FDT—2HRRIATNTVET,
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HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 00:49:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/10.2.0
x—amz-request-id: 727237123
Content-Length: 427

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<UsageResult xmlns="http://s3.storagegrid.com/doc/2015-02-01">
<CalculationTime>2014-11-19T05:30:11.000000Z</CalculationTime>
<ObjectCount>4</0ObjectCount>

<DataBytes>12</DataBytes>

<Buckets>

<Bucket>

<Name>bucketl</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

<Bucket>

<Name>bucket2</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

</Buckets>

</UsageResult>

N—23 VER

IZIE. IS NTVBRIRTODA T FN=2 3 UHEEL £9 objectCount KU DataBytes it
ZDfE, HIRY—A—IFIEBIMEINEHA ObjectCount H5to

AR
A
REROBIMDTDDNT v FBRABESNE LI

RERDEIBETIER SN2y FOEIEICIX. StorageGRID S3 RESTAPI DfERADMKREICH ZHEDH
DET,

AVT AT AMBEIIRIESNE LT

LRTD/N— 3 > D StorageGRID TRt T TUL /- StorageGRID ZEHUEREIZEIES . S3 ATz ~O
wIICBEHRAONE LTS

JO—NILVENFREEBHICLTWSIHEIE. StorageGRID 1M1.5IC7 v FFL—KR$B . FO—/VL7AES3
A7z Oy IREDBENICEMICAD EFT, BUEBMICLIEHFLONT Y MIERRTERARD F
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L7zo 7272 L. HEICR LT, StorageGRID S3 RESTAPI Z{ER L T, MEKOEMNT v A BE TS
F9,

"S3A Tz OV I EFERTS"

LM ZfERLTAH ISPz b2 EIET B

"y Ty TDF Ly I AR—2  StorageGRID 11.5 TL A —#EMNT v & EIRT 354"
BELE © #EHLD =6 D PUT Bucket EXRDZEE

SGCompliance XML BRIFBEIEINE LT CNFETIEF. T StorageGRID 1 X% LE R % PUT Bucket B
RKDAT>3>DXMLERDODAXICED TERMNT Y bZERRTEH LT,

(D Eidm/N— 3 > D StorageGRID Tt T TL\/z StorageGRID ZEHI#EEISBEIE S . S3
7o rOvIICBEBRISNFE LT

"S3A T AV I EFERTB"
LM ZFBLTATS Y b EEET S
"y R Ty TDF Ly AR—X : StorageGRID 11.5 TL A —#EWMNYT v FEEET B HE"

EMEBMCLIZFHFLWNAT Y FEER TR EIXTERSED FE L. ENT Y b ZEFHLLLIERT 378
|IC PUT Bucket BEROZEAZFRAL LS TR, ROIS—XvE—IHEENET,

The Compliance feature is deprecated.
Contact your StorageGRID administrator if you need to create new Compliant
buckets.

REEEER
WM EZFERLTA IS b EaEET "

"FFYRTHYY BT S

EELEFE . GET Bucket compliance &K

GET Bucket compliance EXRIFBEIESNFE LTz L. BEFEOL A —FERNT v MR L TGREGWHE
HEEZE I SHIHERIT DI LN TEZXT,

CD Eidm/N— 3 > D StorageGRID Tt T TL\/z StorageGRID ZEHI%EEISBEIE S N, S3
7o rOvIICBERISNFE LT,

"S3A T AV I EFERTB"
"LIMZFEBLTATS Y b EEET S
"y R Ty TDF Ly AR—X . StorageGRID 11.5 TL A —#EWMNYT v FEEET 3 HE"

CDIIBETT I BICIE. s3 : GetBucketComplianceER £ 7= (froot 7 h o > FHRETY,
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PUT /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization name</em>
Host: <em>host</em>

Content-Length: 152

<SGCompliance>
<RetentionPeriodMinutes>1051200</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>
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& RIS —ZBAT R MG ZRIREERTER
ER:

Action BRTIE. TAILRA—RXF (*) ZFALTIRTOMNIBRIFNEBOY Ty FZIEETEX
Fo T RIE. XD Action DfEIX. s3 : GetObject. s3 : PutObject. s3 : DeleteObject 74 & DIEFR I
_ﬁ l/ i-a_o

s3:*0bject

Resource B Tld. TAILRA—RXFE (\*) KUV (?) #FERATEFT, 7REJURYU (*) F0X
FUEDXFIC—H L. SFEFT (?) FOXFEULOXFI—HBLET, FED 1 XFIC—HLET,

Principal B& Tld. BRT7I7EXAEREL TINTOI—HICIERZNME T ZHBE%EZRI. JI1IILRA—R
XFRIFHR—bEINFEFA. 72 ZIE. Principal DIEE LTIAILRA—FK (*) #RELF T,

"Principal":"*"

RDOFITIE. Effect. Principal « Action . & &1 Resource DEEBERZFERL TR L EFT, XDOBIE. T
ol OMRZFEALTTY O NIL, admind IL—TZEELINTY bRV —DRXT— XY M ZERL
TWXTY federated-group/admin BT )L —F7RE TY federated-group/finance. 79> 3 >%
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K179 DR s3:ListBucket Z/\NT W MMZA YA M—=I)LLE T mybucket ELTF7I> 3V
s3:GetObject TEDNTY FRDIARTDA TV bk

"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": [

"arn:aws:iam::27233906934684427525: federated-group/admin",
"arn:aws:iam::27233906934684427525: federated-group/finance"
]
by
"Action": [
"s3:ListBucket",
"s3:GetObject"
1y
"Resource": |
"arn:aws:iam:s3:: :mybucket",

"arn:aws:iam:s3:::mybucket/*"

N7y bR —DHY A XD ERIF 20 480 NA T JIL—TRUS—DH A XDERIZS5. 120 /XA
T,

B
"TFORTAUY b ERT "

R 2 —DBEMHIHERE

TI7FIWETIE TIL—TRIS—IIHT BTN TOEFOESHELANILIFHERESHE TS, JIL-TRUY
—HEELIREICAE>TH, RIS —F v vl adDicdil. BEENEMICHRZIETISICI5RZETSC
ERBODET, TIAIETIE NTY FRUS—ICRTEIRTOEHROBEELANILHBERESHETT,

NTY RRUS—OEFOBEMFREBBEISIGCTEETEET, Icexid. €Fal) 7 LOEAD S,
TEBRTRLINTY bRV —DEEZBNICLBITNIBSBVGERH D T,

CDBZBEIF. ZERETET X T consistency-Control PUT Bucket policyBRD AW A —%EET 3

H. PUT BucketBEMEKRZFEHETEEL T, COERTEAMHHZEE T 215513, 8 T*al* ] ZFEH

LTESLRNILD)—=RT7IZ—54 FEEUERILTIHNELHD £, TNUNDBESMEFIEER PUT

Bucket consistency EKDA WA —TIEET D . EXRIFIELZ TN F I, PUT Bucket policy 3K TE LU

DEZIEELIIHZEIE. EHIEHEINET, N\T v bRV —DBELIEREICE>TH, RUS—F v v
ADTDHIC. BEDEMCRZETTSICSHWEETZEHHDET,
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FLWNT Y MRUS—ZEONCEIICT BEDICEBMLALE *all* (CRET 358
() & WEARTLEBLEBT AT Y FLALOBIEERDBICRL TS0, 25 LA
Ev ENLEDOITNTONT v FERT *all * REIVMERINE T,

RIS —XT— b XY N TARNZERT S
RS —F7—F X2 FTIE Principal 2% £ Resource EXTARN ZFEHEL X9,
* 83 1Y —2ZD ARN DIEEICITRDEX ZFERL F7,

arn:aws:s3:::bucket-name
arn:aws:s3:::bucket-name/object key

CTATIUTATA4IVY—=ADARN (A—HELVTIL—TF) OIEICIEROEXZERLET,

arn:aws:iam::account id:root

arn:aws:iam::account id:user/user name
arn:aws:iam::account id:group/group name
arn:aws:iam::account id:federated-user/user name
arn:aws:iam::account id:federated-group/group name

TDOMDEREIR !

AT RF—D—BUCTAIEA—RELTTPREURY (*) 2 EAT3 L. 0 XFULOXFIC
—HLEI,

* AT T ME—TIEETEIEENFIE. JSONUTF-8 R F/IX JSONW TR —F>—T >V X%
FHELTIYO—RIBMBELAHBDET, N—tY I VA—F a4 P FHR—EINTULEE A,

"RFC 2141 @ URN #&x"

PUT Bucket policy SLIBD HTTP B3R DA . charset=UTF-8 TZ>O— R I3HEHLHD X9,

RIS —TDIY —IADIEE

R —XF—M XY Tl Resource BRZFERL T, EREZHFRIXHIIETITAINT Y ATy
FEIEETETET,

* Resource ERIFR) D —DERT— XV MIBETT, RUP—TIE VY —RFERTRINET
Resource £7zld. NotResource FRADT=H,
*JY—FS3VY—ZXDARN THEELXT, f:
"Resource": "arn:aws:s3:::mybucket/*"

ATV R F—DRMWTRY S —ER=ERTHCDHTEXT, f:
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"Resource": "arn:aws:s3:::mybucket/home/${aws:username}/*"

CUN—TRY S —DEREE. ERFELAVAT Y b UY - ROBTEET S C LA TEETS
EER

R S —TOEBDIEE

RUS—TDT) I NILDIEE

RIVS—RAT—=Fr XTIV —ZAANDT7 R 2HFTERLIFEE T2, JIL—TF. £ETF+ 87
Ho> b%ZIEET BICIE. Principal E&E%ZFEHELE I,

*NTY RRUS—DER)D—XTFT— M X2 FIIE. Principal BEREZSDZ3RERHDET, JIL—7F
TV NILERBREND =0 FIL—FR)—DR) > —XF7— kX ~IIE Principal BRI
BT,

* R P—TIE " &L E (Principal)’ £7zIEBFRADT=DICH S 1 DD "NotPrincipal" E WS BRICK T
TENET

*IDF/IFARN ZFERLTTHI Y MR—RADTAT VT4 T4 %2I8ETINELHD 7,

"Principal”: { "AWS": "account id"}
"Principal”: { "AWS": "identity arn" }

* ROBITIE. TFH> T HD> b ID27233906934684427525 ZfEAL TWLWE T, CDIFH. root 7Y
YhEEDIRTOIA—YREENET,

"Principal": { "AWS": "27233906934684427525" }

*root VAUV b DHEIEET BHBEIFRDESICEDFT,

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:ro0ot" }

CHEDTITL—TyRI—Y (TAex) ) ZEEEIBZHEIIRDELSICHEDXT,

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:federated-
user/Alex" }

CHBEDTIITL—TYRII—T (TManagers | ) ODHXIEET ZHEIIRDLSICHEDET,

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:federated-
group/Managers" }
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*ERTUYINILZEET BHEIIRDESICBRDET,

"Principal": "*"

*HVEVWSZERT B7cOHIC. I—TFRBORDHODICUUID 2 EATEE I,

arn:aws:iam::27233906934684427525:user-uuid/de305d54-75b4-431b-adb2-
eb6b9%e546013

feE ZIEC AlexhEE 1 - R ZRE T2 LET alex DHIBRENE Lo L L Alexh 88 ICEM
L. ECAEIDETSNTWVSIHFE Alex A—F . mDI—HIHEINIERD. FLLWI-—FICE
MEgHEINZ BN T,

* N7y RV —DOEREE. FREFELRVWIIL—T/ 21— O&EH T VI NILOETIEET S C
ENTEET,

RIS —THERZEET S

RS —TIF. Action BERZFERALTUY —RICH T BHERZFFRAIXCIFESLEF T RUD—IZiE T
Action | BERTRENZ —EDHER. X7cIFFRSNT 3 [ NotAction | BEERTHEE TE 2 —EDIERDHD X
To TNETNIIFED S3 RESTAPI MIBITXFIEL TWVWE T,

RORIC. N7y MCEBRINZEREA T oo MOBERINZERBEZRLET,

Amazon S3 Tl&. PUT & DELETE Bucket DEADL U 7r—= 3 VIR s3
@ PutReplicationConfiguration #EfRDMERA IN 3 K 51274 D £ L7, StorageGRID Tld. 7Td
Amazon S3 fI#RIC—H T BERIDIERNE T V> a VICERINEF T,

(D)  DELETE . PUT2@RL CBHEOMEE LEST 5L SICRTINET,
N7y MICER SN SR

1ERR S3 REST APl DALIE StorageGRID D /1 X X Ly
S3 : CreateBucket Z3EEL X9 PUT Bucket DIF&

S3 . DeleteBucket INTy R ZEHIBRLES

S3 . NTY RDARZT—R2BHEREZ 1L
DeleteBucketMetadataNotification HIFRL £ 9

S3 : DeleteBucketPolicy Ny RR) O —%HIRR
S3 . NTy bL U= 3 %EBR 1dW. PUT &0 DELETE D1E
DeleteReplicationConfiguration LEXT FRIGDBESNTUVE T
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R S3 REST API DALIE StorageGRID D H X% Ly

S3 : GetBucketAcl GET Bucket ACL D&

S3 : GetBucketCompliance GET Bucket compliance (BgLE) YA
S3 : GetBucketConsistency GET Bucket consistency E{AN
S3 . GetBucketCORS GET Bucket CORS

S3 : GetEncryptionConfiguration ~GET Bucket encryption

S3 . GetBucketLastAccessTime  GET Bucket last access time M35 1ELY,
AN

A
S3 : GetBucketLocation GET Bucket location D& ./ — KR T
fEATE
S3 GET Bucket metadata notification  |Z (),
GetBucketMetadataNotification configuration
S3 : GetBucketNotification GET Bucket notification
S3 : A7 o Oy IREDEIF
GetBucketObjectLockConfiguration
S3 : GetBucketPolicy GET Bucket policy D&
S3 : GetBucketTagging GET Bucket tagging
S3 . GetBucketVersioning GET Bucket versioning

S3 : GetLifecycleConfiguration GET Bucket lifecycle
S3 : GetReplicationConfiguration = GET Bucket replication

S3 : ListAllMyBuckets * GET Service DBg GET Storage Usage DiH& 1. 1
L
* GET Storage Usage D&

S3 : ListBucket * GET Bucket ( List Objects )
* HEAD Bucket (AW RN
~)

* POST Object restore DE1T
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MR

S3 | ListBucketMultipartUploads
S3 ! ListBucketVersions

S3 : PutBucketCompliance

S3 © PutBucketConsistency

S3 . PutBucketCORS

S3 : PutEncryptionConfiguration
S3 . PutBucketLastAccessTime
S3 .

PutBucketMetadataNotification
S3 : PutBucketNotification

S3 .
PutBucketObjectLockConfiguration

S3 : PutBucketPolicy

S3 : PutBucketTagging

S3 . PutBucketVersioning

S3 . PutLifecycleConfiguration
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S3 REST API DALIE

*RILFN—brT7yTO-FZY
ARLET

* POST Object restore MDEIT

GET Bucket versions (/N4 kN

—2 3V OEE
PUT Bucket compliance (BELE)

PUT Bucket consistency

* N4 w kD CORS % HIfRt
PUT Bucket CORS

* N7y~ OES{EZEHIFR
PUT Bucket encryption

PUT Bucket last access time D &
SICEELEY

PUT Bucket metadata notification
configuration DAY > K TY

PUT Bucket notification

PUT BucketiZ Tt L £ 9 x-

amz-bucket-object-lock-

enabled: true ERAwWAH—
(s3 : CreateBuckettEfRE % E)

PUT Bucket policy DIg&

* N7y b &2 T = HIBRT
* PUT Bucket tagging

PUT Bucket versioning Di5&

*NTY SSATHATILEH
BRt

* PUT Bucket lifecycle D&

StorageGRID D7 X X Ly

=AM

IEW

I

IEW,



MR

S3 .

PutReplicationConfiguration

ATV MBRATNSHER

MR
S3

S3

S3 .

S3 ¢

S3

S3 .

S3 .

S3

S3 .

S3

S3 .

. AbortMultipartUpload

DeleteObject

DeleteObjectTagging

DeleteObjectVersionTagging

DeleteObjectVersion

GetObject

GetObjectAcl

GetObjectLegalHold

GetObjectRetention

GetObjectTagging

GetObjectVersionTagging

S3 REST APl D4LIE
PUT Bucket replication

S3 REST API DALIE

*RILFN—rT7yFO—RZEAH

IELEY
* POST Object restore MDE{T

ATV hZBEIRLET

CEBBOATO U hEHIRLE

3—
* POST Object restore DE1T

72T bDEITNIT=EHIFRL
X9

DELETE Object Tagging (# 7
TV FOFEDN—T3Y)

DELETE Object (AT b0
BEON—3Y)

* ATV bOER
* HEAD Object D317
* POST Object restore DE1T

GET Object ACL D&

T2V bOU—HILE—ILR
ZRRRLET

GET Object retention D & TY
GET Object Tagging DiHE

GET Object Tagging (#7272
FOREDN—T3YV)

StorageGRID D7 X X Ly

1L PUT & KU DELETE DO
RISDBESNTUVWET

StorageGRID D/ X X Ly
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FERR
S3 . GetObjectVersion

S3 . ListMultipartUploadParts

S3 : PutObject

S3 . PutObjectLegalHold

S3 . PutObjectRetention
S3 . PutObjectTagging

S3 . PutObjectVersionTagging

S3 : PutOverwriteObject

S3 : RestoreObject

PutOverwriteObjecti&FR D& A

S3 REST API DALIE

GET Object (# 717 bDYE
DN—23Y)

IN—Y7%ZRR~L. POST Object
restore zK{TLET

* PUT Object D&

* PUT Object - Copy DEIAT YV
FEERTLET
* POST Object restore MDEIT

* RIULFN—=rT7yTO-RZH
mLET

* Complete Multipart Upload @
=17

*N=VYT7y7O—-FLET

*N=YoO7y7O—k-3IE—

T2 D) —=HILE—ILR
ZERLFEY

PUT Object retention D & T
PUT Object Tagging DIFE

PUT Object Tagging (7 x¥
FDEFEDN—23Y)

* PUT Object D&

* PUT Object - Copy DEIAT YV
FEzXRITLET
PUT Object tagging

ATV bORTMTEHIFR
LE9

* Complete Multipart Upload @
=17

POST Object restore MD3E1T

StorageGRID D7 X X Ly

W

s3 : PutOverwriteObject #&fRI&. 72 0 FOERF/IEEFZITSRE LWEBOH XX LD
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StorageGRID #R T, CDIERDIBREICEID. ATV bDT—F, A—HEBXEZT—H. £713 S3
AT DRI EOSAT MR LEESTEZINESHDREDET,

COMERTHRLBREIFRDEED T,

*rallow* 1 USA T MIATO I 2 LEZITEE Y, MDA T T FILERETT,

**Deny* I VSA T MEIATS U bE EEFTTEEH AL PutOverwriteObject #EBRH' Deny ICERE &
NTVBREEDOEEIFXRDEED TY,

cBUENZATERFOA T CHROD - FHZEIR. ROFIEZETLET,

*ATVIIRDT—E. A—HEEXET—R. FESBFATP I DRI ZLEETBIL
IETEERE A

* RITROBDAAMLEBIFIIANTF v oILEN, T5—DRENET,

* S3N—= a3 VEENEMICE > TLWSIBEIE. Deny ICERET % . PUT Object tagging 4LIE *
7=1% DELETE Object tagging {LIBICK > T, ATV I FEFDRFFTIFBWLWN—=23 0D
TagSet NEEINHRLBD £,

cBEDOATO U MHROASBWVERIE. COEROHREITHELFEA.
* COERDBVEE. Allow BRESNIEBDERUCBRICED 9,
RED S3RUS—TEESIHNHFITINTULTH. PutOverwriteObject 1EFRA' Deny IZFRE &
NTWVWBREBERIF. 7TV bDT—4. A—HPEEXARZT—R. £LEAT2z I DRI
()  EOSATUIAERITECLRTEERA, E. [F517 Y FOEBEERIET 571F T

vOIRy IR (BT )y RATS 3> BAUICER->TWVWBRFEEIF. CORE
HPutOverwriteObjectiEFRDERE L D HEFLINE T,

B
"S3 T IL—T R —DF"

RS —TERHBZIEET S
FKHFIF. RIS —DNEMIBBZRAI VT Z2ERELET, REITEEFECXF—LEDORT TEBREINE T,

FHEF—CEORTZERL TEHMEINE I, Condition ERICIIEHRDORGZIEETSE . SRMGICITER
DF—CEDRTZ2EHBeHNTETET, FETOVIDOEHIFRDEED T,

Condition: {
<em>condition type</em>: {

<em>condition key</em>: <em>condition values</em>

RDOFITIE. IpAddress 4T Sourcelp £EF—EFEAL TVWET,
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"Condition": {
"IpAddress": {
"aws:SourcelIp": "54.240.143.0/24"

by

HYIR— b TNBREREFIIRD

KHFBEBEFIIRDESICHEINE T,

* XF5

* BE

* J—I)UE
*IP7RLZ
*Nul Fxvo

REEF

StringEquals

StringNotEquals

StringEqualsignoreCase

StringNotEqualslgnoreCase

StringLike

StringNotLike

NumericEquals (¥X{E1425)

NumericNotEquals
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Bz

F—EZNFIMEC LR L. TE—HTHBH =R
LET (AKXFUNXFOXFHD) o

F—2XFIMEC LB L. F—HTHBHZHER
FY (AKXFUNXFORFBD) -

F—2XFIMEC LB L. TE2—HTHEH MR
LET (RXFUNIXFOXAFRL) -

F—2XFIMECLE L. F—HTHBZHZHRL
FYT (RXFUIWXFOXREL) o

F—ENXNFINEC LB L. T2—HTH BNz R
LET (RXFUNIXFOXRFHD)  EHBL
MNTEBZ*E?TAMILRA—RXFZEATETET,

F—ENXNFIMEC LB L. F—HTHBH =R
¥ (RXFUNIXFOXFHBD) o BB D
TEB*E?TVAMILRA—RXFZEATEET,

F-ZHECLERL. R2—BTHEIHZEHELF
ER

F-ZHECLRL. F—HTHEHZERLE
EE



ZMHEEF AR

NumericGreaterThan F—ERBEELERL. TKED) O—KTH3h%
HRLEd,
NumericGreaterThanEquals F—EBELEER L. TKED) Fid TFELLY

D—HTHEh =R LT,

NumericLessThan F—EHECHRL. TED/NhETV O—THB
hzHERLET,
NumericLessThanEquals F—ZBECLEEL. TEDIhEV) F7-1F TEL

W O—HTHZh 2R LE I,

7J—IL{& F—%T—)LEEERL. [trueys F£7-1E Tfalse ]
D—HTHZIh EHERELET,

IP7 KL X F—ZIP7RLRAFREIFIP7RLADEHHC L&
L%,
NotlpAddress F—HIP7RLRAFREIZIP 7RLAOEHH L L&

L. A—HTH3h 2R LE I,

null REOERIAVTHFIAMIRGF—HEETIHE
SH R LET,

HR—bEINTWVWBEREFT—

ATV BRAINARMGF— Bz

P EEF AWS : sourcelP ERDZEETD IP 7 RL X &
LExd. Ny bFEhigATox
J FDOANBICFERTEET,

X! S3ERIEE/—RFREL
*—broxz0/—FRLEoO—
KRNSO —EXENLTE
FEnfmald. O—rNZ Y
YH—EXD7 Yy TR =LA
DIP7RLRAELEERLET,

AT IH—RN—ToRDIEE
BEO—-RNS Y E2FERT S
BEIE. FOO—RNZHD
IP7RLREEBRLED, £
E X-Forwarded-For B4
ZHERTIRV D, Avd—
IFEHREINE T,
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H7dY
)Y —2Z/ID

S3:

S3:

S3:

S3:

S3:

S3:

ListBucket &

ListBucketVersionst&BE

ListBucket &

ListBucketVersionst&BR

ListBucket &

ListBucketVersionst&RE

RS —TOEHDIEE

BRINSRMEF—

AWS : 1—H%
S3 :FUZAR
S3 . max-keys

S3:7LT74vIR

RUS—TEREFEATZ . ZHT BRI —DiERZ

Resource DEBR Y XFFLE condition & (Element)

B~

=EA

ERDZEBFEDI—HRHELERL
E9. N7y bETZATP o
bOREICHERATEXT,

GET Bucket 3K £7=13 GET
Bucket Object versions 23R TI5E
T N7z delimiter /X5 X —& L LB
L¥J,

GET Bucket ZXK 7% GET
Bucket Object versions B3R TEE
I N7z max-keys INTX—RELE
BqLFT,

GET Bucket EXK £ 7-Id GET
Bucket Object versions 23K TI5E
SNz prefix NS A—R &L
i_a-o

TEET, TRUS—EHZFERTEEXT

ZOFITIE. BE=EFERALTWVWET ${aws:username} IFResourceBEED—EF T,

"Resource":

"arn:aws:s3::: bucket-name/home /${aws:username}/*"

COBITIE. BHEFERALTWVWET ${aws:username} . £HETOVIDEEED—EFTI,

"Condition": {

by

"StringLike": {

"s3:prefix":

Z# (Variable )

${aws:Sourcelp}

S{aws:username}

214

"S{aws:username}/*"

BLE

Sourcelp ¥ —%ZIEEDEH L TFEAL £,

username ¥ —EZIEEDEH L TEHALE I,



Z# (Variable )

${s3:prefix}

${s3:max-keys}

${*}

${?}

${s}

FRBALEZ BB L T BN S —DIEK

Bz
H—EXEBEDTL T4 v I XAF—Z2REDEHL
LTEALEY,

H—EXEB D max-keys F—EIBEDEH L L THE
BLZET,

BJHXFTTo XFZ2)TIIN*XFELTEALE
ER

BHNFTIo XFEUTIIWXFELTERLZE
TH?=HLET,

BHXFTTo XF 181 2T IIAXFELTE
RALZEY,

RS —THEINBHERICE ST, ZHUY MDD root A—HFHAOVITIRINZRYE, EFallTa®
M IERICKENELC B B D £, StorageGRID @ S3 RESTAPI DEETIE. RS — DRI
DFIRIEX Amazon KD B LK HD FHAD. FHERFIIFEFOHIBEIERAINE T,

Policy #IZ DB

BEICX L. root 7HY
Y RICHTBRIRTOME
[REIETT 3

BElcLa—%/7)L
—JIINTBITRTDIE
[RxEETT S

NRTHOYTIN—TF
1o LIES DAERRZ 57 8]
LEY

NERTHDT > BD root F
ol —HICEEDIER
EERILES

R)S—RAF
INT Y

v

INT Y

NT Yk

Amazon OEE StorageGRID DEh{E

BWTEBRINSHD. S3 AL
INTY RDOITARTDRY

O —SIBICN I BERIE

5| EFHLE root A—H T H

T hIfHEEND

B TERASINEY B L

MBS ONILTY BYMEH. S3NTY k
DITRTDRY > —HLIE
IS 2MERZ R > —
TEFAI 9 % & 405 Method
Not Allowed TZ —HUR &
nxy

BafEh. S3INry bk [EUL
DIRTDRY > —41E

ICXI g B1ERZER) S —
TEFA 9 3 & 405 Method

Not Allowed T5 —HURE
nExy
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Policy #I£ DB

RUS—214F

Amazon DEE

StorageGRID DEh{E

IARTOA—HIZTIART NTvh BWEH AT ATY RL
DINIB|ZX T B HERR % FF kD root LV I—HIC
ALET DWTIE. S3NTw
DIRTDRY > —401E
ICX 9 2MEBR T 405
Method Not Allowed >
—hIRENET
IRTOIA-HIZHLT N7Tvb BWCTEAINSD. S3 FHL
ITARTOMEBICN T B NTY REDITRTDOR
PRzEERT S O —RIB|CN I BIERIE
5| FHEEF root 21— 7 H
Y hEENB
TUONILELTHEHR N7y b EHR L) NILTS B
DA—HFELIFZTIL—TF
ZHEELEXY
DY =R LTHEBRDS3 JIL—7F a3 AL
NTy b ZIEETZIHNE
hdpbxd
JyronNjeLTa— N7y bk EHR L) NILTYT B
HIVTIN—T=EELE
5
RUS—TlE. JEFRBE N7V k B ATV MIME B 772U RIN

ThAO>V s (BRT7AHY
VREBD) ATV

7 b %z PUT § 3 1ERHUT

Exhzxyd

BMET7HI>RICE-T
FREIN. NTw kR
S—ldEAINEE A
ERRET7HDO > NI 7

v cPREETHU YV b
IC&>TRRESN. N7
v kRS —HERIN
Do

72 xY b ACL Z M
LTATSTOMIT Y
T AR5 T DLE
B XY,

Write-Once-Read-Many ( WORM ) (C & % fR:&

F—H, A—HPEBRA TSIV MDREAT—H, S3ATS U DRI %RET Z/-HIC. Write-Once-
Read-Many (WORM) N7 w hEER TR N TEET, HILLWATO I FOEREEFRIL. BEED
AT VD EEZTVCHIBRZEMILET D ESICWORM N Y b EEELET, CCCBATIVWISNADEE
ZEALEXY,

FETZREICIEET I BICIF. ROBFEZERITLET,

* Grid Managerh'5* Configuration > Grid Options DJIEICEEIR L. Prevent Client Modification *F T v 7 7R
v AZFERLET,

* RDIL—ILE SR —=BERALFT,
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° 83 7R 1) & —|Z PutOverwriteObject DENY #LIEE%EML £,
° 83 7R1) & —|C DeleteObject DENY JLIZ%EM L 9
° 83 7R 1) —|Z PUT Object ALLOW SLIEBZ%EML £,

@ S3 7" 1) & —TC DeleteObject % DENY (C5RE L TH. [ zero copies after 30 days | DKL 5%
IW=ILICEDCIMICE B AT 0 FDHIBRIERITEINE T,

@ INSDIL—ILERI) D —DNIRTERAINTD., ARETAAHFDSIIFRESNZIEA (KR
AZBR) . REORRICHEZDIES—T > vILBLEESTT (KRB ZER) .

CHRRA FERETAAL (RETRN)
/mybucket/important.doc

PUT#1 ---> OK
P2 ——c==== > OK

*HRB* =T Iy BEEE (RENR)

/mybucket/important.doc
PUT#1 - -————- > PUT#2 ---X (denied)

REEER
"M EZERALTA ISz b EEIET D"

"R AIRE BB L T BRSO —DIER"

"StorageGRID @ ILM JL—=ILIC&K B AT U FDOEER"

"S3 JIL—TFRU S —Df)"

S3 R —nfl

DU a>TIE. N7y h&JIL—7D StorageGRID 772 XK S —%ERT 302 RLE T,
S3INT YRR —Df

INT YRR —TIE FORDO—HEEMITENT=NTY MR TBZ 77 XEREZIEELE T, N7 Y
rR1J > —IE. S3 PutBucketPolicy APl ZER L THREL £,

INTY RRYS—%BETBICIE. AWSCLI TROIOAX Y REFEALE T,

> aws s3apil put-bucket-policy --bucket examplebucket --policy
<em>file://policy.json</em>
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Bl 0 IARTOA—FIINT Y FADFTARDERT7 VX% T3

COHTIE. BRI ESTCIRTOI—HFIINT Y FROA TSI DU MENTY FNRDITARTOD
72TV bD GET Object MIB%FFRIL TWVWE T, ENUNDIIBIZIARTIETINE T, N7y FADE
FIAAD root THTY MZULHDEHFRISNAEWE=H. TORD S—IRENDIRATLAIMERAIN GV I

ARL T TV,
{
"Statement": [
{

"Sid": "AllowEveryoneReadOnlyAccess",
"Effect": "Allow",
"Principal": "*",
"Action": [ "s3:GetObject", "s3:ListBucket" ],
"Resource":

["arn:aws:s3:::examplebucket","arn:aws:s3:::examplebucket/*"]

B BBTHIYEDIRTDOA—FICTILT I R%ZFHE L. BIOTAVY FOTRTOI-HFICNT Y b+
NDHHRDERT I/ RZFFAT S

CORBITIE IBELIET AT FDIRTOIA—HFIINTY MADTIVT I ZAZHFATLTVWET, TSI,
TFHhHOYRZBHSIM1DIBEL. FDT ATV FDIRTOA—HICIE. TWREZNTY FOF TPk
DListilLIE ¥ GetObjectlLIBED & %FFAI L TWE T shared/ Z TPV hF—TFL T 1 v I R,

®
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"Statement": |

{

"Effect": "Allow",

"Principal": {

"AWS": "95390887230002558202"
by

"Action": "s3:*",

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

by
{

"Effect": "Allow",

"Principal": {

"AWS": "31181711887329436680"
by

"Action": "s3:GetObject",

"Resource": "arn:aws:s3:::examplebucket/shared/*"

by
{

"Effect": "Allow",

"Principal": {

"AWS"™: "31181711887329436680"
by

"Action": "s3:ListBucket",

"Resource": "arn:aws:s3:::examplebucket",

"Condition": {

"StringLike": {
"s3:prefix": "shared/*"

Bl TRTOIA—FIINT Y bADHAWMODERT VL X%ZFHI L. EEELICTIN—TICTIVT 7t X %50

EX)

ZOfITIE. BRI ESUIRNTOI—FICNT Y FOLSUIBENT Y RRDIARTOA TS b

DGET ObjectiliBZFFrI L. JIL—TICB T3 1—HFDHZFHFAI L TWET Marketing IBELIETHD Y

RTlE. ZILT7I7EZADFRITNTVET,
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"Statement": |

{

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-
group/Marketing"
by
"Action": "s3:*",
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"
]
by
{
"Effect": "Allow",
"Principal": "*",
"Action": ["s3:ListBucket","s3:GetObject"],
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

Bl o054 7> D IPEEZEEL T, IRNTOI—HIINT Y FADHRAED | EEIAHT IV X %Z5FH]
EX)

ZOFITIE. IBEL- IPEE (54.240.143.0~54.240.143.255 T 54.240.143.188 #fR<) HHDEXRICDLY

TOH. BRIV ZZTCINTOI—HIINT Y FD List WBENT Y FROIRTOAF T2 I D&
MIBZFFRAILTVWE T, ENUNDIBIZIANTIESEIN. IPEEANDERIITANTHESEINE T,
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"Statement": |
{

"Sid": "AllowEveryoneReadWriteAccessIfInSourcelIpRange",
"Effect": "Allow",

"Principal": "*",

"Action": [ "s3:*Object", "s3:ListBucket" ],
"Resource":

["arn:aws:s3:::examplebucket", "arn:aws:s3:::examplebucket/*"],
"Condition": {
"IpAddress": {"aws:SourcelIp": "54.240.143.0/24"},
"NotIpAddress": {"aws:SourcelIp": "54.240.143.188"}

Bl 8ELET7T T L—T Yy RA—HFICOBNTY SADTILT IR EHATLET

COBTIE. 727 L—FTY RI—HFDAXBNDITIT7 I AZHFAT L TWET examplebucket /N7

NEZDA TSI b root' ZECMDIRTOI—HIT' IR TOREEZBERNICIESINE I
L. Troot IC& % Put/Get/DeleteBucketPolicy IFIERE TN EH Ao
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"Statement": |

{

"Effect": "Allow",

"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-user/Alex"

by

"Action": [
"s3:x"

I

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

by
{

"Effect": "Deny",

"NotPrincipal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-user/Alex"

by

"Action": [
"s3:x"

1,

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

fi © PutOverwriteObject /&R

CDFITIE. ZERAL TLET Deny PutOverwriteObject & DeleteObjectD3RIE. ATz ¥ hDFT—4.
IA—HYEEXRT—R, S3A TPV bDRTZ EESTELIFHIBRTEAWVELIICLET,
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"Statement": |

{

"Effect": "Deny",
"Principal": "*",
"Action": [

"s3:PutOverwriteObject",
"s3:DeleteObject",
"s3:DeleteObjectVersion”

1,

"Resource": "arn:aws:s3:::wormbucket/*"
b
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202
group/SomeGroup"
by
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::wormbucket"
by
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202
group/SomeGroup"
b
"Action": "s3:*",
"Resource": "arn:aws:s3:::wormbucket/*"

BB
"INy b DALIE

S3 JIL—TKRU > —Df

:federated-

:federated-

TJI—=TRID—F. TORII—HDEEMTOSNTTIN—TICNT BT 7 AEREEEL T, IFLEE

A Principal RU L —ZBENLBERTH DD, RUS—ADER, JIL—TKR D —IF Tenant

Manager £7zIX APl ZFHL TREL X,
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5 : Tenant Managerz L THIL—FR) > —%=HRELFT

Tenant Manager Z{ER L T I —7ZEMEFLIFRET I EEIE. CDTIL—TDAXAN—IfF579 % S3
TOEAEREERTDTIL—TRI S —DIERAEERDFHD SEIRTET X,

**NoS3Access* : TIHIbAT 3>, Ny b RUS—=TT7oEIDBFATINTLWRLWAETD, C
DIN—TDOA—HIZSI VY —RICTIERTETEFHA. COF T a>EERITDE. TIAILELT
|& root I—HFICDHSI VY —ZAADT I AMHFITINET,

cHRAMDERTIER* L ZOTIL—TO2I—HICIE. S3 VY —IANDFHEAWRDEBERT 7t AHEFE
TNET, 7ezxE ATV REVRM LT, ATV RT =R XRT—8, BT %FHHINB
ENTEET, COFATaVEFERTZIE. TEAMRYIRICRAMDERITIL—TRIS—D
JSON XFFIHRTREINE T, COXFIIIRETTEE A,

C*INTIER* L TOTIN—TDA—FICIF. NT Y REESL SI VY —IADTILT I INFIE
NEd, COAT>aVERBRIDE, TFRAMNRYIRIZTINTIEVRTIL—TRI)>—D JSON XF
FIBRREINE T, COXNFHIIHRBETETEFH A

CCARZLY D TIIN=TADI—H—ICIE. TFA IRy I XITHEE LIERIMIGEEINE T,

COBITIE. BELIENT Y FROKED T IS (F—TL T4 vIR) DIVALELVTIELRADH
NIIN—TDAXAYN—ICFFRI SN F T,

Mo 53 Access % ~

"Statement"; |

Read Only Access

"sid": "AllowlistBucketOfASpecificUserPrefix’,
"Effect”: "Allow",

"Action™: "s3:ListBucket”,

"Resource": "arn:aws.s3:::department-bucket",
"Condition": {

"StringLike"

"s3:prefix”: "S{aws:username}/*"

}

!
L

{

Full Access

@ Custom

(Must be avalid JSON formatted string)

"Sid": "AllowUserSpecificActionsOnlyinTheSpecificFolder”,
"Effect”: "Allow",

"Action™: "s3:"0bject”,
"Resource”: "arn:aws:s3::department-bucket/S{aws:username}/*"
I
|

j W

Bl TJI—=FICTRTONTY hANDTIVT IR ZFFR]T 3

COBITIE. Ny FEY S —THTRHICEE SN TVWBBAZRE. JL—TDTRTOAYN—IITFH>
R7HIY MHFRETB3TRTONT Y FMADTLT I IANHFTENE T,
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"Statement": |

{

"Action": "s3:*",
"Effect": "Allow",
"Resource": "arn:aws:s3:::*"

Bl TIN—FICITARTDONT Y hADFHARDERT7 I A %50 d 3

ZDBITIE. Ny bR S —THRMICIESEINTULWRBEZRE. JIL—TDOITARTOA/N—IZS3 )
V—=ZAANDHZAWMODERT7 IV AN EINET, 7 zxlE ATz b2 URNLT ATV T —
R RAT—R, BT EFHFMBZeHTEET,

"Statement": [
{
"Sid": "AllowGroupReadOnlyAccess",
"Effect": "Allow",
"Action": [

"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:GetObjectTagging",
"s3:GetObjectVersion",
"s3:GetObjectVersionTagging"
I

"Resource": "arn:aws:s3:::*"

Bl : FIL—FAYN—=IZNT Y FROZED T74ILE] ODAIADTILT IR #ZHTLEFT
COFITIE. IBELIENT Y FROKFED T AILE (F—TL T v I R) ODURAMSIUVTIEIDHADY

W=TDAYN—ICFRIENE T, CNSDTAIZDT AN —REZRDDEEIE. DT IL—T R
= NTY RIS —DT I RERZER T IHENRHD FT,
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"Statement": |
{
"Sid": "AllowListBucketOfASpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::department-bucket",
"Condition": {
"StringLike": {

"s3:prefix": "S${aws:username}/*"

"Sid": "AllowUserSpecificActionsOnlyInTheSpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:*Object",

"Resource": "arn:aws:s3:::department-bucket/S${aws:username}/*"

BhEIEHR
"TFYNTAUY EERT "

"PutOverwriteObjectHEBRE D E A"

"Write-Once-Read-Many ( WORM ) |C& 3 1R:E"
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THELBEDNBDFY,
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EBBLTLIEEL,
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Security 78 DB
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REST API D33
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* Swift : Swift 7HU Y kb (A—HHENRXT—K
)
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@ SSLv3 & TLS 1.1
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SHA256

TLS_ECDHE_RSA_With AES_128 _GCM_SHA256

TLS_AES_256_GCM_SHA384
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D507 zTFL—FTy RA—HFDA—HRENIAT—REEELEX T, £/, LDAP A—HD R X1
VREIEELET, B

X-Auth-User: Tenant Account ID:Username@Domain Name

* Password ¥, TF Y RI—HD/INRT—RTY, 21— /XX T — R|E Tenant Manager TR & L UVE
BLEY,

SORLERD N T B A L= URL EEREE R — T HVRD K SITRENE T,
X-Storage-Url: https://FODN | Node IP:Swift Port/vl/Tenant Account ID

X-Auth-Token: token
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X-Storage-Token: token
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X-Auth-Token: token
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FRREOBADSZENTVBETAYY FELV AV TFHUEBEOREANY A —DRIZRICRLET,
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RDEBERNTGA—EZDHUETT,

* Account
RDERNYZ—DHETT,

* X-Auth-Token
RDYR—EINTVWBIEBERITUNIXA—REF T3> TT,

* Delimiter
* End_marker
* Format
* Limit
* Marker
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YERRODSTAYTF I X MHRETHUVESICIE 'HTTP/1.1 204 No Content' DISB L EHIC ' TRDAY
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®* Accept-Ranges

* Content-Length

®* Content-Type
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* X-Timestamp

* X-Trans-1d
HEAD 7 /17> k
COMIBIF. Swift FATY EDST AT Y MERCHEFHERZEIFEL F 7,
RDERNTA—EZDHETT,
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RDERNY X —DETT,
* X-Auth-Token

ETHMINT B . THTTP/1.1 204 No Content | DB EHICKDAY R —HERINEFT,
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®* Accept-Ranges

* Content-Length

* Date

* X-Account-Bytes-Used

* X-Account-Container-Count
* X-Account-Object-Count

* X-Timestamp

* X-Trans-1d
R E B
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* Content-Length
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* X-Trans-Id
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* Object
ROERNY Z—DUBETT,
* X-Auth-Token
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* Content-Length

* Content-Type
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ZERLTLIEE W,

GET A7z o bk
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Content-Length

Content-Type

Date

ETag
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¥, StorageGRID TEHABLBEZRITTE3HE. COANYA—IFHMELH D £E A
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* Content-Type
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* ETag
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* Last-Modified
* X-Trans-Id
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HTTP/1.1 204 No Content
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DCA-532 (Storage Mode)

Overview Hardware MNetwork Storage Objects ILI Events Tasks
1 hour 1 day 1 week 1 month 1 year Custom
53 Ingest and Retrieve Swift Ingest and Retrieve

1.00 Bps 1.00 Bps
0.75 Bps 0.75 Bps
0.50 Bps 0.50 Bps
0.25 Bps 0.25 Bps

0 Bps 0Bp=

08:00 0B:A0 08:20 0320 0840 08:50 0800 0810 0820 08:30 03:40 08:50
== |ngest rate Retrieve rate == |ngest rate Retrieve rate

Object Counts

Total Objects s

Lost Objects i |

53 Buckets and Swift Containers 0

53 Buckets and Swift Containers

The total number of 53 budkets and Swift
containers known by this grid node.

44 milizeconds

Queries - Successful 12,354 |
Queries - Failed (timed-out) 0 )
Queries - Failed [consistency level unmet) 0 [l |
Verification
Status Mo Errors
Rate Setting Adaptive
Percent Complete 0.00%
Average Stat Time 0.00 microseconds
Objects Verified 0
Object Verification Rate 0.00 objects / second
Data Verified 0 bytes
Data Verification Rate  0.00 bytes / second
Missing Objects 0
Corrupt Objects 0

Quarantined Objects 0 I

]

7. ESICEHERB BRIV ERIZEIE. ROFIEICKWVET
a. Support > Tools > Grid Topology *%##ERL £ 9,
b. [_site *>] > [ Overview ] > [ Main*] Z3&RL £9,

API Operations £ > 3 >iZid. v R2EOBEBHRIKTIINE T,
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