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Tenant Accounts

View information for each tenant account.

MNote: Depending on the timing of ingests, network conneciivity, and node status, the usage data shown might be out of date To view more recent values, select the
tenant and select View Details.

@ View detafls | | # Edit || Actions - | | Exportto CSV Search by NamefiD Q

Display Name & # Space Used © 11 Quota Utilization @ 11 Quota & 11 Object Count & 11 Signin @
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Two copies at two sites for Tenant A

Description: Applies only to Tenant A

Ingest Behavior: Balanced

Tenant Accounts: Tenant A (34176783492629515782)
Reference Time: Ingest Time

Filtering Criteria:

Matches all objects.

Retention Diagram:

Trigger Day 0
et ) I
Site 2 H i

Duration - Farewver

ILM AR > —|C&B AT 0 bOFHERZE

StorageGRID Y X7 LDT7 I T4 TR ILM R o —lE, IRTOA TP 7 ~DEE. Hl. T—2RE%
FIEL £95

IS5AT7 MR F TS T b% StorageGRID ICIRET B E. A TSI MIT O T4 TRY S —ADIERA
IFoNf ILMIIL=ILICBS LTRDO LS ICEHMEich £,

1L RVS—RHNORIDIL—IDT A IIEDBF T I MI—HTDE. TPV MIZDIL—ILDEDA
HIEICRE > TERDRAEFN. EDIL—ILOEREFIRICHE > TERMHSNE T,

2 RIDIL—INDTANEDBF T MI—BLEBWEE. 7TV ME—BHRONBF TR —
ROBBEDZIL—ILICERS LTFHBESNE T,

3. EDIL=INHFATZTI MI—HLABWVWERIE. RUS—ROT T )L ML—ILOIDAHEECEREF
IEASERENE T, T7FILMIL—ILIZRY S —ADREDIL—ILTHD. T ILRIIERATETEEA

ILM 7R > — D)

COBIDILM RU S —E3 DD ILM IL—)LZFREL £7,
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Configure ILM Policy

Create a proposed policy by selecting and arranging rules, Then, save the policy and edit it Iater as required. Click Simulate to verify a saved policy using test
ohjects. When you are ready, click Aclivate to make this policy the active ILIM policy for the grid.

MName Exampie ILM policy

Reason for change New policy

Rules

1. Select the rutes you want to add to the policy
2 Determine the order in which the rules will be evaluated by dragging and dropping the rows. The default rule will be automatically placed at the end of the

policy and cannet be moved.

I =+ Select Rules

Default | Rule Name Tenant Account Actions
& Rule 1: 3 replicated copies for Tenant A (& Tenant A (56889986524346539742) x
L3 Rule 2: Erasure coding for objects greater than 1 MB (5 — x
4 Rule 3: 2 copies 2 data centars (default) (3 — x

1

COBITIE L= 1 ETFYRAICBIRZIRTOA TV MI—RBLEFIINSDA T U b
3DODYAMI3D2DOLFU—hAE—LTHMRENE T, DT F 2 MNIBTSA T I bIIL—IL
TIC—EHLBRWED, IL—IL 2 ICBS5 L TEHESNE T,

IL=IL2TIE. DT FHU FDIRTOAT DI bH—HLEITH IMBEOARZIWVWATD T bDAHHEX
HLFET. INBDATITI I 3DDTAETE+3 DAL AP v—O—T 7 ZFERL TR

F9o L= 2D ATV M IMBUTIC—EHLABW S, TN5DF T MMIIL—IL 3 ICBS LTEE
mENnEJ,

IW=IL3IFR)S—RHNOREDIL—ILT. TITFILEDIL—ILTHD., T ILRIIERLEEA. IL—IL 3

Tl =L 1 F£EL—IL 21— LBVWITARTOA TSz rDLFUr— RO —%2 2 DERLET
(IMBUTDOTHYFAICBLTWAREWAT SO R) o
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Z—h2 X7 L&, StorageGRID Y R T LATRETZAEMDHIMEEERT2FERY—ILTTY,

T7S5—bYRT LG YRTLATRITAEGEBEICESELYTET, 75— M. BRLTHRR2HAA
R TIRARL TCICHADNBBRAARY MR LTI H—SNET,

CurrentAlerts (REDT7S5— k) R— ¥ Resolved Alerts (BERBEA T 5 — ) R—=JF. RES LV
BEDOEBEEZERTIBEOHDFENVRTVAVZ—T T A XTI, YUAMI BLXDT7S—r75—+rY
IW—=TTY—FrTEEY, LERIE. IRTOT7S5—hr2/—R /YA FTY—FLT. HED/—FRIC
HELTWA 77— b2HERTEET, £, JIL—THOT7o— b =BRETY—LT. BEDT S
—FOBFDAVRAVRAEZERTZEDHTETED,

BELBEOERDTS— 1 DD E X—JLICTIL—F LT, BHOBEHNERINE T, £/-. ALA
ATOEBDODT7S— D BEDT7S— FELUBRBEADT 52— R=JIZTIL—F LTERRINE
To 72— MIIIN—TZ2EBRAELIIWNTIE. ALDT7S—FORRTEIERTEZTDBEZZZCHNTE
F9, I zIE. B8O/ — KD ' Unable to communicate with node * | 75— bZ2iIRE L TLZIEE.

EETNDE X—=ILIF1@EFLITT. BEODT7S—MR=JIZIZTIN—T LTRREINE T,

Current Alerts B Learn mare

View the current alerts affecting your StorageGRID system

|| Group alerts Active
Name Il Severity LI Time triggered W Site | Node 11 Status il Currentvalues
v i i i rewest)
On:Z?:::r::e‘:v?or::2::?::;;::;:‘1: or cannot be reached by the metrics collection job 0: e ?er:::zel:sai;n ﬁ(:.‘;::t’j 2 Active
Low root disk capacity Minor 35 miulesags Data Center 1/ DC1-51.99.51 e Disk space available: 2.00 GB

The space available on the root disk is low. Total disk space: 21.00 GB

Expiration of server certificate for Storage APl Endpoints

- P ; O Major 31 minutes ago Data Center 1/DC1-ADM1-99-49 | Active Days remaining: 14
The server certificate used for the storage AP| endpoints is about to expire
Expiration of rtificate for M it Interf;
S S,EWE[ e anagemeln e a.ce E Minor 31 minutes ago Data Center 1/ DC1-ADM1-99-49 | Active Days remaining: 30
The server certificate used for the management interface is about to expire
¥ Low installed node memo: a day ago (newest)
. v . € 5 Critical vea . . 8 Active
The amount of installed memory on a node is low. adayage  (oldest}

75— bl BEOARZLIDRRICIBETESLSIC. HDHDPTVAFI CHAMNMEREINE T, 7
S—hEBRICIE. EZRITZ/—REY A MIBTE5FM. 75— bOERE. 77— hMIL—ILA R
A—INlBZ EXUVT7 57— MIBEET 3 HEROREDENZTENE T,

73— hEX—ILBHNBFIUVREDT 53— bBLUBREAT Z— FDR—JIZRREINDZTS—FUZR
NI 77— FEBRTDIHOHREINI NS EZRHBLET. ChoOMLAZEICIE.
StorageGRID DY Z a2 7ILADEE Y INEENTVBR I EHBL. LOFEHEBR NS TV a—FTa >
TJFIBZROIFTTT7I7ERALRTLLAHB>TVET,



Low installed node memory

The amount of installed memory on a node is low. Status
Active (silence this alert & )

Recommended actions

Site / Node
Increase the amount of RAM available to the virtual machine or Linux host. Check Data Center 2/ DC2-51-93-56
the threshold value for the major alert to determine the default minimum reqguirement -
for a StorageGRID node. Severity
€ Critical
See the instructions for your platform:
) ) Total RAM size
s YMware installation 538 GB
* Red Hat Enterprise Linux or CentOS installation
Condition
= Ubuntu or Debian installation View conditions | Edit rule (&

Time triggered
2019-07-1517:07-:41 MDT (2078-07-15 23:07.41 UTC)

Close

@ WRDT7 T =L AT LIFFIESHMESYR—bEINEITH 7SI b RTLICIEKREGRA) Y
EHHD. FEVWRTLBL>TUVET,

75— hDEE

IARTD StorageGRID A—HHW 77— bR TEF X T, Root Access PR £ 7z1d Manage Alerts 1ERH &%
38 RDESIZT75— b 2BETZCHTEFET,

*HB3T7 T OV DN DEREDEMNZ —FKNICELT Z3HBENDH Z5E1F. FHEDTF—MIL—IL%Z
BBIC—EMET ALY MEITBZENTEE I, 77— bMIL—ILd. Uy beE B—H1 bk Tk
BE—/—RFTHALYMETEE T,

*HBEBICISLTT I EDTI—MIL—IILZRETEE I, 77— ML—ILIZRLAICEMICTE D,
PUA-—RHCHBEZEEI S CHTERD,

c BIEBICR U EDREERRICHARZLDTS—RIL—ILEZERK LT, HMEOMNAEEIRETE X
To DRAALTS— b DEEEEERTDICIE. )Y REEAPI OEELI> a3V THEHRATES
Prometheus 1812% R L T EIER L £,

e ZUIPRDARTIE. $H2/— RICEHEHIN/- RAMDBEEH 24, 000. 000. 000 /8- b+ (24GB)
KBETHBEEICTS— MU H—TNFET,

node memory MemTotal < 24000000000

* BEER

"W AT T EERLEFT"
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LTRESNIEIE/ — RO SXEEINET,
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ER

StorageGRID Hotfix

Before starting the hotfix process, you must confirm that there are no active alerts and that all grid nodes are online and available.

When the primary Admin Node is updated, services are stopped and restarted. Connectivity might be interrupted until the services are
back online

Hotfix file

Hotfix file @ Erowse

Passphrase

Provisioning Passphrase @

Ry bT7avIRE BRIOICTSATIVER/ —RIBREAINET, D%, StorageGRID X7 LADY
RTO/—RTRERILYIZ bz T7N=2a VD ETEINBZET. OT VY R/ —RADRY T4 v I XD
BRZERTIVELRHDE T, BLDITV YR/ =R, JUy R/ —=RDTIL—T, FFFTRTDT ) vy
R/—RZERLT. BRIEFZHXEZIAATEET,

FLWN=23 > DRy b T4y I RCSE2TIRTDI Uy B/ —RAERESNETH. K

@ VT4V ZADERBEOEERNBTD. HEDEATD/ —FOREDT—EXICLHRELR
WIBEDRBDET, R B3Ry T v I N AbL—Y/—REDLDRY—ER
ICLHORELBWVGEDHD XTI,

SANtricity 0S D7 v 7o L—R
AL=2772AT7ADIA ML= b O—SHEYICHEEE L R WEEIE. 0> bO— 3O SANtricity
OSYIrIIT7DT7YTITL—RHBBRBERBZZeHHD FT, SANtricity OS 7 7 )L %Z StorageGRID
ATLDTSATIVER/ —RIC7yFO—R L. GridManager 57y oL —RZBEBHETETET,

BUR @ SANtricity R—2Tld. SANtricity OS 7w I L—R T 7Lz 7y 7O—-RFTEXT,

56



SARlricity O35

You can use this page to upgrade the SANtricity O software on storage contrallers in a storage appliance. Befare installing the
new software, canfirm the storage contrallers are Mominal (Nodes » appliance node = Hardware) and ready for an upgrade. A,
health check is automatically performed as part of the upgrade process and valid MNWSRAM is automatically installed based on the
appliance type and new software version. The software upgrade can take up to 30 minutes per appliance. When the upgrade is
complete, the node will be automatically rebooted to activate the SANtricity O on the storage contrallers. If you have multiple
types of appliances, repeat this procedure to install the appropriate O3 software for each type.

SANtricity OS Upgrade File

SAMtricity O3 Upgrade File Browse
e

Passphrase

Provisioning Passphrase

©

T7AMNWN27y7O—RLIchE. HLRDAML—2 )/ —RELIEIRTO/ —RTT v FIL—RZERT
TET. /—FZERNICERTET 37D, Vv TIL—RORT 2P a— )l zBRICKRETEEXT. 7v TS
L—RRIC/—RZERBITDE. PRATLICE D TANILAF Y IDNERITEIN. /—FICERTE 355137
wIIL—RPA VI b=ILENET,

HEARFIE

StorageGRID > X 7 LAZHRT BICiE. ANL—/—RICAML—=UHR) a—L%EBNY 5D, BIFOY
ARZHFLWI VY R/ —RZEBMIZD. FILLWTFT—REVE2—H1 bZEBMLES, ANL—U/—RT
SG6060 A L —C 7 FSAT7 0 AZFEEL TWAERIE. IR I 772 15FdF258EMLT. /—
ROARL—CREZ 2MEBFIE3F/ITZENTEET,

WERISIRED S AT LOWBZHHE FTICRITTETE T, /—RELRBY A P ZEMTZESIE. ETHLL
J—FZBAL. EDOHEIZT )Y ROYERR—H SHERFIE 2EITLF T,
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Grid Expansion

€ A new Recovery Package has been generated as a result of the configuration change. Go to the Recovery Package page to download it

Expansion Progress

Lists the status of grid configuration tasks required to change the grid topology. These grid configuration tasks are run automatically by the StorageGRID system

1. Installing Grid Nodes

Grid Node Status

Lists the installation and configuration status of each grid node included in the expansion.

Name It Site It
DC2-ADM1-184 Site A
DC2-51-185 Site A
DC2-52-186 Site A
DC2-53-187 Site A
DC2-34-188 Site A
DC2-ARC1-189 Site A

2. Initial Configuration

3. Distributing the new grid node’s certificates to the StorageGRID system.

4. Starting senaces on the new grid nodes

5. Cleaning up unused Cassandra keys

J—RDUAN)FIE

Grid Network IPv4 Address

172173184/
172.17.3.185/21
172.17.3.186/21
172.17.3.187/21
172.17.3.188/21
172.17.3.189/21

Progress

A“JF'I

|

=

| L]

In Progress

Stage it
Waiting for NTP to synchronize

Waiting for Dynamic IP Semvice peers

Waiting for NTP to synchronize

Waiting for NTP to synchronize

Waiting for Dynamic IP Semice peers

Waiting for NTP to synchronize

Pending
Pending
Pending

Pending

gy R/—ROBERR. N—FIxz7. Rk, AL =T VI RXT L FEFVY T EI T OREIC
LoTED/ —FHIELBL B oTD. EEMENMBETLISESICKETEZ L HBDET,

Gy R/—=RDODUANIVFIRIEZ. VY R/ =R RIAENTVWE TS Y b TH—LE TEDT VY R/
—RFDRATFICE>TERBDET, JUY R/ —FDRATIEII. BEICHRSHENLDH B U ANIFIEH
HDET, BEIZ BEITV YR/ —FOT—RZTEB3RITHRIFL. BE/ —FZzEBEILIEITHL. UA
NIR—DZERLTREA/ —FZREL. /—FDT—2ZUXFT7LET,

fcezid RO7O0-Fv—hid. BIE/—FTREF/PRELL
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Prepare for node recovery.

v

Preserve the audit log.

v

Replace node.

VMware SEH.'HCES Linux
appliance

See the
"What next?”
section for details.

Comective
actions taken when
restoring node?

Recoveryis
complete.

Yes

—force flag
+ or force-recovery

Select Start Recovery to
configure the Admin Node.

v

Restore the audit log.

v

Reset the preferred sender.

v

Restore the Admin Node
database.

v

Restore Prometheus metrics.

ERELEFIE
Ty R/)—=RERIET 22—+ b21{k% StorageGRID > AT LD ZLICHIBRTE XY,



T ZIE RDESBHEIE1 DU EDT Uy R/ —ROERZELETEEXT,
* VRFLICKZIRAML—=S/—REZBNMLIEHEIS. ATV M EFRBLEFENSHRIMNL—D/
— k7% 1 DU LEHIBRT 2555,
CHRRANL—CREZRS THENDH BZHE.
=TT A /) —RERIFETSATVEER ) — RHRRBICH - T5H B,
CYMFEINTWVWT, UANYLIEDAYSAVICRLIED T3 A TEARAVN/ — KRBTy RIZEEFNT
W358,
Grid Manager DEFREIER—CZFHAL T RORATDT Uy K/ —RZHIBRTE T,

*AML=2 /=R  FHEOEBGZBLITDICTRE/ — FH A FMIFR>TULRWES
*J—kUzA/—F
*ETSATVER/ —R

Decommission Nodes

Before decommissioning a grid node, review the health of all nodes. If possible, resolve any issues or alarms before proceeding.

Select the checkbox for each grid node you want to decommission. If decommission is not possible for a node, see the Recovery and Maintenance Guide to leam
how to proceed.

Grid Nodes
Q
Name “ Site I Type IT Has ADC!T Health Decommission Possible
DC1-ADM1  Data Center 1 Admin Mode - @ Mo, primary Admin Mode decommissiening is not supported
™ DC1-ADM2 | Data Center 1 | Admin Node &y
" |DC1G1 | DataCenter1 API Gateway Node )
DCc1-581 Data Center 1 Storage MNode Yes @- Mo, site Data Center 1 requires a minimum of 3 Storage Nodes with ADC services
0ca-s2 Data Center 1 Storage Mode Yes ’qy Mo, site Data Center 1 requires a minimum of 3 Storage Modes with ADC senvices
DC1-583 Data Center 1 Storage Mode Yes % Mo, site Data Center 1 requires a minimum of 3 Storage Nodes with ADC services.
" | DC1-54 Data Center 1 Storage Mode Mo @
™ DC1-ss Data Center 1 Storage MNode Nao @
Passphrase
Provisioning
Passphrase

Grid Manager DERELIEY 1 FAR—DZFERLTH A FZHIBRTE XY, H\RSNIY A FOERELET
& BAYA FHEBRIN. T—2DREFEINE T, TSN« FOERFELENIBICE > TESEIEEL
7= FHAEIR I H. T—RIFFEREFIN FEDecommission Site 7« H'— R Tld. ¥+ FDFEIR, A
FRDOEHDRTR. ILM RS —DHET. ILMIIL—=ILH5DH 1 FBBOHIR. LU/ —ROFEEDERD
TOERERTTEET,
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Decommission Site

‘I} 2 3 4 5 6

Select Site View Details Revise ILM Remaove ILM Resolve Node Monitor
Policy Referencas Conflicts Decommission

When you decommission a site, all nodes at the site and the site itself are permanently removed from the StorageGRID system

Review the table for the site you want to remove. If Decommission Possible is Yes, select the site. Then, selact Next to ensure that the
site is not referred to by ILM and that all StorageGRID nodes are in the correct state

You might not be able to remove certain sites. For sxample, you cannot decommission the site that contains the primary Admin Node
or a site that contains an Archive Node.

Sites
Site Name Used Storage Capacity € Decommission Possible
Raleigh 393 MB
Sunnyvale 397 MB
Vancouver 390 MB Mo This site contains the primary Admin Node.

2y NT—=0DATFH 2V AFE
RITEIRERHZ Y b T—IATFUIFBICIE. ROHDOWRHD £,

cJUYRRYNIT—=ODH T2y hEEHLTVWET
Ty ROBARHIRVICRESNIXY NI —UREZEET3551F. PEEY—IILZFERALET
* Domain Name System (DNS ; RXA YX—LI T L) H—/NDENM. HIFR. EH

c Xy b= L7ORIIL (NTP) B —NDENM. HIFR. EF: 27Uy R/ —RETT—2hER
ICEEATNB LSICLET

s ) w RHSRBEINI-RIEEEN H D/ —RADR Yy FT—UFHED) X T
RARLRILBEXUVIRILT T T7DOFIE

—ERD A>T F > AFEIE. Linux 7% VMware ICEA TN TUL S StorageGRID / — R, F7:lZ
StorageGRID R O EDMD AV HR— > FMZEBDHDTY, ezl 1) v K/ —RZHID Linux
RZABMIFITLID. Tivoli Storage Manager (TSM) ICHEHSNTWET—HA T/ —RTAYTFUR
ERIFLIEDIZZENTEET,

TISATVR/—RoyO—Z>T

FISATVR/)—ROoO—= VI % FERBT2. VY RROBEDT 5147/ —K (V—X)
%Z. [EICRIE StorageGRID 1 MIBENZEMRMOHZI T TZAT7 VR (=7 ) ICEABEICETHR
BLEDTEET, COTOCVRTIE. TRTODT—EDHFLWT IS4 7V RICEEIN. W7 5107
VA= REZRTBIEDIZT TSA T ADBEPICAED. dVWT T34 72 XUIREFDRREIZED £
o 70— N\—RIxzT7D7vTIL—R7OtX%ZRMHELET, 7y I L—R7OEXIIEE
ICRITTE PTIATVRZBEETZHED 1 D LTHFIBETEET,
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* Grid/ — RO F/iE*

BFEDIT VY R/ —RTREDFIERZRITT I2HNELHZBELHDEIT, e zxlE. JUvy R/ —RpUT
— k. FEDITVY R/ —RF—EXDFFCLZEFELECHBEFHNVEICADERHBD EFT, JUv R/
— ROEEFIEICIZ. Grid Manager '5ETTEZHDE, FUy R/ —RicOg14>LT/—RpaTY>
RSAUHDBERITIDIUNENHZDHDHHD £,

EapER =
"StorageGRID D EIE"

"WWINDITETYVTIL—RTB"

gy reERRALET"

DANINy =240 A0—RLTWEY

DANINYTr—J1EH 7> O0— RAJge#R .zip 7 71 )L T, StorageGRID > X7 LD
AVA =) IER. Ty 7T L—R, BSORTFICHEREAREICEEDO 7 71
EVT DT THEENTVET,

DANINYT—2T7AILICIE. DRTLAEBORES LUREBRDEENE T, Cnicld. —NoR
ZARBEIPT7RLRA, BXUOYRTFLOAVYTFIVR, Py TTL—R, IROBICHBE B 2EREDS
WINRT—RHEgENET, VANUNYT—=JF. TSATVER —REEEHNS U AND TI5EICH
BT,

StorageGRID Y X7 LZA VA L=ILT2EIE. VANINYT—ST 70l 2do>O0—RL. 2D7
FAINDAVTIUVICEBICT VXA TER 2RI ZHVELRHDEFT, DT 71
StorageGRID X7 LD U w R MROAPDEBICHEWN. XTFUART Y T L— ROFIENBEICK
2B BICH. BEIA T O—RTIHRELRHD £7,

Recovery Package

Enter your provisioning passphrase and click Start Download to save a copy of the Recovery Package file. Download the file each time the grid topology of the StorageGRID
system changes because of maintenance or upgrade procedures, so that you can restore the grid if a failure occurs.

When the download completes, copy the Recovery Package file to two safe, secure, and separate locations.

Important: The Recovery Package file must be secured because it contains encryption keys and passwords that can be used to obtain data from the StorageGRID system.

Provisioning Passphrase | seses 1

Start Download

UANINY T—=2T 740220 YO—RLTAVYT YUY ZRBATE S ZEELLS. 2 D0RER
BRRICUANIUNY T =2 T 710l dE—LE T,

@ JANDINYr—2 T 74 )LICIE StorageGRID ' X T LD ST —2EBE T 3 1-HDES+ —
ENRT—RHBEENTVWE D, BRIFETIHELNHBD £,

RhEIR
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"I LD TTET YV TIL—RTB"

gy rERREALET"

StorageGRID #'7R— AT 3V EFHT 3

Grid Manager (Cl&. StorageGRID ¥ X7 LATHE WREELBEICT I ZAILTR—
NEBETRODF T arhBERINTUVETS,

AutoSupport ZFREL TWET

AutoSupport B4EEZ EFA T 5 & StorageGRID Y AT LADANILZAA Y=V ELUVRT—RIAX vt —T%
TUOZHINYR—FMIEETEFET, AutoSupport ZEE T 5 & BEDRE LRICHHD BB Z KIgICkE
MCTEET, Fleo PRATLORAML—YZ—XZERL. FILWLW/ —ROH A N ZEBINTA3HRENHZHE
SHE¥ITZODZEDITVET, BHEIZIGL T, 1 DDFDIXESIC AutoSupport Xt —I % IXE
TALIICRETEEF T,

AutoSupport X vt —JIZB EFNS1ER
AutoSupport X vt —JIZIERD & S BIBRI S ENF TS

* StorageGRID V7 bz 7DN—2 3>

CARL—=TFT A VI RTLON—D 3

* DRATLLRILE LUIEFRLANILOREMEER
CBRHMDTI—hETT—L (EREDRTL)

*BRET 27230, IRTOTVYREZAIVDIREDAT—HRR
* /—R*>* node_name >* Events *R—JICJ X FTNTWVWB TR MER
c BE/ - FT—EIR—IADFERE

cRbhfe, FRERELTWS AT O

* Grid DFRTE

*"NMSIT>7T+17+«

*TIOTATBIMR) 2 —

O azZyIEni )y FERT 7L

BEIX U

AutoSupport #48E S & UME 4 D AutoSupport + 7 3 Id. StorageGRID O#F[E1 > X k—)LERZEMICT
b HEHLBEMITZZENTETET, AutoSupport BERNICE > TLWAEWEEIZ. Grid
ManagerDashboardiC X v —IHRRINE T, CDOXyvE—TICIE. AutoSupport BRER—IJAD ) Vo
HEENTVLWET,
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The AutoSuppoart feature is disabled. You should enable AutoSupport to allow StorageGRID to send
health and status messages to technical support for proactive monitoring and troubleshooting

x| BB ZERTEEYT IV ILTAYvE—CFBLE T, COXyE—J1E. AutoSupport HYER)
BREFTHH-TH, 75309 FvwianIUT7ENBEFTRRSINEE Ao

Active 1IQ #{ER T 3
Active IQ IZ. XY R T Y TDA VR M=ILR—ZADBEITZFRPREESMEFTRATD. V7T RKR—=X
DTFPRILT RNAHF T, GEHNEY XA, FTAT7S— b BEBERZAMA A, BEbSni=T72

2avIil&oT, BBEVPEETBHICTFHTEE T, CNUSED. PXTLOB2MEDPELEL. X T LDH
AERmELET,

NetApp Support Site® Active IQ & v > 27 R— R CiBEZ AT %155 1&. AutoSupport ZBRICT ZHED
HOET,

"Active 1Q Digital Advisor® K& a2 X > k"

AutoSupport SREICT VAL TWVWET

AutoSupport (£Grid Manager (* Support > Tools > AutoSupport *) ZFEHEL TEREL £9, [ * AutoSupport
I R=DICE TRECCTBRT D202 THHDFT,

AutoSupport

The AutoSupport feature enables your StorageGRID system to send periodic and event-driven health and status messages to technical support fo allow proactive monitonng
and froubleshooting. StorageGRID AutoSupport also enables the use of Aclive 1Q for prediciive recommendations.

Settings Results
Protocal Details
Protocol & ® HTTPS @ HTTP I SMTP
NetApp Support Certificate Validation & Use NetApp support certificate v
AutoSupport Details
Enable Weskly AutoSupport & |+

Enable Event-Triggered AutoSupport € |+

Enable AutoSupport on Demand & =

Additional AutoSupport Destination

Enable Additional AutoSupport Destination €

“ | Send User-Triggered AutoSupport
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AutoSupport X vt —J%FET 300 FORIIL
AutoSupport Xt —JDEEICIE. KD 3 D2OFORIILOWVWTNAZEIRTETET,

- HTTPS
- HTTP
- SMTP

HTTPS %713 HTTP %M L T AutoSupport X wt—J%XET 3581 BB/ —ReTFIZHILYR—
FORICIEEBRRE OFX P H—NERETITET,

SMTP % AutoSupport Xy £—2DT7O R JLE LTEAT 2HEIE. SMTP X =LY —N\ZRET 2HE
RHHFT,

AutoSupport 7> 3>

AutoSupport Xt =% 70 Z AT R— MIXETDICIE. ROF TS a3 >zERICHEAEHOE TERAT
TEJ,

* *SBEBAL* 1 AutoSupport Xyt —T&EIC 1 BIBEMISEEFELEF . T 7 4JL MERE ¢ Enabled (B%

o

CHARYMRUA—BY BB, FREBERBYATLAIRNY MHAEE LT FIC. AutoSupport
Xyt —J#BFMICEELE S, T 7 4JLMETE : Enabled (B%h) o

* *On Demand * : StorageGRID & X7 LiH' AutoSupport X vt —C%#BEIMICEET3L5T7=2HIL
HR—EHWSERTEEY, CHE. BE LTI T+ TITHEEL TLWBIBEICERNTY (HTTPS
AutoSupport 85X 70 b JLHWAE) o 77 # )L MERRE  Disabled (#%h) o

* * User-triggered * : AutoSupport X vt —Z WO THFHTEELE T,

EapER =
"StorageGRID D EIE"

"y kD= DRE"
StorageGRID OJ ZREL TWVWE T

BBz bSTIN>a—T4>033OHIC. QT 7N EZRELTT I ZAIYR— MIEXTZ e
BICRBHZEDHOD T,

StorageGRID (3. O 7 71 ILZEHALT. 1RV b BiXvE—J BLUVIZ—REEFYTF v L
¥9, bycastlog 7 71L&, IRTDI VY R/ —=RICHLTEERSNZEELR NS TN a—Ta>07
71 JL T, StorageGRID Tld. 8% D StorageGRID H—EZXDOT 7 71, BAE XY TF > {EEIC
BET2007 7). Y—RN—FTao 77V 5—2aVICEBETZIO0 771 IILBERINE T,

B RMERZF DI —H ¥ StorageGRID Y AT LD TOES I =Z VI NATL—XZ M2 TWB -,

TNy RIZ—=T v D Logs R—JHF\HALT. O 770 PATLT—32. BLUORET—FENET
TET, OJZWNETBRICIE. 1 DUED/ —RZFIRL. BBEZIEELE T, 7—2HUNESTN. IZ7
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Logs

Collect log files from selected grid nodes forthe given time range. Download the archive package after all logs are ready.
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Metrics

Access charts and metrics to help troubleshoot issues.

@ The tools available on this page are intended for use by technical support. Some features and menu items within these tools are

intentionally non-functional.

Prometheus

Prometheus is an open-source toolkit for collecting metrics. The Prometheus interface allows you to guery the current values of metrics

and to view charts of the values aver time.

Access the Prometheus Ul using the link below. You must be signed in to the Grid Manager.

» hitps:// /metrics/graph

Grafana

Grafana is open-source software for metrics visualization. The Grafana interface provides pre-constructed dashboards that contain

graphs of imporiant metric values over time.

Access the Grafana dashboards using the links below. You must be signad in to the Grid Manager.

ADE

Account Service Overview
Alertmanager

Audit Overview

Cassandra Cluster Overview
Cassandra Network Overview
Cassandra Node Overview
Cloud Storage Pool Overview
EC-ADE

EC - Chunk Service

Grid

ILM

|dentity Service Overview

Ingests

Metrics RX— @ Prometheus £ > 3> D) > U %FER$3 . StorageGRID FEIZDIRIEDESE

DIEDHREE T ST THETETET,

Nede

Nede (Internal Use)

Platform Services Commits
Platform Services Overview
Platform Services Processing
Replicated Read Path Overview
53 - Node

53 Overview

Site

Support

Traces

Traffic Classification Paolicy
Usage Processing

Virtual Memaory (vmstat)

RBal. £
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O Enable query history

| P

Execute - insert metric at cursor - b

Graph Console
Value

Element

no data

Add Graph

@ ZHIIC private B'& £ N2 IEEITIHNEBERTY, StorageGRID D) —X T ICFERLKEE
TNB3TEHHDET,

Remove Graph

Metrics R—2 D Grafana o> 3 >N >0z ERT 5 . FEDFB L £ HIC StorageGRID 512D T
THEESUEBEBADH Y a2 R—RICTIVERTEET,
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Diagnostics
This page performs a =et of diagnostic checks on the current state of the grid. A diagnostic check can have one of three statuses:
«" Normal: All valuss are within the normal range.
Attention: One or more of the values are outside of the normal range.
€ Caution: One or more of the values are significantly outside of the normal range.

Diagnostic statuses are independent of current alerts and might not indicate operational issues with the grid. For example, a diagnostic check might
show Caution status even if no alert has been triggered.

+" Cassandra blocked task queue too large v
+* Cassandra commit log latency ~
« Cassandra commit log queue depth v
+ Cassandra compaction gueue too large v

B e i i ™ e P e e e T T g o e
BEDEZMEI v I T3, ZHEZDREDERODFMAINRRINET,

CDHITIE. StorageGRID ¥ 2T LD ITANTD ./ —RDIRED CPU FIARARRIINATUVE T, §ART
D) —RDENEEEZEED LETVMEZ FE->TWET0. ZHOLEM BRI T—4 X TEE] T,

«" CPU utilization A

Checks the current CPU utilization on each node.

To view charts of CPU utilization and other per-node metrics, access the Node Grafana dashhoard

Status «" Normal
Prometheus sum by (instance)} (sum by (instance, mode) (irate(node cpu_seconds total{mode!="idle"}[5m]}) / count by
query (instance, mode)(node_cpu_seconds_total{mode!="idle"}))

View in Prometheus &

Thresholds Attention == 75%
€ Caution >=95%

Instance I CPU Utilization 1T

Status »
v DC1-ADMA 2.598%
v DC1-ARCH 0.937%
o DC1-G1 2.119%
DC1-51 8.708%
4 DCA-52 8:142%
v DC1-83 9.669%
4 DC2-ADM1 2.515%
o DC2-ARCH 1.152%
4 DC2-51 8.204%
v DC2-52 5.000%
o DC2-53 10.469%
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Topology example: Grid Network only

/\  AdminNoce

[] Storage Node

O Gateway Node

Grid Network
200.200.200.0/ 24

Provisioned
GNSL = 200.200.200.0/24
Grid Network

Nodes IP/mask Gateway
Admin 200.200.200.32/24 200.200.200.1
Storage 200.200.200.33/24 200.200.200.1
Storage 200.200.200.34/24 200.200.200.1
Storage 200.200.200.35/24 200.200.200.1
Storage 200.200.200.36/24 200.200.200.1
Gateway 200.200.200.37/24 200.200.200.1

System Generated
Nodes Routes Type From
All 0.0.0.0/0 - 200.200.200.1 | Default | Grid Network gateway

200.200.200.0/24 > etho Link Interface IP/mask

BExy b= ROY

BEXY D= DERIEA T3> TT, BEXYNIT—J Ty RRYy D=2
HERITDZIAHED1DIE. /—RZ&ICI—FTa T8RRI )y Ry hDJD—O iE
ATREINIBEXRY N I—UEERETBZETY,

BERY NI —IFRETDCIE. FTVYR/ —RDethl 122 —T A RZDOVWT. RAMIP7RL
2. TRy IR LU —FITAIPPRLAZEILET,

BIEXY N IT—JIFE/ —RIC—BICTBREHNTE, BROY TRy b THEBRTAZENTEET, &/ —
K T Admin External Subnet List (AESL) Z8ETET X9, AESL VX MICIF. &/ —ROEERY T —

IRHATEETESZ3 Y TRy FARTFEINET, AESLICIEZ. NTP. DNS. KMS. LDAP Y. BIEXRwv
FO—ORBRBETT7I7ERAITEZIIRTOY—ERDY TRy FHEDHZRENHD T, AESLICEENSTT
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v bZCICENIL—- MEREINE T,

ROBITIE. S3ELUV SWift 7S T7Y hEREA TV MERICBET S A T70 v IICT )y Ry
FO—OPMEREINTVET, —A. BEMEICIIEEXY hT—IDNMERAEINE T,

Topology example: Grid and Admin Networks

1

Grid Network
172.16.0.0/16

£l E1

Admin Subnet A Admin Node

10.10.1.0/24
[] Storage Node

O Gateway Node

Admin Subnet
10.10.3.0/24

Admin Subnet
10.10.2.0/24
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Provisioned

GNSL - 172.16.0.0/16
AESL (all) - 10.10.1.0/24 10.10.2.0/24 10.10.3.0/24

Grid Network Admin Network
Nodes IP/mask Gateway IP/mask Gateway
Admin 172.16.200.32/24 172.16.200.1 10.10.1.10/24 10.10.1.1
Storage 1 172.16.200.33/24 172.16.200.1 10.10.1.11/24 10.10.1.1
Storage 2 172.16.200.34/24 172.16.200.1 10.10.3.65/24 10.10.3.1
Storage 3 172.16.200.35/24 172.16.200.1 10.10.1.12/24 10.10.1.1
Storage 4 172.16.20036/24 172.16.200.1 10.10.1.13/24 10.10.1.1
Gateway 172.16.200.37/24 172.16.200.1 10.10.3.66/24 10.10.3.1
System Generoted

Nodes Routes Type From
All 0.0.0.0/0 B 172.16.200.1 | Default Grid Network gateway
Admin, 172.16.0.0/16 — etho Static GNSL
Storage 1, 10.10.1.0/24 S5 ethl Link Interface IP/mask
3,a0d 4 10.102.0/24 = 10.10.1.1 Static AESL

10.10.3.0/24 — 10.10.1.1 Static AESL
Storage 2, 172.16.0.0/16 — eth0 Static GNSL
Gateway 10.10.1.0/24 — 10.10.3.1 Static AESL

10.10.2.0/24 = 10.103.1 Static AESL

10.10.3.0/24 5 ethl Link Interface IP/mask
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D=2 D/ —RDISAT7U bRy bT—D CI3HMIIL TVBREMED DD £,

AVAM=IABIC/ —RDISAT U bRy bT—DUZREITBE. AVAM—ILDORTHIC/ —FDT T+
WhTF—=b0xADB TV RRY N D=0 =D TADSISAT bRy NIT=07— DA ICYIDE
OOET, VAT RV NT—IZHBLETEMLISE. /—ROT 74NN r—hOzAHELCLSIC
TIhEDLD XY,

ROFTIE. 54T bRy bT—=ONSIELU Swit 7 517> FERCEEKREICERIN. JUy
Ry bTD—ODRAMLOA T2 0 FVEBUIBER R >TVET,
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Topology example: Grid and Client Networks

1 2

-~

Grid Network
172.16.0.0/16

& Admin Mode
C“:;:;gf;;?rk [] storage MNode
Q Gateway Mode
Provisioned
GNSL - 172.16.0.0/16
Grid Network Client Network
Nodes IP/mask IP/mask Gateway
Admin 172.16.200.32/24 37.5.5.10/24 3755.1
Storage 172.16.200.33/24 37.5.5.11/24 3755.1
Storage 172.16.200.34/24 37.5.5.12/24 3755.1
Storage 172.16.200.35/24 37.5.5.13/24 3755.1
Storage 172.16.200.36/24 37.5.5.14/24 37.55.1
Gateway 172.16.200.37/24 37.5.5.15/24 3755.1
System Generoted
Nodes Routes Type From
All 0.0.00/0 = 37.55.1 Default | Client Network gateway
172.16.00/16 - ethD Link Interface IP/mask
375.5.0/28 S eth2 Link Interface IP/mask

3DDFy RT—IFRTO FEOY

3Dy NIT—0%IARTHAEHLE T, 72AR—F Ty RRY NT—T YA
FCEICEREZRELIEEBRY M) —0, LU A—ToHBIZAT7o by NT—
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* Iy Ry bT=0F REBOA TS0 NEBNEBICEETZ Ry FT—I 5T v IICERATH
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BBy FT—713. EEMEBICEETS NS T v IICERATNE T,
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ER

Topology example: Grid, Admin, and Client Networks

Admin subnet
17217100024

Admin subnet

192.168.0.0/16
Western
Data Center
e
Grid slu bnet ' —
200.200J200.0/24
Eastern
Data Center

] Admin subnet
10.10.1.0/24

Admin subnet
17217.100.100024

A\ admin Node
[ storage Mode

Admin subnet
10.10.3.0/24

Admin subnet
10.10.2.0/24

0 Gateway Node

O archiveNode
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