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KMS setup

Create a StorageGRID
client in the KMS

Obtain KMS details:

¢ Host names and port

s Alias for encryption key
e Server CA certificate

* Public client certificate
e (Client private key

Add KMS to Grid Manager
for a site or group of sites

Poweron
or reboot?
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Appliance setup

Enable node encryption in
Appliance Installer

install appliance:

e Disks are encrypted
with data encryption
keys (DEKs)

* DEKs are encrypted
with temporary key
encryption key (KEK)

Deploy appliance asa
node in StorageGRID

Has a KMS

been configured for
the site?

Appliance receives KMS
configuration

Appliance connects to
KMS to request key

KMS key replaces
temporary KEK

Appliance is secured by
KMS
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FIE1 : KMS OFFlix*ASILET

F—BET—NOEMV«F—RFOFIE1 (KMS OFMZ AN) T. KMS £l
KMS 5 X2 DFlZziEEL 9o

FIE
1. T* Configuration * System Settings ** Key Management Server *] Z&ERL £7,

[Key Management Server] R—IHRREN. [Configuration] [Details] 2 7hEIRET N F T,

Key Management Server

If your StorageGRID system includes appliance nodes with node encryption enabled, you can use an external key management server (KMS) fo manage the encryplion keys that protect your StorageGRID at
rest,

Configuration Details Encrypted Nodes
‘You can configure more than one KMS {or KMS cluster) to manage the encryption keys for appliance nodes. For example, you can configure one default KMS to manage the keys for all
appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a particular site
Before adding a KMS:

» Ensure that the KMS is KMIP-compliant

» Configure StorageGRID as a client in the KMS.

» Enable node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you cannot use a KMS for
appliances that do not have node encryption enabled.

For complete instructions. see administering SiorageGRID

}-I- Create | | # Edit | | @ Remove

KMS Display Name © Key Name © Manages keys for © Hosthame & Certificate Status €

No key management servers have been configured. Select Create.

2. T*Create* ] = ERLFT,

Add a Key Management Server (F—EIEH—/NDEM) T+ F—ROFIE1 (KMS OF#ZzAS) H
RREINET,
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Add a Key Management Server

0 :

Enter KMS Upload Upload Client
Details Server Certificates
Certificate

Enter information about the external key management server (KM3) and the StorageGRID client you configured in that
KMS. If you are configuring a KMS cluster, select + to add a hostname for each server in the cluster.

KMS Display Name @
Key Name @&
Manages keys for & - Choose One - v
Port © 5606

Hostname @ o

3. KMS & LK U'ERFE L 7= StorageGRID 751 7 > ~ D&% KMS TAHL X9,

Ja4—ILR Bz

KMS &RT% CDKMS ZiEETRDICH/IIODHID P TV
ﬁﬁo 1"'64 Y?T*Eﬁg l/ i j_o

*—% KMS D StorageGRID 7541 7 > ~ DIERER F —
IA1)T7 R 1~255 XFTIEETIVELHD £
ED
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4. KMS V5 R2%ZFEALTVWSIESEIE. 77X SZERLET $ VSRFIRNOET—NDHRR hB%EE
mL&EJ,

S TR ZZERLE T,
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F—EBEBEY—NOEMVsF—RDOFIE2 (—/N\iEFBE% 7 v O—FK) T. KMS
DY —/\FERBZE (X /IFEBEENVRIL) 27y O—RLE T, H—/N\GIFRZE%EA
I3, 988 KMS |Z StorageGRID ICX L TEHE %5 CE £ 95,

FIE
1. FIg2 (F—N—GREOCT Y 7O—F) *H5. ®RESNTVS T —/N\—FEAZEEIFFEBEE N RIL
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DEFeBRLET,

Add a Key Management Server

0O—0O0 -

Enter KMS Upload Upload Client
Details Server Certificates
Certificate

Upload a server certificate signed by the certificate authority (CA) on the external key management server (KMS) or a
certificate bundle. The server certificate allows the KMS to authenticate itself to StorageGRID.

Server Certificate € Browse

= I

2. GBRET FAIINET vy FO—FLET,

Y —/NEERAEDX T —EADNKRREINE T,
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Add a Key Management Server

a@;@—o 3

Enter KMS Upload Upload Client
Details Server Certificates
Certificate

Upload a server certificate signed by the certificate authority (CA) on the external key management server (KMS) ora
certificate bundle. The server certificate allows the KMS to authenticate itself to StorageGRID.

Server Certificate @ Browse k170vCA pem

Server Certficate Metadata

Server DN:  /C=US/ST=MD/L=Belcamp/O=Gemalto/CN=KeySecure Root CA
Serial Number: 71:CD:6D:72:53:B5:60:0A:8C:69:13.0D0:4D:D7 .51:0E
Issue DN:  /C=US/ST=MD/L=Belcamp/O=Gemalto/CN=KeySacurs Root CA
lssued On: 2020-10-15T21:12:45.0002
Expires On: 2030-10-13T21:12:45.0002
SHA-1 Fingerprint: EE:E4:6E:17:86.DF:56:B4 F5:AF:A2:3C:BD:56:6B:10:DB:B2:5A 79

= 1

(D SEBRENY RILZ7y 7O— R LISSEIE. KIEAZEOX T DB X TICKRRE
nEx9,

3. T*A*) ZFRLE T,

Add a Key Management ServerV « #— K DF|E3 (V547> FEREZ 7y 7O—R) HRR"INFE
ED

FIE3 : V547> FEFBEZ 7y TO—R$3

F—EEBEY—NOEMV s —ROFIE3 (V547> MiEBEZ 7Y 7O—K) T.
DA77 NERREC VA7 Y MEBBEOWERZ 7y 7O—RLEX T, 95147V
NEERAZEIE. StorageGRID B KMS ICX L TEBZEREET A & ZFA L £ 95

FIE
1L.*FIE3 (U472 MEAEZ7 Yy 7O0—FR) *H5. 547> MIBAZEDOHMzESRLET,
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Add a Key Management Server

—0 0

Enter KMS Upload Upload
Details Server Client
Certificate Certificates

Upload the client certificate and the client certificate private key The client certificate is issued to StorageGRID by the
external key management server (KMS), and it allows StorageGRID to authenticate itself to the KMS.

Client Certificate € Browse

Client Cerificate Private Key @ Browse

oo | e [

N

VREERRE T AL ET Yy IO—-RLED,

I

S ON N
N
A A A

=
B\l
o

7

FEAED AR T — DRI ENE T,

\/
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Add a Key Management Server

O—0 0

Enter KMS Upload Upload
Details Server Client
Certificate Certificates

Upload the client certificate and the client certificate private key. The client certificate is issued to StorageGRID by the
external key management server (KMS), and it allows StorageGRID to authenticate itself to the KMS.

Client Certificate @ Browse k170vClientCert pem

Server ON:  /CN=admin/UID=
Serial Number: 7D:5ABA2T:02:40:C8:F5:19:A1:28:22:E7:D6:E2:EB
Issue DN: /C=US/ST=MD/L=Belcamp/O=Gemalto/CN=KeySecure Hoot CA
Issued On: 2020-10-15T23:31:48.0002
Expires On: 2022-10-15T723:31:48.000Z
SHA-1 Fingerprint: A7:10:AC:39:85:42:80:8F FF:62:AD-A1:BD:CF:4C:50:F 3:E9:36:65

Client Certificate Private Key @ Browse k170vClientKey. pem

== = [

5. [1R7F (Save) |&EZEIRLET,

F—BEY-—NCTTSAT7VR/—ROBOERZTANLET, IRTOEGENEMT. ELVLVF—
M KMS ICH BB EIE. #1L LW F—FEH —/\H Key Management Server R—J DORICBIIINE T,

KMS ZiEBiNd % &. 9 <IC [Key Management Server] R—J DEEFAZE X 7 — 4 XH

@ [Unknown (FBE) ] ERRINET, JZAHEDERED X T—X XD StorageGRID EfF
IC13 30 DIEENDBIHZEN DD £T. RFDAT—FAZRTT BICIE. Web TZTH
DRI ZEFHITIVENHD X,

6. T*Save* ((RfF) 1 ZFRLLLSIICI TRV E—IDNRRINIEIFEIE. XvE—J DOFHlZRER
L. T*OK*1 Z#RLET,

fce 2. BT A MIKRBLIZIBEIX. 422 @ Unprocessable Entity TS —hREINZ e D F
ER

. NG E T A METICREOREZREFI ZHENH BB, *@ERT * ZFRLEX T,
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Add a Key Management Server

O—0 0

Enter KMS Upload Upload
Details Senver Client
Certificate Certificates

Upload the client certificate and the client certificate private key. The client certificate is issued to StorageGRID by the
external key management server (KMS), and it allows StorageGRID to authenticate itself to the KMS.

Client Certificate @ Browse k170vClientCert pem

Server DN:  /CN=admin/UID=
Serial Number: 7D5A8A2T.02:40:CH:F519AT1.28:22.E7V-DG:E2.EB
Issue DN: /C=US/ST=MD/L=Belcamp/0=Gemalto/CN=KeySacure Root CA
Issued On: 2020-10-15T23:31:45.000Z
Expires On: 2022-10-15T23:31:49.000Z
SHA-1 Fingerprint:  A7:10:AC:39.85:42:80:8F FF 62:AD:A1:BD:CF-4C:90:F3:E9:36:69

Client Certificate Private Key @ Browse k170vClisntKey. pem

Select Force Save to save this KMS without testing the external connections. If there is an issue with the configuration,

you might not be able to reboat any FDE-enablad appliance nodes at the affected site, and you might lose access to
your data.

= e

[ BERE | ZFBIRT B KMS ORENMFREFESNE TN, E7 T4 TV IADSEFD KMS

@ NDOANEERIEST AR EINEHA. BRZECHE D ZH5E. ZHITH YA NT/—FR
BEESILHABMCE>TWBR T ITSAT VR —RED)T—MTEHRVWIREMELHD £,
NIRRT B ETT—RICTIVERTELRLLBRBEREMLHD £,

D

%

SR

[T
e
I
2

L. REZBHFNICHREFTDHEIE. 170K ZFRLET,

A Warning

Canfirm force-saving the KMS configuration
Are you sure you want to save this KMS without testing the external connections?

Ifthere is an issue with the configuration, you might not be able to reboot any appliance nodes
with node encryption enablad at the affected site, and you might lose access to your data.
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KMS OFEEIFFRFINETH. KMS NDEHFIIT A FEINEEA.

KMSODEFllZ= &R 3

StorageGRID > X 7 LRDEF—EEH—/\ (KMS) (LT 2BHRZMERET S cH
TEXY, CNIClEF. T—NEEBE I SA4 7Y FMEREDIREDRAT—X XD EEN
x9,

FIiE
1. * Configuration * System Settings ** Key Management Server *] Z&RL £9,

[Key Management Server] R—IMNRREINE T, Configuration Details Z 71ZI&. RESTNTLWEIA
TOF—EBY—N\HRRINET,

Key Management Server

I your StorageGRID system includes appliance nodes with node encryplion enabled, you can use an external key management server (KMS) to manage the encryption keys that protect your Storage GRID at
rest.

Caonfiguration Details Encrypted Modas

‘You can configure more than one KMS (or KMS cluster) io manage the encryption keys for appliance nodes. For example. you can configure one default KMS to manage the keys for all
appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a particular site

Before adding a KMS

Ensure that the KMS iz KMIP-compliant.

Configure StorageGRID as a client in the KMS.

Enable node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you cannot use a KMS for
appliances that do not have node encryption enabled.

For complete instructions, see administering StorageGRID.

| 4 Create | ‘ # Edit | | o Remove|

KMS Display Name € Key Name © Manages keys for & Hostname © Certificate Status ©
® | Default KMS test Sites not managed by another KMS (default KIMS) 10.96.95 164 «" All certificates are valid

2. EKMS ICDWT., RDIEHREERZLE T,

J1—JLR &nFA

KMS R4 KMS DR 2 %4l

*F—% KMS RID StorageGRID 514 7> hDF—IT A1)
77 Ao

DF¥F—=BEBLET KMS (ZBSEfFIF 51T L\ StorageGRID H ko

CDT 1 —ILRICIFE. FED StorageGRID 1 ~
D%&F. £IFBDOKMS (F7 ALK KMS) T
BEINTLWARWYA L *BRRINET

23



J4—JLR
I A

AEAED R T—H X

Bz
KMS OB R XA V& EIEIP 7 RL X,

2EDFXF—BEY—/I\DSELRBITIEIDVH 56
& MADH—NDTELEER X1 VR FIEIP
TP RLZADKRREINET, VS RRIERHDODF—F
BY—N\DH3BEIE. RIID KMS DTLE R
AAVZFERIFIP7RLRE, 5 XAADIENMN
DF—BEY—NDOEHARTRINET,

5 : 10.10.10.10 and 10.10.10.11 F£7=I&
10.10.10.10 and 2 otherso

IJSABANDITRTDHRRA CEERTRT BICIF
KMS #ZIRL T N*Edit* 1] #ERL X,

HY—NGEERE. 77> 3> D CAGIRAE. LUV7
47 MEREOREDRKE | B3, HRIYIN
TW3. ERAEDSVWT WS, 3T,

* J¥ . StorageGRID * SEFAE D X 7 — X AH'EH
INB3ET3I0FEEMDZIHEELHD £,
REDEERTT DICIE. Web T5THDER
TEBHTINENHD ET,

3. SEFAZE D R T — R ANTHDIZEIE. 30 BIFEF>THS Web TZIHZEHL T ZT L,

KMS #EBiNd 3 . 9 <IC [Key Management Server] R—J DIFEAE X 7 —4 B
@ [Unknown (FRBE) ] ERRINET, JRAHEDERED X 7T—X XD StorageGRID EfF
IC1E 30 DIEEMD B HZEDBD X, EEDODRXT—XAEMHRT BICIE. Web T

DRTZEHMITIVEDHD T,

4. SEFAZED R T—R RFIC. EEERZOBEMEENTIN TWVWS. F-IEBEIEISESIVWTWBE Z EREN
TWLW3BEIE. TEBRRLITECHEE ICHLL TSV,

StorageGRID DEfRE STV a—T 4 VT DFIET. *KMS CASEEAZE DB RHARY. *KMST 51 7
> NEERRE O BZHARR . & &L KMSH —/N\FERRE DO BEHAR* 7 2 — h DR IN 3N A E=SRL

TSRS L,

@ TRV REMTFT BIDIC,

EE

RhEER
"WIINLNT AT T ERLET"

gaefbEnic/— RFOXRTR

FEFREDRIBIZTE B RITRES LT ZHENHD F

StorageGRID X7 LT/ — RS * RENBMCHB>TWVWEI T IS4 F7 R/ —R

24


https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/monitor/index.html

ICBI 3BHmEeRTTCEE I,

FE
1. I™* Configuration * System Settings ** Key Management Server *| %3#iRL £7,

[Key Management Server] R—IUHRRENZE T, Configuration Details Z 7CId. FREBAHADITRTD
F—EEY—N\DPRRINET,

Key Management Server

I your StorageGRID system includes appliance nodes with node encryplion enabled, you can use an external key management server (KMS) to manage the encryption keys that protect your StorageGRID at
rest.

Configuration Details Encrypted Modes

*fou can configure more than one KMS {or KMS cluster) to manage the encryption keys for appliance nodes. For example, you can configure one default KMS to manage the keys for all
appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a particular site

Before adding a KMS
» Ensure that the KMS is KMIP-compliant.
» Configure StorageGRID as a client in the KMS.

» Enable node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you cannot use a KMS for
appliances that do not have node encryption enabled.

For compiete instructions, see administering StorageGRID,

| 4 Create | ‘ # Edit | | o R‘emove|

KMS Display Name & Key Name & Manages keys for @ Hostname @ Certificate Status @
® | Default KMS test Sites not managed by another KMS (default KMS) 10.96.95 164 +" All certificates are valid

2 R—UQLENE. [BEESbINi/—R* | ZTEBRLET.

Key Management Server

If your StorageGRID system includes appliance nodes with Full Disk Encryption (FDE) enabled, you can use an external key management server (KMS) to manage the
encryption keys that protect your StorageGRID data at rest

=

i =
Configuration Details Encrypted Nodes
R EEESS Y |

You can configure more than ane KMS {or KMS cluster) to manage the encryption keys for appliance nodes. For example, you can configure one

default KMS to manage the keys for all appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a
particular site.

[Encrypted Nodes] % 7'ICid. StorageGRID X7 LT/ — RS * BEHNBMBR>TWE T FF1
TYR/)—RRRREINET,

Configuration Details Encrypted Nodes
Review the KMS status for all appliance nodes that have node sncryption enabled. Address any issues immediately to ensure your data is fully protected. If no KMS exists for a site
select Configuration Details and add a KMS.

Nodes with Encryption Enabled

Node Name Node Type Site KMS Display Name & Key UID & Status ©

S5GA-010-096-104-67 (F Storage Node Data Center 1 Default KMS 41bi. 5c57 « Connected to KMS (2021-03-12 10:59:32 MST)

BB IZAT YR/ —RIZDWVWT, ROBEHREHRLEFT,
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TISAT VR —RD%&H,
J—RDAEAT, Storage. Admin. F7zI& Gateway
J—RHA 2R F=ILETNTLS StorageGRID - kD%l

J— RICEA TN 3 KMS DOERFRRY 7 %A,

KMS BRIZENTULARWEEIE [ RO ] 2 7Z:ERL TKMS
ZEMLET

"F—HEY—/\DEM (KMS) "

TFISAT VR —RTT—2DOBESL e ESILICERT 3EBS1LF
—D—EDID, ¥— UID £F%ZRRITBICIE. BILICA—-VIES
bEFEd,
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{72/ — K& KMS BDBGRIE HRETH 3 AR 5 D &
ED

KMS &7 75472 R/ — FRRDEFGDRAT—H X/ — RO
TNTWVBIHEEIRF. RATLRZTHI0 R EICEHRINE

To KMS DREEERICERAT —XANEHINBZETTHL LD
BEDBDET,

*E I CFHLWMEZRTTBICIE. Web TS5V ZEHM T 2HME
NHOHEI,

4. 27 =R RFZ KMS B ERRINTVBRIEEIE. BRE ICT SISRHUL TS L,

BEOD KMS 2R, X7 —R2RXE*KMS * (CERIENE T, /— R T Uy RO STENZ . /—
R OFFRED (BRMICIFELELTVWEHFRATHS) cRRENET,

ZFOMDRAT—RAXyvE—Tld BILBRID StorageGRID 75— MMIXIGL £ 9,

° KMS OFREZO—RTEEHATLLE

° KMS &t T o —

° KMS St —&hEOohD FHA
° KMS BBt ¥ —nO—TF—>a IckBLFELT
cKMS *—T7 o547 >VAR) a—LxES{LTETEFHFATLE

° KMSHIBR E N TV EH AStorageGRID DERE FZ TV a—T1 VI DFIET. CTh5D7 75—
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ERS

B
"WIINLNT AT T ZERLET"

F—BEY—N\DREE (KMS)

AEAZEDEMHIRIE SV TV RIBRR L. F—EBYT - NOREDRENVEICL S
CEHHBDET,

BEBHD

* ERRLTHEVERSBD £ "5 —EEY — N\ EHET 3BOZEEBL B,

* KMSEICERLIY A h2BFH I3 FENHBSHEIE. ZHBLTEBELNHD XY "1 ~D KMS
BB IRDEBFIE"

* Root Access 1ERDNRETT,
* Grid ManagerlCIdHR— FENTWBR TS OHZFERELTH A VAV T 2HRENHD XY,

FE
1. * Configuration * System Settings ** Key Management Server *] Z&ERL £7,

Key Management Server R—IHRRIN. BREBFADINTOF—BEH —/\HRRINEFT,

Key Management Server

I your StorageGRID system includes appliance nodes with node encryplion enabled, you can use an external key management server (KMS) to manage the encryption keys that protect your Storage GRID at
rest.

Caonfiguration Details Encrypted MNodes

‘You can configure more than one KMS {or KMS cluster) io manage the encryption keys for appliance nodes. For example, you can configure one default KMS to manage the keys for all
appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a particular site

Before adding a KMS
= Ensure that the KMS is KMIP-compliant.
» Configure StorageGRID as a client in the KMS.

= Enable node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you cannot use a KMS for
appliances that do not have node encryption enabled.

For complete instructions, see administering StorageGRID.

| 4 Create | ‘ # Edit | | & Remove|

KMS Display Name € Key Name © Manages keys for & Hostname @ Certificate Status &

® | Default KMS test Sites not managed by another KMS (default KIMS) 10.96.95 164 «" All certificates are valid

2. {REY B KMS Z3EIRL. T #R&E) Z2FRLET,

3 BEICIGLT. ¥F—BBY—NOREVH—RFDO*FIE1 (KMS OFMHZAS) * THAZEHRLE
ERS
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F—EBEY—NOREVAF—FOFIE3 (V5147 MEBAEZT7 Y 7O—F) BREINE T,

IIAT7 2V NEREC Y ST Y MIREOWRRZ ETHRAZHVENHBIHEIE. *BR* ZFRLT
HLWI 727y 7O—RFLET,

. [RTE (Save) (1Z&ERLZT,

F—BEY—NCEEEZTRA A MDIRTO/ —RESICTTSAT7 R/ — ROBOERZ T X
LEd, IRTO/—FREHEHNEMT. KMSICIELWF—HH3FEIE. F—FBET—/\H' Key
Management Server XR—J DRICEBMINE T,

IZ5—XyE—IHRRINEHZEE. XvtE—J0ElEREL. T*0K* ) ZFEIRLEY,

e ZIE. TDKMS BICEIRLIZH A RDBID KMS ICK > TE TICBEIESINTLRIBAR. E5iTX
MIEKBL7cHE1E. T422 @ Unprocessable Entity | ¥ WS TS —HDFRRINET,

BT S —ZFRT BAICIREDREZREFS 2HXBEDHBHEIE. * @ERE * ZFRLE I,

[ SRERTF | Z3BIRT % & KMS DREVMREFSNE I K7 TS 72 IAH5ZD KMS

@ NDONEEERUIT XA FTNERA. BlzECHE VD355, ZHTHTF1AT/—F
BES{ENBMICHE>TWB T ISA TR/ —RZ2 ) T— b TERVAREMEDHD FT,
BEDIRTZ2ETT —RICT IV ERATELLL BRBERRMEDHD FT,

KMS ORENMREFEINE T,
ROESZZHE L. REZBHNICERETZHEIE. [*OK1 ZFERLET,
A Warning
Confirm force-saving the KMS configuration

Are you sure you want to save this KMS without testing the external connections?

Ifthere is an issue with the configuration, you might not be able to reboot any appliance nodes
with node encryption enablad at the affected sita, and you might lose access to your data.

KMS OFREIFEREFESNFTH. KMS NDEFIET A I FEE Ao
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I Configuration * System Settings ** Key Management Server *1 #iERL £,
Key Management Server R—IHRRIN. BEBFADINTOF—EEY —/\HRKRREINFT,

Key Management Server

I your StorageGRID system includes appliance nodes with node encryplion enahled, you can use an external key management server (KMS} to manage the encryption keys that protect your StorageGRID at
rest.

Configuration Details Encrypted Modes

*fou can configure more than one KMS {or KMS cluster) to manage the encryption keys for appliance nodes. For example, you can configure one default KMS to manage the keys for all
appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a particular site

Before adding a KMS

= Ensure that the KMS is KMIP-compliant.

= Configure StorageGRID as a client in the KMS.

» Enable node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you cannot use a KMS for
appliances that do not have node encryption enabled.

For compiete instructions, see administering StorageGRID,

| o+ Create | ‘ # Edit | | & Remove|

KMS Display Name & Key Name & Manages keys for @ Hostname © Certificate Status ©
® | Default KMS test Sites not managed by another KMS (default KMS) 10.96.99.164 +" All certificates are valid

HIFRT A KMS DS ARAZ % &ERL. *Remove* ] Z&#ERLZX T,
EEAM 7O TEEEEEZRRLET,



4.

A Warning

Dielete KMS Configuration
You can only remove a KMS in these casas:

« You are removing a site-specific KMS for a site that has no appliance nodes with node
encryption enabled.

= You are removing the default KMS3, but a site-specific KMS already exists for each site
with node encryption.

Are you sure you want to delete the Default KMS KMS configuration’?

=1 E3

MoK ZFERLE Y,

KMS DFREIFHIFRENE T,
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