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groups Operations on groups o

GET /grid/groups Lists Grid Administrator Groups &
Parameters Try it out
Name Description
type
string filter by group type
Lol Available values  local, federated

v |
limit
integer maximum number of results
(query)
Defauit value - 25
marker
string marker-style pagination offset (value is Group's URN)

(query)

marker - marker-style pagination offset (value

includeMarker

boolean if set, the marker element is also returned
(query)

v
order
string pagination order (desc requires marker)
(query)

Available values : asc, desc

Responses Response content type | application/json v I

Code Description

200
successfully retrieved

Example Value Model

"status™: "
"apiversis
"deprecated”:
"data”: [

"displayName”: “"Developers”,
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Received call to deprecated vl API at POST "/api/vl/authorize"
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GET https://{{IP-Address}}/api/versions
{

"responseTime": "2019-01-10T20:41:00.8452",
"status": "success",
"apiVersion": "3.0",
"data": [
2,
3
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) o MADMEZIEELILZEIE. AYH—ENNIELDHEBEINFT,

curl https://[IP-Address]/api/v3/grid/accounts

curl -H "Api-Version: 3" https://[IP-Address]/api/grid/accounts

JOXBARI)IOITRMT7A4—2 1) (CSRF) DRALE

CSRF b—20 > ZFERLTI v F—IC L2585 7L T 5 &, StorageGRID ICX T 57
OXYFA VIR T +—2x) (CSRF) WEZBHSZEHTEET, Grid
Manager & Tenant Manager (Z Dt ¥ a2 7 #EeEx BFMNICEMICLE T, o
API O SAT7 UMM A1 VRICCORBZENCTENESHZERTET I,

WEBENRDOT A~ (& XIF. HTTP 7+#—L POST ZERALT) NOEXRZ U H—-TE35HE. ¥
AL TVWBA—HTDIyvF—2ERL TREDEKRZFRERE N XETE XTI,

StorageGRID Tld. CSRF b—2 > %{#FERAL T CSRF B N TETE T, BMCLIBE. HED
Ty —DABDRFEDANY H —FTIIFED POST NTA—ZDARE—BITZUBENHD £,

COMBEEBMICTBICIE. ZREL XY csrfToken /INTAXA—FDIE true FR:EF TIo T 7 AL MEITY

falseo

curl -X POST --header "Content-Type: application/json" --header "Accept:
application/json" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true

}" "https://example.com/api/v3/authorize"
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° #EHALF Y storagegrid-ssoauth.py PythonX 2 1) Pk, FIE2 IEAF T,
ccurl BXREFALEY, FIE3ICEAFT,
2. #fEATBHBEIE. BB LT TV storagegrid-ssoauth.py X7 U 7 % EHL T, Pythont
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c THUMEEBAPIIT VLRI BRHEEIE. TFYETAOY RDZASALET,

python3 ftmp/storagegrid-ssoauth.py
saml_user: my-sso-username

saml_domain: my-domain

sg_address: storagegrid.example.com
tenant_account_id: 12345

= 1 - -
Enter the user's SAML password:
FEFFFFEEFFFIFTFFFFIFITETETEFFIEETFIIFETTEFETETFEIFEFTEFTRTFTFIFEFETEIFEELEFIEF T TR ETEE

EEFEFFXFXFFFXTFLFFIFIEFIXLFFFTFIXLEFIFTFIXLFFFTFTXLFFFTFTXLEFIFEETXLEFFEETXLEFFEETXLEFFEEXLEFFEEXLEFFESE

StorageGRID Auth Token: sbeboybf-21f6-40by-afob-scbcacfbager

[+]

StorageGRID 533 b — 7 VHHEDICR R INE T, SSO ZFEAL TLAELVSE®D APl DEAAE CERK
IS b= ZMOERICERTETEELDICBD F LT

3. cURL ERZFEAT 35813 ROFIE 2EAL XY,

a YA U1 VI BREREESLET,

export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export SAMLDOMAIN='my-domain'

export TENANTACCOUNTID='12345'

export STORAGEGRID ADDRESS='storagegrid.example.com'
export AD FS ADDRESS='adfs.example.com'

@ 1)y RBEEAPIUC T 72X 3ICIE. € LTO%ERAL XY TENANTACCOUNTID,

b. B[ FFREURLZRET BICIF. ANDPOSTER% 78 ICXE L £ ¢ /apilv3/authorize-saml %z 27
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python-m json 'V —JLITE I, JSON T>O— RHHIBREINET,

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json™ -H "Content-Type: application/json"

-—data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m

json.tool

COPDIEEICIE. URLIYOA—RINBREAURLHAEENTVETHA. JSONI>O—KRT
NEL1viFsEnTtunxErtA.

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHLbsIwWEEVS%2FJTuv7. ..
sS1%2BfQ33cviwA%3D&RelayState=12345",

"responseTime": "2018-11-06T16:30:23.3552",

"status": "success"

C. #1R1FL £ sAMLRequest EHED AT RTHERT ZINED 5,

export SAMLREQUEST='fZHLbsIWEEV%2FJTuv7...sS1%2BfQ33cviwA%3D"

d ADFSHN57 747> FEKID Z8LTL% URL ZEIFL £75

12DlE. BIDOISED URL ZFERBLTOYV A>T 4 —L%EERTBHETT,

curl
"https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=$SAMLREQUEST&RelayState=
STENANTACCOUNTID" | grep 'form method="post" id="loginForm"'

EICIEI A7 RERIDASENTVETD,

<form method="post" id="loginForm" autocomplete="off"
novalidate="novalidate" onKeyPress="if (event && event.keyCode == 13)
Login.submitLoginRequest () ;" action="/adfs/ls/?
SAMLRequest=fZHRToMwFIZfhb...UJikvo77sXPw%3D%3D&RelayState=12345&clie
nt-request-id=00000000-0000-0000-ee02-0080000000de" >

e NENLIIAT7VREKRID ZRELET,



export SAMLREQUESTID='00000000-0000-0000-ee02-0080000000de"

L BIDRED T A—LTIavIicoLToIvILEEELET,

curl -X POST
"https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=$SAMLREQUEST&RelayState=
STENANTACCOUNTID&client-request-id=$SAMLREQUESTID" \

-—-data
"UserName=$SAMLUSERQRSSAMLDOMAIN&Password=$SAMLPASSWORD&AuthMethod=For
msAuthentication" --include

AD FS "5\ w A —|EMER H'EENT 302 URA LT bARENE T,

C) SSO Y R T LATRZEXRRE (MFA) BEMICE>TVWBRIHE. 7A—LRI NI 2
DEBDODNRT—RERIZZFOMODILTUIOVILDEENE T,

HTTP/1.1 302 Found

Content-Length: O

Content-Type: text/html; charset=utf-8

Location:
https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHRToMwFIZfhb...UJikvo
77sXPw33D%3D&RelayState=12345&client-request-id=00000000-0000-0000-
ee02-0080000000de

Set-Cookie: MSISAuth=AAEAADAVSHpXk6ApV...pmPO0aEiNtJvWY=; path=/adfs;
HttpOnly; Secure

Date: Tue, 06 Nov 2018 16:55:05 GMT

9. Z{R1ZL £ 9 MSTsSAuth [GEH S DCookieo
export MSISAuth='AAEAADAVsSHpXk6ApPV...pmPOaEiNtJvWY="
h. 8858E POST 157 v *—%FERA L T. 18E LIHAIC GET BERZXEEFEL X7,

curl
"https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=$SAMLREQUEST&RelayState=
STENANTACCOUNTID&client-request-id=$SAMLREQUESTID" \

—-—cookie "MSISAuth=$MSISAuth" --include

IEBEANYA—ICIE. HETOTT7IMNMIFERTZADFS Ly a VBRMNEENE T, IHBEDEXIC
I, IERTDT #— LT« —JLKRIC SAMLResponse & EFNTWLWE T,



HTTP/1.1 200 OK

Cache-Control: no-cache,no-store

Pragma: no-cache

Content-Length: 5665

Content-Type: text/html; charset=utf-8

Expires: -1

Server: Microsoft-HTTPAPI/2.0

P3P: ADFS doesn't have P3P policy, please contact your site's admin
for more details

Set-Cookie:
SamlSession=a3dpbnRlcnMtUHIpbWFyeS1BZGlpbi0xNzgmRmFsc2Umcng4NnJDZmEKV
XFxVWx3bk1l1IMnFuUSUzZCUzZCYmJ1iYmXzE3MjAyZTASLThmMDgtNDRkZC04Yzg5LTQ3ND
UxYzA3ZjkzYw==; path=/adfs; HttpOnly; Secure

Set-Cookie: MSISAuthenticated=MTEvNy8yMDE4IDQ6MzI6NTkgUEO=;
path=/adfs; HttpOnly; Secure

Set-Cookie: MSISLoopDetectionCookie=MjAxOCOxMSOwNzoxNjozMjolOVpcMO==;
path=/adfs; HttpOnly; Secure

Date: Wed, 07 Nov 2018 16:32:59 GMT

<form method="POST" name="hiddenform"
action="https://storagegrid.example.com:443/api/saml-response">

<input type="hidden" name="SAMLResponse"
value="PHNhbWxwO1lJ1c3BvbnN. ..1lscDpSZXNwb25zZT4=" /><input
type="hidden" name="RelayState" value="12345" />

i. #{R7Z L £9 SAMLResponse IERIR T4 —ILEHS

export SAMLResponse='PHNhbWxwOlJ1lc3BvbnN. ..lscDpSZXNwb25zZT4="

j ZEARALTHREL XY SAMLResponse’ =7 ') w2 L T. StorageGRID Z{ER L £9 /api/saml-
response StorageGRID 35 b — 2 > DERKREKR

Di5E RelayState #7Jw o LE T, Uy REBEBAPICHA VA>T 3581 TFHYRTHDTY
FDEFERLEX Y,

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json"™ \
--data-urlencode "SAMLResponse=S$SAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

ISEICIIEREE b — T VD EENTVE T,
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"apiVersion": "3.0",
"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",

"status": "success"

a FREEb— U VU FIRBICEWVWS BRI TR L £ 9 MYTOKEN,
export MYTOKEN="56eb07bf-21£6-40b7-af0b-5c6cactb25e7"

CNT, ZEMTEXT MYTOREN £ DIOBERDIZEIE. SSOZEMA L TLARWEEDAPIDOERT
BERRTY,

ST A A UHBEHRIGEIE. APINS DY A 2T b

SOINYA Ay (SSO) NMBEMICE>TVBRHEIE. Uy FEEAPI X7clET7F > MEEAPI A5
AT I LTB1OD—ED API EXZEE TRIETBZ3HRENDHD I,

CDHERTICDOWVT

REBIZBLC T, B> > oIOd 77 bR=IUH60OJ 7T 9§ 371F7 T StorageGRID APl h 541 >
T IRTEEXY, £7IE. StorageGRID 5> >4 )OO 7Tk (SLO) #FKT§3cHTEFET,
DiHFE. B StorageGRID X7 S5 k=7 VHRETI,

FlE
1. BLEINO7 77 CERZERTBICIE. B L ET cookie "sso=true" SLOAPITRDILIE% R
1TLEY,

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

AJ77 bk URLAERENF T,
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"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%$3D%3
D",

"responseTime": "2018-11-20T22:20:30.839z",

"status": "success"

2. OJ727 bk URLEZREFELET,

export

LOGOUT REQUEST='https://adfs.example.com/adfs/1ls/?SAMLRequest=£fZDNboMwEI
RfhZ...HcQ%3D%3D'

3. EBREZOY 7T URLICHEEL. SLO #32{1TL T StorageGRID IZUA AL I FLET,

curl --include "SLOGOUT REQUEST"

302 IGBEMIREINEF T, VALY MEIZAPIDADOT 7Y MIFBERAINEE Ao

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwV0O7ss%...%23rsa-sha256

Set-Cookie: MSISSignoutProtocol=U2FtbA==; expires=Tue, 20 Nov 2018
22:35:03 GMT; path=/adfs; HttpOnly; Secure

4. StorageGRID Bearer k—7 > % HIFRL £9,

StorageGRID Bearer k—2 > #HIR T3 . SSO #HALAVMBEYBEAILLSICHELE T, KR
cookie "sso=true" ZIEELABRL Y. SSODKREICEEZ KIFT Z &< 21— H'StorageGRID Hh5
OJ7ocENET,

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

-—-include

A204 No Content IBEY LT, A—HHWHA>TIRLIEIEHRENET,
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HTTP/1.1 204 No Content
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