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NetApp® StorageGRID® Appliance Installer

Home Configure Networking ~ Configure Hardware ~ Monitor Installation Advanced ~

Home

€ The installation is ready to be started. Review the settings below, and then click Start Installation.

This Node

MNode type Storage

Mode name MM-2-108-SGA-lab25

Primary Admin Node connection

Enable Admin Node discovery [
Primary Admin MNode [P 172.16.1.178

Connection state Connection to 172.16.1.178 ready

Installation

Current state Ready to start installation of MM-2-108-5GA-1ab25 into grid with
Admin Mede 172.16.1.178 running StorageGRID 11.2.0, using
StorageGRID software downloaded from the Admin Mode.

Start Installation
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Link Status T—7I)LICIE. BEBEDHITSNTR—bD UV IORT—F (YT I18DY) EFE (
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Link Status
Link State Speed (Gbps)
1 Down N/A
2 Up 10
3 Up 10
4 Down N/A
5 Up 1
b Up 1
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Link Settings

Link speed | 10GbE

Port bond mode () Fixed.:} () Aggregate
Choose Fixed port bond mode if you want to use ports-2-and 4 for the Grid Network and poris 1

and 3 for the Client Metwork (if enabled}. Choose Aggregate port bond mode if you want all
connected ports to =hare a zingle LACP bond for both the Grid and Client Netwaorks.

Grid Hetwork
Enable network ¥
Metwork bond mode @ Active-Backup D LACP (802.3ad)
Enable VLAN (802.1q) [ ]

tagging

MAaC Addresses 50:6b:4b:42:.d7:00 50:6b4k42.d7:01 50:6b:4b42:d7:24 50:6b:4dh:42:d7:25

If vou are using DHCP, it is recommended that you configure a permanent DHCP reservation. Use
all of these MAC addrezses in the reservation to assign one IP address to this network
interface.

Admin Network

Enable netwaork E|

Network bond mode ' (@) Independent () Active-Backup

Connect the Admin Network to port 5. Leave port § unconnected. If necessary, you can make a
temporary direct Ethernet connection to port 6 and use link-local IP address 1659.254.0.1 for
access

MAC Addresses d8:c4:97.23:24:55

If wou are using DHCF, itis recommended that you configure a permanent DHCP reservation, Use
all of these MAC addresses in the reservation to assign one IP address to this network
interface.

Client Network

Enable network |:|

hE’ﬁ'ﬁinngthE Client Metwork causes the default gateway for this node to move to the Client
Metwork. Before enabling the Client Network, ensure that yvou've added all necessary subnets
to the Grid Network Subnet List. Otherwise, the connection to the node might be lost,
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Admin Network

Enable netwark
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Link Settings
Link spesd 10GLE j

Part bond meosde { Fioed {+ Aggregate

ce ports 2 and 4 for the Grid Network

d). Choose Aggregate port bond

a single LACF bond for both the Grid and

Grid Network

Ensble network p

Network bond mods {~ Active-Backup (o LACF (202 2ad)
If the port bond mode is Aggregate, all bonds must be in LACP (B2, 3ad) mode.
Enable VLAN {B02.1g) p
tagging
VLAM (B02.1q) tag 328 =]
Admin Metwork
Enable network p
Network bond mode {~ Independent v Active-Backup
Connect the Admin Metwork to ports 5 and 8. |f necessary, you can make a tem ry
direct Ethermnst connection by d n G, then connecting to port &
and using link-local IP address 169.254.0.1 fo
Client Metwork
Enable network F
Network bond mode {— Active-Backup (o LACP (202 . 2ad)
If the port bond mode is Aggregate, all bonds must be in LACGP (802, 3ad) mode

Enable VLAN (802.19) |7
tagging

VLAN (80213 tag 332 -]
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Z20WIFnhz@EHL TStorageGRID 7 /S A 7V AA VA M—SDURLZBANLET
. +https://E5600SG_Controller IP:8443

ESPEN
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BERINIBRY NI —ITTP IS4 T7 2V ADFENIP 28D HT3H. DHCP 4 —N\TF7 FLXDKA —
AZzEBDHTBHERDD XTI,

)Y OREXTETIHESIE. E5600SG O bO—SD Y IHBEDEEFIEZBBL TLIEIL,

FiE
1. StorageGRID 7 7S5A TV RA VA S—=5T. *ZYy rIT—UDRE*>*IPHER* = ERLE T,
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*DHCP* OWIFNHAEREIRL 9,
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Grid Network

The Grid Metwork is used for all internal StorageGRID traffic. The Grid Metwark provides connectivity
between all nodes in the grid, across all sites and subnets. All hosts on the Grid Network must be able to
talk to all ather hosts. The Gnd Metwork can consist of multiple subnets. Metworks containing critical grid
senices, such as NTP, can also be added as Gnd subnets

P ® Static (O BHCP
Assignment
|Pvd Address 17216.3.72/21
(CIDR)
Gateway 1721601

A All required Grid Network subnets must also be defined in the Grid Metwork Subnet List on the
Primary Admin Node before starting installation

Subnets 172.18.0.0/21 ®
(CIDR)
172.18.0.0/21 x
192 168 .0.0/21 + X
MTU 1500 s

I'*Static * 1| ZFIRLIIBEIE. ROFIBICH>TIV YRRy b= ZRELE T,
a. CIDR X ZEAL TE#N IPv4 7RLXZANLE T,
b. =Tz ZASILET,

2V bT=ICT— bz AHRVERIE. BICH# IPv4 7 RLXZBAAILET,

C. v RIL—LEFERTZHEEIF. MTU 74 —JLR%Z 9000 REDT v VRTL—LICELFEIC
TELXT, ENLNDFZEIZ. TT7AILMME1500 DX FICLE T,

2y RT—0O MTUEIE. /—RFRDBEGESNTUVWBR XAy FR—RMIKRESNTWLS
ELBILTHEIZHRENHDEFT, £5LBVE. XY NT—INT =TIV ADOBEP
INTw MBERDRETBEREEDHD £9,
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4.

14

2y FD—IDNT 4 —IVREBARICED I, TATD/—RDT Uy KRy
ND— 212 8—7 T4 XT MTUBAEER ISR S &5 ICRET 3BENBD &

() 3. BLDO/—FOTU Y ERY FT—50 MTU REICAS BEVAS HBAIE. *
Grid Network MTU mismatch * 75— kDR hUH - FE T, MTUBIETTRTDRY
FO— 281 TTRLTHEBEEHD FH Ao

d [#7F (Save) 12U vILE9Y,

P7RLRZEETZE. ¥— VT TRY FDUIMBEBESNZAREMEDHD FT,

StorageGRID 7 5 A 7Y XA Y X =S ADEFENEKONTIIZEIE. BIDHTEFLVLENIP 7
FLAZEALTURLZBANDLET, LexidE. T+ CANDLET
https://services_appliance IP:8443

VY RRY RT=IDH TRy FOURXMPRELWVWI EZRERLE T,

JUy RS Ty bBHBHEIEF. JUVYRRY N T—=IO7— b DT ADRETY, BEITEZIANRT
DTV R TRy D TOT— bV ABHTT I ERAETH D EHBET

Y, StorageGRID D1 VX h—ILZFBRT 2L EI. TIARVEER/ —RODITU YRRy bT—7
IRV FIRXRTINSDT TRy FBERITBIVELNHBD XTI,

@ TI7AIMIL—=FEVRENERA, 9514 T7 2 bRy FT—=ODBICHE>TLE
WEEIE. TI7AIL ML= DTy Ry D=0 —bD A Z2ERALE T,

" HITRY REEMITBICIF. BATAAVZI VY I LET 7N 2T Vv I LET,
*FERINTVWAVWT TRy FZHIBRT 3213 BIR7ra>Z2 00y I LET %o

f.[#%F (Save) 120w ILZET,
[*DHCP* 1 Z#ERL1HZEIF. ROFIEICK->TI VY RRY I —UZHFELFE T,

a. [DHCP] S ARZ V% #ER L 1%, [Save] =V U v I L£T,

FIPvA 7RLZ*], [*T—hroza*] BLV[* TRy b *] T —ILRICIE. BEMICED
ANEINET, DHCP H—/N\HDMTUEZEIDHTEHLSICRESINTLBRIHESIF. MTU 71 —JL K
ICZDEHRANTN. 71 —ILRISGAIDERICED T,

Web 7' J|E. StorageGRID 7 FSA 7V RA VA M—=ZDFHLWIP 7 RL ZICEEMICU XA
Lo RENET,

VY RRY RT=IDH TRy FOURMPELWC EZMERLE T,

Ty RGBTy bDHZFEIE. VYRR NT—I5 =T TADRETY, IBETZINRT
DTy RY Ty b, COF— I TAMIBATT VL RAARETH D EHRET

Jo StorageGRID D1 VA b—)LZBIRTZ LTI, TIZATXVER/ —RFDJVYy Ry bT—2
HITXY FJIXRNTINSDH TRy FDERTIHELNHD £,

@ TIAIWRIL=—FEVRMENEEA 75172 bRy bT—OHBMICE>TUVE
WEEIE. 774 ML= DT Uy Ry D=0 —bD A ZFERALET,

s HIRY FEEMIBICIE ATV ZI VI LET S 7N 27 Vv I LET,



*FRINTVWAVWT TRy FZHIBRT 31213 BIR7r 22200y I LET %

C PvVRIL—L%EFERTZHEIE. MTU 70 —JLKE%Z 9000 REDT v VRT L—LALISELFBEIC
ZBELFEFT, TNUNDBEIE. TT7AILME1500 DFEFICLET,

Y RT—oOMTUBIE, /— RSN TOE R A v FA— MIRESNTUS
(D) fEERALCTHEUBEABDET. £5LANL, kY bT—2/87 I ROMEP
N7y MBRDRET BRI B D £ T

Fy RT—IDNT #—IVREBARICEDBIclE. TATD/—FOTUy Exy b
=G4V E—T T RTMTUBHEBRL A S &S ICRET BRELBD £ 7. B4

() o/—FOZUYERY FT—20 MTUREICAS BBVHS 3HAIE. * Grid Network
MTU mismatch * 75— h D b UA—ENET, MTUBIEIARTORY kT =T RATT
FLTH3BERSHD E A

a. [1#7Z (Save) 1Z2UwoLEd,
S. BIERXY N IT—U%RBETDICIE. R—SODEBEEBRY NI —0t20> a3 T 58I~ £/IX*DHCP* @
WInhzERLE I,

(D BERY FD—UERET SICIE. Link Configuration R—S TEEXR Y N T —I%BHMIC
TRIHRENHD XTI,

&dmin Metwork

The Admin Metwork is a closed network used for system administration and maintenance. The Admin
Metworlk is typically a private network and does not need to be routable between sites

IP (@ Static (D BHCP
Assignment
[Pvd Address 10224 3 T2/21
(CIDR)
Gateway 1022401
Subnets 0.0.0.0/32 +
(CIDR}
MTL 1500 =

LxE

6. T[*Static* ] ZFIRLIIBEIE. ROFIBICR > TEEBXY FI—0%KRELET,
a 7ISATUADEER—F 1L T, CIDREIRIZZFEAHALTENIPVE 7RLAZADLET,
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FY bT=DICT7 = b T AHRVIBERIE. BICE#EN IPv4 PRLXAZBAAILEY,

OV VIRTL—LZERTBHBEIF. MTU 71 —JLE%Z 9000 R DY v VR T L—LICHELTAEIC

ZBELEI, eNUANDHZEIE. TTAILME 1500 DEFICLE T,

Xy hT—=0D MTU fEld. /= RFHMEHRSNTVS XMy FR- MIRESNTWVS
(D) BrALTHAUBABDET, £5LBVE, Ry bT—5/87 - ROMER
N7y MBRHRAET B IR B D £ 7

- [RTE (Save) 1Z0Uwo L%,

P7RLRZEETZE. ¥— I TRY DU MHEBSNZAREMEDHD T,

StorageGRID 7 54 7V XA Y X =S ADE BN ONTIIZEIE. BIDHTEFLVLENIP 7
FLZXZERALTURLZBANLET, LexiE. T+ CAHNLET
https://services_appliance:8443

CBERY R0 TRy ROV IMPELWI EZRERELET,

BELES— FY T2 BALTIRTOY TRy MNCF IR TE B L2RRT BBEND D
¥

(D) #EBrybT—S8— Oz EERTETT 4L M — MR TE Ft A,

" U IRy b EEMTBICIE BATAAZI )y I LET L 7N ZIVVILET,
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f 1277 (Save) |22 UvoLET,

7. [DHCP] ZFER L 1358 1E. ROFIBICH > TEERXY M-I ZRELE T,
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a. [DHCP] S AR V& #ER L 1%, [Save] 20 ) v I LFT,

FIPv4 ZFRLZ*]. [*7T—hTx0*] LU [* P TRY M *] 70 —ILRIZIZ. BFBICED
ANEINET, DHCP H—N\HA MTUEZEID H TR L SICRESINTVSRHEIFE. MTU 71 —JLR
ICEDENASTIN. Ta—ILRISFHRAWMDERICED XY,

Web 75 J#|&. StorageGRID 7 7S AT7VRAA VA L—=SDFHLWIP 7 RL XICEBEHICU ST
LY hSNED,

- BERY IO TRy FOUZIMAELVWS EZRHEEELE T,

BELIET— b A Z2FERLTIRNTOYTRY MITIERATEZ L 2RI 2HENDHD F
ERS
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C PvVRIL—L%EFERTZHEIE. MTU 70 —JLKE%Z 9000 REDT v VRT L—LALISELFBEIC
ZBELFEFT, TNUNDBEIE. TT7AILME1500 DFEFICLET,

Y RT—oOMTUBIE, /— RSN TOE R A v FA— MIRESNTUS
(D) fEERALCTHEUBEABDET. £5LANL, kY bT—2/87 I ROMEP
N7y MBRDRET BRI B D £ T

d. [1#7Z (Save) 1Z2UwoLEd,
8. IUSAT7 ULy N I—I%BETDICIE. R=ZPD*IS5A4T7> by D=0 o> 30T * 58N
*FIE*DHCP* OWITNhEEIRL X T,

CD DA77 b2y NT—0%ZFET BICIE.  Link Configuration AX— < T Client Network %Z
BHMCTEIRENHDET,

Client Network

The Client Network 15 an open network used to provide access to client applications. including 53 and Swift.
The Client Metwork enables grid nodes to communicate with any subnet reachable through the Client MNetwork
gateway. The Client Network does not become operational until you complete the StorageGRID configuration

steps
P (®) Static () DHCP
Assignment
IPvd Address A7 47 T 183721
(CIDR}
Gateway 47 47.0.1
MTU 1500 =

9. * Static * ZIER L 1215813 ROFIEICR>TISA T bRy b I—0EKRELE T,
a. CIDR RicZ=EHAL TEWN IPv4 7 RLXZ AL E T,
b. [R7Z (Save) Z2 Vv L%,
C UOFATUhRYNIT—=OHF = ITADIP7RLADNELWC EZRESRELET,
IS5A4T7 Ry RD—=IOHWBRIR->TWVWBRIHEEIE. T7AILMIL—FDRRTREINE

() T FIALRL—FRISATY rEY bI—05— kI TARERAL. F51 7>
by hD=ODNBEMICBE > TVWSEIFRIDA >R =T A BB TE XA,
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HAMDFERBICHD FT,
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FENFET,

a F—rYIAAELWC L ERRBLET,

OSATY bR FT—IBEMICE>TVSHAR. 7740 FL— MIERENE
() 3. FTALML—FEISATU Ry bO—O8— bz AEEAL. I35
hRy hT—IBERIC B > TUWBRIZRIOS Y8 — 7 T RICBBTE $t A

b. Dv Y RIL—LEFERTZHEEIFE. MTU 71 —JLE% 9000 REDT v VR T L —LALICHELT-EIC
TELET, TNUNDBEEIX. TTAILMME1500 DFEFICLE T,

Xy bT=00 MTU fEld. / —RFHHEHRSNTVE XMy FR-MIRETNTLS
(D) BLRACTHAUBABDET, £5LANL, Ry bT—2/87 5 —T > AOMEP
N7y MBRDRET BRI B D £ 7,

REEIER
"E5600SGO > bO—SDY VIR EDEE"

oy D — U EGORES

£ 9 % StorageGRID % KT =2l PFTXSATVADSTIECRATER I L =R
TAIRELRHDET, XYy MNT—O5 =IO A RBADIL—T 1 2T ZRRAET BICIE
StorageGRID 7 /5A 7V RA VA M—ZEBRZH TRy FEDIP 7RL R D
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FIE
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FPing and MTU Test

Use a ping request to check the appliance’s connectivity to a remote host. Select the network you want to check connectivity
through, and enter the IP address of the host you want to reach. To verify the MTU setting for the entire path through the network to
the destination. select Test MTU

Ping and MTU Test

Metwork Grid fed

Destination [Py
Address or FQDN

Test MTU [

FRYRTD=RAYTIEIIRYIADS, TAMNTBZXRY N T—U%ERLEFT, FJUVYR. B
B, ¥/ldo517> b,

L EFDXRY R T LEDRIND IPvA T RLAFIIZLEH R X% (FQDN) ZAHALET,
e RIE. FY D=0 LEDTF— b T TARTSATIEER/ —RICping B XETEXT,

CAEBIZIHL T, *TestMTU* FT v IRy IREAICLT. X2y M IT—OBBETT AT X— 3N
DINZALED MTU BEZMERELET,

ez 7ISAT7 VR —RERIDY A D/ —FDOEDNRXZTATEET,
[ ERDOTAN* "I UYILET,

v T —UEGEHEMRIEEIE. [ Pingtestpassed | Xvt—J ¥ ping XYY ROEALVERRIN
F9.
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Ping and MTU Test

lUse a ping request to check the appliance’s connectivity to a remote host. Select the network you want to check connectraty
through, and enter the |P address of the host you want to reach. To verify the MTU setting for the entire path through the network to
the destination, select Test MTU

Ping and MTU Test
Metwork: Grid >

Destination |Pvd 10.96.104 223
Address or FQDOMN

Test MTU

Test Connectivity

Ping test passed

Fing command output

PING 18.96.184,223 (1€.95.184,223) 1472(1588) bytes of data.
1438 bytes from 18.96.164.223: icmp_seq=1 ttl=64 time=8,318 ms

--- 18.96.184.223 ping statistics ---
1 packets transmitted, 1 received, 8% packet loss, time @ms
rtt min/favg/max/mdev = 8.318/8.318/8.318/8.808 ms

Found MTU 1588 for 18.96.164.223 via bre

REIB R
"W D=2 ODERE (SG5600) "

"MTUREZZEL X9
R—rLARILDZ Y bT— TGO

StorageGRID 7 7S A 7V AA VA —ZEEFDMD /) — RDBD T VAT 7147
I+ —)LOTHIFICHESHRWVKSIC. StorageGRID 7SS4 T VALV A M—=SH4EEL
TeIP7RLRFRIFT RL RAEHEICHBHFED TCP R— kT IFR— v MMk
TE3 xR LETD,

CDRAZICDWVWT

StorageGRID 7 75 A 7V AA VA —ZICREBDAR— D) XA b ZFERALT. 7FZAT7RET )Y R
Fy hTD—OROMD /) — ROBEDFEFZTANTEET,

7. AEENFS H—/\® DNS H—NTHERAINZIR— bR, EBBRY NIT—0C 47 bRy D
—J. BLUVUDP R—FTERETAITEZLHTEFEY, CNHDR—FD—EIZDOLTIZE.
StorageGRID Xy R T —UDHA RSAVICHBIHR—F )T 7 LU REBBLTLIEIL,
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R—=—brEHRET—TIICREIINTWVWE I )y Ry kT —27R— k&, StorageGRID /X\—< 3

C) MBS0 L TOAEM T, &/ —REAFITELIR— 2RI 2I1CIF. FHALTWV
% StorageGRID DN—2 a VISR LIcRYy FT—0HA RSA D EHRTI2HENHD F
ER

FIE

1. StorageGRID 7 7514 7> X1 > XA k—5hH5. Configure Networking *> Port Connectivity Test
(nmap)*Zzo v I LET,

Port Connectivity Test R—JHRREINE T,

R—MESRT—TILICIE. JUYRRY FT—OTO TCPESEZMVBEL TS/ — RE1THRREINE
To B/ —REATIZDVWTC, FTIATVRITIVCATEZIMNENRH DT )Y Ry FT—IDR—
T —TILICKRREINET,

The following node types require TCP connectivity on the Grid Network

Node Type Grid Network Ports

Admin Node 22,80,443,1504,1505,1506,1508,7443,9999

Storage Node without ADC  22,1139,1502,1506,1511,7001,9042,9999,18002,18017,18019,18082,18083,18200

Storage Node with ADC 22,1139,1501,1502,1506,1511,7001,9042,9999,18000,18001,18002,18003,18017,18019,18082,18083,18200,19000
API| Gateway 22,1506,1507,9999

Archive Node 22,1506,1509,9999,11139

RICERBEINLT ISATYRAR—bEI Uy Ry bT—ORDEDMD / — F OB DERiZ T X BT
TEY.

2 Py b= ROy TIRIIUDSE. TARTZR Yy b T—U%FEIRLET, *JVyR*, *EEE
O EErOSATUR R,

B EZDRYRNT—IULEDRZALDIPVA 7 RLZDEEZIEEL T,
T2zl RV bRT—0 LD — b ARTSARVER )/ —RrEO—-TJTEFET,
ROBUSTRTESIC. NAI7>%=FERALCEHEZIEELE T,

4. TCPR—+hES. hVITRYI>FR—rDU R b £LIFR—-—bOEEZANDLEFT,
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The following node types require TCP connectivity on the Grid Network

Node Type Grid Network Ports

Admin Node 22,80,443,1504,1505,1506,1508,7443,9999

Storage Node without ADC  22,1139,1502,1506,1511,7001,9042,9999,18002,18017,18019,18082,18083,18200

Storage Node with ADC 22,1139,1501,1502,1506,1511,7001,9042,9999,18000,18001,18002,18003,18017,18019,18082,18083,18200,19000
API Gateway 22,1506,1507,9999

Archive Node 22,1506,1509,9999,11139

Port Connectivity Test

Network Grid v
IPv4 Address 10.224.6.160-161
Ranges
Port Ranges 22,2022
Protocol ® TCP UDP
Test Connectivity

5. [HEDFAN 1 EIUYILET,

c BIRLIER—MLRILORY T —0FEDEMEIZEIE. [ Port connectivity test passed 1 £ \L\5
Xyt —IhFEONF—ICKRREINE T, nmap AYY ROHAIE. NF—DFICKRRINET,

Port connectivity test passed

Nmap command output. Note: Unreachable hosts will not appear in the output

# Nmap 7.70@ scan initiated Fri Nov 13 18:32:03 2020 as: /usr/bin/nmap -n -oN - -e br@ -p 22,2022 10.224.6.168-161
Nmap scan report for 10.224.6.160
Host is up (0.80872s latency).

PORT STATE SERVICE
22/tcp open ssh
2022/tcp open down

Nmap scan report for 10.224.6.161
Host is up (0.20060s latency).

PORT STATE SERVICE

22/tcp open ssh
2022/tcp open down

# Nmap done at Fri Nov 13 18:32:84 2020 -- 2 IP addresses (2 hosts up) scanned in .55 seconds

CR—FLRILDRY T —=TFGEH) E— MRAMIFEISNTH ' KX MDBERLIEAR—FD 1D
UEZD)YyZYLTWEWEEIF ' R—MERETIMIEKBMLELIEEWS XyE—UWEED/NT
—ICRREINE I nmap IV FOEAIE. NF—DTFICRRINET,

KA Y ZLTWERWIE—F « R—FDIREIFTIART lclosed ] T, & ZIX. FEHL

FS3ELTWB/—RHBA VR M=ILBEHDIRRET. StorageGRID NMS H—E XWX /EHITEINT
WARWBEIC. BEBONFT—DRRINZEHHD T,
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© Port connectivity test failed
Connection not established. Services might not be listening on target ports

Nmap command output. Note: Unreachable hosts will not appear in the output.

# Nmap 7.70 scan initiated Sat May 16 17:07:02 2020 as: fusr/bin/nmap -n -oN - -e br@ -p 22,80,443,1524,1505,1506,1508,7443,9999
Nmap scan report for 172.16.4.71
Host is up (@.00020s latency).

PORT STATE
22f/tcp  open
8@/tcp  open
443/tcp open
1504/tcp closed
1505/tcp open
1506/tcp open
1508/tcp open
7443/tcp open
9999/tcp open

SERVICE

ssh

http

https

evb-elm
funkproxy

uted

diagmond
oracleas-https
abyss

MAC Address: 00:50:56:87:39:AE (VMware)

# Nmap done at Sat May 16 17:07:03 202Q -- 1 IP address (1 host up) scanned in @.59 seconds

cBIRLT 1 DULEDR—FIHLTR—=FLRILORY NT =GR TERVEEIE. T Port
connectivity test failed 1 £WS X wE—IUDNFRVWNF—ICRRIINE T, nmap Y Y ROEFIE.
NF—DOTFICRRINET,

N AVAD Al = N

) E— FRX FDR— bAD TCP i THMTONIcH . EEFEICIZETHRENAD

2l RLET. BREDNRINZVGE. R— bDIREIF Tfitered 1 £BD. T71T7T+—IL
IC&>TTOY I SN TVWBRIEMDH D FT,

() ' of—rb—BRRINET,

© Port connectivity test failed
Connection failed to one or more ports.

Nmap command output. Note: Unreachable hosts will not appear in the output.

# Nmap 7.70 scan initiated Sat May 16 17:11:0Q1 2020 as: fusr/bin/nmap -n -oN - -e br@ -p 22,79,80,443,1524,1505,1506,1508,7443,9999 172.16.4.71
Nmap scan report for 172.16.4.71
Host is up (@.00029s latency).

PORT STATE SERVICE
22/tcp  open ssh
79/tcp  filtered finger
80/tcp  open http
443/tcp open https
1504/tcp closed evb-elm
1505/tcp open funkproxy
1506/tcp open utcd
1508/tcp open diagmond
7443/tcp open oracleas-https
9999/tcp open abyss

MAC Address: @0:50:56:87:39:AE (VMware)

# Nmap done at Sat May 16 17:11:02 2020 -- 1 IP address (1 host up) scanned in 1.6@ seconds

&Ik

"y RT=THARS A"
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E27000> FO—SDIP7 RLRZHRELEFT

E2700 O> bO—SDEER— b1 ZFERALT. 77547 > X% SANtricity Storage
Manager DEEXRY FT =71 L £, StorageGRID TISATADN—RT T
THEIUOAMO—FT7 7LV T EDEBEGNEONGE WL SIC. E2700 OV k
O—S0FMNIP 7RLAZRETIHNELHD £,

NEREHD
HR—rEINTWBAWeb T SO ZFEARALET,

CDRAZICDWVWT

DHCP IC& > TEIDHTHNET FLRIE LWD2 E*h%b‘bb‘biﬁho —BLET7 I AZRIRT S
eI AV FO—JICBNIP 7 RLIZEIDETTRE

FIE

1. 9547 rH5. StorageGRID 7 /S5A TV AA VA M—=FDURLZ AL ET @ +
https://E5600SG Controller IP:8443

DIHE "E5600SG_Controller IP 1ZIE. EEDStorageGRID %y h T —I EDT7 IS4 7V ADIPT7 R L
2z FERALET,

StorageGRID 7 7S A 7Y AA VA =S5 DHR—LR—=IHBRRINET,
2 N—=ROTT7HEE*>*AL—=2 -0 O-F - Xy bT—UBE* ZFIRLET,
Storage Controller Network Configuration R—HRRINE T,

3. XY hT—UERICIELC T, IPv4A. IPv6. F7/-IEZF DA T *Enabled * Z3&IRL £ 9,
4. BFMNICKRTIND IPVA 7PRLAZEZIZEHET,

COR—FICIP7RLRAZEIDETSEODT T #ILbDAEIE. DHCP T,

@ DHCP [EAER I N3 £ TIolahh B IBa R B D £ 5,

24



IPvd Address Assignment i Static w DHCP

IPvd Address (CIDR) 10224 .5 16621

Default Gateway 10.224.01

5. MEIZIGLT. E2700 O FO—SEER—FDEMIP 7PRLAZH/ELE T,

@ BEIER— MW IPZRDYTEH. DHCPH—NTT7RLZADKA) —A%2EDYTS
MEBHRBHD T,

a. I*Static* ] ZFEIRL £,

b. CIDR Ri2=#ERHLTIPv4 7RLRXZAHDLET,

C TFIAILM—bITAZANLET,

IPvd Address Assignment = Static DHCP
IPv4 Address (CIDR) 10.224.2 200/21
Default Gateway 10.224.0.1

d. [#7F (Save) 12U v L%,
ZENEREIND ETTHD DD BZEENHD £,

SANTtricity Storage ManageriC###td 2 & Fid. FTLWVLERHNIP7 FL XZURL : +& LTERALFT
https://E2700 _Controller IP

BETER
"X k7w DI =27 )L ¢ SANtricity Storage Manager”

SANtricity A AL —2 « IRX—J v ADT7 T5A4 7 > ADIEN

7547 AND E2700 O b O—>% SANTtricity Storage Manager (C$&EftL. 77
FATVAZAML—=DT7 LA LTEMLEYD,

BERHD
PR—-—bETNTVWBEWebT SO HZFERALET,

CDRAZIZDWVWT
FHLWFIBEICDWTIX. SANTtricity Storage Manager D RF a2 XY BB L TV,

FIE
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1. WebJ S U %#BIZ. SANtricity Storage Manager®URLICIP7 KL XZ AL T © +
https://E2700 _Controller IP

SANtricity Storage Manager D5« > R—IHRRENE T,

2. [ BMAEDER ] R—2T. [*Manual] #3&RL. [OK|ZIUv I LET,
3 T*R&E*>*AML—CT7LA1DEM* )] ZFRLET,

Add New Storage Array - Manual R—JHRRINE T,

t are in-b d out-of-band ma m i 7

A ollers with maore il met

What if my system only has one controller?

Select a management method:

® Qut-of-band management
Manage the storage array using the controller Etherneat connections

Controller (DNSMNetwork name, IPvd address, or IPvG address)

Contraller (OMSMNetwork name, IPvd address, of IPvE address)

() In-band management
Manage the storage array through an attached host

Host (DNSMetwork name, IPv4 address. or IPvE address

[“aa | [ Gancl | [ i |

4. [HHEHABE 1Ry IR ROVWTIhHDEZANDLET,

° *DHCP %ZfER : *E2700 > FO—5 EOEBEAR— M1 ICRLTDHCP H—NICK o TEIDHTS
NP 7RLR
° *DHCPZERALAL 1 *192.168.128.101

@ SANTtricity Storage Manager I[CEI SN DIET 7547 AO—ADOAY rO—F 71
IFRDT. IPF7ZRLZRIF1DEITTEAET,

5. &M (Add) 1%22UwoLET,
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Node Encryption
Mode encryption allows you to use an external key management server (KMS) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for the

appliance and a KMS is configured for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status

A\ You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed.
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3. [/—FES{tEBMICTS ] Z:BIRLEFT,

REEZBIRL. 7S50 T7 X/ —RKHStorageGRID > X F LRDKMSES{tF—IC 7oL TT~«
AVBEEZRBTZETIE. [/ —RESILEEMICT S ZFRERL TT—RBEXD ) XU % [0
TEET 7TAT7VRADA VA M=)LE. /—RESEZEWNCTZICIETETEEA

(D KMS Z3Z % StorageGRID 1 ~Z/ — FEESIEABMICH > TWEI T IS4 7V R %ZE
Mmydc. €D/ —RTKMS BE(LEFERITIDZEILETEICIETEEEA
4 [1R7F (Save) | %Z@RLZET,
S. 77547 R% StorageGRID Y XT LD/ —R LTEALET,
KMS THIIE W BREE1bId. 7751 7> X StorageGRID H 1 FBICREINTLS KMS £— |27
JERATBEHIBEINET,. KMSES{ETOCZARIZA VA M —=FIC&L > TEFIRRDO KX vEz—IhK

TENET. COIBICIF. TTSATUVRAADT « VR 2 —LOBICE > TIHA DD B eh'DH
DEJ,

T7SATYRIE BINCET « AVR) 2a—LIZT V4 L7 KMS UADEESLF—%F|
@ DYTTHERLET. T4 XAV ZO—RNAESLF—%2FRAL TEStIhEzT, C

DF—IF. /—RESEHIEME>TWVWSE T SS54 7 > AN StorageGRID H -1 ~AICER

EINTWBKMS ¥—|C7 7R3 XTldtEFa) T REINFTE Ao

I’
TISAT VR = FBAYTFHFUVIAE-FOLEICERAINTVS / — FESIEXT—2 X KMS DFF
. BXVAREZHETETET,

BE ER
"StorageGRID D EIE"

"AVTFUAE-RTO/ — FES{EDEER"

73> RAID6E—RADZTE (SG56600DH)
60 RS+ J%BEH L 7= SG5660 =EAT 3EEIE. R a—LERET 7 4L kH D

31


https://docs.netapp.com/ja-jp/storagegrid-115/admin/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/admin/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/admin/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/admin/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/admin/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/admin/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/admin/index.html
https://docs.netapp.com/ja-jp/storagegrid-115/sg5600/monitoring-node-encryption-in-maintenance-mode.html
https://docs.netapp.com/ja-jp/storagegrid-115/sg5600/monitoring-node-encryption-in-maintenance-mode.html
https://docs.netapp.com/ja-jp/storagegrid-115/sg5600/monitoring-node-encryption-in-maintenance-mode.html
https://docs.netapp.com/ja-jp/storagegrid-115/sg5600/monitoring-node-encryption-in-maintenance-mode.html
https://docs.netapp.com/ja-jp/storagegrid-115/sg5600/monitoring-node-encryption-in-maintenance-mode.html
https://docs.netapp.com/ja-jp/storagegrid-115/sg5600/monitoring-node-encryption-in-maintenance-mode.html
https://docs.netapp.com/ja-jp/storagegrid-115/sg5600/monitoring-node-encryption-in-maintenance-mode.html
https://docs.netapp.com/ja-jp/storagegrid-115/sg5600/monitoring-node-encryption-in-maintenance-mode.html
https://docs.netapp.com/ja-jp/storagegrid-115/sg5600/monitoring-node-encryption-in-maintenance-mode.html
https://docs.netapp.com/ja-jp/storagegrid-115/sg5600/monitoring-node-encryption-in-maintenance-mode.html
https://docs.netapp.com/ja-jp/storagegrid-115/sg5600/monitoring-node-encryption-in-maintenance-mode.html
https://docs.netapp.com/ja-jp/storagegrid-115/sg5600/monitoring-node-encryption-in-maintenance-mode.html
https://docs.netapp.com/ja-jp/storagegrid-115/sg5600/monitoring-node-encryption-in-maintenance-mode.html
https://docs.netapp.com/ja-jp/storagegrid-115/sg5600/monitoring-node-encryption-in-maintenance-mode.html
https://docs.netapp.com/ja-jp/storagegrid-115/sg5600/monitoring-node-encryption-in-maintenance-mode.html
https://docs.netapp.com/ja-jp/storagegrid-115/sg5600/monitoring-node-encryption-in-maintenance-mode.html
https://docs.netapp.com/ja-jp/storagegrid-115/sg5600/monitoring-node-encryption-in-maintenance-mode.html
https://docs.netapp.com/ja-jp/storagegrid-115/sg5600/monitoring-node-encryption-in-maintenance-mode.html
https://docs.netapp.com/ja-jp/storagegrid-115/sg5600/monitoring-node-encryption-in-maintenance-mode.html
https://docs.netapp.com/ja-jp/storagegrid-115/sg5600/monitoring-node-encryption-in-maintenance-mode.html
https://docs.netapp.com/ja-jp/storagegrid-115/sg5600/monitoring-node-encryption-in-maintenance-mode.html
https://docs.netapp.com/ja-jp/storagegrid-115/sg5600/monitoring-node-encryption-in-maintenance-mode.html
https://docs.netapp.com/ja-jp/storagegrid-115/sg5600/monitoring-node-encryption-in-maintenance-mode.html
https://docs.netapp.com/ja-jp/storagegrid-115/sg5600/monitoring-node-encryption-in-maintenance-mode.html
https://docs.netapp.com/ja-jp/storagegrid-115/sg5600/monitoring-node-encryption-in-maintenance-mode.html
https://docs.netapp.com/ja-jp/storagegrid-115/sg5600/monitoring-node-encryption-in-maintenance-mode.html
https://docs.netapp.com/ja-jp/storagegrid-115/sg5600/monitoring-node-encryption-in-maintenance-mode.html
https://docs.netapp.com/ja-jp/storagegrid-115/sg5600/monitoring-node-encryption-in-maintenance-mode.html
https://docs.netapp.com/ja-jp/storagegrid-115/sg5600/monitoring-node-encryption-in-maintenance-mode.html
https://docs.netapp.com/ja-jp/storagegrid-115/sg5600/monitoring-node-encryption-in-maintenance-mode.html
https://docs.netapp.com/ja-jp/storagegrid-115/sg5600/monitoring-node-encryption-in-maintenance-mode.html
https://docs.netapp.com/ja-jp/storagegrid-115/sg5600/monitoring-node-encryption-in-maintenance-mode.html
https://docs.netapp.com/ja-jp/storagegrid-115/sg5600/monitoring-node-encryption-in-maintenance-mode.html
https://docs.netapp.com/ja-jp/storagegrid-115/sg5600/monitoring-node-encryption-in-maintenance-mode.html
https://docs.netapp.com/ja-jp/storagegrid-115/sg5600/monitoring-node-encryption-in-maintenance-mode.html
https://docs.netapp.com/ja-jp/storagegrid-115/sg5600/monitoring-node-encryption-in-maintenance-mode.html
https://docs.netapp.com/ja-jp/storagegrid-115/sg5600/monitoring-node-encryption-in-maintenance-mode.html
https://docs.netapp.com/ja-jp/storagegrid-115/sg5600/monitoring-node-encryption-in-maintenance-mode.html
https://docs.netapp.com/ja-jp/storagegrid-115/sg5600/monitoring-node-encryption-in-maintenance-mode.html
https://docs.netapp.com/ja-jp/storagegrid-115/sg5600/monitoring-node-encryption-in-maintenance-mode.html
https://docs.netapp.com/ja-jp/storagegrid-115/sg5600/monitoring-node-encryption-in-maintenance-mode.html

T EINBHETHS Dynamic Disk Pools (DDP) 15 RAIDG ICEETEXY, £
— REZETETSDIE. StorageGRID 7 SSAT7 VAR ML=/ —REEBATBHI
1T T,

BEZHD

* SG5660 #EAL TWLW3, SG5612 IE RAID 6 ZHR— kL TLAL, SG5612 ZEA L TWLW3IHEIE.
DDP E— RZFEARATIMNELHD £,

R 2a—LHFTTITHERINTLWSIHE StorageGRID HFHIICT VX F—ILENTVWBHE
() (CRADE—REZETSHL. RUa—LAWRSNTESRISNET, HREBLAY
21— LDF—ZFTRTEDNET,

CDRRAIICDWT

StorageGRID 7 7 SA 7Y RAA ML=/ —REBATBZHIIC. R a—LBRA T a>ERD2O05
BIRTE XY,

* * Dynamic Disk Pools (DDP) *-#3 N3 T 74 FDRETY, DDP IF. X TLD/NT #—<
VRBNIEEBERN—R I T7T—2FREAR T, RSATEENRELLH D) EI RIFRERE
MgdehTE. BEDHBHETT,

**RAID6 * — & T 4 RV TNUT A ANSA TR ERTZN—RI T T7FREAXT. T—EH%kbNn3H
ICRAID Y FAD 2 DDT 1 AVEEICHIGL £,

1L A XD StorageGRID IRIETIE. RAID 6 DEALHREINEE A, RAID6 2 FHT 3
EARL—U%FA88% £ THELESH (DDP TIE80%) « RSATEELASDU A
N DFERIZ DDP E— ROAMKEBNRTUVET,

FIE

1. H—EXSYv T by P TWebT S UH%EFAE. StorageGRID 7 TSA TV AA VAN =5D+ICT IR
L &9 https://E5600SG Controller IP:8443

C CTC E5600SG _Controller IPIE. E5600SGOY bO—ZDWVWITNHDIPY KL XTI,

2 XZa—N—h5*T7RNVAK*>*RAID E— KR *%#&IRLFE T,

3. RAID E—RDFEBEE*R—IT. E—RRAYIHXTIVUX DS *RAIDG * ZFIRL 95

4 [®7F (Save) &2V voILET,

FAToay TIATIORINTEDRY N T—0R—EDE
JwvE>d
TITSATVRAAML—=Y /) —ROAREBR— b ZFONZAR— MBI YE>YTTSBC
EDRNBIZRBIGEDHD XTI, IezlE. 771077 4+—ILORE HREETR—FOD
BIYvYvEYITHREICHRBZEHHD X,

WHEBHD
* LIFIIC StorageGRID 7 7S A 7Y AA VYA M—=FIC7 AL TWHE,

32



CO—RASYHIVRACIY FEBELTHEST, BETZFELRVRETHILENHD 7,

F— BT YELIT38E. ALE— AL TO—RASIHIYRESY b E

® RETZCLETEERA, K= FEBETYELIEHOBAICO— RNSIHIY RE
1Y RERETBICE. UDNYEXYTF Y IDOFIBIR > THR— FOBYYEY I %
BIRR LT 2T,

FIE

1. StorageGRID 7 7S5 A 7V AA VA R—=5DAZa2—/\—H'5. Configure Networking *>*Remap Port
270w oLET,

Remap Port R—UHRREINE T,

2. Network* ROy FH IRy I IS, BYYEYITBR—bDFRy kT—72 (Grid. Admin. %
7zl& Client) ZFERL £,

3. [Protocol] ROy FHA TRy IZZAHS, IPFORIJILE LT[TCP] £7I& [UDP] ZEIRL £ 95

4. [* Remap Direction] * ROw IR TRy I ZINSE, COR—MIBIVEYI TN T v ohARA (
AVINTUR, PTIORNTUR, £RIEWNAR) ZFRLET,

5. '*Original Port* J IZ. BYvEYJ 323 R—rDESZANLET,
6. T *mapped-to Port* 1 (Zld. KO DICFERTZHR—bDESZANLET,
I [*IL—ILDEM* |20V v I LET,

HLOWR—bvEIDBT—TIIISEMEN. HILLWIYEITHIREBICEMIRD T,

Remap Ports

If required, you can remap the internal ports on the appliance Storage Mode to different external ports. For example, you
might need to remap ports because of a firewall issue.
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