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2019-08-07T18:43:30.247711

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1565149504991681] [TIME (UI64) :73520] [SAT
P(IPAD) :"10.224.2.255"] [S3AI (CSTR) :"17530064241597054718"]

[SACC (CSTR) : "s3tenant"] [S3AK(CSTR) : "SGKH9100SCKNB8M3MTWNt —
PhoTDwB9JOk7PtyLkQmA=="] [SUSR (CSTR) : "urn:sgws:identity::175300642415970547
18:root"]

[SBATI (CSTR) :"17530064241597054718"] [SBAC (CSTR) :"s3tenant"] [S3BK (CSTR) : "buc
ketl"] [AVER (UI32) :10] [ATIM(UI64) :1565203410247711]

[ATYP (FC32) : SPUT] [ANID(UI32) :12454421] [AMID(FC32) : S3RQ] [ATID(UI64) : 7074142
1424726110857 ]

2019-08-07T18:43:30.783597

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1565149504991696] [TIME (UI64) :120713] [SA
IP(IPAD) :"10.224.2.255"] [S3AI (CSTR) :"17530064241597054718"]

[SACC (CSTR) : "s3tenant"] [S3AK(CSTR) : "SGKH9100SCkKkNB8M3MTWNt —
PhoTDwB9JOk7PtyLkQmA=="1] [SUSR (CSTR) : "urn:sgws:identity::175300642415970547
18:root"]

[SBATI (CSTR) :"17530064241597054718"] [SBAC (CSTR) :"s3tenant"] [S3BK (CSTR) : "buc
ketl"] [S3KY (CSTR) :"fh-small-0"]

[CBID(UI64) :0x779557A069B2C037] [UUID(CSTR) :"94BA6949-38E1-4B0C-BC80-
EB44FBAFCCT7F"] [CSIZ(UI64) :1024] [AVER(UI32) :10]

[ATIM(UIG64) :1565203410783597] [ATYP (FC32) :SPUT] [ANID(UI32) :12454421] [AMID (F
C32) : S3RQ] [ATID(UIb4) :84396067221084560221]]

2019-08-07T18:43:30.784558

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1565149504991693] [TIME (UI64) :121666] [SA
IP(IPAD) :"10.224.2.255"] [S3AI (CSTR) :"17530064241597054718"]

[SACC (CSTR) :"s3tenant"] [S3AK (CSTR) : "SGKH9100SCkNB8M3MTWNt -
PhoTDwB9JOk7PtyLkQmA=="] [SUSR (CSTR) :"urn:sgws:identity::175300642415970547
18:root"]

[SBAI (CSTR) :"17530064241597054718"] [SBAC (CSTR) :"s3tenant"] [S3BK(CSTR) : "buc
ket1"] [S3KY (CSTR) : "fh-small-2000"]

[CBID(UI64) :0x180CBD8E678EED17] [UUID(CSTR) :"19CE06D0-D2CF-4B03-9C38~-
E578D66F7ADD"] [CSIZ (UI64) :1024] [AVER(UI32) :10]

[ATIM(UIG64) :1565203410784558] [ATYP (FC32) : SPUT] [ANID(UI32) :12454421] [AMID (F
C32) : S3RQ] [ATID(UI64) :13489590586043706682]]
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(D BITZRHEAPITLLITBDHIC. TITAILFTREEALRAZYTIFRAESNhEFEA. &
TLAZYTERTTBITIE. RALRZT=2ERALET (-v) 279Uy ILET,

Bk
"SPUT : S3 PUT"

audit-sum'Y — )L = fER T 3
ZHEATEEXT audit-sum EFIAH. FAHED . HEAD. HIFROBREEAXAvE—%
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AT EL. TNENOWER A TDR xR FHEHE (FEFT1X) 2RRT
5Y—IJLT9Y,
NEBDHD

CREDT UL AERDBETT,

* ZRABRLTHLKBELNHD £ Passwords.txt 771 o

* TSARVEEB/—ROIP7RLAZEREL TEBERHD £,

CDRRAIICDWT

o audit-sum WV —ILIETFSATVER/ —RTEARATE. OJICEBRINTEESIIAHAH. FTiAED. HIfRDWL
By, TNS0NBICELEBREZEIETE XY,

o audit-sum WV —JLIE. FICr;Z TN a—TFT0 V> TNBOICT O Z ALY R— MHMER
() 35 rEBHLLTLET, WBHATT audit-sun 2 TUIRABDCPUNT — & BHET 5
BIREM D B B fc . StorageGRID DIBICHEZ RIFTIHELHD £,

ROEIE. DE5DO—REIHRENZRL TWVWET audit-sum WV —Ilo COfFZ. 7O J)LAAIBICE L 7=
ZzmLTWEY,

message group count min (sec) max (sec)
average (sec)

IDEL 274

SDEL 213371 0.004 20.934
0.352

SGET 201906 0.010 1740.290
1.132

SHEA 22716 0.005 2.349
0.272

SPUT 1771398 0.011 1770.563
0.487

o audit-sum VY—JLIE. BEEOJRDOIRDS3. Swiftt BELUVILMEEX v E—JOReBEZEELE T,

J—FR sHER EEBLTLIETL

ARCT T—hA47 505U REBHISEIELET "ARCT ! VU RBEHIST—H4a4 T zBIF
LExg"

VSCTo A\ T7—HhATRET7 -U5TRKER "ASCT : 7—HATRNT DI ST RIERE"

IDEL ILM Initiated Delete : ILM 'A< % "IDEL : ILM Initiated Delete”

HIFR 9 2022 Rtad 5 LR ENE I

12



ad—F
SDEL

SGET

Shea

SPUT

WDEL

wget

WHEA

WPUT

o audit-sum V—JLIF. FL—2ERAELBERFEROEEQI ZNIETEXT, A

GG

S3DELETE : A7z FEIINT Y b
ZHIRRT 3 b0 a > ohxEOJIC
seixL 9,

S3GET : N7y FROA TS U &
HLUFERIFURN Y TTB RSSO
CORRMEOJICEERLET,

S3HEAD : A7z MEIINTY D
GFHREERERIZ oo a > oz O
JICEEERL X9,

S3PUT : A7z NFEIINTy b EH
HRIERT D b oo 3> oRIhEOY
ICEeEx L £ 9

Swift DELETE : Z#J7Yx 7 hE/HlZO> T
TEHIRTZ NSO a ohEOY
ICEeEx L £ 9

Swift GET : AYTFHDA T U M &
AHLFLREIVR N7 TIB I T I
IO ZEOJICEELFT,

Swift HEAD : A7V &IV TTD
GRZHERTB LS oH 0 a v OmNED
JISEERLET,

Swift PUT 1 A 72 bELIZIVTT%
MR T B S0 a > OmIN%ZR
JISEERLET,

audit-sum audit.log

audit-sum 2019-08-12.txt.gz

ZBRLTLETL

"SDEL :

"SGET :

"Shea :

"SPUT :

"WDEL

"wget

"WHEA

"WPUT

S3 DELETE"

S3 GET"

S3 AW R"

S3 PUT"

. Swift DHIR"

Swift GET"

Swift AN K"

Swift PUT"

o audit-sum V—IJlid. BHEO T 7ML Zz—EICNIETZHTETFET, fi:

audit-sum audit.log 2019-08-12.txt.gz 2019-08-13.txt.gz
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audit-sum /var/local/audit/export/*

REZIC. audit-sum YV —ILIZ. NATHEDANEZRITANDZCEHTEFET, kD, 2#FEHRELT.
ANZ T IR EBELVFIBTEXY grep AV RERISFDMDFER, fl :

grep WGET audit.log | audit-sum
grep bucketl audit.log | audit-sum

grep SPUT audit.log | grep bucketl | audit-sum

COY—IL. T 7 AR TRHEANE LTRIANE R Ao FRT 71 L ENIET
() 3kl 77 LREITV RSV LTIEES 5. 2BALET scat RANCT 7
AIVERET Y —ILo B

audit-sum audit.log.gz

zcat audit.log.gz | audit-sum

ARYRSAVF T arvERALT. N7y MINT3UEBZA T MW T BB EIERICE EHTc
D, XvtE—CoBBZNT Y ba Bl 24—y b XA TRNCTIIL—TELTcDTEES, T74ILET
F. BEZICIFRN &R FHOLEREARTINE TN Z2FEHATEIEHTEXY size (-s) TTD
IV YA X 2RTTBATa>TY,

HEAL XY help (-h) FHRARERAF S aYERRITZIOHDFT T3>, Fi:
S audit-sum -h

Flig

1. 72547 VER/ —RricOJ1>LES,
a ROANVEFZANLEY, ssh admin@primary Admin Node IP
b. [CEBEHINTWB/NRT—RFZAALET Passwords.txt 771 J)lo

2. /%ifiig FAED. HEAD . HIFRDMIBICEHE T B2 IR TDORYE—J 2RI BICIE. ROFIEER
17T o

aRDIARY RZANLEY /var/local/audit/export/audit.log BT 37 71 ILDERICIH
FrekLE T,

14



$ audit-sum /var/local/audit/export/audit.log

ROBNE. DS D—MEHNEHNZRLTWET audit-sum V—Jbo CTORIIF. 7O~ JJLAIRICE
L7cBEZRLTULE D,

message group count min (sec) max (sec)

average (sec)

IDEL 274

SDEL 213371 0.004 20.934
0.352

SGET 201906 0.010 1740.290
1.132

SHEA 22716 0.005 2.349
0.272

SPUT 1771398 0.011 1770.563
0.487

COBITIE. FENIBRRITlE SGET (S3GET) MEA 113 M EEHEV—AT. RANUIEEER
TId SGETAMIB X SPUT (S3PUT) MWEBAYESHH1. 7710 E—BEL<LHL->TVET,

- ROREDDD oA LB Z104RI T BICIE. grepdX Y REFERL TSGETX v tE—J D
HZERL. longd AT a>ZBMLET (-1) ATV MNRZEDHBICIE ¢ grep SGET

audit.log | audit-sum -1

BRI T (AT MERBNTY B) ENZRDGENET, COBRZEAL T BEO
J%Zgrep LTINSDA TP MIBET MDAy -2 HNTEE T,

15



Total: 201906 operations

Slowest: 1740.290 sec
Average: 1.132 sec
Fastest: 0.010 sec
Slowest operations:
time (usec) source 1ip type size (B) path
1740289662 10.96.101.125 object 5663711385
backup/r9010aQ8JB-1566861764-4519.1is0
1624414429 10.96.101.125 object 5375001556
backup/r9010aQ8JB-1566861764-6618.1is0
1533143793 10.96.101.125 object 5183661466
backup/r9010aQ8JB-1566861764-4518.1is0
70839 10.96.101.125 object 28338
bucket3/dat.1566861764-6619
68487 10.96.101.125 object 27890
bucket3/dat.1566861764-6615
67798 10.96.101.125 object 27671
bucket5/dat.1566861764-6617
67027 10.96.101.125 object 27230
bucket5/dat.1566861764-4517
60922 10.96.101.125 object 26118
bucket3/dat.1566861764-4520
35588 10.96.101.125 object 11311
bucket3/dat.1566861764-6616
23897 10.96.101.125 object 10692

bucket3/dat.1566861764-4516

+ COHBAFIDSIF. FRBEEADD o7 3ED S3 GET BXRH, DA TP I FEDBIEBIMNICKE
W 5GB DA T U MIWLTEITINEZEHADLIDET, YA IDKREFVWE. REDHEDH
HLURBDARCAD 9,

3TV YRICADIAFNTWERA ISz T VY RDSHRABINTVWERA TSV b1 XZRE
TBICIE. sizeA T a>EFERLET (-s)

audit-sum -s audit.log

16



message group
average (MB)

IDEL
1654.502
SDEL

1.695
SGET
14.920
SHEA
2.967
SPUT
2.495

COFITIE. SPUT OFEHFA T o b+ X 2.5MB KiFTI DL

274

213371

201906

22716

1771398

0.000

0.001

0.000

5000.

10.

5000.

000

504

000

SGET OFFH 1 XFE B MK

TV DEFT, SPUT Xwt—C0RIE SGET XwtE—C0HEDBHIZZINICZ L, IFEAED
FIo T b FmABEINTULWAVWZ EEZRLTULWET,

4. FEHDFAH LICEED DD > TOWAWHDE SH ZFERT 3 ICIE. ROFIEZETT

a HYYTBHEEOSICHLTIVY REMELIEL. group-by-imed 7> 3 V2 @ALET (-gt) I
BT CHAR (6 - 15M. 1H. 10S) ZIBEL £,

grep SGET audit.log |

audit-sum —-gt 1H

17



message group count min (sec) max (sec)
average (sec)

2019-09-05T00 7591 0.010 1481.867
1.254

2019-09-05T01 4173 0.011 1740.290
1.115

2019-09-05T02 20142 0.011 1274.961
1.562

2019-09-05T03 57591 0.010 1383.867
1.254

2019-09-05T04 124171 0.013 1740.290
1.405

2019-09-05T05 420182 0.021 1274.511
1.562

2019-09-05T06 1220371 0.015 6274.961
5.562

2019-09-05T07 527142 0.011 1974.228
2.002

2019-09-05T08 384173 0.012 1740.290
1.105

2019-09-05T09 27591 0.010 1481.867
1.354

FEEDFERIZ. 06 : 00 £ 07 : 00 DREICS3GET bS 74 woINRBE LI EZRLTUVET,
COEBMTIIRAREE FUERHARICES B>2THED, T—XDEIMICHE > THRAICELEST
WABADITTIEHD FttA CDOIEDSD. XY RT—=0FIZT) v RICKBZERDNIEBREEHDE
W TExEY N T ZBII-AEEDLHD £,

DA DA T U CAFIBICGRAE TN TW D E1REEEBEN THESE T 3ICIE. sized T3>
EBMLET (-s) 2OV RIEMLES,

grep SGET audit.log | audit-sum -gt 1H -s



message group
average (B)

2019-09-05T00
1.976
2019-09-05T01
2.062
2019-09-05T02
2.303
2019-09-05T03
1.182
2019-09-05T04
1.528
2019-09-05T05
2.398
2019-09-05T06
51.328
2019-09-05T07
2.147
2019-09-05T08
1.878
2019-09-05T09
1.354

CDFERD 5.
f=Cehbhhb £7,

4173

20142

57591

124171

420182

1220371

527142

384173

27591

FAHL NS T4 v I DENRKITE

min (B) max (B)
0.040 1481.867
0.043 1740.290
0.083 1274.961
0.912 1383.867
0.730 1740.290
0.875 4274.511
0.691 5663711385.961
0.130 1974.228
0.625 1740.290
0.689 1481.867

LIcE &I, FFRBICKBEDTAE LIELEL

C. F¥MizHEER T BICIE. ZFEALET audit-explain FORRICT R TOSGETUIRZESRT 7=

DY—=I)L:

grep 2019-09-05T06 audit.log |

grep

SGET |

audit-explain

| less

grepAX Y FOEINZ L DITICHRZ L FRINBZGZEIE. ZEMLET less EEOT T 711D

RABEZ—EICIR—D

S. Ny MMIKT B SPUT MUIRICA T2 0 MMIRT 3 SPUT UK D HEFREA DD 5

(1EmE) ®RRI3IATVE,

HRI3ICI3. ROFIEZERITLET,
a RUICZEFERALET ~-go AT 3. AT MUBENT Y MUBTXytE—2Z2 0 )L—kL

9,

grep SPUT sample.log

audit-sum -go

TWBHESH%ZE
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message group count min (sec) max (sec)
average (sec)

SPUT.bucket 1 0.125 0.125
0.125

SPUT.object 12 0.025 1.019
0.236

FERROERLIS. N7y MMIRT D SPUTAIBE AT 0 MIXT 3 SPUTRUIBT/IN T #—<I X
HELRERDZ A DOAIDET,

b. SPUTALIBICRBHBEBDD D > TWBNT Y CERET ZICIE. ZFERALET -gb A T3> N7
v hZCICXyE—C%TIIL—FELE T,

grep SPUT audit.log | audit-sum -gb

message group count min (sec) max (sec)
average (sec)

SPUT.cho-non-versioning 71943 0.046 1770.563
1.571

SPUT.cho-versioning 54277 0.047 1736.633
1.415

SPUT.cho-west-region 80615 0.040 55.557
1.329

SPUT.1dt002 1564563 0.011 51.569
0.361

C.SPUTA IV DY A IDBOERTVWNT Y FEBETDICIE. MAZEFERALET -gb BELUY -5
A=

grep SPUT audit.log | audit-sum -gb -s



message group count min (B) max (B)
average (B)

SPUT.cho-non-versioning 71943 2.097 5000.000
21.672

SPUT.cho-versioning 54277 2.097 5000.000
21.120

SPUT.cho-west-region 80615 2.097 800.000
14.433

SPUT.1dt002 1564563 0.000 999.972
0.352

RIS R
"audit-explain'y — JLDfE A"

EBXvtE—0R R

StorageGRID ¥ X7 LR TR DEMD TNBEEX v E—JICIE. TRTOAYE—IIC
HBOIBEBRE . WEARDAARY FELRETITETrZHATIEEOIVT
YD EENET,

ICK > TIRESINI-BIEBRDIBE audit-explain LY audit-sum V—IL TH+RTIEHD FHA. ¢
RTODEBEXAYVE—CO—BNBERZIBET 3ICIE. COEI>a > ZzBRLTIIEEL,

R BEBEOJ 77 LICKREREINTLEREEA v E—2 AT,

2014-07-17T03:50:47.484627

[AUDT: [RSLT (FC32) : VRGN] [AVER (UI32) :10] [ATIM(UI64) :1405569047484627] [ATYP (F
C32) :SYSU] [ANID(UI32) :11627225] [AMID(FC32) :ARNI] [ATID(UI64) :94457363265006
03516711

BEEXAYE-—JICIF. —EOBRMERTHERINT T, XFI2EDADNSITEENET (1 1) « &
UXFIRDORREBRICIF. ROFEDHD FT,

*ADSITHFEFNATVWET [ ]

* XFHTEAINEY AUDT Z2IEEL T

* BIRICRYIDES (A IYPRAR—X) AR
CWITXFTHRTLET \n

BERICIZ. ROTATHRESNBIEEI-—F. 728 ELMEDEIENE T,
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[ATTR (type) :value] [ATTR (type) :value] ...
[ATTR (type) :value] \n

AyvtE—HROBRBEMEZROHIEZ. XvtE—SDARY MEAFICE>TERDFET, BEERIIFTEDIEFT
X rEINEFH A
Tic. BMEERICOVWTEHBELED,

* ATTR |F. METNIZIBHEDANFEDI—RTY, IRNTOEEX Yy E—JICHETIER IRV NEE
DEMEHLHD X7,

* type |3, Ul64, FCI2R X EQTOT S I VI T —2BDAXFDHHNFTY . 217 3Hh>ITHZE
nNEY (o

* value IBMEOHNET. BEIIBUEX/ZIETFAMETY, EORICIEEICIOVIMTETET () o T
— A2 324 FCSTROMEIIZE5|RAFTTHRENET "

RIS R
"audit-explain*y — JLDfE A"

"audit-sum” —JLZfERT 3"
EEX Y-
"BEEXAVE-—COHBRER"
" — B

"BEEXvE—J 0

— 4
BEEXYE—HNOBROENICIESETIERT -1 THMERINE T,

[

hl

ZANDLET e

U132 BHELRLEEM (32Ev k) o 0~4. 294, 967
. 295 OBUBEEINTET X,

ule4 HERLEEEREEM (4Ev ) ., 0~18. 446
. 744, 073. 709. 551. 615 DIFEZKINT
TET,

FC32 4 XLFDEH. "ABCD" XD 4 DD ASCI XFET

RKEN3 32y FORFSH LEHETT,

iPad IP7RLRICERINE T,
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ZANDLFET Bl
CSTR UTF-8 XFDAIZERT7 LA TY. XFITXRDHAET
IRT—TTEFT,
*NYIRXTvald\,
cEBRYFIE\rTY
* ZE5IATFIRE .
BT EHLWT) E\nTY

* XFIE. ENTNICHET S 16 ERICETHR R
BZ2eMTEFERY (HH OFZR. HH IFEXET
BXFeRY 16 #E) -

ARV NEEDT—4
EBEOVHNOREBXA Y- RATLARY MIBEBDT—2%5ix L E T,

FOEBICHEILWT [AUDT: Xyt —CBEZHTSITF. RO—EDREMIE. BEEXvE—2IC&-T
MRINBAIRY R FFT I aVICET3ERERELE T UTOHITIE. ChoDEHZEHERTL
TWET,

2018-12-05T08:24:45.921845 [AUDT: [RSLT (FC32) : SUCS] [| *[TIME(UI64):11454]
[SAIP(IPAD):"10.224.0.100"] [S3AI(CSTR):"60025621595611246499"]* "[*SACC(CSTR):"account"]
[S3AK(CSTR):"SGKH4_Nc8SO1H6W3wOnCOFCGgk__ E6dYzKIumRsKJA=="]*
“*[SUSR(CSTR):"urn:sgws:identity::60025621595611246499:r00t"]*" []

[SBAI (CSTR) : "60025621595611246499"] [SBAC (CSTR) : "account"] [S3BK(CSTR) : "bucket"] []
“*[S3KY(CSTR):"object"] [CBID(UI64):0xCC128BIBIE428347]* [] [UUID (CSTR) : "B975D2CE-E4DA-4D14-
8A23-1CB4B83F2CD8"] [CSIZ(UI64) :30720] [AVER(UI32):10]

[ATIM(UI64) :1543998285921845] [ATYP(FC32) :SHEA] [ANID(UI32):12281045]

[AMID(FC32) : S3RQ] [ATID(UIb4) :155524176291706472617]

o ATYP BER (COFITIETREIE) 1Z. Xvt—CFERLIEARY R EBAILET, COBIDXyvE—
IZIE. SHEA Xwt—23—R ([ATYP (FC32) : SHEA]) iEFnTWEd, Chid. BIhL 7 S3
HEAD EXICE > TXvtE—SHRER SN eEZRLET,

BB
"BEEXYvE-COHBER"

"BEEXvtE—"
EBXxXyvtE—JoHEER

ITRTOEEAYE-JICIE. HBOEZHIZEINTULET,
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AMid

ANID

ASES

ASQN

ATID

ATIM

ATYP

E—N—

RSLT

24

ZABNLE

FC32

ul32

ule4

Ule4

ule4

ule4

FC32

ul32

FC32

Bz

Module ID : XwtE—SHERLIEED 2a—IL0 4 XFOHNF, Cnid. BE
Xyt—UhEREN-Od—REI X MERLET,

Node ID : Xwt -4 LI —ERICEIDYTSENIEI)Y R/ —RID
o B —E XICIF. StorageGRID ¥ AT LDRES LU VX b—ILEICI—E
DFBRFHEDODHTENET, COIDISEETETEzH A,

Audit Session Identifier : UFID ) 1) —XTld. TOBXRIIT—EXDRBEIC
EESATLNVEBLIN BB ERLTWE L, COBBEIX. ARL—T
ATV RTLDIRYY (1970F18B1HO00 : 00 : 00UTC) H5DY
47O THATNTVWE LT,

*E I CDEREBRELETN, BEEXvE-JICRBERTREINGBLAD LT

Sequence Count : UBID U U —XTlE. TOHTVRIFT IR/ —R (
ANID) ETEEXvE—IHERINZLITED L. Y —EXDOBIEERIC
vOiceEy bENTVE LT

cE P COERIBELETh, BEEX Y E-—JICRBRFEINELBRDE LT,

TraceID : 1 DDARYMIE>TRIH—TNE—EDODAX v E—IJTHEIN
2R Fo

Timestamp : BEBEXvtE—J% MU A—LIcARY RO ERSNIRL), AL
—TA VIV ATLDIRYY (1970 1HA1HO00 : 00 : 00UTC) N5
DAV OBBTHASINE T, R LRRZ> T2 O—-AIOBBICERT B
HDY—ILIE. I FEACDIURICEDVWTVWETD,

OJICEBREINTZZ A LRARZ Y TOADHPTDIETHURERIGEDHD £, @
BEEXvE—CORBICRTIEINS. ARBDHEFETE SRR audit. log file

I&. 1SO 8601 DATIMEMTY ., BT CRRINIIDOFEXTRRIINE T vyyy-
MMDDTHH:MM:SS.UvvvvU ZBBLTLETW "1 id. BEHOREtEI XY~

DHEBEZRITVTIILXFTY, vvovuuld~<roOMTd,

Event Type : OJICEHBRINZ IRV D 4 XFDHEFFo CHiF. Xwtz—
DO RAO—-K) YTV, DEDEFNZBEHEEELE T,

Version : BEEX vt —ID/N—2 3>, StorageGRID V7 Tz 7D/N—2 3
DT AHEN FILWNA= 30D —ERICK > THLUVWKBEENEE L R—
MIHEAAENZAEMELIHD XT, COTr—ILRIFE. BEN=—23 >0 —E
ADAYE—C%MIBTES LS. AMS H—E RICH T2 I A ZATEEIC
LE9,

Result : ¥RV b, 7OVR. FHIEF bSO a3 >DOER, ZELEBWLWX Y
=D BoTI7a0IILR) T INEWVESIC SUCS Tid7za < NONE
PMERATNET,



BEAEXvE—20f0)

BEEAVE—JICIFFRELBERIZGENTUVET, BEBEXvE—2RIANTHELER

T9Y,

ICRARINBEEX -0 %ZRICRLET audit.log 771l

2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3AI (CSTR) : "bc6o44d
381la87docc216adcd963fb6f95dd25a38aa2cb8c9a358e8c5087a6af5£f"] [
S3AK (CSTR) : "UJXDKKQOXB7YARDS71Q2"] [S3BK (CSTR) :"s3smalll"] [S3K
Y (CSTR) :"hellol"] [CBID(UI64) :0x50C4F7AC2BC8EDF7] [CSIZ (UI64) :0
] [AVER(UI32) :10] [ATIM(UI64) :1405631878959669] [ATYP (FC32) : SPUT
] [ANID(UI32):12872812] [AMID(FC32) :S3RQ] [ATID(UI64) :1579224144

10253043571

BEEXAYvE—YICIE. BREINTCARYMIATEERE. BEEX v E-—VBKICETIBEmRPIEENTLE

ER

BEBEX v —JICE>TERBINTUVBIARY MME. ATYPEY UUTTHRARTINTULIESD) THAL

9,

2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3AI (CSTR) :"bc644d
381a87d6cc216adcd963fb6f95dd25a38aa2chb8c9a358e8c5087a6af5f"] [
S3AK (CSTR) : "UJXDKKQOXB7YARDS71Q2"] [S3BK (CSTR) :"s3smalll"] [S3K
Y (CSTR) : "hellol"] [CBID(UI64) : 0x50C4F7AC2BC8EDFEF7] [CSIZ (UIG4) :0

] [AVER (UI32) :10] [ATIM(UI64):1405631878959669] [ATYP(FC32) :SP
UT] [ANID(UI32) :12872812] [AMID(FC32) : S3RQ] [ATID(UI64) :1579224
1441025304357 ]

ATYP BMDMEIE SPUT TY, SPUT I S3PUT b3 >H o> avERL. NTY bADF TSV DD

AAHEOTICEEERL X T,

ROBEA L= 2720 A BEEMIFSNTVBNTY FHRLTVET,

2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3AI (CSTR) :"bc644d
38la87d6cc2l6adcd963fb6£95dd25a38aa2¢cb8c9a358e8c5087a6af5f"] [

S3AK (CSTR) : "UJXDKKQOXB7YARDS7102"] [S3BK(CSTR) : "s3smalll"] [S3

KY (CSTR) : "hellol"] [CBID(UI64) : 0x50C4F7AC2BC8EDET7] [CSIZ (UI64) :
0] [AVER(UI32) :10] [ATIM(UI64) :1405631878959669] [ATYP (FC32) : SPU
T] [ANID(UI32) :12872812] [AMID(FC32) : S3RQ] [ATID(UI64) :157922414

410253043511
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PUT ¥R AW DREE LD EFARDZICIE. EEXAvE—JDOEBEOHFIZER (UTC) DRXALAZY
TEERALET, COEIE. BEEXvtE—BE0ATIM B 2GR TRLIEDD T,

2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3AI (CSTR) :"bc644d
381a87docc21l6adcd963fb6f95dd25a38aa2¢cb8c9a358e8c5087a6af5f"] [
S3AK (CSTR) : "UIJXDKKQOXB7YARDS71Q2"] [S3BK (CSTR) :"s3smalll"] [S3K
Y (CSTR) :"hellol"] [CBID(UI64) :0x50C4F7AC2BC8EDF7] [CSIZ (UI64) :0
] [AVER(UI32) :10] [ATIM(UI64) :1405631878959669] [ATYP (FC32) :SP
UT] [ANID(UI32):12872812] [AMID(FC32) :S3RQ] [ATID(UI64) :15792241
441025304357 ]

ATIM IX. UNIX TR U OREREEN S ORBRZ Y VO TRERELET. COFTIH. DEZIEEL F
9 1405631878959669 2014FE7H17H (K) 21 :17 : 59 UTCICEEINE T,

E e E:
"SPUT @ S3 PUT"

"BEEXAYtE-—CoHEaER"

BEBEXvE—F Tz I IATHATI

EBEAXAvE—1F A7 7 FOBDIAH. FiAH L. FRISHIBRDATHhNS =TI
EMcnEd, BEBEOJTINSD SIS a>ERFETDICIE. APIEED (
S3 F7ld Swift) BEBEX vtE—S%#RELE T,

BEEXvtE—YRBETIOMINICEBRHERFICE>TI Y IENET,

pAul Sy ad—R

S3IMIBEYVILTVWET S3BK (S3/N\4whk) KU/ F7-15 S3KY (S3
*-)

Swift LIBHE > L TWET WCON (Swift A>77F) KU/ £7=lF wWwOBJ (

Swift # 72T )

RERLIBEZE) VI L TVWET CBID (7> x¥ DRERHRIF)

EB/BXvE—SDR13IY

TJUYR/—REDEZAIVITDEVN. 7T YA 2y bT—JBEBEDERICELD. EF—E
AL > TERINBEBEX Y E—CDIBEFIECDE IS 3 VICRET IR IIRBZHEDHD T,
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BRI IIILEER) S —DERE

T7A4ILEDILM R > — (Baseline2 Copy) Tl A7z bF—&RIF1EOIE—CH. AE—IEE
5221280 FT, 3 DOULEDIAE—HIRER ILM R > —DHFIF. BMIE—KIC CBRE. CBSE.
SCMT Xwt—oDty HAEREINE T, ILM AU S —OFFHICDOVWTIE. BRTZA 71 VIILEIEICED
72U FDBRICEATZEHRZSBLTILEETL,

T—hAT/—R

T=hAT ) —RhoANART—HA TR =D RATALICAT OV T —RZFETIESICERINDS
—EDEBEAvE—TE. SCMT (Store Object Commit) XvtE—IH BV EZBRE. A ML—Y/—
ROBELUUTWET, IBIC. ATV MT—RDT7—H+A47AE—TKEIZATCE  (Archive Object
Store Begin) Xwt—< ¢ ASCE (Archive Object Store End) Xyt —IhERREINE T,

T—=HAAT ) —=RDBANBOT—DAT A= AT LNSA TV T —RZHmAHAHT EEICERIN
B3—EDBEEXvE—2IF A ML=/ —RDBEELUTWETH TP bT7—2DT7—H+7 K
—Z ¥ IZ ARCB (Archive Object Retrieve Begin ) X w4+ —>¥ ARCE ( Archive Object Retrieve End ) X
vE—CHERINZRPERERD X7,

T—=HRAT /) —=RDHNBBDT—HDATAM L= AT LADS AT b T—2%HIRT D IICERM TN
B2—EOEBEEXvtE—IF ARL—J/—ROXytE—J8BTVWET, 7=7ZL. SREM ( Object Store
Remove ) Xvt—IH <, HIBRERZ & IC AREM  (Archive Object Remove ) Xvt—Ih4E RTINS
RONELRD XY,

RS

LM ZERLTA TV b2 EET 3"

ATV CORDRAHF T T I g

EREOJTISATYROBRDIAHZF S UHF I a3 % R_ETBICIE. APIEED (
S3 7=l Swift) BEBEX vtE—CEBEERLE T,

MTFORICIE. BDRAH S F I a VRICERSNIEIRNTOEEX Yy E—IHFENTWVBDIFTIFAR
< BDRAHZFoH I3 b L—RIBEDICBEBRA Yy E—2DADEENTUVET,

S3 DENIAHBEEAvE—Y

ad—R ZHI Bz fL—2X EHRBLTLETL
SPUT S3PUT S >H2 S3PUTHEIDIAA L CBID. S3BK. "SPUT : S3 PUT"
3y ZoHoS 3 HIE S3KY

BICETLFE LT

ORLM DIZ& FITSxU ML=l TOFTSxo +H CBID "ORLM : A7 T
Zwml-LELE ILM RS —%&ET I RIL=ILHNEE S
LEL7 nTuwxd"

Swift DERDAABREX v E—2
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d—F Sl =FA fL—X zERLTEETV

WPUT Swift PUT k5> Swift PUT EXDiA& CBID. WCON.  "WPUT @ Swift
ovay ckS>H oS 3h WOBJ PUT"
EBICETLEL
Teo
ORLM DIZ& 7Sz RMIL=IIL ZOFTZzo +H CBID "ORLM : A7z
Eaml-LELLE ILM RS — &5 I ML= )LhSET=
LFfL7H nTuwxd"

Bl: 83T FDEDIAH

UTO—EDEBEXvtE—JF. S3 9547V MR RAMNL—Y/—R (LDRHY—EX
) WA TPz FZEDAARRCEZICER SN, BEEOJICRESNLEEXAYE—D
DFITI,

CDFITIE. 7T TRILM AR >—IZ, $HAIAHD ILM JL—)L T Make 2 Copies | BEFEFNTUVET,

DTORICH. 525 2s a v RIERSNETRTOREA v E— IS FN TV B
(D) ©lEB< SSmMORBRSIHILaY (SPUT) KBBET B Xy E—UEHAREATL
7

COPITIE. S3NT Y MILUBICIERGEATH D ZRIRE L TULE T,

SPUT . S3PUT

SPUT Xt =23 HEDNT Y MIA TPV bEERT S SIPUT SO g IUARITEINZ L
#RLET,

2017-07-

17T21:17:58.959669 [AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :25771] [SAIP(IPAD) :"10
.96.112.29"] [S3ATI (CSTR) :"70899244468554783528"] [SACC (CSTR) :"test"] [S3AK(CS
TR) : "SGKHyalRU 5cLflgajtaFmxJn9461AWRJIEfBF33gAOg=="] [SUSR (CSTR) :"urn:sgws:1i
dentity::70899244468554783528 :root"] [SBATI (CSTR) :"70899244468554783528"] [SB
AC (CSTR) :"test"] [S3BK(CSTR) : "example"]<strong
class="S3KY (CSTR) : "testobject-0-

3"">[CBID(UI64) :0x8EF52DF8025E63A8]</strong>[CSIZ (UI64) :30720] [AVER(UI32) :
10]<strong

class="ATIM(UI64) :150032627859669">[ATYP(FC32) : SPUT]</strong>[ANID(UI32):1
2086324] [AMID (FC32) : S3RQ] [ATID(UI64) :14399932238768197038]]

ORLM : A T2V MIL—ILASEETNTVET

ORLM Xwt—1Fk, COA TSI D IM AR S —ICEML TWVWBRZ e ERLET, XvtE—JICiF.
ZF7S T D CBID CEAINE ILMIIL—ILOEZBINEZSENTUVET,
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L7V — AT bDBEE. LOCS 74 —JILRICIZFA TSI CDOBFROLDR / — R ID ¥R a
— L IDAEERINET,

2019-07-17T21:18:31.230669 [AUDT:
<strong>[CBID(UI64) : 0x50C4F7AC2BC8EDF7]</strong> [RULE (CSTR) :"Make 2
Copies"] [STAT (FC32) :DONE] [CSIZ (UI64) :0] [UUID(CSTR) :"0B344E18-98ED-4F22-
A6C8-A93ED68F8D3F"]<strong class="LOCS (CSTR): *"CLDI 12828634
2148730112">[RSLT (FC32) : SUCS] [AVER(UI32) :10] [ATYP(FC32) :0RLM]</strong>
[ATIM(UI64) :1563398230669] [ATID(UI64) :15494889725796157557] [ANID(UI32) :131
00453] [AMID (FC32) :BCMS] ]

4b{/v A—FT a2 F0F TSI MDBE. LOCS 74 —ILRICIE. 1L vy—O—FTc 5070
7LILID &J)IL—7ID DEdEEENEd

2019-02-23T01:52:54.647537

[AUDT: [CBID(UI64) : 0OxFASABESB5001F7E2] [RULE (CSTR) : "EC_2 plus 1"] [STAT (FC32)
:DONE] [CSIZ (UI64) :10000] [UUID(CSTR) :"E291E456-D11A-4701-8F51-
D2F7CCOAFECA"] [LOCS (CSTR) : "CLEC 1 A471E45D-A400-47C7-86AC-12E77F229831"]
[RSLT (FC32) : SUCS] [AVER (UI32) ] [ATYP (FC32) :ORLM] [ANID(UI32) :12355278] [AMI
D(FC32):ILMX][ATID(UI64):4168559046473725560]]

Path 7« —JL RIClE. BHEINB APIICHL T, S3 N Ty FeX—BEHREIE Swit AVTFEeA TS
7 hOBEHRIEREINE T,

2019-09-15.txt:2018-01-24T13:52:54.131559

[AUDT: [CBID(UI64) :0x82704DFA4C9674F4] [RULE (CSTR) : "Make 2

Copies"] [STAT (FC32) :DONE] [CSIZ (UI64) :3145729] [UUID(CSTR) :"8C1C9CAC-22BB-
4880-9115-
CE604F8CE687"][PATH(CSTR):"frisbee_Bucketl/GridDataTestsl51683676324774_1_
1v£9od"] [LOCS (CSTR) : "CLDI 12525468, CLDI

12222978"] [RSLT (FC32) : SUCS] [AVER(UI32) :10] [ATIM (UI64) :1568555574559] [ATYP (
FC32) :ORLM] [ANID(UI32) :12525468] [AMID (FC32) :OBDI] [ATID(UI64) :3448338865383
69336]1]

ATV MDREIBR NS oS3y

BEEOJTAIS T MDHIBR NS I a2 RFETSICIE. APIBEE®D (S3 6
KU Swift) BEEX vt —J%RELE T,

MUTFORICIE. BIFRE SIS a VRICERESNIEITRTOEEX v E-—IURFENTVLBEDIFTIFRL .
HIBR bS5 023> bL—XTBDICBBERBAYE—JDHINTENTUVET,
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S3 DHIFREEX vE—

d—F a1 SHiEA KL—X EEBLTLETL
SDEL S3 HIBR INTY D 5DAT CBID. S3KY "SDEL : S3
17U FOHIRHE DELETE"
RXEhzxlL7-

Swift DHIFREEX v -

ad—R %I SRR L—2X EEBLTLIEETV
WDEL Swift D HIIFR Y5+ %7/-1Z32> CBID. WOBJ "WDEL : Swift D}l
FIO5DFTV T BR"
7 N DHIBEHIER S
hi LzTCo

Bl 83ATT U HDHIRR

S3UTAT7YENRR L=/ —R (LDRYUY—ERX) ATV bZHIBRT S
E BEXYE-—UHEREINTEREOJVICREEINE T,

HUTOBICIE. BB RS20 2 Y RICERS TR TOREX v £ — NS EN TS
() DUTER S3OERFS>Hoa> (SDEL) BT Xy £— IR HRENT
WET.

SDEL : S3 HIf&

I U bDHIBRIZ. V547> A LDR H—E R DELETE Object SR % XfE L 1= THRED £
T Xwt—JCF. AT FOHIBRTTONTy b, AT 20 FOFBRICERIND S3F—HEF
nTuwxd,

2017-07-

17T721:17:58.959669 [AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :14316] [SAIP(IPAD) :"10
.96.112.29"] [S3AI (CSTR) :"70899244468554783528"] [SACC (CSTR) :"test"] [S3AK(CS
TR) : "SGKHyalRU 5cLflgajtaFmxJn9461AWRJIfBEF33gA0g=="] [SUSR(CSTR) :"urn:sgws:1i
dentity::70899244468554783528:root"] [SBAI (CSTR) :"70899244468554783528"] [SB
AC(CSTR) : "test"] <strong>[S3BK(CSTR) :"example"] [S3KY (CSTR) :"testobject-0-
7"]1 [CBID(UI64) :0x339F21C5A6964D89]</strong>

[CSIZ(UI64):30720] [AVER(UI32):10][ATIM(UI64) :150032627859669]
<strong>[ATYP (FC32) : SDEL]</strong>[ANID(UI32) :12086324] [AMID(FC32) : S3RQ] [A
TID(UI64):4727861330952970593]]

AT bDHRABEL ST IS 3>
BEREOJTATIO I bOHRABL ST I3V ZRET BICIE. APIEED (
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S3BLU Swift) BEBEAXAvE—CHBEERLET,

MUTFORICIE, TAHEL ST I a VRICERSNIEIRNTOEEX Yy E—IHFENTWVBRDIFTIFAR
< |ARL ST 2oH I3 b L—RIBLDICBEBRA Yy E—2DADEENTUVET,

S3DFHAHLEEAYvE—

aJ—R %I Bz fL—2X EBBLTLETV
SGET S3 GET Ny D S5DAT CBID. S3BK. "SGET : S3 GET'
S hDOFAHL S3KY
HERINZE LT

Swift DFiAH LEEX v -2

J—R $a il =HRR fL—2X EBRLTIETL
wget Swift GET OAVFFH56047 CBID. WCON.  "wget : Swift GET"
U bDFHHAHEL WOBJ
HERINF L7

Bl: S3ATTxU hDFAHL

S3USATURRANL—S/—R (LDRY—ER) oA T b EHRART
. BEBEXAYE—hER SN TEEOVICRESINE T,

MLTFORICIE. bSF I a3 RICERTNIEINTOEEA Y E—MEENTVSEDIFTIFRL, S3
SAHL SIS a Y (SGET) ICEAETRIX v E—JRIFARENTVET,

SGET : S3 GET

ISV bDOFTAELIZ. 754072 D LDR B —E XIZ GET Object R % X5 L 1B R TR N ZE
o XytE—JICE ATV FOFAELTONT Y he. #7200 FOBRICERAIND S3 £—H
BENTLET,

2017-09-20T22:53:08.782605

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :47807] [SAIP(IPAD) :"10.96.112.26"] [S3ATI (
CSTR) :"43979298178977966408"] [SACC (CSTR) :"s3-account-

a"] [S3AK(CSTR) : "SGKHt 7GzEcuOyXhFhT rLSmep4nJtlw75GBh-

O FEw=="] [SUSR(CSTR) :"urn:sgws:identity::43979298178977966408:root"] [SBAI (
CSTR) :"43979298178977966408"] [SBAC (CSTR) :"s3-account-a"]

[S3BK (CSTR) : "bucket-

anonymous"] [S3KY (CSTR) : "Hello. txt"] [CBID(UI64) :0x83D70C6F1F662B02] [CSIZ (UI
64) :12] [AVER(UI32) :10] [ATIM(UI64) :1505947988782605] [ATYP (FC32) : SGET] [ANID (
UI32):12272050] [AMID(FC32) : S3RQ] [ATID(UI64) :17742374343649889669] ]

N7y FRUS—THATNTWBHRE, I35 7Y MIF TV LY FEBRTHAHELED. BIOTF> +

31



THOYEBFRBLTWBNT Y bDSF TV b ZHmARTEDNTETET, BEEXVE—JICE 0D
FOBRBREREIVIVORT AT Y FERZEBHITESDLSIC. NIy FREEDTF Y ST AT M
TRB/HMATENTLETS

MDAy E—IFITIE. 727072 MMEG BEDPFRBLTULWAWLWNT Y MBS TWE AT oo MO
9% GET Object ExR%XEL £9, SBAI ¥ SBAC DEICIEINT Y FFREEDT TV R T7HIVRID &

IR INFETH. CNIESSAI LU SACC ICRRBFESNTWBRISAT7 U RDTFHRNTATRID S
FUOEBEICIZERRD XY,

2017-09-20T22:53:15.876415

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :53244] [SAIP(IPAD) :"10.96.112.26"]
<strong>[S3AI (CSTR) :"17915054115450519830"] [SACC (CSTR) :"s3-account-
b"]</strong>[S3AK (CSTR) : "SGKHpoblWlP kBkgSCbTi754Ls81BUog67I2L1SiUg=="]<st
rong

class="SUSR(CSTR) :"urn:sgws:identity::17915054115450519830:root"">[SBAI (CS
TR) :"43979298178977966408"] [SBAC (CSTR) :"s3—-account-
a"]</strong>[S3BK (CSTR) : "bucket-

anonymous" ] [S3KY (CSTR) :"Hello.txt"] [CBID(UI64) :0x83D70C6F1F662B02] [CSIZ (UI
64) :12] [AVER(UI32) :10] [ATIM(UI64) :1505947995876415] [ATYP (FC32) : SGET] [ANID (
UI32):12272050] [AMID (FC32) : S3RQ] [ATID(UI64) :6888780247515624902] ]

XET—2DEHFAvE—-—ITY

S3IUSATUINATOII DRI T—E2EHITBE. BGEAYE—IDERIN
9o

S3XAT—RDEFHEERA Y-V

J—R %I Bz fL—2X EFBRBLTLIETV
SUPD SIXATFT—HRNE S3U5147> M CBID. S3KY. "SUPD : S3 X&F
FenxlL: BbOiAFNT=74TY HTRH —AWEFINEL
IVRDART—AR 7="
EEHTREERTE
nxs,

Bl : 83 X BT —XDEH

RDFNE BIFD S3 AT TV MDART—RZEHITBD N0 IS 3 > OHII%E
TLTWET,
SUPD : S3 X&ZF—HDEF

S3TTAT VDN BESNIAZT —FZ2FHTBEK (SUPD) ZXI{TLEXT (x-amz-meta-*) 27V
wPILET, COFITIE. BRAYA—IZEETO k)L v A —(Configuration> Monitoring> Audit) & L
TRESTNTWVWSEH. HTRH7 s —JLRICEENTUVE T,
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2017-07-11T21:54:03.157462

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :17631] [SAIP(IPAD) :"10.96.100.254"]

[HTRH (CSTR) : " {\"accept-encoding\":\"identity\", \"authorization\":\"AWS
LIUF17FGJARQHPY2E761:jul/hnZs/uNY+avVvV01lTSYhEGts=\",
\"content-length\":\"0\",\"date\":\"Tue, 11 Jul 2017 21:54:03
GMT\",\"host\":\"10.96.99.163:18082\",

\"user-agent\":\"aws-cli/1.9.20 Python/2.7.6 Linux/3.13.0-119-generic
botocore/1.3.20\",

\"x-amz-copy-source\":\"/testbktl/testobjl\", \"x-amz-metadata-

directive\" :\"REPLACE\", \"x-amz-meta-city\":\"Vancouver\"}"]

[S3AI (CSTR) :"20956855414285633225"] [SACC (CSTR) :"acctl"] [S3AK(CSTR) : "SGKHyy
v9ZQgWRbJSQc5vI7mgiodwrdpl ShEO2AUaww==""]

[SUSR(CSTR) :"urn:sgws:identity::20956855414285633225:root"]

[SBAI (CSTR) :"20956855414285633225"] [SBAC (CSTR) :"acctl"] [S3BK(CSTR) :"testbk
tl"]

[S3KY (CSTR) :"testobj1"] [CBID(UI64) :0xCB1D5C213434DD48] [CSIZ (UI64) :10] [AVER
(UI32) :10]

[ATIM(UI64) :1499810043157462] [ATYP(FC32) : SUPD] [ANID(UI32) :12258396] [AMID (F
C32) :S3RQ]

[ATID(UI64) :8987436599021955788]]

BEIEHR
ll%?éx \y ‘tz - \\/\\ l/’\“)l/@ﬁ@”

BEEXVvE—

DATLDGIRINBZEBEEX Y E—CDFEFMICDOWVWT, oo 3 > THALET,
BEBEXAYET—C2 Xyt —IWRITT7ITA4ETADISTATTIL—FELL T RIC

SEHLET, CNHODNEIE. BEENROT7ITA4ETA DA TZEBRL. NERE

BEXYE—STAaIIWR2) 00341 THFEIRTBIBEICIRILE £,

BEEAYvE—YIE. AXFOOA-RTT7ILT 7Ry MEIC—ERRENE T, 7ILT 7Ry MEICEHIN
TVWB T BEDA Yy E—VICHAT 2 BHR2BEICEDITZ A TEET,

COETHEHINTWBRA4XZOO—RIE. XOY > TIAvE—JICRT LIS EBEXAYE—SRICH
% ATYP{ET 9,

2014-07-17T03:50:47.484627
\ [AUDT: [RSLT (FC32) : VRGN] [AVER (UI32) :10] [ATIM(UI64) :1405569047484627] [<stro
ng>ATYP\ (FC32\) : SYSU</strong>] [ANID(UI32):11627225] [AMID(FC32) :ARNI] [ATID (
UI64):9445736326500603516]]

B ER

BB X =D
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"BEX Y- LNLOEE"
BEEXvE—YohTdY

BEEXyE—Y0&ATIVICODVWTERBRLTEKBELRHDE T, IN5DTIL—TF
I XYy E—IWRIT7ITAETADISRCEDTVWTHEINE T,

PRATLEEAYE-Y

SATLEBEATFTOVICBETAEEAYE—JICDOWTTHRICER L TESHBRELRHD
9, BEMABBBEICHNTES LS. BEBECXTLEER. Uy R/ —RDIRRE, &
ATLEEKDRROT7 T4 ET0 (VY RERY) . LUV —EINY I T7v S
MIBICRHET DA ARY MIDOWTERMEINE T,

a—F Ayt—=208 1 ML EE ZERBLTIREEL

ECOC Corrupt Erasure Coded Data "ECOC (LA vy—d—FT+4 Y
Fragment : A LAY v —0—T+« J3Ni=F—2T 55X D
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ZfEA L IcEmaiT iR L FL
TCo
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StorageGRID & X 7 LICE&ICES
TRBEMRZENELIIERLEL

TCO

GNUR GNDS Unregistration : H—E XN "GNUR : GNDS EiFf#[R"
StorageGRID ¥ X 7 LD 5 BEH®D
BT bR L £ L7

GTED Grid Task Ended : CMN ty—E X "GTED : Grid # 27 Hh¥& 7 L %
KTy RERAIDMEBEZTTL  L7="
i L/Tc:o
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ANT )y R VDUIBZRE L7
LEfL7
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SVRF

SVRU D&

SYSD
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ILM Initiated Delete : Z MDEEE X
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THIBR S 2MIB%BEIRT 5 C &R
IhEd,

FEEFEINATS DO )
—>T7vT, COEBEBXAvE—
[F. AL = ZAR—A TR
BleHICEEZTSINATO Y
A EERICHIBR S NIz EICE
BEhEd,

Location Lost : COEBEX vtz—
JlE. SRR b N FICER
INnE9,

Object Lost : EXREhicATox
2 kh' StorageGRID > X 7 LRI
ROobDFH A,
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T—32ZHILM JL—)LI78 2 TN
INnFLT

Security Audit Disable : B2 X v
t—roOF> I T7IcEn F
L/TCO

Security Audit Enable @ BE&E X v
t—roOox>IirBERIn L
TCO

Object Store Verify Fail : > 7>
Y70y HMEEEF T U ICKRK
LFL7o

Object Store Verify Unknown . 7
T AT TREANDAT
SxUhT—EZEHINEL
TCo

Node Stop : ¥ v hA T UHE
REhFE L

Node Stopping : H—E XHIEE
BELEZRBLE LT

ZBRLTLETL
"IDEL : ILM Initiated Delete"

"LKCU: EEZTSNA Tk
DI)—=>2T "

"LLST : O —>arvhkbnzx
L7="
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FEmRHBLELE"
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"Sade : X al) T EBEZEW
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"SYSD : /— R{ELL"
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Ayt—0DR4 MILEEE
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FL7 BB vy AT OD
BAATH Xy E—JICRENFE
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User Initiated Volume Lost

ZERLTIEETL
"SYSU : /—FHBEmEInELL"

"VLST : A—H—h'Fm LR

/proc/CMSI/Volume Lost AN a1 —/LhkbhinzxEL7"

YRAETFEINE LT
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AT I RIAML—=CEBXYE—
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BEXvE—JICDOWTHRICIERE LT
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S
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ARCT
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Archive Purge from Cloud-Tier :
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ISR AN T—hA TR ML
—OVRTLDS. T—hHATE
NicATo 0 b T—2HHIRS
nF L.
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ARC H—E XD NET7—Hh1T
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I TF—ROFAELERBLE
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TN, ARC H—EXD'FTAEH LA
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NiAI7o 0 b7 =2 5AHH
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ZBRLTEETL
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H 1 T OHIRR"
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DA LH BRI nNE L"
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17 =BgLEY"
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CBRE
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=EA
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HATAL=PO AT LDED
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T=hA4T AL —=A0aVT
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SRV
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DA TV b B ETCIZEE T H3EKRZITO CFICEETRINE T,
d—R AR ICE>TERINET ZBRLTEETV
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FICxUMEROAT wEEF
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FELTWBIEE.
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ENEY,
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ENTY FDART—R
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I hERIEOYTT%H
[ R N =
DOEhEOJ ICEEERL £
ER

S3U5A

NI
N
\/
-

S3UZAT >k

ZBRLTLETL

"SDEL : S3 DELETE"

"SPO ! S3 POST"

"SPUT . S3 PUT"

"SUPD : S3 X&F—4&
NEFHEINELL"

"WDEL : Swift DH&"
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MEIFOVTFETR
ICERR T 32 bSO
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BEEAXvE—

EBEATIVTIE. BEAPIHIHTZI—HEKRIPOJICERINT T,

ad—F Ayt—=208A MLEHE ZBRLTEETL
MGAU BEAPIEEXAYE—Y 11— "MGAU : BEEEAYE—I"
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BEEXvE-Y
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COXytE—=TlE, PT—hAAT7ENEFA Tz T —205AH LERIIEEINT
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TRML—U SR F L%RFERAT
REANAY!
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Cslz

RSLT

SUID

i3

42

71—k
J>7>vy7Ov7 D
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)
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* ARUN : kBt (NEBT7—HA
TZANL—CY AT LEERT
= NAY)
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RSLT EERI—FR

SUID Storage Unique Identifier DE&

ASF RS ASF RS

ATCE : 7—hA ATV A NTHRIAINELLE
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_F%@%EBIJ?o
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J—K Ja4—ILR Bz

CTDR #53% 7A@ ( Transfer Direction ) CBID #gxh\ 7w > a TR SN
7L TR ZRLE
ER

PUSH : BmixfLIBI3XERIT > 7
1 TAICE>TEREINZE LT

PULL : xR IR ERIT> T
TAICE>TERSNF LT

CTSR V=RIVTATA CBID EREDY — X GXfER) @/
_FIDO
CcTD FRAFAR—YaAYIYTAT1 CBDEEDTRTA -3 (

ZEMA) o/ —RID,

CTSS RS —7>XATV b (Stat RO —T > ZAAT Y FHEKR
Sequence Count ) IhiclezmLFET. KNI 3
e CDOY—T VRO D5
RN HBINE T,
CTES BESINZRTS—T AR REBICEREINES—T > RAD

YhERLET, TR E. O
D= YRRV hERELE
CEICHENTT LIt AL

x7,
RSLT EXBIA R T — AR R AR I NS X T—4
z

SUCS : #&Imxh' e nE L.

COEEXvE—TIE Content Block Identifier THEAESNIcEHDICE—DIVTUYT/ —REODT—4
XIEDBIR S NI-C e Z B L £ Y, COMIETIX. T Start Sequence Count | 75 T Expected End
Sequence Count | EFTDT—XIHWERINF T, EXEAICREMD/ —FIE. /—F IDICE>THAETN
£9, COBREFERTRAE. PATLADT—R7O0—%ZBHTEELET, ANL—EEXVvE—JCEAS
HETERTZ . LTV ARZRIETEERT,

CBSE : # 721U MXERT

ZOXvtE—1F BB/ —RKRHBRD ./ —RAOOYTFY IOy I DEELTT L
T EICEETTD IV TATAICE > TERMSINE T,

ad—R J4—JLR =HAR
CNID ESR R F J— ROty ayEHEn—
EDHAFo
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ad—F

CBID

CTDR

CTSR

CTD

CTSS

CTA

TJa4—ILEF
Content Block Identifier (MDB&

#rxAm ( Transfer Direction )

V—RIVFATA

FRTFAX—aVIVTATA

B> —4 > Xh o>~ (Start

Sequence Count )

KEDRT > —7r VR

=EA

mxXInda>7F>ryYJavon
_EQ%EEIJ%o

CBID EexHh\ Fw > a TR INT:
7L TR ZRLE
R

PUSH : SEdLIRId%ERAIT Y
4 F1IE > TERSNE L s

PULL : ExlIB |32 ERIT > T
FAalICE>TEREINF LT

CBID EmxDY — R (GEEM[E) o/
_FIDO

CBID &5 2D T AT+ *%—>3 Yy (
ZER) O/—KRID,

XD HIE SNy —T VR A
Y hEmLES,

HXICH LIEREDS—T VR
hoVhzRLET, EEOKRT
= RAATY MBS -
VANT Y RERILT. EEGER
AEIHL D - TBE. T—2IF
TEINEFHATLT
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J—K Ja4—ILR Bz

RSLT Bk fE R GEERIT>Te T B5ERER)
EXALIB DS R -

SUCS XN ERICTETLEL
To BRESNTETARTDO =Y
AT EPRESNE LT

CONL : #mxrh|liEmhikbhn s
L7

CTMO : G DOREL A F fo | XBRX
RICEGEIN XTI LTI RLELE

UNRE @ TR74R—=>3>/—
R IDICEETEREA

CRPT i F /3BT —X
ERELLD. mEAIETLE
)L,T: (BHTADRIREMEDBHD £9

COEEBEAYE—TF. /—RFEDOT—REXNIEBNRT LI ZERL £9, SIXERVRINLIESE
I&. T Start Sequence Count 1 5 T Actual End Sequence Count | ICT—42hEmEcnE 9, XEACS
FRID/—RiE. /—RIDIZ&>THENTNET, COBREFERIT L. P XTLDT—FT7O—%BHf
L. I>—%&H. 5. P TEET, A ML—CEBEXvE—Jiaahtnid. L7 ABDOREEIC
HEATEXT,

ECOC (LAY —A—FT 1420 NT—RITSITX DB LTVWET

COEBEX L= ALADy—O—TFT a0 NT—32T7 59X CORIEN
SATFLTREINECZRLET,

a—R J4—JLK Bz

Vceco VCSIDEAALES WHELI-FyIREFENATVDS
VCS D%,

VLID RUa—LID BELEALAOy—O—FT 1>

TIZITXEDREENTVS
RangeDB 7R1J) 21— L,

ceib F¥>7 1D WRLEA LAY v ——F 1>
5755 %> b O#ITF.
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J—K Ja4—ILR Bz
RSLT R DT +4—ILRDEIE T NONE |
T3, RSLT IZIMBAD A vE—T 7
4—ILRTEH, TOXvE—
Y LEHA. COXvE—
SHIq LRI ENEVNES
IZ. TUuCS1 Tlx#i< Tnone
MEAETNET,

ETAF : t*a U T SREEICRRLE L

CDXyt—lF. Transport Layer Security (TLS ) Z{ER L 7-EHisdThiRB L 7=
BRICERINE T,

a—R J4—JLR B!

CNID ESR R F SREEANEB L 7= TCP/ IP i —
BD 2T LEHRF,

RUID a1—H1D DE—rI1I—HOIDERIY—E

RICHKIFT B85 Fo
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mE T4 —ILR
RSLT IO — R

B!
KRDIER :

SCNI | EX a7 RN EHIITE
33'@.'/14'(“ L/TCO

CERM : SERBEHL'H D £t Ao
CERT : SEFAENEN T,
CERE : iFFAZH'HARYIN T,

CERR : iEFEEAEDEINTL
E I

CSGN : SEFAZEDERHDEI T
EE

CSGU : AIFAEDEREHN AT
ED

UCRM : A—HJLF>>vILH
HOFE Ao

UCRI : A—H I LTI vILHHE
BT

UCRU : 2A—H0DILT>Ivil
MEESNE LTS,

TOUT :EREEMRA LT RLZF
l./TCO

TLS ZfEAI 3 tF a7 B Y —EXNDERIEISND E. Y—EXITHARAENTUVWS TLS 7OT 71
LWLV zOMOOY Yy I ZEALTUE—FIYTA T DILT OO VIILDREEESNE T, B3 BE

S AN TORVEERRZE R LB I LT VY v LA RATZ OFRGEEN R T 5. BEEXAvE—IHOJIC
HERINE T, CNUCED. FETVI7ERXPZEOMOEF 1) T BEDESGEEZRBETET T,

CDAYE=DIE VE—FIVT4 T4 DREMNELLBVESGP. EHEEEFFI SN TVWERVWILTY
v ED AT LIRRLES ELIBRICERETNE ZENHBDET, COBEBXvE-—IZHEHLT. &

AT LANDRERT VEAGE T RET 2HEN DD T,

GNRG : GNDS %%

CMN % —E X|&. StorageGRID ¥ X7 LT CMN B —E XICET 3 BHREEFH I

BRLICCSICCSOEEXR v E—2Z2ERLET,
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ad—F
RSLT

GNID

GNTP

GNDV

GNGP

GNIA

Z4—ILE
ER

/—FKID

TFTINARRAT

FNRAREFILON— 3>

JIN—=-7

IP7FLXR

=EA
BHUIIXDORER !

*SUCS Tl ELT:

* SUNV " —EXZFAHATEE
HA

* GERR : ZDthD %

ERERZRBLIET—EXD/
_FIDO

Gy R)—FRDTFTNARRAT
(LDR —E X MD3E& 13 BLDR &
) o

DMDL XY RILRDT )y R/ —
ROFNARETIN-a>%
AT B XFE,

gy R —RHBEETZIIL—T
(V>R —EX-T
DSYEYFDAVTHFRART

) o

JUYR/—=RFRDIPT7FLZR,

COXRyE—=IF JUy R/ —=RHBETVy R/ =NV RILAOBEEFOIY M) ZEHIBTICERTN

9,

GNUR : GNDS ZiRfElR

CMN #—E X|&. StorageGRID > X7 LH'5 CMN H—E XICEAT 3 IBIRDE T = f#
FRLICEEZICCDEEXyE—CZFERLET,

ad—F
RSLT

GNID

J4—ILR
ER
/—FID

Bz
EH)IIIANDER .

*SUCS Tl ELT:

* SUNV " —EXEZFHATEE
HA

* GERR : ZDfthD %k

EHEKRZRBLIET—EXD/
_]\“IDO
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GTED : Grid Z XD T LE L

CDEBAYE—TF. CMN S —EXDfEESNIT )Y REAXTDINIEZET L.
R 2% Historical T—7ILICBBENILT-C %2R LE T, EEH SUCS. ABRT.
ROLF DWIFNHTHB3EEIE. Xt d B Grid Task Started EBEX vt —HERIN
9, TNUNDERIZ. CDT VY RERIVDNEBAEEINGD > xRl E
ERR

d—K Ja4—ILR Bz

TSID 22X 1D CDTa—=ILRIE. ERTNTI=Y
Jyw RAR U E—EICHEAIL £
o Fles JUYRERRIZSA
THAIILEEICHI->TEET
R

*FI AU IDIE. U R
BRAUDRESNIBEATIESE
< EF SNBSS TEOYT
5NET, FEDI Y RER
VEEHOEETDZI N TE
£9, COBE. REEH B
. BLURTOEBEX Yyt —
CHE—RBICIVITBIHDAR
22 1D 7«4 —JL RTIEFR+45
T9,

56



J—K J4—JLK Bz
RSLT R Ty REZIDBIERIAT—BRR

*SUCS : Uy RERIDIER
ICETLE LT

*ABRT : J)wRAEZIHO—
LNV OIS —R L THIESN
i L/TCO

*ROLF : Jw RAEZXIHHIE
S, O—-)IN\vo7O0tEX%
ST CEFFEFHATLT

* CANC : JUvy FRRTIIH
RN A —HICL > THF v o€
ILEnF L7

*EXPR : v RRZUIIEEA
BICERRRYINE D £ L7
*IVLD : J 1w RRRUIZER
—C\\L/TCO

* AUTH : J'Uw RRZZXUIIEFA]
SNTULWXEATLT
*DUPL : Uy RERVIIEE
CLTHEEINE L

GTSt : Grid X X UM HmMmEINF L

CDEBEAYyE—TF. CMN O —EZXDfEESNLI )Yy REXATDINIBZRE L =
ZeERLET, COBEBAYE—IE. NEBD Grid Task Submission —E X2k -
THIBRESNTE#H 7T« TIEBISEREINTWVWSE I Uy RRZ XU D Grid Task
Submitted X v E—CDERICERINET T, Pending 7T—JILICEESNBZ T Y R
RATDHE. COXYE—JEA—HFHRIT VY RERAIVEZRIBT S IICERINE
ERP
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aJ—R J14—JLR
TSID 222 ID
RSLT mR

GTSU : Grid # AU FxEENE L

GG

CDTa—ILRIF Iy
y REXT%Z—EICHER L &
Yo Fles BRIZSATHAD
IWEEIChic>TEETEXT,

*EICRRUIDIE TJUYER

RRAIDRESNIBFATIESE
<o EFSNIBEATEOYT
S5NEd, JFEDIT VY RAEZR
D EREXETEHIECNTE
£9, COBE. EKEBEH H
. BLURTOEBEX vt —
CHE—BICIVITBR-HDHR
X2 1D 7«4 =)L RTIEF+%9
T,

R COTA—ILRDEIF 1D
2 TS,

*SUCS : J Uy RERINEE

IChtRTNE L

COBEEXYE—JIF YUY RZXAIMNCMN H—ERISEEFEINILZRLE

ERS

Pl Ja4—JLR

TSID 22 ID

ttyp R4 (Task Type)

58

Bz

NIy FERIZ—E
ICHERIL. 2R 723547517
IWEEICOI>TEETESLD
ICLEY,

*EICRRTIDIE UV R

B2 PRESTNIFRTIIR
<V ERSNERRTEID YT
SNET. HEDIT Y REZ
U BBEIRET S LA TS
£7. COBE. XKfEEH
. BLVRTOBEEA v E—
PER—RICIVITERIDHDR
221D 71 =)L R TIER+5
T

TJVYRIRIDEA T,



d—F
Tver

TDSC

izttt L &9

VBTS

TsRC

ACTV

RSLT

IDEL : ILM Initiated Delete

CDOXyE—F

cNnE 9,

Z14—ILEF
RAIN—=2 3>

Task #IE DB

BALRE Y TROBHEME

BALRAR Y TORICEMTY

V=2

TITAR=—g3 0314 F

&R

GG

Ty RIRIDN—=2 3R
TES

1)y BE X T OHIFAIRE LR

o

7))y RE 7 OEMBARBORIR
Byl (UNIX BffE 1970 €1 B 1
F#B@UWM4747D@'

1)y RRZIDBEMEBARORKRT
BFf ( UNIX BFRE 1970 £ 1 B 1
HH 5D UINT64 ¥ 27 Of%

) o

RIATDY —X .

*TXTB : J )y RERTIE.
StorageGRID & X 7 LEHT

BRXHAETFIMTOVIEL

TxfEEnhFELT

*GRID : Uy RAEZVIFE. N

ZRD Grid Task Submission

—EXEHTEEINE L

TOT4TIkDRA T

*Auto : JUw REXVIZEHE
T7OT7«14{tchExd,

*PEND : Uy RRZRVIE

Pending 7— 7 JLICEBIIEI N E
L7co TXTB VY —XDIZEIE

DEATDHTY,

XEHER

*SUCS : JJ Y RFRRVIIIER

ICEfEENE LT

* FAIL : # X 7|3 Historical 7—

TILICEEBB SN E LT

ILMICK > THA T 7 bZHIRT 2UEH BB SNIIBEICER
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IDEL X vt =2, MOWTNH DR A TERTNE T,

CCEFUSINTY FADA TR L COAyvE—Jid RIFHBEANRBLLDIC LM IC& > TH
7217 FOBFRIRLIELS RIS NISIEEICERINE T (BEIHIRRENBMICHE>TVWT, U—H

IWR=ILEBF T DIFER) o

o *JEEEM S3 Ny R EIE Swit AT FRDA TSI *, TOXvE—F IREATS T RIS
BWRINBEBFIENT I T4 THRILM R S —IZBWDHIC. 7TV 7 b=HIRT DUIED ILM (S
Lo THIBENIIGEICERINE T,

=B
CBID

CMPA

CMPR

CTME

dmrk

CSIZz
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Ja4—ILER
Content Block Identifier MDB&

2 . BENHIRR

AV TSATUR . )—HILEKR—
JLE

AL - RISHAR

ZEHL © BYD A HBFRE

N—A—N—23> D ZHIBRL E
+

- YO X

v
Sl
I\

58
Z72xUbDCBID,

ZYSINTY FRADODA T b
DHDIR, 0 (false) FFld 1

(true) o N7y kD) —=HILK
—ILROWRTHZIHEERE.
REFHABI DR TERRICENA T

7 L EEMICHIBRT 2HhESH

ZmLFET,

ZISINTY FADA TPV b
DHHDR, 0 (false) FFld 1

(true) o« N7v EHREY—H
IER=ILRDORTHZIHhESH

ZmRLET,

ERSINTY FADF T T b
DHHRR. T TV bDREF
HEORE () o

ERSINTY FADF T T b
DHHRR. T2 TV FDED
AAHEE. C DEICHERFHERREZ 2
B TEMIZLT, 772
T bENTY EDSHIRTES X
TIVIZHTEEXT,

N=2a VBB EINTNTY D

S5FTT U MEHIRT D EEIC

ER S NTI-HIBR<Y —H—DN—>

avID, N7y MIXNTRUET
IECDT o —=ILRIFEFEINFE

Ao

TV bDYAX (N1 LB
fi) o



ad—F
LOCS

INR

RSLT

JL—=IJL

uuIib

TJa4—ILEF
ary—>3y

S3NTw b F—F Tl Swift T
>TFHIFTTTIRID

ER

JL—ILS~JL (Rules Label )

Universally Unique Identifier (DB

GG

StorageGRID ¥ X F LD A T
TV b T —RONNGFR, AT
TV MIBFAD R WSS (HIBRS
NTWLWBIBERY) . LOCS Dl
(g™ TI,

CLEC (LA vy —d—FT1
JEN=AT 7 FDFE.
J7SxUbDT—RIEBETNT
WA LAY y——Fa 07
Q774 DA LA vy—0—
T4 000 —TID,

CLDI : LFUr—brnfcA T
TV RDGE. AT U FDG
FIDOLDR /—KRID &R 2a—LA
ID

CLNL : A7z bT—42H7
—h1TEINTVWBRERIF. 7
1T FDIFFRD ARC / — K ID

o

SINTwY RRE S3IF—&. £
& Swift A>T 7% L Swift A T2
17 l‘%&%ﬁ]%o

ILM ALIBDFER,

SUCS : ILM LIEEA AL £ L
TCo

* (REFHAREDMEIA L 7= 7o D [ ZEHL
SINTY NRDA TSV b
HEHFWICHIFRINTUVSG
B, CDT7s—ILRIFERICHE
D9,

cREATIS U MIERINS
BEBFIEN RV =OICA T
J LHDEIBREINTVWSRIHEE.
DT« —=ILRICIZ. AT
MIBRINERED ILM L
—LOHIFEAIRER T RNILHRR
INEI,

StorageGRID & X7 LR TDH T
21U bOERIF
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ad—F
VSID

Z14—ILEF

N—>3 > ID

LKCU: FEST N4z b o) —>T v S

CDRXAYyE—TF ANL—ZAR—RAZBNT BHIC0 ) =27y THnER EE
TEIN/cA TP Y b%Z StorageGRID DBHIBRL B RICEREINE T, TPV D
FTTICEENTWVWANRICSI XIESWIt VSA T MDA T FEEFT AT .
Tz MDEEZTINE T, HIRLIBIZEFMNICNY I T ST RTEITEINE

Jo
a—F

CSiZz

LTYP

LUID (LUID)

INZR

SEGC

uuIbD

LLST : O —>aYhRbhFL L

Z14—ILEF

AYTYYDTFAX

I)=2TvTORAF

727 b UUID DHIBRENE
L7=

S3NT v b [ F—=FTlE Swift O
YT I1FTTTIRID

a>7 73 UUID

Universally Unique Identifier D B&

GG

HIfRSNIcA T2 20 FORFED
N=23>YDN—=3>ID, N—
JayEEINTLERWNT Y ~
RONT Y b A TS 7 b cx
THRUNEICIF. CDT o —ILRIE
FENEEA.

=EA

727 bDYAX (N1 LB
fi) o

_REMERDHo _

HIfRENIcA T2 7 b DOFHF!
¥

S3NTY hZE S3IF—%&. Fi:
& Swift A>T F% & Swift 77
7 MEEBIF

TIAYMEENIA T I b
DIA>TFDUUID., DBl
T DI XY MEETH
TLBEBICOAERTEET,

FIrEETZF IS IRDID,
CDfEIE. AT RHHIBRT
NTULWEWEEICOAERTEE
ERR

COXytE—Sld, AT7Y o hEIE— (LTUT—bELEA LIS y—O—T 1
V) TR BR OIS BVEEICERKREINE T,
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a—

CBIL

NOID

uuIibD

ECPR

LTYP

PCLD

RSLT

TsRC

Z14—ILEF
CBID

V—X/—FID

Universally Unique ID MB&

1ALAPvy—0—FTa>o707
71

REBRZ AT

LIV — 4TSI bADN
A

&R

NUATE

Bz
HE%Z\T35 CBID,

mERDRHONfc/ — R D,

StorageGRID & X 7 L TDFEZHA
T2 bDFERIF

LA vy—O—T1 >IN
FT7oxohT—4H. AT
TWB LA Py——FT1>7
7O7 74D ID TY,

CLDI (Online) : L ZU4s—k
ATz bT—42 B

CLEC (Online) (1L Avy—
A—TFaviSnfcA7>zo
T—3F

CLNL (Nearline) :7—Hh+a7
INFLFVr—rA TSk
F—42

BRATS I T—R2DT 4 X
I DIGFANDFTELR7% /N R LTYP D
{EH' CLDI (DEbObLFU4—+h
FIT U bDHFE) DBEICD
AIRETNET,

J4#—LZzEBRLEFT
/var/local/rangedb/2/p/13/
13/000Js6X%{h{U) SeUFxEQR

EIZ NONE o RSLT IFZWED X v
=T —IILRTTH. TDX
vt —JICIFERELEHA. D
Ayt—=IWRT70I)LBZ) VTSN
HWE SIS, SUCS TiE#i<
NONE MMERINE T,

USER : 1—t%HMbUAH—LEL
=

SYST : RFLHNUA—CHN
FL7:
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MGAU : EEEEXvtE—

BEATIYUTIE. BEAPIHICNTZI—HERNAOSICERINE T, APHICNT S
GET £7=IX HEAD LA D ITARTOEKIZ. HBICMATEROI—TE. IP. &LV

B TeOJIC8HELE T,

a—k
MDIP

MDNA

MPAT

MPQP

MRBD D&

64

Z14—=ILEF

B IP 7 FLR

RXA %

ERD/IN

ERTIITUINSA—A&

AXZERLET

Bz

=N (TRT1x=>3>) O
IP7 KL X,

RIAMDR XA %,
ERD/INZR,
BRDIITV)INTA—H,

ERODEAXDAB. EDAXIE
F7AIIETOVICEERSINET
. BROARITIIHE DA HZE
DEFEDT —ATOJICEERIN
£9, IGEDAENICIERDIFERD
EENTLARVED. ThEhOD
POST XV v ROERAXH SE
DIAENFE T,

cA—HYHETAIHID ¥
POST authorize *

cFHLWH TRy MRE ¢
POST /grid/grid-
networks/update *

* FTLWNTP H—/\: *POST
/grid/ntp-servers /update * [C&
FNTVET

BRI —/NID E.
*POST
/grid/servers/decommission *

ISR SN TWVET

<X HEEERIE. HIFR (S3

TOERAF—RY) BT R
HYRITIRY (KNRT—R
RE) Sh&EJ,



MRSC

MRSP

MSIP

MUUN

RSLT

TJa4—ILEF
BRXY YR

HEI—R

BEDAEX

XETIP7RLR

d—4%®d URN

ER

OLST: > XFTLhEEkA Tz b EEBLELT:

Bz
HTTP EXR XYV w R @

* ¥&f8 (Post)
. PUT

* HURR
A

}l_t_\gj_ Fo

T 74 ETIE IDEDORE (S
ZFOARX) HOJICEREINE
EE

© R REBERIE BIBR (S
TVOERAX-RY) FLBTR
RYRITRRY (NRT—R
BY) TNET,

775472 EfEm DIPTR
L Xo

BREZFELI—HFD URN (
Uniform Resource Name ) o

BN (SUCS) . £/ldNyoT
VRICK>THRESNTS—H
RENET,

CDOXyt—TE. DDS —E XA StorageGRID X AT LRICA TS o o —

HA1DHRDFBZENTERWVGEICERINE T,

ad—F
CBID

NOID

TJa4—ILF
Content Block Identifier MDB&

/—FKID

HER
BEA T D CBID,

BRATS 7 FHREBICHERT
NERAL I EEEZT7 514>
DIBFAINH 356, R a—L1E
HHBWVERIE. /—RIDEIFT
AR a—LIDHBEVWT—IHHD
£9,
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J—K Ja4—ILR Bz

INR SINTy b/ F—FIFSwit O ZUTIHESIE. SINT v RRE
VFFI AT RID S3F¥—%. £l Swit A>T+

2L Swit 772 MERIF

RSLT R DT+« —ILRDEIZ NONE T
9o RSLT IFWMBDAYyE—TT o
—IILRTEH. TOXyvtE—IC
IBZYELEFA. COXYE—
NI BYITINEVNES
IC. SUCS Tl&% < NONE HMEF
INEJ,

UuID Universally Unique ID MDB& StorageGRID & X 7 LADIIBER A
T U ~DFERFo

JxI)l R1)a—LID ERRRERIGEIE. BEA T
7 MHRBICHER SNTIBFAO X
=S/ —REIET—HAT
J—=RDAR)a—LID,

ORLM : A7z MIL=ILAEIETNTUVWET

COAYtE—=2UF IIMIIL=IILTEESNIEEDICA T 7 bHMIE LU I —
INTHBEICERINE T,

ORLM X v =k, KU ~HOMDL—LTHERT LY T4 TI T b+ Xy 1
(D) AInTLBBAIL. FTI T FHF T 4L kD Make 2 Copies JL—ILIC & > TRENE AL
LEIFERTNER Ao

J—R Ja14—ILR B!

CBID Content Block Identifier D& 72 D CBID,

Cslz DL AV i V4 ISz bbOYAX (N1 RE
fiI) o
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ad—F
LOCS

INR

RSLT

JL—=IJL

SEGC

SGCB

TJa4—ILEF
ary—>3y

S3NTw b F—F Tl Swift T
>TFHIFTTTIRID

ER

JL—ILS~JL (Rules Label )

277 UUID

aA>7+ @ CBID

GG

StorageGRID ¥ X F LD A T
TV b T —RONNGFR, AT
TV MIBFAD R WSS (HIBRS
NTWLWBIBERY) . LOCS Dl
(g™ TI,

CLEC (LA vy —d—FT1
JEN=AT 7 FDFE.
J7SxUbDT—RIEBETNT
WA LAY y——Fa 07
Q774 DA LA vy—0—
T4 000 —TID,
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