APl ZfEFRHL ¥ ¢
StorageGRID

NetApp
October 03, 2025

This PDF was generated from https://docs.netapp.com/ja-jp/storagegrid-116/admin/using-grid-
management-api.html on October 03, 2025. Always check docs.netapp.com for the latest.



EPN
APl ZERLET
1)y REBAPI ZFRHALEY
fy ZFLARILDIY—X
I8 APl E3K
1) v REIE APl DALIE
1)y REEAPION—2 3 0 EE
BEODUJ—ATHR—FINTVLWBAPION—U 3 VR BERLET
EBRDAPIN—T 3 V%RIEELET
JORYAMN)IITRANT+#—2 ) (CSRF) DRLE
SUINTA A DB RIGEIE. APIZFERLEY
VTN TA VT HEWEEE (Active Directory ) |3 API %z {FH
SUINYA D FONEMEEE (Azure) |E APl Z{ER
SOTNTA T O BEWMEREEIE APl Z{EA ( PingFederate )

0 00O N N O ok~ A A

-
D O



APl Z{ERRL X9

gy FEIEAPI ZERALET

Grid Manager DA —HA > 2 —T 214 AORKHDIZT ) v REE RESTAPI Z{ER L
T YATLEBRRVZRITTEET, Izl API =R L TUEBEZBFHLLE
D, A—HLBEDEBDIT VT4 T« ZRRICERLIED TEET,

by FLANILDIY —R
7))y FEEAPI TEAAERRLUDOUY —XIRDEED T,

* /grid : 7+t XIF Grid Manager —HICHIRE N, RESNTIIL—FHERICEDVWTUVE T,

*Jorg: THY T AT EOO—AILDAP I —TFFE7 7L —>3 > LDAP JIIL—FICELTW
B3A—FICOHT IV ERADFRITNETIFMICOVWTIE. 2B LTKLEETW T F U 7 AhU Y 2R
ERSE

[Jprivate 1 : 772+t XX Grid Manager A—HICHIFRE M. RESINTIL—FHERICED VLW TIThNh
£9, TTAR—FAPIIFELBRLKEEINZHBENHD £, StorageGRID FZAR— IV RRA
YhiE. BEROAPIN—2a b EHELED,

R92E API E3K

1)y REIBAPI Ti&. Swagger #A—F>YYV—XAPI 75y b7+ —L%ZEFEHBLEY, Swagger DHH DO
TWIA—HA22—T x4 XAZFALT. HEESLVO—MRDOI—HIJ StorageGRID T API Z{ERLTY 7
IWERA LOMIBZRITTEEXT,

Swagger D1—H'A > A —T 14 ATlE. FAPINIBICAAT 3FMIBRE RFa X F2BBTEET,
MERHD
* ZfEHA L T Grid Manager (CH 11> LET HR—FENTWLS Web 751,
*REDT U RERNUETT,

(D) APLDocs Web <~ SEEAL TRY 5 APHABIST AT OBTRFTNET. BT~
ZXEDHDT—2EBR> TIER. BF. ELERLAVESISEEL TS,

FlE
1. Grid Manager N X —TAILTT7AOAV%ZFRL. *API R a2 XV M *Z&ERLE T,


https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-116/admin/web-browser-requirements.html

Search by |

Documentation Center

AP| Documentation

About

2. 754 R—F APl ZfERA L TiEZEITT SIC1F. StorageGRID BIEAPI R—IT* 514 R— | AP
REIXD MABE* ZFIRLET,

TS5AR—KAPIIFERLKEBINZBENHD £, StorageGRID 75 A R—KrI Y RKRA >+
& BBROAPIN—=U a3 vHEHRLETD,

3. BMDMIEZEIRL X T,

AP| JiB%Z {5k 95 &. GET. PUT. UPDATE. DELETE RY. {£RRIEE%A HTTP 7o > 3 > ZHESR
TZEEY,

4 HTTP 7202 arvx&ERL T, BEXROFMAZEIELET, CNIliE. TV RKRAVMURL., BFIE
FF7a3>DNTA—=EZDYY X b, BROAXXDH (BBERIFE) . BESNBILENEENE T,



o

groups Operations on groups o

GET /grid/groups Lists Grid Administrator Groups &
Parameters Try it out
Name Description
type
string filter by group type
Lol Available values  local, federated

v |
limit
integer maximum number of results
(query)
Defauit value - 25
marker
string marker-style pagination offset (value is Group's URN)

(query)

marker - marker-style pagination offset (value

includeMarker

boolean if set, the marker element is also returned
(query)

v
order
string pagination order (desc requires marker)
(query)

Available values : asc, desc

Responses Response content type | application/json v I

Code Description

200
successfully retrieved

Example Value Model

"status™: "
"apiversis
"deprecated”:
"data”: [

"displayName”: “"Developers”,
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python3 storagegrid-ssoauth.py
sso_method: adfs

saml_user: my-sso-username
saml_domain: my-domain

sg_address: storagegrid.example.com
tenant_account_id: 12345

Enter the user's SAML password:
ok hokokkkokokokkhokok ok kkkokokkkokok sk ksk ok kkkkkkhkk sk hhkkkkhkkkhkk bk k kb kkkkkk®

dokkkokok R kokkok ko k kkok kb kkk ok k ks k ok kkkkkkk sk kkkkkkkkkkkk kbR kR ek kR Rk E
StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cacfb25e7

StorageGRID £33 b — 27 A HAICKR T INE T, SSO ZEHAL TLWAWZED APl DFERAE L Rk
IS b=O 2 ZMDERICERATETSLDICADE LT,

3. cURL BERZERAY 31581E. ROFIE ZERAL X7,

a A VA VIR ERERZEELET,

export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export SAMLDOMAIN='my-domain'

export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'
export AD FS ADDRESS='adfs.example.com'

@ Grid Management API (Z7 2t X9 %ICId. 0% [ TENANTACCOUNTID 1 & L TfE
BLFI,

b. E£{JE585E URL 2259 3ICI1%. RIE APOST &K% [ /api/v3/authorize-saml | IZXEE L. BE
M5 JSON T>O— REHIBRL X T,

RDFIF ' TENANTACCOUNTID' DELEHAEREE URL ICXT§ 5 POST RZERL TLWEIHERIE
'python-m JSOT' ICEETNUSON T O—F 1« VI W HIRENEd
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curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json™ -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
Jjson.tool

COBIDBEICIF. URLIYO—RFENBREA URLAZENTUVEIH. JSONIVO—RE
NicLAVIFEaENTLEIE A

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHLbsIWEEVS2FJTuv7. ..
s51%2BfQ33cviwA%3D&RelayState=12345",

"responseTime": "2018-11-06T16:30:23.3552",

"status": "success"

C. DAYy RTHERTZHIC ' IEED S SAMLRequest ZREL £

export SAMLREQUEST='fZHLbsIWEEV$2FJTuv7/...sS1%2BfQ33cviwAS3D"'

d ADFSH 5V Z51 7> FERID ZELTEHE URL ZEIGL 7,

1 Dl3. BIDIGED URL ZERLTOJ A Y T 4—LEERTBHETT,

curl "https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=$TENANTACCOUNTID" | grep 'form method="post"
id="loginForm"'

WEICIZIZAT7 2 FEKRIDAEFENTUVET,

<form method="post" id="loginForm" autocomplete="off"
novalidate="novalidate" onKeyPress="if (event && event.keyCode == 13)
Login.submitLoginRequest () ;" action="/adfs/1ls/?
SAMLRequest=fZHRToMwFIZfhb...UJikvo77sXPw%3D%3D&RelayState=12345&clie
nt-request-1id=00000000-0000-0000-ee02-0080000000de" >

e [EBENS I ATV MEKID ZREFLFT,



export SAMLREQUESTID='00000000-0000-0000-ee02-0080000000de"

L HORED T A— LTI avIcoLTUovILEZRELET,

curl -X POST "https://SAD FS ADDRESS
/adfs/1ls/?SAMLRequest=$SAMLREQUEST&RelayState=STENANTACCOUNTID&client
-request-1d=$SAMLREQUESTID" \

--data "UserName=$SAMLUSERW@S$SSAMLDOMAIN&Password=
SSAMLPASSWORD&AuthMethod=FormsAuthentication" --include

AD FS "5\ w A —|TENMER HE &N/ 302 URA LT FHRENE T,

@ SSO Y RTLTRZBERRGE (MFA) BEMICE>TVWBRIHE. 74 —LKRIAMIIE2
DEHONRT—REREIEEFOMOILTVOYILBEENE T,

HTTP/1.1 302 Found

Content-Length: 0

Content-Type: text/html; charset=utf-8

Location:
https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHRTOMwFIZfhb...UJikvo
77sXPw%3D%3D&RelayState=12345&client-request-1d=00000000-0000-0000-
ee02-0080000000de

Set-Cookie: MSISAuth=AAEAADAVSHpXk6ApV...pmPO0aEiNtJvWY=; path=/adfs;
HttpOnly; Secure

Date: Tue, 06 Nov 2018 16:55:05 GMT

9. IGEDS MSISAuth 7 v ¥ —ZR®RFLEF T,

export MSISAuth='AAEAADAvVsHpXk6ApV...pmPOaEiNtJvWY=

h. 585 POST "5 0w —%EAL T, IB8E LIIHAIC GET ERZEEEFEL X T,

curl "https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=STENANTACCOUNTID&client-request-
1d=$SAMLREQUESTID" \

--cookie "MSISAuth=$SMSISAuth" --include

EBEAYA—|CIE. HETOIT VU MIMERIZADFS Ly > avigBhaEFnEgd, BEDAXIC
I, IERTDT #—L7T«—JLKIC SAMLResponse & EFNTWLE T,

11



HTTP/1.1 200 OK

Cache-Control: no-cache,no-store

Pragma: no-cache

Content-Length: 5665

Content-Type: text/html; charset=utf-8

Expires: -1

Server: Microsoft-HTTPAPI/2.0

P3P: ADFS doesn't have P3P policy, please contact your site's admin
for more details

Set-Cookie:
SamlSession=a3dpbnRlcnMtUHIpbWFyeS1BZGlpbi0xNzgmRmFsc2Umcng4NnJDZmEKV
XFxVIWx3bk1l1IMnFuUSUzZ2CUZzZCYmJ1YmXzE3M]AyZTASLThmMDgtNDRkZC04Yzg5LTQ3ND
UxYzA3ZjkzYw==; path=/adfs; HttpOnly; Secure

Set-Cookie: MSISAuthenticated=MTEvNy8yMDE4IDQ6MzI6NTkgUEO=;
path=/adfs; HttpOnly; Secure

Set-Cookie: MSISLoopDetectionCookie=MjAxOCOxMSOwNzoxNjozMjolOVpcMO==;
path=/adfs; HttpOnly; Secure

Date: Wed, 07 Nov 2018 16:32:59 GMT

<form method="POST" name="hiddenform"
action="https://storagegrid.example.com:443/api/saml-response">

<input type="hidden" name="SAMLResponse"
value="PHNhbWxwO1lJ1lc3BvbnN. ..l1scDpSZXNwb25zZ2T4=" /><input
type="hidden" name="RelayState" value="12345" />

i. IERTR T« —ILRHS SAMLResponse Z1R1FL £ ¢

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="

j- 77 L 7= SAMLResponse % {#f L CT. StorageGRID 58:F b —2 > % 4§ B StorageGRID @ T
/api/saml-response’ E3K| Z{ER L £,

I RelayState | DFFIETFET7HOU M IDZFERAL. Grid BEEAPIICHA 12T 3158130
ZEALET,

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

ISEICIIEREE b — T VD EENTVE T,



"apiVersion": "3.0",
"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",

"status": "success"

a. FREEb—20 U EBEIC TMYTOKEN | L THRELE D,

export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

CNT. SSO AL TVWARWMEED API OFRAELRLC & SIS, tOERIC TMYTOKEN J %
ERATEET,

VTN A A UHEMRIBEIE. APIDSY AT ORLET

TN A AT (SSO) NBEMICHE->TVWBIGEIF. Uy REEAPI X377 FMEIEAPI H'5 Y
AT I NTRHD—ED AP BEXR%ME TRIET Z3HELHD £9, ZTaHATZFIEIZ. Active
Directory % SSO 71 TV T 14 74 7ANA AL L TERATZHEICKELET

CDRRAIICDWT

HEBIZBL T 0> >0 d 70 R=IH505 7T b3 371FT. StorageGRID API 5 H 1 >
TIORTEEXT, £7/zI&. StorageGRID 65> > 7 IILOJ 7T~ (SLO) #FRTT38HbTEFET,
DiHE. B StorageGRID X7 5 k=7 VUHRETI,

Fg
1. L3N0 79 CEREZERT BICIE. T cookie" sso=true" 1 % SLOAPI IZEL X3,

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

AJ77 bk URLAERENFT,

13



"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%$3D%3
D",

"responseTime": "2018-11-20T22:20:30.8392",

"status": "success"

2. 077K URLZRELEF T,

export LOGOUT REQUEST

='https://adfs.example.com/adfs/1ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%

3D

3. EBREZOY 7T URLICHEEL. SLO #32{1TL T StorageGRID IZUA AL I FLET,

curl --include "SLOGOUT REQUEST"

302 IGBEMIREINEF T, VALY MEIZAPIDADOT 7Y MIFBERAINEE Ao

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwV07ss%...%23rsa-sha256

Set-Cookie: MSISSignoutProtocol=U2FtbA==; expires=Tue, 20 Nov 2018
22:35:03 GMT; path=/adfs; HttpOnly; Secure

4. StorageGRID Bearer k—27 > ZHIBRL £ 9,

StorageGRID Bearer k—27 > %ZHIffd 5. SSO #EALABAVEELRALLSICEMELET,

I cookie

1 sso=true' MEETNTLAWEE., 1—H—I(3 SSOREICHEEZ 5 X5 Z %< StorageGRID Hh'5

A7 hENFET,

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json"™ \

-H "Authorization: Bearer SMYTOKEN" \

--include

204 No Content J &, I—HH 1> T7 oML e%®RLED,
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HTTP/1.1 204 No Content

VTN A UF D EWNEBE (Azure ) (& APl Z{EH

HB5e 0TI A VA (SSO) DERECEME £/ Azure & SSO ZO/NA
RELTEALTWVWRBRSIE. 220> FILRI) FTrhaERLT. Vv REE
APl £7137F > FEIBAPI CTEMAEREEN—V V2B TE £ 9,

Azure > 2T IIY A VA DB RIBEIE. APLICH A1V LET
UTOFIEIZ. Azure 2 SSO 74TV T4 T4« 7ONA A L TERTZBEICKELET
HEBRHD

* StorageGRID 2 —H#JIIL—FICBT27x7L—T Yy RI—HFDSSOE X—IL7RLRE/NZXT—RH
WETTY,

* TFURNEBEBAPIIITIVERTEGEIF. TFRTAIDFIDEZBELTEETET,

CDRRAIICDWT
FREEN—O YV EEUE T BICIE. ROY TR T hEFERLE T,

* T storagegrid-ssoauth-caz.py 1 Python X2 1) 7 k
[ storagegrid-ssoauth-azure.js | X271 7~

EBE5DRV) FhH. StorageGRID 1 X —I)LT7 71 JLT7« L2 b1 (Red Hat Enterprise Linux & 73
CentOS FADIFEIE T /rpms 1 « Ubuntu & 7=1& Debian ADIHEIX T /debs 1 « VMware FE®D T /vsphere
1) ICHbFET,

HB® API 56 % Azure |CECh 9 B ICIE. T storagegrid-ssoauth-azure.py 1 X271 T BB LTS
Lo Python 221 7 kid. StorageGRID X LT 2 DDERZEFERITL (£3 SAMLRequest ZHE L.
HETERE L=V VZEIETE7=8) « T5ICNode.js AV T rEFEUHL T, SSOUEBZEITLET,

SSO MIBIE—ED APl BEXRZFERAL TERITTET X IH. RITITIDIIBETIEH D £ A puppeteer
Node.js EYa—J)Lidk. Azure SSO A VR —TJ A RAZWETZOHOICFERAL F T,

URLIYO—FT« VJRE 2#FERALTVW3I5EIE. [ Unsupported SAML version | £ WS TS5 —HRRE
NZ3AEMNHD £,

FIE
1. BEBEKERRERDLSICAI VA M—ILLET,

a. NodejsZ1 YA —ILLEY (BH) "hitps://nodejs.org/en/download/") o
b. HE%A Node.js EZ a—JL (puppeteer LT jsdom ) ZEXDFIFE T,

'NPM install-g <module>’
2. Python X2 ') 7 k% Python 1 > 2 —F U RITELT. RV T hZETLET,

Python X2 1) 7 k& 59 3 Node.js XU ) T EFUHL T, Azure SSO DA VRS> 3>%=X
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TLET,
3. IOV RHRREINS. ROEIBMDEZANDLET (Fhld NIX—2Z2FRALTELEY) o
° Azure NDY A VA VIZERATS SSOE X—JL7 KL
° StorageGRID 77 F L X
c THURERBAPIITIVERTRGEIEF. TR TATUEID

4 OV T EHREINES. NRAT—REZASL. BRESNIHEIC Azure I 3 MFA SREE % 1R1IET
IEES5ICEBLETS

s\ azrure ssodpy  storagegrid-srure-ssoauth. py sso-pmail-address lJ'!-l.""l?"l":." domain. com
g.com --tenant-account-id @

Enter - the

ZDRY)TETIE. MFA B Microsoft Authenticator Z B L TETINTWE I %8/
(D) BELTHOBRDO MFA (FFR S Xy E—ITEELLEI— FOANRY) EHH— b
TBROHI. ATV T OEENBEICRBZIZEDHD FT,

StorageGRID F85E b — 7 VA AICKR TR INE T, SSO #EA L TLARWEED APl OfERAE & ARk
IS b= HMMOERICHERTESLSICHED L1,

TN A U F OHBEMEIEEIE APl ZEH ( PingFederate )

Hd%HE TG A A (SSO) DERECHEML £7-. SSO 7ONAR LT
PingFederate ZER T 3ICi%. 7)) v REEAPI £7/37 > FEIE API TERAERE
=0 ZEBIE T 37HD—ED API EXRZ[HE TUIETIHELRHD £,

ST AF DB RIGEIE. APLICY A VA LET

CNSDOFIEIE. SSOTAT VT 1T+« F7ONAAR L LTPingFederate Z{EH L TWAIHSIBERAINE
5

BERHD

* StorageGRID A—HJIIL—FICE TS 7T L—7Tv RA—H®D SSO A—HHENRT— FHURET
ER

* THFURNEEAPIIITIVERTRGEIE. TFNTATFIDZHEELTETET,
CDRATIZDOWVWT
SEER—0 > FERIE T BICIE. owsnhoflEERLET,

* StorageGRID 1 > X h=JL7 714 I)LT7« L2 k) (Red Hat Enterprise Linux £7zI& CentOS D&% T
Jrpms 1 . Ubuntu £7zI& Debian DiFEE [ ./debs | « VMware D5E & T ./vsphere-vsphere | ) IC
&% T storagegrid-ssoauth.py 1 p'python X7 1) 7k,

* cURL ERD7—2 70—04l,
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cURL 7—270—3. RITICHKBEIDIDDTEBRERALT I RTB5EDHBDEI, [Avalid
SubjectConfirmation was not found on this Response | ¥ WS TS —HARRINZEHEMEDHD £7,

C) cURL 7—270—DHTlIE. NAT—RHAMBOI—HICRRINBVKDICHFEINATL
Ao

URLI>O—7« VJRE ZEALTW3ESIE. [ Unsupported SAML version | & \L\5 TS5 —hHFKR
SNZEREMD DD F7,

Fli&
1L I —D > ZBIET 3ICIE. ROWITNHADHEZERLE T,
> T storagegrid -ssoauth.py | Python X7 7+ ZERAL XY, FlIE2 ITEAX T,
o curl BRZFEALET, FIE3IEAXT,
2. T storagegrid -ssoauth.py | X2 1) F & ER T 3HEE. Python 1 > =TV RIZRV) T hEEL
TRV TR ERITLED,
IOV T ERRTFEINLES. ROFIHDEZANLET,
° 8SO A= [ PingFederate | (PingFederate . PingFederate % Y) DERD/NUI—>3> %A
NTEFY,
° 8SO 1—H%

° StorageGRID ' 1 VA F—JLENTWB R X1 >, D7+ —J)LRIF PingFederate ICIZFEHEINFE
BAh. ZHDFXICT DD, FEDEZANTETET,

° StorageGRID @77 F L X
c TFTFUNEEAPIIITIVERTEHBEIE. TFHYETATY D,

python3 storagegrid-ssoauth.py
sso_method: pingfederate
saml_user: my-sso-username
saml_domain:

sg_address: storagegrid.example.com

tenant_account_id: 12345

Enter the user's SAML password:
ok kokok ok ok okok ok kokok ok kkok sk kksk ok kkskkkkskkkkkokkk ok kk ok ko dkkkkkk ks kkkkkk ke kkkkkkkkkkkkkkkkkkk

$kdkeckkkdkckkkkckkk ks ke hkkkhkk ok khhkkhhkkkhkkkhkkkk gk ks kkkkkkkk kb ki k kR kE
StorageGRID Auth Token: 56eb@7bf-21f6-40b7-afob-5c6cactb25e7

StorageGRID £33 b — 7 VBB AICKR TR INE I, SSO ZFEA L TLAWBED APl DERSE Bk
IS b= EMOERICERTESLSICBRDFE LT,

3. cURL ERZERAY 21551E. ROFIE ZERALF T,

a A VA VIR ERERZEELEY,
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export
export
export

export

®

SAMLUSER="'my-sso-username'
SAMLPASSWORD="my-password'
TENANTACCOUNTID="12345"

STORAGEGRID ADDRESS='storagegrid.example.com'

Grid Management API [C7 7+ X 9§ %IZl&. 0% [ TENANTACCOUNTID | & LTfE
BALZXY,

b. 2L+ F5PF URL 25T B 1CIF. RIE APOST &K% T /api/v3/authorize-saml | ISXEL. &
M5 JSON T>O—R%EHIBRLET,

RO

TENANTACCOUNTID DELEASREF URL #EVB 3 370D POST B3R T, FERIZ

python-m json VY —JLITE I, JSON T>O—RHHIBREINET,

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \

-H "accept: application/json"™ -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
json.tool

COFIDBEICIEF. URLI>OA—RINEEBERFAURLAESENTVLETH. JSSONIVO—RT
NizLAVIIEENTULEE Ao

"apiVersion": "3.0",

"data": "https://my-pf-baseurl/idp/SSO.saml2?...",
"responseTime": "2018-11-06T16:30:23.3552",
"status": "success"

C. DAY RTHEHRTB7HIC ' [HEDS SAMLRequest ZREL X T

export

SAMLREQUEST="https://my-pf-baseurl/idp/SSO.saml2?..."

d RZEI7vx—%ITUVRR—FrL. 6B%=TI1-LZFT,

RESPONSE=S$ (curl -c - "SSAMLREQUEST")

echo "S$RESPONSE" | grep 'input type="hidden" name="pf.adapterId"
id="pf.adapterId"'



e. 'pf.adapterlD' flE%Z TV XA/R— kL. [6&ZITI—-LZ 7,

export ADAPTER='myAdapter'

echo "SRESPONSE" | grep 'base'

f. Thref) B2 T RR—rL REODRSy>a /%) .« o8&z ITd—-LF7d,

export BASEURL='https://my-pf-baseurl’

echo "SRESPONSE" | grep 'form method="POST"'

g laction)] DEXETIRAR—FLET,

export SSOPING='/idp/.../resumeSAML20/idp/SSO.ping’

h. L7 v )l &HIZ Cookie ZIXET S ©

curl -b <(echo "SRESPONSE") -X POST "S$BASEURLS$SSSOPING" \
--data "pf.username=$SAMLUSER&pf.pass=

SSAMLPASSWORD&pE .ok=clickedé&pf.cancel=&pf.adapterId=$ADAPTER"
--include

i. IERTR T« —ILRH 5 SAMLResponse Z1R1FL £ ¢

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="

j- 77 L 7= SAMLResponse % {#f L CT. StorageGRID 58:F b —2 > % 4§ B StorageGRID @ T
/api/saml-response’ E3K| Z{ER L £,

[ RelayState | DIZEIFTFET7HOU M ID ZEAL. Grid BE AP ICHA > 12T 35HRIF0
ZERALE Y,

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool
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ISEICIEEREE b — o VD EENTVE T,

"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. B3EE b — o Y ZISEIC TMYTOKEN 1 E LTREFELE TS

export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

CMNT. SSO ZFEALTULWRVWBED API DFERAAECREIL KL SIS, MIOERIC T MYTOKEN § %
FERATEEY,

’

SOTNTAF DB BIZRIE. APIDSY A YT I RLET

SN AUFY (SSO) HEMICE->TWBRIHEEIE. )y REEBAPI £72ld7F > FEEAPI H 64
1YTINTBIHD—ED AP| ER%HE TRIBTZBELHD ET. Ch5OFIEE. SSO 717V
T4 T4 7ONAAK X LT PingFederate #EA L TW3IBSICERAINE T

CDRRXZICDWT

REICIGC T, o> >oIOd 7o hR=ISHB505 70§37 T, StorageGRID API 511 >
TIRTEEY, £7IE. StorageGRID 5> 7 IILOF 7Tk (SLO) #FTT3IHTEET,
DIFE. B StorageGRID X7 5 =0 VHRETT,

FE
1. BAIN-OU0 70 MEREERTSICIE. T cookie" sso=true" | & SLOAPI IZELF 9,

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

OJ77kURLDREINE T,
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"apiVersion": "3.0",

"data": "https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D",

"responseTime": "2021-10-12T22:20:30.8392",

"status": "success"

2. 077 URLZRELET,

export LOGOUT REQUEST='https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D"'

3. ERZOJ 7k URLISEEL. SLO #3fTL T StorageGRID ICUA AL I MLE T,

curl --include "SLOGOUT REQUEST"

302 WBEMRENET, VEAAL Y MEIZAPIOAOOT 7 MIISBERTNEE Ao

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwWV0o7ss%...%23rsa-sha256

Set-Cookie: PF=QoKs...SgCC; Path=/; Secure; HttpOnly; SameSite=None

4. StorageGRID Bearer k—2 V% HIBRL £,
StorageGRID Bearer k—7 > ZHIlRg 5. SSO ZFEELABAWVEELRLKISICEMELEX T, [ cookie

1 sso=true' MEE SN TULARWSE. 11— —I|d SSO REICHEX 5 X % Z £ %A < StorageGRID 5
A 77 rENET,

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json"™ \

-H "Authorization: Bearer SMYTOKEN" \

--include

204 No Content J &, A=D1 7oL e%®RLED,

HTTP/1.1 204 No Content
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